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ABSTRACT

This thesis undertakes a comparative analysis of

] the ‘telecommunications policy of Canada and the Unifed
States in the area of transborder data flow. The do-
main is paradigmatic of the way in which new computer-
communication technologies were regulated and socially
rationalized during the pe;iod 1970-1982. An histori-
cal interpretation is based on a critique of theoreti-
cal and methodological positions underlying traditional

¢ communications policy research. |

A research position which treats pplicy as symbolic
action, discursive practice, producer of uncertainty,
and strategy is then forwarded in order to situate the

. structures and forms of transborder data flow po;icy
within its specificity,.

The first three chapters offer background informa~-
tion on national data flow policies and provide case
histgries for the comparative analysis in the fourth
chapter. New classificatory schemes and options %or pol-

icy action and inquiry ﬁre suggested in Chapters Four

and Five.
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‘ RESUME

—~——

Ce mémoire entreprend une analyse comparative des

politiques télé&communicationnelles canadienne et améri-

- . '

caine dans le domaine du flux transfrontiéres de 1'in-

formation. /L'examen de ce domaine démontre comment les
nguvélles technologies de communication informatisées
furent réglemeﬁtéés et rationalisé&es dang la période
l970-1982.‘-11 en est fait une interprétation historique
féndée sur une critique des positions théorique et métho-
dologique qui sous-tendent la recherche traditionnelle
en politique communicationnelle.

Le mémoire avance une position de recherche qui

traite la politique comme action symbolique, pratique

discusive, producteur d'incertitude et stratégie afin de

v
N N

spcifier les structures et les formes de la politique

du flux transfrontiéres de 1l'information.

«

Les trois prémieré chapitres délimitent les poiri-
!
J
tiques nationales du flux de l'information et contien-

nent des études de cas pouvant appuyer 1'analyse compara-

'

- {
tive entrepriSe dans le quatriéme chapitre. Les chapjtres
i

i

quatre et cing proposent des nomenclatures et des op-
tions nouvelles pour la prise de décision et la recherche

en politique.
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. - the politico-strategic term is an indi-

L cation of how the military and the adminis-
tration actually come to inscribe themselves
both on a2 material soil and within forms of
discourse . . . It 1is indeed war, administra-
tion, the implantation of management of some
form of power which are inscribed in such

expressions.

Michel Foucault,
"Questions on Geography”



CHAPTER ONE
INTRODUCTION: FLOW AND OYERFLOW

That which was unconscious ttuth, becomes, when
interpreted and defined in an object, a part of
the domain of knowledge, - a new weapon in the
magazine of power,.

Ralph Waldo Emerson, Nature (1836)1

o

Q

During the 1970s, such terms as télématique/telematics,

informatique/informatics, tele-informatics, and the infor-

mation ec¢onomy/revolution/society appeared in public policy

documents

of Western Europe and North Americd. These

labels refer to the devélopment, installation, and social

rationalization of computer-communication technologies —--

L3

especially the growth of inmternational data networks allow-

ing for the rapid sforage, processing, and transfer of data

across national boundaries by cable and satellite. The

conduct of international trade in goods and financial ser-

vices is 1increasingly dependent on these networks for a

variety of services, including the handling of management

information; foreign exchange and funds transfers; credit

and billing information; scientific research; airline re-

-

servations; and trade documentation and authentication

materials:

~

. . . rapid data communication is now essential
for conducting military operations, for trans-
acting international commerce, for managing mul-
tinational businesses.?2
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The term 'Transborder Data Flow' technically refers
to the "digitally encoded units of information in which
the transfer, storage, or processing takes place in more
than one national state."3 However, the general litera-
ture on transborder data flow dea17 with areas of inter-
national conflict and public policy issuesrpf the "compet-
ing values, claims, and policies by which national govern-
ments and others balance the competing benefits of sharing
and denying informétion.“a '

. 8] v -
Thus, as Eric J. Novotny states, the literature on

v

transborder data flow has examined the direction, access,

use, and control of computer data flows rather than the

©

problems of restricting the scope of meaning of the term

K] o N \
'Transborder Data Flow': '

<

The literature on transborder data flows con-
tains discussions of ‘widely varying problems,
partly due to the fact that data flows are de-
fined and categorized differently or not at all
by various authors . . . . There is substantial
confusion as to the meaning and limitations of
transborder data flows as they apply to computer
and communication systems.

The multidimensionality of 'Transborder Data Flow' as

- ke

4 dynamic policy term reflecting a broad range of meaniﬁé%'
is also recognized b} government policymakef§~and analysts
o .
such as Elizabeth Kriegler, Director-feneral of the Broad-
casting and Social Policy Branch of the Canadian Department
of Communications and Chair of the Inter-Departmental Task

Force -on Transborder Data Flow, who asserts that: , "Nobody

knows what Transborder Data Flow quite means. It means



< .and information policy.
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something different to everyone who uses it, Likewise,

Dr. Peter Robinson, Chairman of the Organization for
Economic Cooperation and Development's Expert Group on

Transborder Data Flow, and Special Advisor on the Inter-
v . -+
national Aspects of Informatics for the panadian Depart-

o

ment of Communications, maintains that: o

Transborder Data Flow is a string of words that

‘ is being more widely bandied about here in
’ Canada and internationally., It is a label used
to represent a range of complex and sensitive
issues of public policy.’

Eddi Ploman, former Executive Director of the Inter-

national Institute of Communications, London, and Vice

Rector of the United Nations University of Tokyo, haé‘

g

also argued this‘'viewpoint in an address before a Confer-

-
[

ence of the Canadian Council on International Law, deal-
.ing with international communication issues such as trans-’
border data flow. He posited that both the demarcation
of international, communication policy as an academic field,

and the intermnational dgbate over data flow are formed by
institutional actors imbricated in sets of particularﬁ e
'epistemic' or cognitive communities, wﬁbée social power
is based on the activity of‘producing meanings, knowledges;’

.

and languages on the subject of international communications

- L '

! I8

In Copyright: Intellectual Property in the Information

Age (iéBO),—Ploman and L, Clark Hamilton explain that:

i
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v By 'epistemé,’ Foucault means a dominant way Lo T
. of looking at reality, a set of shared symbols
- _and references, mutuyal expectations and pre-
. dictability of intention. Epistemic communities
o may thus derive from the role of representing
national public authorities at the international
level or may be based on bureaucratic position,
technical trairing, scientific outlook or shared
disciplinary paradigms.

Ploman and Hamilton exéﬁine the epistemic or cognitive
communities in the pommunicaéioné field,tfocusing on
strongly organized and expert goveréﬁental and non-govern-
mental pressure groups working in such fields as copyright
law. They also argue for comparative analyses of these
epistemic communities in international communications,

Like_the field of copyright, trangborder data flow
iséues cén be roughly categorized in terms of economic,
legal, political; aﬁd technical 'concerns produced by vary-
ing episﬁemic communities,

The economic issues pertaining to transborder data

flow include problems of internatiomal trade in telecom-

.
-

muniqafﬁdns and information goods and services; the role

» g -y
~

of data°fiows in the conduct of international business
transactions; the operational status of international
record carriers, data networks, and computer éervices
bureaux; the effects of non-tariff and invisible trade
bafriers on.the use of computer~communication technologies;
effects of data flow; on national economnic-independence --
specifically in the areas of employmenﬁ patterns and bal-
énce of payments.problems; and the role of multinational

corporations in the provision of international computer-
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communication goods and services.
Legal issues of data flow refer, inter alia, to
probl%gﬁ of national sovereignty; the extra-territorial

application of law; protection of personmal privacy; access-

a

to stored personal data; data protection laws and‘biils;

! “ !
data copyright and the legal identification of information/

' '

data as a commodity, tangible and/or intangible good or
/

!

service, resource, and pr&perty; data ownership; and the
development of a framework, or legal regime for criminal

law prosecution of computer crime such as the interception
of data. l o /,

Political issues in the transborder data flow debate
include problems of‘ﬂggional éovereignty> security, pride,
and culture; and theﬂ;établishment of international regul-
atory regimes governing the cgntrol, direction; use, and
content of international data flows which could affect
the conduct of trade in general, and markets for computer-
communication goods and services, in particular.

Lastly, technical issues include difficulties of de-
fining and categorising the actual physi;al flow of data
and of monitoring 'the content of data; the development of
technicél standards for intermational computer-communica-
t%fn systems andvequipmentf and encrypt}pn and security
méasures for data protection. §

Singe 'Transborder Data Flow' has ;volved as a policy
term or label representing a broad range of meanings, the’

critical stance of this thesis is especially appropriate;

research is aimed at the examination qf the production of

o

-
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meanings of communication policy. Harold D. Lasswell
recognized the need for such analyses over thirty years

ago, when he stated that: "The key terms which are used

g

. . . "/ ¢ >
in the policy stiences réfer to meanings and contexts of

. . w10
meanings are interchangeable.”

Literature on transborder data flow is mostly limit-

ed to collections of governmmental intergovernmental, and-
corporate positions on select economic, legal, and poli=-
tical issues in such compilations as the 0.E.C.D. series

on Information, Computer, Communication Policy (1977~

1982)11 the Intergovernmental Bureau for Informatics'

Tranﬁborder Data Flow'Policies (1981),12

eration of Information Societies' Transborder Data Flow:

the American Fed-

Concerns 1in Privacy Protection and Free Flow of Information

(1979),13 and the Institute for Research on Public Policy's

Issues in Canadian/U.S. Transborder Computer Data Flows

(1979);14 and in computer-communication industry Jjournals

such as Datamation and Computerworld. .

Two annotated biographies listing primary material
on national bills and policies, and secondary material of
journal articles and booksowhich deal with select issues
of transborder data flow have been compiled by Eric J.
Novotny, who has published pioneeri%g articlesydealing
specifically with the theoretical and methodological pro-
blems of studying transborder data flow through an inter-

15

national law and policy-oriented framework, In “"Trans-

border Data Flows and International Law: A Framework for

.
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Policy-Oriented Inquiry" (1980), Novotny argues for the
development of a methodology on policy aspects of trans-

border data flow capable of identifying and evaluating

"the relative strengths of the participants, their varying

control over the technologies of computers and communica-

’

tion,|and their strategies for advancing their ebjectives.,"
a ;

In this article, Novotny suggests the explication of the

multifaceted meanings of 'Transborder Data Flow' and stress-

es the necessity for identifying the political interests
(governmental and corporate actors) involved in policy de-

bate, because: '"The asserzion of n@@gonal power under-

scores all-activity in transborder data flow.”17

s ¢

Aside from Novotny's contributions, there are current-

!

ly no works on transborder data flow within the academic
context of communication policy research which examine the:
evolution of transborder data flow as a specific policy
term referring to the regulation of computer-communication
technologies during the 1970s. The definitional bounds of
the term 'Transborder Data Flow' include other types of
communication flow beside corporate data, types such as
broadcasting signals and journalistic information sent
through co&}uters and satellites in digital format. Thus,
the inclusion of tranmsborder data flow in the field of
communication studies can be justified by a theoretical
continuation of the tradition of news flow research. How-

ever, the media aspects of transborder data flow have been’

neglected in most analyses of the subject, and the extension

v



of the term to other media flows has been pursued only

by a small number of authoré, including G. Russell Pipe18

and Edmund Hogrebe.19

Debate on transborder data flow has emerged, rather,
within U.S. and Canadian government agencies and corpora-
;ions responsible for debate on international comﬁunica—
tion fissues, and follows those discourses under the gener-
"al erric of 'information, computer, communication policy'
which applies to regulatory regimes governing the devel-
gppent and operation of computer-communication technologies.

This thesis project is limited to the descriptive '
analysis of primary and secondary materials related to the
evolution of transborder data flow as a communicationrfolf—
cy object in Canada and the United States; from its first
appearance 1in policy document; of 1970, until the present.
The corpus 'government policy documents' includes official
and non~official government policy gtatements; task force
reports; press releases; memoranda and internal government
reports discussing the formation and implementation og
policy; statements from policymakers and government repre-
sentatives appearing in non-governmental séurces such as
journals and reports of conference proceedings;and reports
and transcripts of congressional and parliamentary commit-
tee hearings. These types of texts comprise the primary

material in this thesis, with journal articles and other

publications by non-governmental sources referring to gov-

ernment policy, comprising the secondary material of research.




/
The archival contr?pution of this project may be

emphasized, since there is no previous compilation and
historical analysis of Canadian and United States docu-
ments on transborder data flow. Neither are texts cur-
rently available which outline the history of regulatory
structures, actors and stakes involved in the internation=-
al control of computer—-communication technologies dufting
the 1970s. This paucity of material on the theoretical,
methodological, and political problems of communication
policy research; -on the evolution of regulatory structures
in the c;;puter—commﬁnication arena; and on the analysis
of transborder data flow as a communication policy‘term,
forms a major rationale for the selection of thesis pro~‘
blematics.

Since the general- task-of this thesis is the search
for general knowledge of communication policy processes
regardléss of p;rticglar nationalistic and administrative
purposes, and because one cannot give a detailed anmalysis
of all national transborder data flow policies within the
scope of a masters tﬁesig project, a compérative methodo-
logy wag selected, utilizing Canada and the United States
as countries for comparison,

The importan;e of the comparative method in policy

analysis is suggested by Roland S. Homet_in'Politics, Cul-

tures and Communication (1979), a comparative analysis of

communication policy in the United States and Western

Europe.20 He claims that:

oMbt 435 Aol o



. . . An examination of comparative policy-
making is likely to yield insights into the
state of comparative political cultures to-
day . . . This could be of some value to pol-~-
icy analysts accustomed to gauging public per-
formance in their own sotieties by profession
of purely domestic objectives . . . ,21

' : 1

A comparative analysis of transborder data flow

policy may allow us to examine whether communication pol-

!
v

icy objects are formed according to the same set of rules

. 4
for the production, regulation, distribution, and circu-

lation of meanings;”or whether different institutional
e .

!
o

structures, ;egulalor§ phi&osophies, and economic con-
straints account for different national rules for the pro-
duction of commun?cation policy documents. Furthermore,
the very term 'Transborder Data Flow' implies the inter-
national or comparative context for debate on communica-
tion policy. As will be shown throughout this thesis,
coﬁsideration of transborder data flow issues in the
ﬁnited States and Canada cannot, for example, be divorced
from this intermational and comparative framework, where
transborde; data flow evolved as a policy object reflect-
ing a series of specific biigteral and multilateral issues
between these® two countrigs.

The selection of Canada and the United States as
case studies for this comparative analy$is was based on

both theoretical and practical considerations. The central

3

économic dominance of the United States in the internation-
al trade of communication goods and services, and the cul--

tural and economic dependence of Canada as 'hinterland'
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or '"periphery' has been recognized since the work of
H.A. Innis., These different positions of Canada and the
United States as importers and exporters of communication
goods and services as well as contrasting geographic,\
linguistic, historic, and cultural factors contribute to
major variations in communication regulatory philosophy
and policy on transborder data flow.

In some cultural and economic respects ~-- specifically

the heavy dependency on U.S, penetration of domestic com-

munication markets, Canada shares more in common with

‘Third World countries than with its North American counter-

part. A comparative communication policy analysis of
Canadian and United States documents may thus lead to in-
v

siéh&é about the communication relationships between the
U.S. and developing countries in particular, and about
the processes and structures of international communica-
tion/regulation, in general,

The selection of Canada and the United States as
case examples was also prompted by such practical consid-
erations as the author's access to primary and secondary
material, and contact with representatives of communica-
tion policy institutions in these two countries.

The time period 1970-1982 was chosen since the dev-
elopment of goyernment regulatory agencies for cpméuter-
communication such as the Canadian Department of Communi-

cations and the U.S. Office of Telecommunications Policy,

and the appearance of government policy documents on

H
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computer-communication technology began in 1969-1970,
Canadian and United States transborder data flow policy
continues to evolve and cha;ge; however, temporal restric-
tions on thesis submission force the admittedly arbitrary
'cut-off point', or chronological end of q;;lysis.

In summary, the problematics of undertéking communi-

cation policy research and of descnibiﬁg the international

regulatory regimes of computer-communication policy are

examined through the specific historical analysis and

{

/comparison of Canadian and United States transborder data

«

flow policies. Thé selection of tra;sborder data flow

as the major topic was based on its multidimensional

status as a %olicy label covering a wide range of economic,
legal, political, and technical issues and reflecting an
epistemological focus on the production of meaning. The
limited scope of a masters thesis ﬁroject dictated that
research be targeted at a specific facet of communication
policy. A major aim of this thesis is the amelioration

of thé poverty of communication policy research material

on transborder data flow,

Chapters Two and Three of this work offer.general
background information on Canadian and Unitgd States
transborder data flow policy. They provide the case his-
tories for a comparative policy amnalysis in Chapter Four.
In this chapter, the author also reviews an influential
tradition of communication policy research, and raises

theoretical and methodological questions of policy analysis.
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> CHAPTER TWO . .

CANADIAN POLICY - CONCERNS OVER FLOW/
AN OVERFLOW OF CONCERNS

It has been called a threat to Canadian éob?ety.
It has been called a threat to thousands of Ca-

nadian jobs. Some experts say it affects Canada's.
ability to control information about itself and
uwﬁﬁiﬁgawq N its citizens. It is an issue touching on all’
o o - these things: Canadian sovereignty, employment,
o T and control. The issue is called 'transborder

- data flow.' ‘ 1
Barbara Keddy (1979)

N

Introduction

w7 3y L _’\"::1"\ s

. Canadian communication policy, in imitation of Janus,

o

‘the two-faced God of Roman mythology, leads a double exis-
tence. According to one face, Canada is developing a com-
prehensive communication policy to govern its domestic and

international affairs. As Dr., Oswald H. Ganley contends

) in The United States-Canadian Communication and Information

Resources Relationship and\its Possible Significance for
\
Worldwide Diplomacy (1981)%

Q \\
i

Canada is probably, exceptional in the world com-
munity in that it has been the first country to
recognize the full \range of connections among
R the various communications and information re-—
L¢*w~u sources , ., ., Canada has been the first to see
’ and to extensively study the importance of the
phenomena to its political processes, its econ-
omiczpolicies, and its cultural and legal think-~
; ing.

However, the other face of Canadian communication

- wd=n
[ S}

policy has also been recognized by scholars. J.C. Michel
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Guité, in Requiem for Rabbit Ears (1977), a study on,

Canadian cable-tv policy for the Stanford Institute of

Communication Research, posits that:'

.
P2l ~

A - %t
\ L

) The Canadian telecommunications policy machinery . -
‘ is not as immaculate and passionless as it®may" o
appear to be. It is not a staid ship of state
" sailing confidently before the winds of public
interest carrying a cargo of hard data and ex-
o pertise proceeding to some electronic babylon
on the horizon. A more appropriate metaphor is

. . a flotilla . of small and large craft, without
uniform charts or sextants, with no agreed upon s
destination,3 - )

The authors of a 1980 C:D. Howe Institute study en-

titled: Conflict over Communications Policy: A Study of

Federal-Provincial Relations and Public Policy follow

Guité&'s position by illustrating the weaknesses of central- ’

ized federal regulation devised to respond to problems of ,
_ . ¢ v 3

transborder data flow and direct broadcast satellites.

They conclude that:. o

Policy and administration within the federal

government has been characterized by a continued

fragmentation among different departments and

agencies and by‘a lack of clear direction as to -
* appropriate goals and instrument515

The preceding descriptions of Canadian cq@munication
policy as comprehensive or fragmented, are dependent on

evaluative criteria that determine what constitites appro-

.
¢
¢

priate policy actions and mechanisms. The simple assign-

ment of these labels of comprehensiveness or fragmentation

-

to government strategies whicé\cover a wide array of actions

.and non-actions and which reflect\the various concerns and,

8
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stakes of governmental:and non-governmental actors, may -
result in the production of over-simplified and reduction-

ist analyses and recommendations. Canadian communication

' policy is analysed in this 'thesis through the use of a

-

case study and compa;ative methodology. Thus, the his-
tory of Canadian data flow pglicy cannot be rendered to-
tally intelligible when basic, information and analysis,
hypothesis and interpretation ;;e diécu3sed together. In-
&eed, there £s ngt a history of transborder data flgw
pol}cy ava?lablé thatlwould make such a Qholly integ;ated
narrative history possible or usefgl.A Thi; chapter is pre-
sented in order to assuage gﬂe basic lack of chronology of
Canadian transborder data fiow poiicy.‘ interpretation of
events ané';he éeneration of h?bsthéses to account for

and evaluate aspects of this hiétory will. thus be offered
in the comparative anaiysis of Chapfeerour, after the
basic history'of'U.S.'éransborder data flow policy has
been-presented.

The history of Canadian'transborder data flow policy

can be viewed metaphorically as a love affair; it can be
¢

©

roughly divided into three distinct périods, or stages:

1), initial interest (1970-1973); 2) loss of interest (1973~

~1977); and 3} regained'interést (1977-1982). Thus, data

flow became a public policy issue at a certain conjuncture,
was then mainly ignored, and finally re-emerged as an im-
portant issue for specific reasons which will be~discussed

later in this chapter and ‘in Chapter Four. Through this

o

>

o
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history, Canadian Government definitions and policies
. w
' on transborder data flow showed three-major preoccupa-

 tions, The first is concerned with national sovereignty

)

as“expressed in demands for the territorialify of nation-
al jurisdication and ‘economic and cultural self-sufficien-
cy. A second thrust arises from the bilateral context
. ‘ : in which transborder da;a,flow issues were framed --

- . lspepifically with the Unitedistates. A final preoccupa-

tion has been the creation of inter-departmental task

[

: fbrcés and advisory committees which publish non-ofificial
reports on select aspects of U.S.-Canadian da%ﬁ flow,
. B Thus the same issues and the way these issues Qere ex-
. pressed —- remained constant across all tgree periods,
A plethora of reports published by tﬂe Canadian

Department of Communications, including Instant World

‘(1971),6 Privacy and Computers (1972),7 Branching Out

(1972),8 Computer/Communications Policy (1973),9 The

Growth of Computer/Communications in Canada (1978),10 and

11

. Telecommunications in Canada (1979), have outlined the

implications of Canadian dependency on U.S. manufacturing
and service firms for the storage, processing, and transi
fer of computer data. These hypothetical implications

for Canada include: loss of employment; erosion of Cana-
dian industrial prowess; worsening of balance of payments
problems; and loss of national pride, culture, and securi-'

ty -- all related under the rubric of threats to national

"

—,-/ «
sovereignty. Possible solutions to these problems of
PRk g
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Canada-U.S. data flow have been trecommended and ignored
since the early 15103, gnd range from the imposition of
protectionist measures to the encouragement of competition
for Canadian induystries through the reduction of high
ta%iffs which limit the importation of cheap U.S. techno-

logies,

A. Stage One: Initial Interest / 1970-1973

[

Problems of transborder data flow were first recog-
nized by Canadian govermment policy officials in the early

1970s, when communication emerged as a "strategic and

nl2

contentious issue of public policy. The federal De-

“partment of Communications was established in 1969, with

responsibilities for, idnter alia, developing policy and
advising the government on communication issues, promoting

research and development, undertaking coordination and

- liaison activities with governmental and non-governmental

bodies, and making appointments to relevant regulatory
13

and advisory bodies.

In its first year of existence, the Department of

Communications organized a 'Telecommission Study,' dedi~-
cated to the analysis of broad issues of Canadian communi-
cation, rather than to the formulation of specific policies.
This study set the model for all subsequent reports on

transborder data flow -- policy analysis with little policy

formulation. As Guité explains:
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The Telecommidsion did not try to establish
federal communication policies. What it did
do was bring together, in a two feet high
stack of booklets, the various positions of
different groups of what these groups saw as’
critical issubs.l4

The Department provided a general overview of Canadian
telecommunication issues in a pioneering series of re-
ports from government agencies and interest groups, and

in a2 general text entitled: Instant World (.1971).15

In Chapter 15 of Instant World, "The Marriage of

' concern was raised over the

Computers and Communication,’

planning of multi-service computer/communication systems

in Canada and in the United States, which could-result

in the establishment of an exclusively North-South infra-

structure for Canadian communication systems:
Although Canada has an efficient and sophistic-
ated east-west telecommunications system, the
United States> lead in the development of large
computer utilities could result in a north-
south flow of business that could . . . prevent
the establishment of an indigenous computer
utility industry.l® -

The possible implications of the concentration of
information on Canadian individuals, institutions, and
transactions in foreign, i.e. United States data banks,
according to this chapter, included: jeopardizatioﬁ of
the economic viability of future Canadian computer/comm-
unication systems, abrogation of\Canadian laws dealing

with personal privacy and corporate operations, and re-

duction of possible benefits to be accrued from computer-
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17
alded educational methods. The authors of the report,

7

reciting themes that would be reiterated in every major

computer-communication policy document to follow, posited

that: "A telecommunications network that leads generally
to computers and databanks in the United States is likely
to lead to much information and instruction that is not
particularly suited to Canadian needs."18
Fundamental legal problems of U.S5.-Canadian data
flow were first recognized by the Department of Communi-
' g

cations in their Telecommission Study 3 (c), entitled:

Internatjonal Legal Problems Concerning the Transfer and

19

!
Storage of Inkormation (1971). The two categories of

legal problems addressed in this study included political
problems of natlenal sovereignty, secufit&, and pride to
be ameliorated through legal enactments of domestic law
and international conventions; and 'classical' legal pro-
blemshsuch as potentlial proprietary interests in data,
possibilities of taxing data, and:écenarios for the impo-
sition of combines, antitrust, copyright laws, and import/
export controls to regulate the transborder transfer and
storage of information.20 The contribution of this re-
port lies in its original exposure of these legal issues.
ﬁowever, little explication is offered to document the
feasibility of solving the problems of transborder data
flow and of applying specific Canadian laws and controls.

In A Trans-Canada Computer/Communications Network

(1971), the Science Council of Canada argued’' the need for
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a national computer-communication policy to prevent the

problems of data flow and storage outlined in Instant

21

World and the various Telecommission reports., The

Council'reqommended the development of a trans-Canada
computer-communications network in order to restrict pre-
dominantly north-south patterns of commuﬂication, such

as a situation where data between Winnipeg and Toronto
would flow through facilitites 1in Minneapolils and Chicago;
and to prevent a scenario whereby "U.S. interests will
provide modern facilitlies for us, even as they provide
automobiles, academics, capital, entertainment, and

schoal books."22

The Science Council alsc detailed the major economic,

cultural, and legal implications of north-south data flow

and storage that were outlined in Instant World, suggest-
ing’thatAthese trends included: a continual outflow of
funds for network charges of a magnitude and growth rate
out of Capadian control; very little control by Canadians
of privacy and security standards ané little opportunity
for Canadian bodles to verify advertised standards of
privacy andlsecurity; the possibility that once trans-
Canada links have been established through the United States,
cheaper data communication and processing services will

be provided by U.S. corporations only; and the further
possibility that information banks and computer-aided
learning would migrate to the points of supply and computer

services.

O Pt
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In respomse to the early findings of the Telecom-
missionland Science Council reports which predicﬁéﬂ dire
economic, political, and cultural effects arising from
the confluence of compuﬁer—coméunication technologies
(which would supposedly transform Canada into a 'post-
industrial' and 'wired' society), the federal Govermnment
organized task forces on computer-communications and on
computer and privacy, in October 1970. |

The Task Force on Privacy and Computers, jointly
established by the Department ?f‘Communications and the
Department of Justice, explored the ramifications of com-
puterized data banks on the protection of personal pri-

{ .

vacy. In a chapter on "International Considerations" of

their 1972 report, Privacy and Computers, the Task Force
examined the priﬁacy aspects of extrafterritorialiy

stored information -- particularly data stored in the
United States, and concluded that the principal problem

in Lhis area was ggg\that of the privacy:. of Canadian per-—
sons or institutions Eeing invaded, but rathet, concerned
the data processing and communication business that would
be lost to Canada as a result of data flow.ZA In this
regard; the report stated that: "In developing any inter-
national policies, the queétion of computers and privacy
will probably have to be closely related to the total
transbhorder flow of goods an'dlservices.”25

The Computer/Communications Task Force also published

their findings on 'cross-border data fioy“ in 1972. The
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purpose of this independent task force within the Depart-
ment of Communications was ''to speedily develop and recom-
mend specific policies and institutions that will ensure
the orderly, rational; and efficient growth of combined
computer/communication systems in the public interest."26
Chapter X of thelr two-volume general report, Branching
< J
Qgg dealt with issues surrounding the provision and use
of data services inm Canada —-- issues stemming from
Canada's proximity to the large industrial and technologi-
cal markets 1n the United States. Problems of control
over data flow, access to data banks, and pote;tial loss
of Canadian business were raised after a discussion on
north-south data flow, i.e. flow resulting from the in-house
operations of Canadian subsidiaries of U.S.-based companies
and from user needs to access data banks and programs which
were not available in Canada.27 Policy recommendations
to ameliorate these problems of data flow were predicated
on the goals to maintain a Canadian presence in the North
American trade of computer~communication goods and ser-
vices, and are suggested after analyses of the motivating
forces accounting for data flow, of the economic, legal,
and social criteria for flow restriction, and of suitable
policy appgoaches to problems of north-south, or 'cross-

border' data flow.28

The Task Force suggested that the major motivating

force for the cross-~-border/north-south flow of data was

o
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the economics of data processing and -communication in thle

United States:

The economies and advantages of centralized
data processing facilities are considered by
companies . . . and constraints on the loca-
tion of data processing capability, which, at-
tempt to keep the work in Canada are claimed
to result in higher operating costs to all
divisions of a company, 1ncluding those in
Canada. 29

The Task Force also expanded the general 1list of economic
implications of north-south data flow outlined in earlier
reports, and discusséd the direct potential loss of busi-
ness to Canadian data processing enterprises, reduced em-
ployment opportunities, inhibition of the build up of bus-
iness volume, and preventions of economies of scales =--
ehgeudered by the data flow.3? The legal implications of

data transfer and storage across national borders raised

in Branching Out reiterate the text of Telecommission

Study 3 (c), where issues of protection of personal pri-

3

vacy, copyright, liability, and bonding are given summary
treétment.sl Finally, the social issues arising from data
flow which are identified in the report are bésed on the
premise that computer/communication technologies would be
used for information retrieval, educational, and enter-~
tainment purposes.32 Because these technologies convey
cultural values ,and atfitudes, the Task Force.argued that
Canadian broadcasting, entertainment, and educational

gservice industries could be threatened, and that therefore

Canadian ctontent in computer/communication channels must ’ )
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be assured:

This aspect of the potential of computer/
communications in the distribution of informa-
tion with cultural content to the general
public must therefore be reflected in corres-
ponding requirements to ensure that the user
has sufficient choice of material including
sufficlent volume from Canadian sources.33
Thus, the Canadian-content rationale used in the federal
regulation of Canadian broadcasting was introduced to
the debate over control over the development of computer/
- communication technologies and the attendant problems of
data flow.

The Task Force on Computers and Communication recog-
nized that policy approaches‘to the problem of cross-border
data flow were constrained by the '"practical difficulties
inherent in attempting to restrict or limit the flow of

w34

data across intermnational borders. These difficulties

included, for example, the rejection of traditional methods
of international control of commodity transfers such as \
customs tariffs, taxatioh measures, quota provisions, ex-
port licenses, and anti-dumping controls because of pro-
blems of valuation -- i.e. computer data was defined as a
commodity that is almost impossible to systematically
value.35 Furthermore, the precedent setting application

of traditional tariff principles to the electronic trans-
mission of information, possible reciprocal actions by

foreign governments, and higher costs resulting from a

smallex variety of producers and sources, argued against
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\ the application of traditional commodity controls as a
viable govermment strategy.36 Rathér than tecommending
the imposition of such restrixctions on cross-border data
"flow, the Task Force suggested positive measures aimed
at stremngthening the)availability and cost—-effectiveness
of Canadlian computer/communication services:

W The Task Force contends that~inhibitions of
information flow between the U.S. and Canada
would be, on the balance, economically, techni-
cally, and socially detrimental to Canada and
that the Canadian computer/communications in-

dugstry must therefore compete with the cross-
border flow of U.S. information services.3’

-

In order for the Canadian computer-communication in-
"dustries to compete and freely participate in the North
American information flow market, the Task Force issued
thirty-nine férmal recommendations covering the entire

field of computer-communications, including Recommendation

22, which stated:
. . policies in computerfcommunication should
be oriented towards providing service availlability
and reducing costs in Canada in order to offset
economic and technical incentives for meeting
user needs through facilities outside Canada.38
Ten specific federal actions to deal with problems of

cross-border data flow were articulated 1in Chapter X of

Branching Out, including: government financial and techni-

cal assistance in research and industridl*development;
coordination in the gradual evolution of a coherent data

communication network; participation in the development of
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national and international standards; financial ,assis-

ta7ce on a case-by-case basis ifi the form of subsidies

{
to users and suppliers; moral .suasion directed towards

encouraging Canadian subsidiaries of foreign companies
to employ Canadian computer~-communication services
wherever possible; and review of customs tariffs for the.
impoftation of ;quipment not available from Canadian

manufacturers.

.
.

-

B. Staggkjwo: Loss of Interest / 1973-1977

i
-

Federafzinterest in computer-communication poiicy .
and problems of cross-border data flow declined in the

period 1973-1977, despite the existence of an Interdepart-

b

o <>

mental Committee and the work of such researchers as

Gotlieb, Dalfen, and Katz. Indeed, no comprehensive

o~

Canadian computer-communication policies were designed,
analyzed, and implemented. Twenty-four of the thirty-

nine specific policy recommendations of the 1972 Branching

o .
Qut report were totally ignored.AO This lack of interest

in computer-communication issues may have been engendered
by a growing realization that earlier govermment forecasts
of a Canadian society totally dependent on computer-com-

munication tec?nologylwere inaccurate; the 1979 Clyne Com-

mittee explained that;

A

. . . the immanence of 'the wired city' (mean-
ing soclieties in which a great many needs of

individuals -- ranging from informationm on de-
mand to shopping and banking services would be

o

e
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Provided through TV sets in the home) had been

overemphasized . . . In Canada, the sense of
urgency generated by the Telecommission dis-
appeared. ‘

After publication of Branching Out 1in 1972, the

Minister of Communications invited interest groups to
comment on the report,.and sixty separate brigfs were’fgb-
Lequently received by the Government.. The federal gov;
ernment, after examin;ngkthe Task Force recommendations.
and public responses, issues a policy pafer in 1973, en-

titled: Computer/Communications Policy: A Position State-

ment by the QGovernment of Canada, authored by the Minis-

ter of Communications, Gerard Pelletier. 2 This position

paper was not intended to serve as a firm indicator of

government policy in the computer-communication area,

rather, the paper was to be used as a focus for discus-

sion befween federal and provincial governments and bet-
43

ween the federal government and industry. Pelletier

9

prefaced his statements by asserting that they:

. are not an expression,of settled govern- ,
ment policy. Rather, they repregent the govern-
ment's current perception of viable policies

which could permit Canadians to obtain maximum
benefit from computer-communication services.

Twenty-nine separate policy statements were included
in the Pelletiér paper, under five categories of: General R
Policies, Data Communication Policiles,.Industrial Develop-

&

ment Policies, New Computer/Communication Systems and Ap-

plications, and Coordination of Computer/Communication

aQ * ¥
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Activities in the Federal Government. Although no

specific formulations on the subject of cross-border

-~

data flow were raised in this paper, the social and ecqh—

omic effects of such flow were raised as the motivatign

£or the formulation of the computer/communication policy

~ 4
statements. > .

Computer-conmunication policies were required, ac- -
' .

‘cording to Pelletiér, because of: fhe rapidly growing ..

a

pervasiveness of computer~communications throughout the
-.social and economic fabric of Canadé; the need for an_
active federal role in helping to ensure the development
of computer-communication for the benefit of Canadian D
society; the desirability of fostering a unified,aéproach
to the availability of computer—communicégion services

through Canada within the Framework of the authority of
federal and provincial governments; the need to encour-
age private innovation and initiative in the establishment

of computer-communication goods and services; and because

of the necessity for protecting and maintaining Canada's

presence in the computer-communication industry in the

face of a strong competition offered by the dominant

position of U,S. technology and the continuing_exténsion

of U:S.-based services into Canada.46 (My emphasis)

In order to ensure discussion and implementation of
the policy actions espoused in the paper, the Minister .
of Communications recommended. that-the Department of Com-
o

munications and the Department of Industry, Trade and .
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Commerce strengthen strategic°p1anning capabilities in
the computer/communfcations area.47 He also promoted

the establishment of an Inter-departmental committee

. having broad policy and program coordination responsibil-

ities under the auspices of the Department of Communica-

tion, siﬁce, he explained:

*

As computer/communications are a key area of
industrial and social activity, the complex
gituation in Canada requires a mechanism by
which the various policies and -policy altermna~-
tives are related to each other and analyzed
with respect to their total impact, and from

" which the results of such analyses can be fed
back to resgonsible policy bodies for inter-
pretation.4

”

v

An Interdeéartmental Committee of Computer/Communications

Program and Policy Coordination was thus established in

1973 to propose appropriate compdter/qimmunication policies.
However, the most thoroughly researched work on com-

puter/coﬁmunications issues and problems of data flow

during this period was not attempted by this Interdepart-

mentél Committee, but by thfee Canadian lawyers working

in vario;s advisory capacities for the Canadian Govern-

ment. In an°influential article appearing in the American

Journal of International Law (1974) entitled: 'The Trans-

border Transfer of Information by Commﬁnications and Com~-
puter Systems . . .,"“Allan Gotlieb, Charles Dalfen, and
Kenneth Katz outlined a Cangdian perspective on the legal
problems arising from U.S.-Canada data'flow.49 They

focused on three major legal cdncerns: 1issues of national

~~



33

and 'informational' sovereignty; implications of data - R
flow for the territorial basis of national jurisdiction
and regulatory law; and legal difficulties arising from
application of domestic laws to control Canadian data

. . 50
transferred and stored by foreign interests,

Issues of national sovereignty develop, according to
these authors, from a hypothesis that foreign control of
the flow and storage of information in computer/communi-
cations systems will alter national decision-making, cul-
tural identity, national security, and social policy, and
will threaten:

. . . the state's ability to obtain access to
information central to its government decision-
making process in such fields as corporate and
] . 2
consumer relations, health, and insurance: to
x its judicial and administrative processes, and
to the rights of its citizens in relation to
all of these.5}
Possible effects of data flow and storage such as loss of
political, economic, and cultural independence resulting
from the extra-territorial exercise of power forces impos-
ing an economic dependency (through control of the content
and channels of computer/communication technologies) are
included within the purview of problems of what Gotlieb,
' . . 52
Dalfen, and Katz refer to as informational sovereignty.
However, the sovereignty of states, according to interna-
tional law, "still refers to the legal powers it has to

control national policies and to exercise jurisdiction

P . 53 .
over a specific tract or territory." Problems of defin-

)
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ing national sovereignty and of providing international
protocols for the extra-territorial application of domes-
tic laws thus bedame'paramount in the redlm of interna- -
tional communication law. As p. Smith stated in Inter-

national Telecommunication Control 2 (1969):

When the source of the telecommunication is be=
yond the boundaries of “the state, problems of
control arise that have yet to find an adequate
solution in terms of international law. It be-
comes necegsary to distinguish between the
rights of the state to do what it pleases with-
in its own territory and the claim of that state
to legally object to an activity originating
beyond its borders but which has an internal
effect 54

)

In response to these posited implications of cross-

border data flgw, Gotlieb, Dalfen, and Kétz rqviewed the
possible economic measures available to states such asu
incentives to national metwork operators, and legal me;s—
ures of a restrictive nature such as prohibition of the

licensing of an operation and the registration and dupli-

cation of data, in order to stem the one-way flow of com-

puter-communication goods and services from Canada to the

United States. However, these authors argued against the
imposition of restrictive measures, in favor of the draft-
ing of a set of guiding principles to be embodied in bi-
lateral and multilateral agreements on transborder data
flow, because such agreements would minfmize the negative
aspects of data flow and maximize their economic advant-

3

ages.55 They asserted:



. . . since ., ., , international data flow and
foreign storage in North America are closely
tied to the flow of goods and services, it

seems that the better solution must necessarily
take account of the international economic 6
environment within which the data flow occurs.

C. Stage Three: Regained Interest / 1977-1982

<

The Interdepartmental Committee of Computer—~Communi-
ca%ions Program and Policy Coordination was disbanded in
1977, part{ally due to the low priority status acco;ded
to transborder data flow and related computer~communication
issues during the second séage, or the years 1973-1977.
However, the re-introduction of computer-communication
issues to the government policy agenda occurred in 1977,
when the Department of Communications received inquiries
from Canadian busine;smen in regard to federal responses
to the transfer of data processing activities from Cana-
dian subsidiaries of U,S. companies to parent U,S. head-
quarters.57 The principal economic implications of north-
south/cross-border data flow and storage raised in the
Telecommission, Science Council, and Task Force reports
were strongly reiterated in 1977 by the Canadian Minister
of State for Science aé& Technology, J. Hugh Faulkner,
who maintained that the:

. . rapid advances in computer and tele-
communications technologies have combined to
accentuate the problems of national control

of national destinies. The importation of in-
formation services resulted Iin lost revenues



36

of $150 to $300 million in 1976; further this

practice has cost €Canadians 30,000 to 40,000

jobs through either loss or lack of creation,>®
In his August 1977 address to the Congress of the Inter-
national Federation for Information Processing Societies,
meeting in Toronto, Faulkner outlined five major implica-
tions of transborder data flow -- implications which have
been cited and recited in subsequent Canadian policy docu-

°
ments. These dangers included: the potential of growing
dependence rather than interdepéndence; the loss of employ-
ment opportunities; an addition to balance of payments
problems; the danger of loss of legitimate access to vi-
tal information; and the possibility that industrial and
social develoﬁmentgdwill largely be governed by the deci-
sions of interest gfoups residing in other countries.
The official g?vernment ‘response to the Canadian in-

dustry queries on possible economic losses in computer=-

communication, was the 1978 Department of Communications

publication of another report, called: The Growth of

Computer/Communications in Canada, which was the first

attempt by any national government to quantify the econo-

. . . 60
mic ,implications af transborder data flow.

The authors of this report projected losses by 1985

g

of more than 1.5 billion dollars and of more than 24,000

Canadian jobs due to the flow of processed data from the

United States to Canada.61 The transfer of data processing

¢

and communication activities out of Canada and the parallel

3
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[

transfer of management and management support functions
were also examined as part of the general quantitative
analysis of the computer-communication industrial infra-
structure 1in Canada.62 However, the study was conducted
wvhen the computer-communication Secretariat was disband-
ing, and the inadequacies of the data base asg well as
other metho&ological problems with the study were high-
lighted by the consulting firm of Price Waterhouse Asso-
ciates in 1981, when théy attempted to assess the economic
implications of transborder data flow.63

Canadian government computer-communication policy
discussions in 1977-78 focused almost exclusively on the

' The appearance

‘major issues of 'transborder data flow.
of '"transborder data flow' as the major Canadian policy
term to categorize the problems of c¢omputer~communication
+was motivated by at least two factors. First, the impli-
cations of cross-border/north-south data flow and storage
were recognized as integral problems of Canadian communi-
cation since the founding of the Department of Communica-
tions, and this issue regkhed full maturation when Cana-
dian industries~expressed some apprehension on the econo-
mic implications of data flow. Second, increased inter-
national attention over the economic, social, and poli-
tical uses and effetts of computer-communicatioﬂ techno-
logy as an integral component of natio&gl development,

had resulted in the establishment of study groups on

'informatics' and 'computer, communication, information

P SOV T
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policy' within such fnternational fora as the Organiza-
tion for Economic Coopération and Deveiopment, which
organized a 1977 conference Sn 'Transborder Data Flows
and the Protection of Personal Privgcy"(the,so—called
Vien;a Conference). ‘Thus, domestic pressures'for feder-
al responses to economic implications of U.S.-Canadian
data fl&w, énd the increased international recognition
of '"transborder data flow' as a major computer/communi-
cation policy 1issue fagilitated the emergence of trén;—
border data flow as the primary issue of Canadian Govern-
ment computer/communication policy analysis. Héwever,
internationaluconcern over the implications of trans-
border data flow on the protection of personal informa-
tfon transferred in computer/communication networks was
not echoed by the Canadian Government, which used the
térm 'trénéborder data fiow' to signify the wide range
of economic and political i;plications of a U.S.-dominaged
computer-communication market in North America — implfc—
ations united by the underlying concern over threats to
Canadian sovereignty. Indeed, as spated earlier in this
chapter, the Canadian Task Force on Privacy and Computers
concluded in 1972 that economic -- not privacy issues --
were paramount when analyzing the flow and storage of
data about Canadian individuals and inltitutions.

Policy research on Canadian problems of transborder

data flow was initiated in 1978, when the Institute for

Research on Public Policy organized a conference on
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'Issues of Canadian/U.S. Transborder Computer Data Flows,
on September 6, 1978, in Montreal.6a Representatives

from the Canadian and U.S. governments and delegations

of computer industry executives and academics participated
in panel discussions on perceived problems of transborder
data flow. The Inst;tute for Research on Public Policy
published the proceedings af this conference in 1979,

with the stated goal of providing research to "help poli-
cy makers and the information processing community appre-
ciate the various factors which must be considered in

developing transborder data flow policies."65

3

The Canadian Department of Communications was un-
officially represented at this conference by Dr. Peter

Robinson, a statistician who participated in the research

undertaken to produce the 1972 Branching Out and 1978

The Growth of Computer/Communications in Canada reports.

During November 1978, he made presentations on Canadian

Government concerns %n transborder data flow to an Inter-

national Conference 'on Data Regulation, in New York, and

he subsequently served as Canada's unofficial spokesman

.,

of transborder data flow at various dintermational computer,
science, and government conferences from 1979-1982, as
well as co-authoring a report on National Policies and .

the Development of Automated Data Processing in 1979.66

Robinson's attempts to articulate Canadian problems in

computer/communication were based on the findings of the

4
I

earlier Canadian Government reports on computer/communi-
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cations and on the need to recognize the salient issues
of economic and cultural sovereignty over problems of

privacy protection.67 His experience as a professional

%

statistician helped him to recognize and cogently argue -
the neéd for research ana analysis in order to obtain
validlquantitative estimateg on the actual pétterns of
north-south data flow before taking firm policy actions
in the area. He also understood the strategic importanée
of the issues of transborder data flow and acknowledge?
the necessity of formulating specific national policies
for the rational development and regulation of Canadian
compuﬂer/communicgtions.68 ,

Dr. Robinson's unofficial arguments for specific
policy actions based on research and analysis went un-
heeded as transborder data flow emerged as a highly vola-

/
tile and misunderstood issue of public policy im 1978-79.

The Toronto Sunday Star, for instance, reported the im-

Nj

pending dangers of transborder data flow on July 8, 1979,

stating that:

x

The U.S.A. may soon own all our secrets --
unless we start insisting that computerized
information stay this side of the border.
Super computers and  international communica-

tions lines -~ a pair of blinking, beeping
modern marvels that are supposed to help
everyone find the good life -- may be combin-

ing instead to sap Canada's secrets, its
chance for progress, and even its abilities
to make what industry we have behave, accord-
ing to the worried computer expergs in the
business world and civil service.®?
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Perhaps the most dramatic characterization of

transborder data flow was presented in Telecommunica-

tions for Canada (1979), the report of the Clyne Com-

mittee on the Implications of Telecommunications for
Canadian Sovereignty.70 The Clyhe Committee gserved as

a policy advisory body only, thus its recommendations

did not bear the stamp of official government policy.

In the Clyne report, seven major implicatilons of.trans—
border data flow were documented and indicated an in-~
creasing Canadian reliance on U.S. computer-communication

goods and services.7l The Committee, Tepeating already

nine year-old statements from earlier reports and studies,

concluded that the effects of transborder data flow in-
cluded: reduction of Caﬁadian control over disruption

of services and loss of Canadian power ensuring protec—
tion against invasions of personal privacy and éomputer
crime; jeopardization of exercise of Canadian jurisdic-~
£ion over companies operating in Canada which store and
process data abroad; undermining of the Canadian telecom-
munication system by satellites which import data into
Canada; entailment of the risk of publishing confidential
information; erosion of cultural iIndependence through im-
ported videotext services; and facilitation of the extra-
territorial application of U.S. 1aws.72 Based on the
above-mentioned scenario, the Clyne Committee recommended

that:

[
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The government shduld act immediately to
regulate transborder data flow to ensure that
we do not lose control of information vital
to the maintenance of natioﬁal sovereignty.73

Suggested courses of action embodied in Recoﬁmendation 24

of the Clyne Report included the launching of a national
awareness campaign to expand Canadian expertise in the
computer/communi;ation (or '"informatics' avea; promotion

of education and training programs; and the establishment :
of requirements that data procéssing related to Canadian
business operations be performed in Canada through possible

- j
revisions to the Canadian Bank Act and Combines Investi-

gation Act which could prohibit the exportation of data
for processing and storage in foreign countries.74

Despite th dramatic demand for immediate transboéder
data flow regulation by the Clyne Committee in 1579, no
transborder data flow regulations were formulated nor im-
plemented by the Canadian Government. Official Canadian
Government response to the Clyne Committee recommendations
was the establishment of an Inter-Department Task Force
on Transborder Data Flow two years later, in 1981.75 This
Task Force is designed to provide a mechanism for joint
planning of fedgrallprogram and policies and for coordina-
tion of interdepartmental research on areas of §ransbofder

data flow; and will advise the Government on transborder

data flow policies by submitting a report to the Minister

" of Communication which is to be based on studies conducted

by its three Working Groups on Economic, Sovereignty, and



aw

43

International Aspects of transborder data flow.76

Because of governmental recognition that transborder

n

data flow policy transcends the limited jurisdication-

al areas covered by singly government agencies, members
' . 3
of the Task Force include representatives from the

|

Departments of External Affairs; Consumer and,Corporate
’ . 4

>

Affairs; Finance; Industry, Trade, and Commerce; Jusfiée;

National Defense; and Communications,, and from other gev-

u ) 7
ernment agencies and organizations. 7

The continual formation of inter~departmental and
advisory task forces aéddcbmmittees which issue non-
official reports‘on p;oblems of U.S.-Canadian data flow
and storage thus characterizes Canadian policy action in
the transborder data flow area. fo:sgme Canadian com=-
puter industry'spokesmen, this government strategy may be
one of 'analysis ad-infinitum.' Tan Sharp, President of
I.P. Sﬁarp & Associates, a Canadian-based multinational
computer service bureau, for example, has complained
about the high costs of computer/cémmunfcation hardware
in Canada and the resulting data flow problems in the
78

Department of Communications' own magazine, In Search.

Mr. Sharp, referring to continuing government non-action,

asserted:

We've been attacking them on this for twenty
years, but nothing has happened except con-
tinuous studies. The most we can hope for is
another study.
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A high-ranking official at the Department of Commu-
ni§3tion has explained his government's penchant for pro-
ducing non-official task ferce reports as representing

"2 by 4 tactics' which express Government concern over
vital transborder data flow issues without bearing the
regponsgibility for articulating formal Canadian polic?es
on specific problem areas.80 This reluctance to act on
specific issues of transborder data flow =-- actions such
as the encouragément of Canadian competition in the
computer/communicationsJmarkets through reduction of
high tariffs on hardware or changes in government pro-
curement policies, or the imposition of restrictive mea-
sures to limit or stop U.S.-Canadian data flow, is based
on the 'currency' of transborder data flow issues and on ~
the lack of knowledge and understanding of the full effects
of transborder data flow, according to this official.81

In an interview with the author of this tﬁesi;, he stated:
"We know so little about transborder data flow, and it is
premature for any government to come out with any}dogmatic
statements of policy."82

Because transborder data flow is primarily vie&ed/by

the Canadian Government as a policy term reflecting fun-

damental issues of bilateral trade with the United States

2
N

- <
and centering on notions of economic and cultural sover-
eignty, estimation of the consequences of Canadian trans-
border data flow policy actions and non-actions can'only

be forwarded after a review of United States transborder
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data flow policies and responses to-Canadian initiatives.

©

, Since provisions of trade legislation pertaining to the

o

.coﬁtrol of transborder data flows have not been used by
the Canadian Government so far, such Canadian trade
légisiation will only be discussed in the final thesis -

chapter, where possible Canadian transborder data flow

policy alternatives are enunciated.

e
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CHAPTER THREE
U.S. DATA FLOW POLICY -~ YAWNS FROM A GLANT?
. . . There is a clear and present world-wide
trend toward economic war in the information

industries. Competition and restriction af-
fecting United States based enterprises are
increasing. Our national security, which to-
day rests on a strong economic base and on the
capability to maintain leading surveillance
technology, and clear growth paths in our
strong suits of electronic systems and informa-
tion systems are at stake.

John Diebold (1980)l

Introduction

If Canadian communication policy has been described
as two-faced, then U.S. communication policy may be char-
acterized by some as 'no-faced.'" Tedson J. Meyers, a
Washington D.C.-based éommunication lawyer, for example,

has articulated this perspective in a pPresentation en-—

titled: Transborder Data Flow: The U.S. Non-Position

(1982).2 He argues that the United States has neither

the tradition, tools, nor temperment to construct commu-—
.nication policy, and possesses no cohesive structures for
policy formulation' nor clear policies in specific areas
such as transborder data flow.3 Because the United States
speaks with no single voice or representatigp in this
area, Meyers characterizes U,S, transborder data flow

olicy as 'yawns from a giant.'
P y y 8

[,

B,
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Other communication policy experts would disagree
with Meyer's picture of the yawning giant, and would sug~
gest, in fact, that the giant has stopped yawning and is
flexing its limbs across the world. Herbert I. Schiller,

for example, in Who Knows: Information in the Age of the

Fortuns 500 (;981),‘contends that there is a coordinated
Uu.s,. ggvernment-industry strategy to promote U.S. commer-
cial, military, and political hegemony through unrestricted
transborder data flows.5 Perhaps there are e}ements of
truth in both extreme represenﬁations of U.S5. transborder
data flow policy. The 'Yawning Giant' and the 'Active
Giant' may indeed be the same creature.

The history of the development of U.S. transborder
data flow policy is short, confused and full of contra—
dictions. In spite of this, three different periods can
be distinguished. These are: 1) Data Flow Policy as
Reaction (1976-1979); 2) A Year of Heightened Sensitivity
(1980); and 3) The March of Proposals (1981-1982).
United States definitions and policies on transborder data
flow during thése periods may be summarized in the follow-
ing fashion. Firstly, transborder data flow issues have
been considered by U.S. governmental organs which are
responsible for formulating and implementing international
communication policy -~ the Departments of State, Defense,
and Commerce; ghe National Security Council; the U.S.
Trade Representative; the Federal Communications Commission,

as well as many congressional committees and subcommittees.
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This administrative framework reflects the broad import-
ance of international communication issues such as trans-—
border‘data flow for major military, political, and econ-
omic interests of the U.S., but also suggests a haphazard
L
history of organizational improvisation for international
communication responsibilities. Both of these facets
will be explored further in this chapter,

Secondly, transborder data flow issues are viewed
exclusively within the multilateral context of the pre-
servation of U.S. domination of international trade in
computer~communication goods and services. This policy
perspective results from the fact that U.S. Government
policy formulations and actions have be;n initiated and
constrained by the interests of U.S. corporations which

|
rely on unhindered and unmonitored ‘international data
flow .for their economic viability. These corporate en-
tities include: manufacturing service bureaus of major
computer firms; software vendors; intermational record
carriers; independent U.S. service bureaus which offer’
Value-added/eghanced network services through leased
transmission lines from foreign telecommunication authori-
ties (P.T.T.s) and multinational corporations, especially
in the banking, airline, and automobile manufacturing
indﬁstries. - !

Because of the corporate connection, U.S. transborder

data flow policies have been restricted to the negotiation

of non-~tariff barriers to trade in goods, services, and

¢
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invisibles; the harmonization of national data protection
laws and technical standards for data transmission and
security; and to the drafting of legislation for the im-
position of reciprocity conditions on the trade of computer-
communication goods and services in specific bilateral
situations.

No single United States agency has historically main-
tained exclusive control and comprehensive ;esponsibility
for intermational communication policy. Rather, as
Vincedt Mosco argues in "Who Makes U.S. Government Policy
in World Communications" (1979), policy-making has been
divided between private corporations and U.S. government
organs.6 In "Government Regulation of International Tele-
communications”™ (1976), Frank P. Grad and Daniel C.
Godlfarb analyse'this distribution of authority and func-
tion for international communication among the various
government agencies, and they'conclude that the lack of
a unified policy structure was not the result of planned
allocation, but rather: "The assignment of functions
in the past was in response to problems resulting from
the particular technical or industrial development in the
field."7

A detailed history of the vagied federal mechanisms
for in;ernational communication policy is offered in
Thomas E. Will's Telecommunication Structure and Manage-

ment in the Executive Branch of Govérnment (1978).% Jhese
!

%

federal responsibilities and mechanisms for international

e
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communication policy have shifted from Président Truman's
creations of the post of Telecommunications Advisor, to
President Eisenhower's assignment of tﬂis post to the
Office of Civil and Defenée Mobilization, to President
Kennedy's establishment of the position of Director of
HTelecommunications Management, to President Johnson's ap-
pointment of the Rostow Task Force on Communications, to
President Nixon's founding of the Office of Telecommunica-
tion Policy, an%ufinally to President Carter's creation
of the National Telecommunications and Information Admin~
istration and the International Communication Agency.

The ponstantly changing federal bolicy mechanisms
for international communication is matched by the segment-
ed congressional responsibilities in this area, where -

there atre varied House and Senate committees and subcom-~

«

mittees with overlapping toncerns. Future research may
coéf{rm whether.the range of administrative responsibili=-
ties for intern;tional communication accrued haphazardiy‘
over time as new technologies developed and i;sues arose,
The findings of this thesis on the mechanisms for,trans-
border data flow policy would tend to support this gener-
alization. |

) The lack of a unified international communication
policy structuré serves as the background for a considera-
tion of the history of U.S. transborder data flow poli-

cies =- a history which will be conceived as a form of

'horse race' between different government agencies. Con-
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gressional committees have even argued ‘that the relevance
( of transborder data flow issues reéts in:tbe fact that
U.S. handling of such issues indicates the supposedly
dangerous fragmentation of government responsibility for

o

international commuq&aation policy, which must be correct-
. ed’by the creation of more government mechanisms, or in
other words, by the addition of more horses to the policy
'field. As will be argﬁed, ﬁostlbf the governﬁent organi-
zations in the international commuﬁication and transborder
data flow policy track have no clear idea of where the

finish line is located, nor even of the means to arrive

N ’ there.

B A. Stage One: Data Flow Policy as Reéction (1976-1979)

Despite the &ork of State Department Advisory Groups
and Bureaus, policy action from 1976-1979 was reactive,
"not active, The State Department and the National Tele—.

communications and Informatién.Administration limited
their transborder data flow policy functions to reacting
to Council of Europe, U.N,E.S5.C.0., Intergovernmental
Bureau for'Inﬁormatics, and Q.E.C.D. initiatives in the
computer-communication arena, rather than to developing
specific policies or implementing broad strategies to

counter tariff and non-tariff restrictions to the inter-

-~

national trade of computer-communication goods and ser-
vices. However, government awareness of transborder data

flow issues .was initiated by industry concerns precisely
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on the effects of international data legislation on trade.

Problems of international computer=-communication such-

[

. as transborder data flow were not formally recognized by

any U.S. governmental agency until December 6, 1976, when
an Interagency Task Force on Information, Computer, and
Communication Policy was called into being by the Deputy
Assistant Secretary for Advanq;d and Applied Technology p
of the State Department.lo The purpose of this Task Force,
which was composed of eleven representatives from the
Departments of State, Commerce, and other federal agehcies,
was to provide gui@a;ce on U.S., participation in a new

structure of the Organization for Economic Cooperation and

Development, entitled: "The Working Party on Information,

3

. . 1
Computers, and Commurication Pollcy."1

At thelr December

6, 1976 meeting, the interagency Task:fgrca discussed

possible approaches 'to.the O.E.CLD.:Wérklng Group, and

also formally recognized the area of transhorder data flow,
realizing but not acting upon the obvious conclusion that
"With respect to Transborder Data Flow issues, the ques-

! v

tion of markets was emerging as the more critical issue
thanprivacy."12 o

The Task Force met for a second time on January 12,
1977 with new represéntaﬁion from the Feder%l Communications
Commission and the Office of Management and Budget, to
plan proper U.S. diplomatic responses to growing legisla-

-
tive restraints to the international flow of data, (as

embodied in various European national data protection and
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privacy laws and a Council of Europe decision to create.
an international convention concermning privacy in trans-
border data flows).13 Proposals to open channels for
private industry participation in the Interagency'Task
Force and to complete work on defining issues aﬁd avail-

able U.,S. options, were also reviewed at this meeting.

The primary issues paper for setting U.S. transborder
Zata flow ‘policy in reaction to O.E.C.D. and Council of 4
Europeiiﬁitiativeg,,wégfqriﬁted for the Interagency Task
Force i; 1977 by Moé;iéfﬁiéygord of the State Departmént's
Bureau of Oceans and Interéational Scientific Affairs.15

In U.S. Interests in International Data Flows, Crawford

initially reviewed the economic interests in the interna-
tional computer—communication trade sector, and disparaged

Canadian and European transborder data flow concerns as

'fears,' 'notions,' and 'anxieties' arising from "watching

American companies éarrying off the lion's share of the
. . nl6 -
rich data processing market. .
) oo
B 2
The U.S. interests in international datavflows to be

< Y

safeguarded in O0.E.C.D., Council of Europe, and other in-
ternational fora, according to Crawford ‘included: 1) pro-

tection of personal privacy of U.S. citizens; 2) harmoni~-.
! .

zation of data protection laws in order to avoid a proli=-
t . .

feration of contradictory laws posing nuisances and sub-

‘1

stantial disincentives for multinational corporations; and

-

in order to minimize potential problems that U.S. firms
Q -
could suffer under data protection laws; 3) restriction

s

e D e




VIV T IV TP

v AT = s g I A3

A R L R )

of non~tariff baEriers that could prevent or hinder the
operations of U.S. firms in fgreign markets; and 4) pro-
tectioﬁ of the free international flow of data.17 Craw-
ford suggested several courses of action to promote these
interests, includirmg the negytigtién of regulatory stand-
ards for the international operation of automated data
processing installations, and the development of appro-
priate multilatefal, bilateral, and unilateral actions de-
pen&ing on particular issues ?nd controversies.

The Interagency Task Force on Information, Computers,

and Communication Policy met nine times in 1977 to review

\

privacy protection legislation and to plan U.S.‘represent—\
ation on the 0.E.C.D. Workiﬁg Party and in its planned 1977
S;mposium on Tpansbérdeg Data Flow.19 "
In May 1977, the Task Force recommended that the

State Department's Advisory Committee on Transnational
“*  Enterprises consider data flow issues, through the estab-
lishment of a Qpecial working gron\xp.20 This group was
indeed formed eight months later, in‘Jénuary 1978 under
thevdesignation 'Advisory Grsup on International Data
Flows of the State Department‘Bﬁsiness Advisaory Commitkee
on Transnational Enterprises.'21 An Interagency Task
Force with assigned responsibilities for reviewing and
developing U.S., positions omn privacy protection and inter-
national data flows was also created by the National

Security Council in Septedber 1977.22
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$. corporate executives had argued

Since 1976; v,

for specific government policies on international trade

aspects of transborder data flow, such as the removal
of non-tariff barriers to the international trade of com-

puter-communication goods and services. Representatives

from I.B.M., for example, had maintained that:

. . . . trade in information goods and services
; - should be integrated into the overall U.S.
strategy for intermnational trade and investment
policy. More and more . . . the growth of in-
ternational trade has been heavily dependent
on the free flow of information (which) is
necessary not only;to communicate worldwide
engineering design), manufacturing, and customer
g . requirements, but also to move financial and
S operation information among our various organi-
zations .23

The establishment of the Business Advisory Working
‘Group on International Data Flows (chaired by the Head of

a gajor computer manufacturing and service firm)“aﬂd the”
stated InEer;gency policy position to protect corporate
inte?est in the internatioﬂal flow. of data resulted in the
almost exclusive placement of transborder data flow policy
issues and actions within the domain of international trade.

Indeed, from 1977-1980, a litany of barriers to U.S.
trade in computer-communication goods and services was

°

recited by corporate representatives. *These barriers

-

included tarififs and 'discriminatory -pricing; inconsistent
technical standards; monitoring of information; restric-
tions and denials of market entry;- and-national concerns

over privacy, sovereignty, cultural erosion, technology

e MFet g
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transfer, and extra—territorial application of laws.
Lawyers working in the computer-communigation area such
as John Eger, also added telecommunication‘tariffs, ‘ﬁﬁl'vy
standards, and protocols; informatics strategies; and o
national responses to computer vulnerability to the grow-
ing list of barriers to trade of U.S. computer-communica-
tion goods and services.24 Héﬁever, corporate represent-
atives and analysts did nét specify exactly what particu~
lar barriecs could mean to a company's operati;n, nor
which barriers engendered ‘more harmful effects than
others. The list of barriers continued to grow during
tﬁisEPeriod but evidence of effects and a hierarchization
of potential and actual effects were not forthcoming
during this period. The loud 'alarm' of barriers was
raised but little intelligence was garnered to éscertain
the strength or even existence of the enemy.

Despite the work of the various Advisory Groups on
transborder data flow, State Department control over poli-
cy development and coordination in the inte?nationél com-
puter-communication arena was limited, ilthough the De~
partment was given primary responsipility for foreign
policy issues in telecommunication and internmational
computer—-communication issues under a Presidential Task

25

Order in 1977. The State Department treated the range

of transborder data flow issues as separate concerns to
be addressed by such widely separated units as its

.‘\

Bureaus .for International Affairs, Economic and Business
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Affairs, Legal Advisors Office, and Policy Planning
26

Staff. These bureaus maintained varied responsibilities

for transborder data flow, reported to different authori-

‘ties, and represented the United States in international

27

fora with little coordination of activity.

For example, a staff-level interagency working group
was organized within the Bureaus of Economic and Business
Affairs to react to internatiomal data flow issues arising
in the O.E.C.D. and in the Intergovernmental Bureau for

. 28 . .
Informatics. A separate working group was organilzed
within the Bureau of International Organizations to react
to information/communication issues discussed in the U.N.

. 29 » . . . .
and U.N,E.S.C.0.: Negative implications of the scattered

responsibilities for transborder data flow policy became

, . o
evident when the State Department was directed to report

i

to Coqg£§§§_gp,injﬁmnaﬁieﬂa%"infﬁfméfidﬁ”and communication

issues. In its January 1979 report, International Communi-

cation Policy, the State Department indicated that the

Interagency Task Force on Transborder Data Flow would iden-
tify existing and potential restraints on data flow, ass-
ess the impact of these constraints on U.S. corpofate and
national interests, and prepare specific‘transborder data
flow policy recommendations by June 1979, in a special

report.BO That report was never filed.3l



B. Stage Two: A Year of Heightened Sensitivity (1980)

~

The first U.S. congressional hearing on transborder

data flow problems were organized in March 1980 because

of the increasing impatience of corporate executives and
government representatives.32 They conducted a public
relations campaign to alerg government policymakers to

the problems of data flow as reflected in the growing

list of barriers to trade and in Canadian, Western Euro-
pean, and inter-governmental policy papers on privacy,
sovereignty, and trade dimensions of data flow.33 Congress-—

man Richardson Preyer's Subcommittee on Government Infor-

mation and  Individual Rights-of the House of Representa-

——

tives Cqmmittéé/oﬁ Government Operations met in March 1980

g

to uncover the nature of transborder data flow issues

and explore how the U.S. Government was organized for
policy determination, regulation, and action in interna-.

. . . . 3
tional communication affairs.

~
N

Corporaée officers such as Robert Walker of Continen-
tal Illinois Bank, Philip Onstad of Control Data Corpora-
tion, John Rankine of I,B.M., Harry Freeman of American
Express and other representatives of mgltinational finan—
cial organizations and computer ménufactufing and service
firms argued in th;se congressional hearing for a coordinH'
ated government effort, spearheaded by the U.S. frade

Representative, in two major areas. First, they promoted

the construction of effective regulations and negotiatjing
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bodies to counter intermational data communication res-
trictions. Second, they recommended that the government

organize mechanisms for the formulation and implementation
P

of broad communication and information policies. Trans-
border data flow policy, according to these corporate
representafives, was mandated by crucial international
trade demands. Philip C.—Onstad, Director of Telecommuni-
cation Policies for Control Data Corporation testified

on March 10, 1980, that:
!

International telecommunications services are
the pipeline through which information necess-
ary to intermational trade in products and ser=
vices flow. Contrdl of international telecomm-
unications servicei, is, therefore control of
international trade in products and services.
Accordingly, it is essential for the United
States for this lifeline which underlies inter~
national trade to be handled in an effective,

e efficient, and coordinated manner. Establish-
ment of overall policy for international commun-
ications and information flow, negotiations of
basic ground rules for services, and implement-
ation and enforcement of U,S. international
telecommunications and infgrmation flow policy
should be placed within one entity in the U.S.
government.35

Robert Walker, a Vice-President of Continental Illinois
Bank of Chicago concurred with Onstad's recommendation,
asserting that:

. . . any regulation, legislation, tariff, or
tax which could inhibit the free flow of data
'will seriously affect not only U.S. banking and
business abroad, but will stunt the continuing
development and maturation of intermnational

trade.
\ A
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fublic Officials such as William Colby, former
Director of the Central Intelligence Agency, stressed the
importance of the intermational flow of all types of
information for national‘security.37 He also cited Swed-
ish, Japanese, and Canadian worries about transborder
data flow (as embodied in documents such as the Clyne
Report) to alert the subcommittee that the "principles and
concepts of the free international flow of information are
on the defense in all parts of the globe.”38

More congressional hearings on lnte?national data
flow were held in 1981 and aealt with the same list of
trade barriers and recommendations for reorganization of gov-
ernment responsibilities for international communication
atthe 1980 hearings. The same governmental representa-
tives‘and corporate qfficials spoke at different congres-

sional committee hearings. Geza Feketekuty, the then

Assistant U.S., Trade Representative for Policy Develop-

ment, for example, presented the trade problems of U.S. .

firms in computer-communication markets at April 1981
hearing on 'Telecommunications and Information Products
and Services on International Trade' before the House
Subcommittee on Telecommunications, Consumer Protection,

. . . 39
and Finance of the Committee on Energy and Commerce.
He reiterated the traditional categories of trade barriers,
claiming that the international trade problems mainly

fell in the areas of regulation of transborder data flows,

restrictions on the use of foreign data processing faci-

¥
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lities, regulation of services, and the establishment
of discriminatory standards, rates, and regulations for
communication services,

Feketekuty also submitted written testimony to the
committee which originated in a survey of majér computer-
communication industry executives on perceived trade
'problems of international data flow.41 In a country~by-
country computer print=-out of potential and actual trade
problems, Feketekuty listed more than thirty-five barriérs
to thg international trade of computer~communication goods
and services according to U.S. firms.42 Again, the quest
for quantification was apparent =—- actual implibation§ of
specific barriers were given cursory treatment, and one
could not determine from the list which barriers were most
harmful to corporate operation and why. The following
major trade restraints were identified in Feketekuty's
list: network controls; technical standards imposed on
hardware; access to regional networks; policies which
require general and finanpial data processing functions
to be performed within a country; discriminatory g@vern-

9
ment procurement subsidies and support of domestic com-~

puter-communication hardware and services; import ccntrols

N

and excessive tariffs on computer-communication hardwarej
telecommunication rates and rate increases based on QOn—
siderations other than cost; value-added taxes on informa-
tion; restrictions on commercial visas limiting the ability

of firms to market and maintain their services; lack. of

'
l

e
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, . . . /
patent and copyright protection; import duties om auto-

mates systems; restrictive foreign exchange regulations;
discrimination in customs valuation between computer-data
processing services transmitted through'telecommunication
neﬁworkg or transferred physically; and discriminatory
y

licensing restrictions.

in spite of the wide range of barriers to U.S. trade
in computer-communication goods and services compiled by

corporate, legal, and trade experts, House committee re-

ports such as International Information Flow: Forging

a New Framework (1980),44 and reports for bills such as

H.R. 1957 - the Intermnational Communications Reorganization

Act of 198145 concluded that the U.S. Government had no

coordinated general and/or spe?ific policies regarding
barriers to data flow and that regulatory authori?y to
develop policy was divided among and within government
agencies such as the Natioqal Télecommunications and In-

formation Administration, the Federal Communications Com-

I
mission, and the Departments of State, Treasury, and Com-

merce.46 Thus, transborder data flow policy was consid-

~ered to be fragmented, confused, and non-existent.47 The

authors of tbe H.R. 1957 report concluded that:

The United States Government simply has not
done the job. Although we spend millions in
total on the development of international com-
munication and information policy, we get
little return on the investment. The sum of
all this is that the United States Government
has yet to undertake the planning, setting of
priorities, development of policy, and real co-
ordination of effort to get the job done.
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The authors concluded that barriers to. the international
_flow of data "injure the ability of all businesses and
dindividualswto engage in international communications and
commerce," anduéould damage the economic, social, and
political interest of all nations, especially the interests
of the United States.49 A 1980 revision to the Canadian
Bank Act was misconstrued as a clear and present danger |
to U.S. economic interests through application of supposed-
ly crippling limitations to the operation of U.S. financial
enterprises and data processing service provi&ers which
support Canadian banking activities.50 The 'actual ramg-
fications of this Canadian Act will ge explored later in
this—thesis.

The Committee on Government Operations proposed éﬁat
the only effective responses to the international trade
problems did not originate from the State Department, but,
rather, from the senior levels of the Internatiomnal Trade
‘Administration within the Department of Commerce.51 The
Commerce Department's National Telecommunications and In-
formation Administration appeared to be 'lost in the
shuffle' as a government source acknowledged that "The
Def;nse Department doesn't accept its leadership domesti-
cally, the State Mepartment doesn't accept it internation-

ally, and the F.C.C. does 1its own thing and pays no

) 5
attention."

P

s okt st 2w

PO

*

e g

Bt i e e




n
4
:

LI S

e

70

C. Stage Three: The March of Proposals (1981-1982)

- [}
i

After years of governmental disorganization gt hand-
ling international communication issues, bills such as

-H.R. 1957 and S. 891 were forwarded in 1981 to establiéh

.

a cabinet-level interagency committee which would policy
coprdination within the government and between the govern-
. . 53 . .
ment and the private sector. The authority of this
committee to formulate and implement international commun-
ication policy was to be conferred through the transfer
of functions for final authority and presidential advisory
sl el
responsibilities from the State Department, Commerce
Department, and the International Communications Agency.
The scope of the Committee's responsibility and
+} o Q xr
authority, based on the transferred power, were to include:
\ -
“"concern for the full range of problems arising from the
’ worldwide reconsideration of international communication
policies and the flow of information," -- problems such
as restrictions on advertising, television broadcasting,
satellite communications, and difficulties arising from
the growth of data communications and data processing
: . 55 . . .
for record-keeping. Exclusive authority for planning
and carrying out intermational communication policy was
vested in the Committee by Section 4(b) of H.R. 1957,
which stipulated that:
13 ’ ’ \) '
q . . . . No federal agency may issue any policy

statement, engage in any consultation, establish
any policy, or implement any policy change re-

-




2B AP - PEFIRVFTF..-* - L el

R .
[}

[

lating to internatidnal communication and. oy
information unless approved by the committee,

.

The Committee was to be composed of the Secretaries of

i

Commerce, State, and Defense; the Chairman of the F.C.C.;
the Director of the Office of ﬁanagement and Budget; and
the U.S. Trade Representative.57 The designation of this

latter official as chairman of the Committee was based on

cognition of the Office of the U.S. Trade Representative

o

as the: ' Coe

. . . only agency which has recognized the limits
of its responsibilities and expertise in inter-

. national communications and information ‘policy.

= Unlike other agencies, it has neither asserted
nor sought control of the policymaking process.
Equally important, the U.S.T.R. has done the
best job of meeting its responsi.jbilities.58

0

- The legislative reforms of .international communication

policy mechanisms are still under consideration in tge
Cbngress. Whether the sw&ep@pg administrative changes em-
bodied in bill; ;uch as H.R. 1957 are acted upon'aﬁd

Qhether a cabinet-level Interagency Internationai Communiﬂ
cation Policy Com#ittee is'formed or not, the recent legis-
lative activity indicates a growihg diésatisfaction with

the previous governmental handling or nop—handliné of inter-
national communicatio%/€§sues such as transborder data

\ l

flow, within such orgaﬁs as the State Department and the

o
National Telecommunications and Information Administration.

The activity also points to a governmental 7tte&pt to con-

fine all problems of international communication within the

- ' . ]

a




A"De

linternational‘Trade'Agency and the U.S. Trade fepqesenta-

PR - e & e e TRT res o ur PR Dt DRI R e SRS s o AV it 54 T

@&

?

72

-

(
conceptual provinés and administrative authority of those

agencies responsible for international trade, such as the
tive's Office. <
The importance of international communication issues -

such as transborder data flow for U.S. commercial, mili-

v B ‘"

tary, and political interests was also raised by the State
rtment's Acting Coordinator for ‘International Communi-
cations and Information Policy, William C. Salmon, in a

policy ‘paper which was drafted in August (1981 and submit~-

House Government Information and Individual

59

ted to th

R{ghts Subcommittee. The text of the paper stressed

3 ‘

the need for \maintaining transborder data flows due to

Accordingly, Salmon stated that:

o

Effective ‘communications and information re-'
sources are of fundamental importance to
strong U.S. ‘military capabilities, for deter-
rence and defense, arfis control and peace-
keeping efforts, and contribute 6reatly'to in-
ternational peace and security.6

, \
Salmon presented seven major aims for U.S. intermnational

communication policy including the expansion of the free
international flow of information principle to cover not
only messages but ¢ommunication delivery systems such as
. . 61
computer=-communication networks. Secondly, he argued

for increasing the economic benefits of communication and

information technologies by broadening opportunities for

©

competition,and investment, and. by responding to protection=-

¥ -,
:
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o

@

- ist practices of other nations in°"the intermational trade
, . . 62 .
of computer-communication goods and services. Ensuring
‘ the flexibility and continuity of communication and in-
formation required to maintain national defense and inter-

L natiohal peace and security was the third major policy

6 . . .
goal. ; Finally, the maintenance of equitable access for

users of the radio frequency spectrum and orbital position;

enlargement of the communications and information capa- N

r bilities of developing countries; stimulation of continu-

ing advances in communications technologies; and improve- -

.
’ *
gl s % bt

b ment of the basis for policy development and implementa-— <

e

) tion were. given high priority as central goals of U.S.
- interqééion&} communication policy.64 : -
"International communication policy activity in the

transborder data flow arena has mainly centered on the
;econd objective of Salmon's paper, that is, addressing
the international trade aspects of data flow. U.S. policy
action on transborder data flow has not resulted from >
any radical administrative solution as advocated in as

yet unpassed congressional legislation. BRather, current N

~U.S. efforts are aimed at the negotiation of barriers to
trade in services/invisibles in bilateral agreements with
governments to resélveﬁtrade problems faced by major U.S.
corporations; and in multilateral settings such as the
0.E.C.D, and the G.,A.T.T. where documentation and analysis

of barriers to 1ntermational trade in services such as

; problems of market access, comprise a major agenda of U.S.

~
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;;tivity.

.In the first congressional heaéings on trangborder
data flow, corporate representatives had argued that U.S.
transborder daé; flow policy should be focused on prevent-
ing bgrriers to international data flow, and be placed
under the authority of the U,S. Trade Representative's
Office. In April 1981, Geza Feketekuty, the Assistant
U.S. Trade Representative for Po}icy Development, had '
stated before a cdongressional subcommittee that the focﬁs
of international discussions on theée trade barriers
should rest on "the facilitation of data flows essential
to internati5ha¥ economic relations and to the_development -
of mutually beneficial trade in goods and services'
through O0.E.C.D.-style multilateral negotiations on regu-
latory codes for international trade of computer-communi-
cation goods and services, (codes based on the right to
import sefvices and on agreements covering rates and
taxes).65

The Office of the U.S5. Trade Representative has been.
recognized by congressional committees and policy experts
as the major U.S. governmment agency providing in-depth
analyses and policy strategies on transborder data flow.
The emerging responsibilities of this offige for trans-
border flow and trade in services problems suggest that
the major U.S. policy perspective on transborder data

flow will be aimed at the exclufive negotiation of barriers

to the international trade of computer-communication goods}
]
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and services and the application of reciprocity legisla-
tion goverping trade in these areas.

U.S. Trade Ambassador Brock has, labeled trade in

services as the "frontier of the expansion.of U.S. expoft
sales."6§ Rhough general estimates and figures on the
gross value of world trade in services ($650 billion in
1980) and the contribution of trade in services to U.S.

economic growth and activity (657 of the U.S. Gross

{

National Product) are based 'on scarce data and conceptual

precision as to whlat exactly constitutes 'trade in-ser-

vices,' computer-communication services were included 1in

&

the U.S. Trade Representative's industry-by-industry

. ‘ : . . 67
inventory of strategic trade in.services sectors. But
just as definitional problems make the regulation of inter-
national communication issues such as transborder data
flow so problematic and contentious, the phrase 'trade '

in services' is equally difficult.

In Invisible Barriers to Invisible Trade (1975),

Brian Griffiths of the Trade Policy Rﬁgqarch Center, London,
attempted to define trade in services in terms of 'invis=-

ible trade barriers' which apply to trade in services,.

¢

A
financial transfers, and flows of income earned on exports.

. . . transactions in invisibles record the imports
and exports of services between a particular
country and the rest of the world; interest, pro-
fit, and divident receipts and payments connected
with direct, portfolio, and other foreign invest-
ments and unilateral transfer payments.68
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Researchers in the U.S. Export Competitivéness Project

of the Center for Strategic Studies at Georgetown Univer—(
gity, have argued that anélysis of the U.S. and inéerna—
tionmal trade 1in services'sectors have been inhibited by

a "lack of readily available comprehensive data on the
service sector and even a lack .of consensus on the defini-

n69 These researchers’

tion of the service sector itself,
attempt to define trade in services negatively: "The
service sector broadly consists of those private sector .
) ] . ) . . R £
industries not engaging in primary productlon activities,
They include financial, insurance, transportation, commu-
nication, education, health, and engineering industries

e 71 '
within 1ts scope.

Although definitional problems of 'trade in services/
invisibles' abound, the U.S. Trade Representative's Trade
Policy Committee approved a work program in 1981 which
incorporated strategies for removal of barriers to trade
in services/invisibles through inclusion of services in

. .. I 72 r.
a review of export disincentives. Research on domestic
legislative provisions for establisbing reciprocity in

b
services, and preparation of a set of rules, procedures,
and regulations governing trade in services for multi-

73
lateral fora were also planned. Moreover: the U.S.
Trade Representative recognized the international trade
of computer-communication goods and services as an inte-

&

gral element of U.S. economic growth. According to this

h i

Office:
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Technological advances in communications and
data processing make these related industries
one of the most dynamic and growing sectors

of our economy and.the source of the most
significant increases in production over the
next few-years . . . Our competitive

strength in these industries has made export
of telecommunication and data processing goods
and services an increasingly important source
of export earnings:

-

More importantly, major legislative proposals on
. b}
reciprocity in intermational trade that are currently under

<

‘congressional review will be able to markedly affect U.S.

international communication and transborder data flow

? © - N
policies if they are passed into law. These legislative
) Q0

;

proposals include the interpational trade provisions of

S. 898, H,R. 5155, and H.R. 4177 (revision of the 1934

Communications Act); and such trade bills as the Trade in

Services Act (S5.2058); Service Industries Commerce Develop-

ment Act pf 1982 (H.R. 5519); Reciprocal Trade and Invest-

ment Act of 1982 (S5.2094); and the Reciprocity in Trade,
75

Services, and Investment Act of 1982 (S5.2071).

The international trade provisions of the revisions

to the 1934 Communication Act establish a policy of reci~

-

PPN O P

[P

-

procity for telecommunication equipment and services. For °, X
. C -~
example, the stated purpose of H.R. 4177 is:

To amend the Communications Act of 1934 to
authorize the Federal Communications Commission
to regulate the entry of foreign telecpmmunica-
tion carriers into domestic United S%gges tele-
communication markets under terms whjich are
reciprocal with terms under which United States
telecommunication carriers are permitted entry
into the foreign markets involved.
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Although such amendments were introduced to give the
Federal Communications Commission specified authority

to take action on trade issues of international computer-
communication which they hitherto ignored or responded

3

to in contradictory actions, problems of ambiguity such
as a lack éf definition for the phrase 'related service'
in telecommunications may hinder application of such pro-
visions.77h Since the language of H.R. 4177 does not spe-
cifically mention data processing or other information
services, the bill may not be interpreted as giving the
Federal Communications Commission authority to implement
reciprocity provisions directly on foreign suppliers ‘of
computer-communication goods and services.78 v

The proposed international trade acts (H.R. 5519,

S. 2094, and S, 2071) establish conjepts of 'reciprocal

market access' based on 'fair competition for goods, ser-

.vices, and investments' as cardinal principles of U.S,

trade law and po-licy.79 They also extend the authority
of the President and the U.S. trade representative on in-
dividual foreign unfair trade practices by strengthening

Section 301 of the Trade Act of 1974.80

The Trade in Services Act (5.2058), for example, per-

mits government regulatory agencies to consider U.S. ac-

cess to foreign markets when establishing policies on the
. . . 81

entry of foreign corporations into U.S. markets. The

Act specifically restricts barriers to the international

trade-of computer—communication goods and services,

By



authorizing "reciprocal barriers to the free flow of

. . w82 .

information . . ., The policy precedent set by such
proposals i1s enormous. Author Bushkin, a former U.S.
Government official, and President of Telemation Associ-
ates, a communication consulting firm, has argued that
the strategies of the U.S., Trade Representative's Office

<

and the trade legislation such as S. 2058:
.
. . . explicitly reverses the U.S. policy of
opposition to any economic barriers to the free
flow of information. To the extent that this
position becomes administration policy . . .
it w%ll be harder for the U.S. to oppose econo-
: mic barrier to the [free flow of information im-
. posed by other countries.83
Although congressional and State Department officials ex-
pressed a desire to expand the notion of the {freeﬂinter—
national flow of information' to cover all types of data,
the inclusion of transborder data flow issues almost ex-
clusively within the domain of international trade policy

) has alarmed policy experts.84

According to Bushkin,
international communicatioq issues such as transborder
data flow are fundamentally different and more complicat-
ed than those areas regulated by agreements on the ex-
change of goods or agricultural products.85 He argues
that information is not a simple resource nor commodity,
énd that one cannot make distinctions between those

types of information having economic versus cultural sig-

A . . . 86
nificance nor can one enforce these distinctions. Thus,

( he advised:

[P
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1

We must not, in the name of fairmess in trade,
put ourselves in the position of imadvertantly
substituting the negotiafed concept of the fair
flow of information for the fundamental princi-
ple of the free flow of information. .
In conclusion, there are many unanswered questions
on U.S. transborder data flow policy. 1Is United States
transborder data flow policy a 'yawn from a’'giant? What
‘i - » -
are the consequences of U.S. policy action and non=-action
in the transborder data flow policy arena, and how does

U.S. policy affect Canadian policy and vice-versa? Why

did U.S. transborder data flow policy evolve as it did,

v

mand what are the salient aspects and events of this evo-

lution? Lastly, is there a contradiction inherent in
the U.S5. Government strategy of promoting both free flow
of information and fair trade principles? The possible

answers to these questions will be discussed in the next

two chapters.
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CHAPTER FOUR
POLICIES ON POLICY: THE PRODUCTION OF UNCERTAINTY

v

Whether we refer to overt or covert agencies of

diplomatic, military, economic, or ideological

intelligence, we are the servants of the C.I.A.,

the armed forces, the foreign trade and develop-

ment agencies, the broadcasting services . ... .
{

Harold D. Lagswell (1972)%

Introduction r ’

The multidimensionality, or opacity of '"transborder
data flow' ;s a dynamic policy term reflecting a broad
rangé of meaning, has been illustrated in the prgvious
two chapters, where a short history of transborder data
flow policies was offered. However, a definition of
'polic;' has not yet been elucidated. This definition,
in fact, becomes a central- concerm of this thesis, and
it is necessary for a systematic analysis and evaluation
of transborder data flow poliéy. Indeed, analyses of
government communication policies are predicated on ex-
plicit and/or occulted definitions of the referent 'policy,'
and of the proper methﬁds for obtaining” the appropriate
knowledge of policy. 1In other words, a history of trans-
border data flow policy and an‘evaluation of this his;ory
can only be fully explicated when a definition of, or ap-
proach to policy is forwarded. " The approach to defining

communication and transborder data flow policy in this

thesis is based on a critique of how policy players them-

»
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-

-

describe, and delimit the field of

lves define, discuss,
Thus, the determining power of definition is
not in the hands of the researcher alone, but is derived

nquiry.
from policy discourse. The use of pre-given definitions
of policy may have the effect of obscuring aspeéts of
}
policy not included,under the intended scope of meaning.

This chapter is devoted to a discussion of the major
theoretical and methodological positions underlying tra-

ditional communication policy research,rfollowed by the

delineation of an alternate perspective for analysing
communication policy. A comparafive analysis of Canadian .

and United States transborder data flow policy is then ' \

/

used to illustrate the applications of such a policy
It will then be argued that approaches

perspective.

which attempt to categorize policy according to a limited
set of criteria such as 'fragmentation' and 'comprehen-

-

siveness' fail to treat policy with necessary specificity.

and political

The Legacy of Lasswell
The major theoretical, methodological,

positions underlying traditional communication policy

A.
in the early

research were promulgated during the formation of the

LAY

academic discipline of the 'Policy Sciences'
This discipline, in fact, developed from the work

1950s.

of communication researchers, and by political scientists
and sociologists who later conducted communication re-

The major text or manifesto of the Policy Sciences,

search.
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entitled: The Policy Sciences: Recent Developments in

Y

Scope and Method (1951), was edited by Daniel Lerner and

Harold D. Lasswell, and includes essays bylﬁerbert Hyman,
Paul F. Lazardsfeld, Robert K. Merton, and Ithiel deSola
Pool, all major theorists and researchers in the second
phase of communication studies.2

The emergence of 'Policy Sciences' as a distinct
academic discipline and of communication policy research
as a worthy subject of inquiry can be traced through the
ploneering work of Harold D. Lasswell. His original
writings on the Policy Seiences and og communication po-
licy research form a predominant approach to analyzing
communication policy. Lasswell's model of communication
policy research may be characterized py the following per-
tinent features. First, an administrative, military,
and economic rationale explains the need for policy re-
search. According to Lasswell, the Policy SciencesJ@ev—
eloped in the context of the continuing crisés of h%tional

security and the urgencies'of national defense.3 Thus,
his 1951 essay, "The Policy Orientation,' must be situated
within the Korean and Cold War envi;onment of the 1950s.
The need for the new discipline focused on "the most
efficient use of the manpower, facilities, and resources

of the American people" in order to deal with the "problems
of utilizing our intellectual resources with the wisest

economy."a Lasswell claimed that the intélligence func-

tions of policy research were uppermost because of military



applications:

We may need to know the harbor installations

at Casablanca, or the attitudes of a population

of Pacific Inslanders to the Japanese, or the

» maxXimum range of a fixed artillery piece.5
Secondly, the theoretical and practical dominance
of the administrative-intelligence functions of policy
was simultaneously matched by a neglect for the theoreti-
cal and methodological difficulties ofAstuaying policy.
Moreover, the aim of providing administrative research
!
without consideration of higher order values was vested
in the professionalization of the communication policy
researcher as an objective and value free scientist,
serving as technician or engineer who is capable of pro-
viding:
. . truthful and accurate evidence with

which problems encountered can be better under-

stood, new strategies can be designed, policy

decisions can be well founded, and ultimately,

problems can be solved.b
Thus, Lasgwell c¢claimed that policy scientists should not
give their "Private ratiocinations about the higher ab-

. 7
stractions from which . . . values are derived." Fin-
ally, Lasswell viewed policy as the rational process
of research and decision-making, or the determination
and implementation of select means to accomplish clearly-
determined ends. Indeed, the major ccncern of the Policy

Science approach was "improving the rationality of the

flow of decision."
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/Political scientists continuing to work in what
Lassﬁell originally defined as the Policy Sciences in
1951, employ an operational definition, whereby policy

analysis refers to: /

/ . . . the systematic 1identification of the
/ causes and congequences of public policy, the 9
use of scientific standards of measurement. . .

1

The field of study 1s granted scientific legitimacy, and
policy analysis takes the form of an experiment, where
public policy may serve as the 'dependent variable,' and
socdal, economic, and technical determinants of these
policies are 'independent variables.'lO;

Martin C.J. Elton of University Cq&lege, London,
exemplifies the tradition of communication researchers
such as La;swell, &eséla Pool,ll and H. Edward English,12
when he defines policy as "an essential means of managing
uncertainty," which expresses “an intention by policy'
makers to adopt certain measures in order to achieve

13
In "Government Telecommunications

hiéher—order ends."
Research and Policy Development (1976)," Elton identifies
three contributions of polic} research: the discovery

of possible needs for new policy; the improvement of
understanding of how telecommunications may be better used
to serve society; and the analysis of policy problems.14
The communication policy researcher in this model, then,

is an administrative troubleshooter or engineer offering

"continuous monitoring in order to provide an early warn-
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“

ing" for policy development, transformation, and imple-

15
mentation. Thus, Elton asserts that:

.
[y

The role of thehresearcher is not so much to
answer questions.. . ., as 1t is to spot and
investigate possible problems and to provide
efficient means by which others may answer
such questions.l6 /

The status of communication policy research as a.

science following the Lasswellian model is not so assured,

however. Yehezkel Dror, a prominent policy scientist
himself, has argued that policy studies suffer from

"stubborn problems inherént in their mnature and stbject

nl7

matter. These stubborn problems center on,epistemolo-

gicalfdifficulties of explaining the comple% processes
of po&icy and the inability to forecast future actions
and effects; and on difficulties stemming from time scar-
'city, lack of ‘access to data on high-level decision mak-
ing, the probabilistic and arbitrary features of many
polic; phenomena, the value sensitivity of recommenda-
tiong, and finally, '"the lack of bridges between descrip-
wl8

tive-explanation and prescriptive study. s

%
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B. Comparative Analysis

A'major problem with the Lasswellian model is, that

in the case of transborder data flow, at least, it is

.not very useful for analyzing policy. By treating poli-

cy as the rational management of uncertainty and the ful-

@

filiment of stated goals, it excludes a whole range of

]

"actions which seem not to further policy but to serve

other purposes such as the production of uncertainty (as

shown in the repeated publication of unofficial Canadian

onlicy documents) or the stimulation of government aware-

ness of the inadequacies of present administrative struc-
A}
tures (as shown in U.S. legislative proposals to reorgan-

.

‘ize international communication policy mechanisms).

Canadian and U.S. policy in the transborder data flow
areé can best be characterized as various strategies, tac-
tics of action and non-action, rather tﬁan the rational
application of particular means to fulfill certain ends,
by policy agenciest élearly, a different approach than
Lasswell's is needed for policy analysis here.

The two case histories suggest the necessity for
developing a gengf?i approach which will provide general
knowledge of policy p}ocesses independent of particular
applications of particular policies for particular saocial
and political interests. Such an approach does not aim

at discovering better methods for implementidg certain

policy actions, but is concerned with the attempt to

~—
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frame generél questions about policy. Thus, this chap-
' /

ter is geared ﬁoward examining meta-theoretical aspects
'of policy anayysis rather than the development of a
methodology which is to be rigorously applied"

The traditional methods of policy analysis rest

on an assumption that there is such an object as 'policy.'
‘ {

!

{

The approach in this thesis, rather, pays attention to

tEe signifxing dimension of the range of phenomena gen-
erally catégorized as 'transborder data flow policy.'

j
Taking it% cue from Middle and Late Middle English ver-
nacular, where the term 'policy' denotes a device, con-
trivance, trick, strategem, and "any course of action

nl9

adopted as adventitious or expedient, all forms of

action, whether rational or irrational will be investi-
gated. Such an approach helps to identify and evaluate
both strategies of action and non-action and what they
may signify, rather than only what ends they may achieve.
“Defining the "context" of a debate is perhaps the most
important means for gaining ascendancy.
Moreover, the apéroach to policy in this thesis

attempts to meet the/;hetoric of power and administration

involved in transborder data flow policy debate on its

own semantic ground -- by treating the actions and non-

actions under study in military terms of strategy and

tactic. The technologies of data flow -- computer comm-—
unication networks, were developed because of military

applications in the 1950s, and the importance of these




£

; .
; '
%
networks for national defense and control purposes
\ .

has been readily_adﬁitted by policymakers. Transborder
data flow policy ‘rhetoric is replete with militaristic
tropes, such as barriers to the flow' of information and

economic war; and even Lasswell's rationale for conduc-
<7

.ting policy rtsearch was administrative and military-

oriented. DThUS, an orientation incorporating notions
of strategy and tactics may locate manifestions of power
and signifying practice in their specificity.

The constructlion of a classification scheme ford
describing the symbolic significance of these stra-
tegies and tactics 1s suggested from the work of both
Kenneth Burke, and ironically, Harold D. Lasswell,.
Lasswell's famgus 'pentad' asked basic questions of the
message which can also be applied to the study of policy,
Burke's subdivision of communicative behaviorism in The

Grammar of Motives (1963), serves as an example that new

categories could describe each aspect of the pentad for
a systematic analysis of the policy process. The five

general categories used to0 structure inquiry in this

chapter: policy origins; Elazegs; aims and vehicles; !

format; and conseqhences correspond to 'who, says wvhat,
to whom, in which channel, with what effects.,' The utili-
ty of the new policy categories will be shown in the
compar&tive analysis. It will be argued that Canadian
and U.S. transborder data flow policies differ in terms

-

of four categories, but are remarkably similar in policy



&

98

form&t.

a) Policy origin: the socio-bureaucratic context

Questions of policy origin center on when trans-
border data flow issues came to fdre in' the respective
countries, A basic history of the origins of trans-—
border data flow policy was thus offeEed—in Chapters
Two and Three of this thesis. It was noted that trans-
border data flow 1ssues were first considered py the
Canadian Government in 1970, after the founding of the
Federal Department of Communications. ancerns for the
future effects of computer-communication industries op-
erating in Canada were grouped under the labels of
'cross-border' and 'north—sough' data flow id a series

of pioneering studies on computer—communicat&on technol-

!
-

ogy and Canadian social, political, and economic interests.
Issues of 'international data flow' first attracted the
attention of U.S. policy players in 1976-77, in res-

ponse to initiatives by Western Europea; countries to
control the flow of U.S. computer-communication data fq;
reasons of pr#vacy protection, security, rand economy.

Thus, the consideration of transborder data flow policy
issues in the United States did not stem from major U.S.
examination of long range international communication
goals, but, rTather, was only brought about in reaction

to policy initiatives of other nations (including Caﬁada),

in such multdilateral policy fora as the Organization for

J

LoRh AR S
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| o
Econo;ic Cooperation and Development, Intergovermnmental -
Bureau for Informatics, and the United Natioms. |
. ) It may be significant that transborder data flow
issues achieved a measure of Canadian government atteﬁ—
tion at two certain junctures. Transborder data flow .

/o " issues were first raised in the early 1970s under the

- . rubri: of rhetoric o; '"the wired society,’ 'the global

village,' and other futurological scenarios articulated
" in such publications as Instant- World. Between 1973 and

0 r
1977, little Canadian Government attehtioﬂ/was paid to

®

transborder data flow issues. Later €anadian studies
¢ such as the Clyne Report have suggested that transborder

data flow lssues decreased in importance during these

e
[

(‘ years because the futurological scenarios of the 'wired
o * society' failed to materialize. Computer-communication
policy issues emerged again on the government agenda inmn
1977 -- precisely at that time'whén new rhetoric on the
'information economy, revolu&ﬁon, énd society' entered
international policy vocabulary. Qﬁi;e the prevalence

of such rhetoric may not have caused the major reorient-

ation of Canadian Government awareness, as will be argued

I

. . g
: in a review of policy format, the widespread use of
4

futurological policy rhetoric may have contributed to the

]
way data flow 1issues were structured and interpreted by

a

Canadian policy players.

o

Although the Canadian Government had been aware of

3 o

transborder data flow issues in the early 1970s and had

o
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published documents sué¥ as Branching Out and Privacy

and Computers outlining their relevance, the United

States ignored such Canadian and Western European docu-
r ments during the 1970s and only reacted to increased
international debate on data flow when issues were pre-

' sented formally in 1976-77 Working Groups of the 0.E.C.D.
Computer-commumication policy only attracted attention
in the United States when U.S. trade in computer-communi-
cation goods and services was considered threatened.
Foreign concerns over transborder data flow issues aé
well as strategies for maintaining and even expanding

A

U.S. trade were ignored by the U.S. Government during the
' years 1970<1977. The possible dangers.to U.S. trade
remained unforeseen until U.8. corporations alerted and

urged 'the U.S5. Government to consider transborder data

flow issues.

)
b) Policy players: the seen and the unseen

This?}eads to a considetration of the major players

- in the transborder data flow policy arema -- the major

c*

governmental, corporate, and public representatives with
stakes in policy. Canadian transborder data flow policy
has been formulated and discussed within many unofficial

inter-departmental task forces and advisory committees

under the guidance of one federal agency -- the Department

Al

of Communications; while U.S. policy has developed with-

in and among competing governmental agencies and depart-

~

°

L O
.
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ments responsible for international communication issues.
Thg exXclusive placement of transborder data flow
i;;hes within the Department of Communications reflected
o~
gtrong historical trends for the centralization of con-
trol of Canadian communication matters within the feder--
h %1 government, to stem the provincial control over com-
munication resources in the late .1960s, and the challenge
of Quebec in the areas of satellite and cable. Quebec )
originated a Department of Communications before the
federal one, and in effect.precipitated the development
uof the federal agency. The first major task of the fed-
eral Department of Communications was to buttress its
" newly granted,a;thority by undertaking studies of the
wide array of 1o;g and short-term communication issues
affecting Canada; transborder data flow problems were
,thué identifiédgas part offthis ambitious consideration
of computer-communication issues in the 1970 Telecommis-

“

sion studies. The much later awareness of transborder

ey

data flow issues by the U.S. Government reflected the his-

torical lack of centralized and unified internmational
communication policy administrative structures, with the
resulting lack of commitment of monetary, managerial,

‘and research resources to the long—-term appraisal of U.S.

domestic and foreign policy goals with respect to computer-

communication technology. Corporate players assumed a

more important role in motivating U.S. awareness of these

&
%

issues 'than government players.
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U.S. corporate players with stakes in the interxr-

&

nat&ggal trade of computer—communication goods and ser-
vices spurred governmentaH conslderation of transborder

data flow issues in 1976. Corporate representatives

o

attended international policy conferences, headed State L
Department committees on data flow, and pressed for con-
g}éssional hearings throughout the late 1970s. It is.

no surprise, then, why U.S. transborder data flow policy

was 80 exclusively concerned with promoting corporate

‘interests and reducing barriers to international trade.

Although the Canadian Government originally treated
data floW¢£i€3es as part of a wider stritegy of expanding
federal control of Canadian communication matters, the
re-examination of transborder data flow in 1977 was en-

gendered by corporate inquiries about government responses

"to U.S.-Canada data flow. Canadian manufacturing and

service industries have generally been unhappy with the
level of their government's actions in transborder data
flow policy.zo Although the Department of Communications
outlined major long-term programs for assisting Canadian
corporations in assuming a larger presence in the North
American computer-communication markets, few of these
programs were ever implemented and major proposals remain
ignored. Further research may indicafe whether this 1is

related to the relative unimportance of the Department of

Communicatidns on the Canadian governqgnxa&/hierarchy.

‘
W

e
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Two groups of policy players in both Canada and
the United States have paild little attention to trans-
border data flow issues. The silence of these two sec-
tors may also acc;unt for the lack of specific programs
and actions other than the creation of task—forfes with
their unofficial publications, in Canada, and the draft-
in} of trade protection and government reorganization
legislation in the United States.

Top governmental leaders in Canada and the United
States -have not participated in discussion or formation

j

of transborder data flow policy. The Minister of Commu-
nications in Canada will only release transborder data
flow policy statements late in 1983 after receiving recom-
mendations from the latest Inter-departmental Task Force.
Other Canadian ministers and the Prime Minister have not
treated transborder data flow i1ssues. In the United
States, transborder data flow policy has been the province
of State Department, Commerce, and International“Trade
officials, but has not attracted the attention of the
higher echelons ;f the ;%ecutive branch -- e.g. the Pres-
ident and his advisors. This is one major reason why
. such legislative proposals as H.R. 1957 attempt to bring
international communication issues under strong executive
branch leadership.

The other non-participant in transborder data flow

policy deliberations in both countries, is the public

sector. The role of the general public in the discussion

o
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ana formulation of transborder data flow policy has been
non-existent. There has been little national news cov-
erage which would bring such issues under public scrutiny,
primarily because transborder data flow policy has been

\
restricted to issues of corporate economics and Interna-
tional trade, and because top leaders in Canada and the
United States have not identified transborder data flow
policy as a major national concern.

Without executive leadership and public participa-
tion in policy debates on the supposedly critical issues
of the social development, applicaéﬂbns, and effects of
new communication technologies on national economy, |,
security, privacy, and sovereignty, policy decisions are
left primarily in %he hands of middle~-level bureaucrats
of the Canadian and U.S. Governments. This limited dis-
tribution of corporate and governmental players in trans-
border data flow policy debate has not resulted, as
Schiller and others have claimed, from a conspiracy of
government and industry implementing a grand operational
design to promote U.S. hegemony throughout the world.21
Tﬁe case gtudies show instead, that the range of issues
grouped under the label of 'transborder data flow' emerged
within the confines of governmental departments and in-
tergovernmental organizations sgch as the 0.E.C.D., which

are populated by government bureaucrats and corporate

representatives,
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This lack of top-level and public participation in

both Canadian and U.S. discussions leaves transhorder

‘data flow policy in the hands of professional government

policy players who do not have the power, resources,

nor abilities (thus far) to actually implement the pro-
grams and strategies for transborder data flow which

they have developed. Without a top-level government comr-
mitment in terms of financial and managerial resources,

programs espoused 1ln such reports as Branching Out and

William Salmon's draft paper on International Cowmmunica-
tion Policy, could not possibly be acted upon. No matter
how long Canadian bureaucrats at the Department of Com-
munications and former Science Ministers swear about the
deleterious effects of transborder data flow (as they
have been doing since 1970), no actual programs to assu-—
age these problems can be implemented unless the publie,
national media, and top government leaders devote atten-
tion to the issues. A serious and comprehensive inter-
national communication policy in the United States could
not possibly be developed while different governmental
organizations claim responsibilities in this area.
Without the participation of the silent sectors, middle-
level bureaucrats in the U.S. can only offer short-term
reactions to counter specific problems of bilateral and
multilateral trade. Canadian officials are left produc-
ing uncertainty as to true Canadian polic& by intention-

ally or unintentionally.stalling the release of policy
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(through unofficial documents which reiterate the samne

problems(;;E\inutions overhand over again). Thus, the

type of players in the transborder @ata flow policy
arena can have marked effects on how and what kind of
policies are discussed and implemented -- on policy aims

and vehicles.

c) Policy aims and vehicles: the international economic

connection

The explicit aims of Canadian and United States
transborder data flow policies reflect the status of each
countJ; in respect to bilateral and multilateral trade.
In contrast to most Western European nations which identi-
fied the major data flow problems as the protection of
personal privacy and national security, Canada and the
United States have recognized domestic economic and in-
ternational trade issues to be paramount when determining
the range of transborder data flow policy. Yet, while
both countries delimit data flow policy within the domain
of trade, each country maintains very different aims in
this area -- aims which can be detected from Ehe labels
which Canada and the U.S. use to discuss data flow.

Canadian policy documents have traditionally used
the phrases 'cross-border' and 'morth-south' data flow.
to express the Canadian identification of tran#border data

f

flow policy within the bounds of bilateral trade problems

with the United States. Canada and the U.S. are major
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trading partners, and more U.S. goods and services are
exported to Canada than to any other country Aand the
reverge situation is also true for Canadian exports in
U.S. markets with the exception of Great Britain).22
Traditional Canadian sensitivities over perxrvasive
United States cultural spill-over and sovereignty start-
ing with broadcasting andgg;éazine debates comprise the
dominant theme in Canadian policy documents into which
the transborzder daéa flow issues are fitted. The context
of the argument is thqs well established“and has existed
. : %
for fifty yeé}s, since the Aird Commission of 1928.
Canadian attention on transborder data flow has almost
exclusively focused on the implications of U.S.-Canadian

[y

trade of computer-communication goods, and services. Thus,

unofficial policy documents were produced to show the

U.S., Government: Canadian worries over this trade, while

o
(-3

simuitaneously awakening higher echelon Canadian policy-
makers to ghe need for comﬁitting more money and manpower
to the satisfactory resolution of these trade 1ssues in
communication. The primary vehiclle, then, for the pur-
suance of Canadian transborder data flow policy aims 1is
tﬁe unofficial policy document -- the analyses, research
reports, policy statements, and task force studies which
-are circulated within Canada and to the U.S. and other
countries. The explicit aim of Canadian transborder d;ta
flow policy, reiterated continually through the vehicle

of the unofficial document, is to minimize the possible
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negative effects of U.S. trade in computer—-communication
goods and services with Canada.

However, the audience for these documents are not
Canadian corporations or the public, but the United
States Government and top Canadian leaders. Because of
the limited powers of the Canadian Government policy
players, the implicit aim of Canadian transborder data
flow policy articulated through the policy vehicle (the
unofficial document), is to alert government leaders of
the important trade issués and to make the‘U.S. policy
players unsure, Or uncertain as to true Canadian policy;
thus possibly reducing potential U.S. investment in
computer-communication trade with'Canada and leaving time
for Canadian leaders to finally act with specific proi
grams. to countér U.S. marketing intentions. The U.S.
Trade Representative's Office then, may be correct in
viewing such Canadian policy in the.name of non-policy
as a potential non-tariff barrier and disincentive to
United States trade.

The United States Government, since 1976, has prim-
arily treated "international data flow' issues of inter-
national, especially Western European challenges to U.S.
corporate domination of the international trade of com-
puter-communication goods and services. Canadian appre-
hensions are ignored or recognized only when unofficial
documents such as the Clyne Report can be used as examples

of the multilateral dangers to U.S. information flow.

.
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Thus, the specific bilateral trade problems betwéen‘the

Uniteé States and Canada are ignored by the U.S. Govern- /

ment, though it uses such documents to illustrate the

broad international dangers posed to U.S. trade interegts.
The primary U.S5. policy aim in the transborder data

flow policy area is the protection of U.S. cor orate,

political, and military interests through unhindered and

! I
‘'unmonitored international data flow. The profection of

I
the dominant pasition of U.S. corporations in the inter-
national trade of computer-communication goods and ser-
vices was promoted through the vehicles of legislation
on reciprocity in trade and on reorganization of policy
structures for international communication. Other policy
vehicles included the multilateral negotiation of tariff
and non-tariff barriers, congressional hearing; and re-
ports, and departméntal studies and policy statements on

kﬁinternational communication; but thesg vehicles assume
lesser status in reflecting the major U.S. pelicy interests.

Unlike Canadian policy documents which originate

mainly from one central government department, U.S. policy
positions and statements are scattered in a variety of
papers from officials of different departments and divi-
sions within departments. Because there is no comprehen-
sive transborder data flow policy plan emanating from
one U.S. agency that 1is charged with responsibilities for

international communication, various strategies and tac-

tics are pursued in the name of furthering U.S. trans-
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bord!t data flow interesgts. Congressional subcommittees
have attempted to correct this situation by placing
international communication aims and vehicles in the
hands of one executiﬁe committee, thus reducing the
number of policy players on the field; but, so faf, the
U.S. Trade Representative's pffice seems to be promoting
its International trade strategies more effectively than
any other governmental policy player. One can then ar-
gue that trade legislation, negotiations, and work pro-
grams will be the major vehicles for the pursuance of

U.S. aims Iin international data flow during the next few

years.

d) Policy format: the implications of ambiguity on
Strategy ,

Canadian and United States transborder data flow
policies have differed in terms of policy origins, play-
ers, aims and vehicies, but show remarkable similarities
in policy format. Policy format deais with the question
of how policy 1is constructed and expressed; it describes
the assumptions of arguments used in constructing policy

strategies. Canadian and U.S. transborder data flow

policy formats exhibit at least five basic characteristics:

administrative self-reflexiveness; conceptual imprecision;
\

quantitative ignorance; a functionalist approach to tech-

nology; and a rhetoric of scientific causality. These

subcategories were constructed by the author; their for-
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mulation was suggested by the work of Dr, Marike

Finlay-Pelinski in Technologied of Technology (1983).23

She advances a typology of discursive procedures for

Yanalyziﬂg texts on new communication technology which

=

can also be applied to documents on transborder data
{

flow policy.24

Thére is a tendency in U.S. and Canadian transborder
data flow policy documents for the authors to examine
governmental organization for policy development and im-
plementation, as a significant part of the conlent. -
Caﬁadian policy documents thus examine previous policies
and suggest new committees, task forces, and government
advisory bodies to formulate transborder data flow atra-
tegy. U.Sl documents such as congressional reports,
focus on the improvement of {nternational communication
policy mechanisms as a major aspect of transborder data
flow policy.

O0f course one may hypothesize that all effective
policy statements must include a discussion of previous
administrgtive structures in order to plan appropfiate
future strategies and ﬁechanisms. Nonetheless, in the
case of Canadian transborder datg flow'policy, these ef-
fective policy-~making bodies capable of implementing
specific programs to counter harmful effects of data flow,
never materialized; similar administrative mech§nisms of

task forces and committees have convened from 1970 until

the present. In the United States, recommendations for
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administrative change embodied in policy statements,
congressional reports, and leéislation such as H.R. 1957,
have yet to be enacted.

The case studies seem to indicate that self-reflex-
iveness of Canadian and U.S. transborder data flow policy
documents serves as a convenient substitute for a;tion,
rathe; than as a preliminary step for future action. @yl
analyzing previous administrative structures and recom-
mending future ones, the current policy agencie; may Jbe’
able to ignore present policy dangers, demands, and pot-

entials. This may be described as a broad strategy of

procrastination on the .governmental level; if government-

al departments and agencies have little final authority,

o

resources, nor public clamor behind their policy initia-
tives and responses, then a safe route to absolve respgrfl
sibility for action is to analyze the past and predict

o

the future without having to admit current administrative

o

a

impotence.
Canadian and United States policy doc@ménts also
exhibit a lack of conceptual precision as to what exactly

constitutes the meaning of the terms communication, infor-

mation, and data; these words are preserted without def-

inition or theoretical justification. What are the dif-

G

ferences in meaning between communication and information
and are there attendant distinctidns between information
versus communication policy? These questions are usually

ignored in transborder data flow policy documents. This

3
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conceptual impregision has marked implications, especial-

-

ly for the U.S. Government, 'which has consistently made

no distinctions based on the content of information”flow,
G

"i.e. between the various types of data flowing in in-

ternational computer-~communication systems. Concepts of

information as a private economic good (commodity), re-

B

"gsource, and public good and the many different types of

data (corporate, financial, medical, journalistic, trade
documentation, scientific, etc.) are confused by U.S.

efforts at promoting the general free flow of information.

S A

As Robinson has stated in reference to mu}ﬁil&tefgl def-
,initions of data flow, discussions often appear to as-
éume that we are dealing with a homogeneous amalgam, and
this has delayed any meaningful approach to dealing with
the iss;es.

While the United States seeks to protect its trade
of computer—-cqommunication goods and sefvices through re~
ciprocity legislation which, at least implies a de facto
idenfificacion of information and particular types of
data as economic gocds, 1t also ironically seeks to deny
the econogic importance of information by lumping all
mtypes of data and concepts of information in an expanded
but all too general phrase of the 'free flow of informa-
tion.'

' Western European nations, such as France are start-

ing to realize the commodity nature of certain types of

data, and French legal experts such as ﬁiain Madec have
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developed intricate data taxing schem?s which recognize

(, ' the importaﬁce of certain types of information, while .

-

>
leavingféultural, educational, and scientific data free

from similar guantitative restrictions.zs As will be

argued in the last chapter of this thesis, U.S., interest

PR . G g

.

may)possibly best be served'if the policy playeis would
| recognize distinctions between types of data and concepts
of information, in order to insure a fair application of
international and national controls and restrictions that
could be applied to a not so 'free flow of information'
in the future. Two more features of éolicy format are
closely associated with the lack of conceptual preci-
sion -- quantitative ignorance, and a functiongiist ap-
proach to “technology.
F There have been no accurate estimates as to the :c—
-"tual amounts of data flowing through transborder comqyter-
communication systems in North America and Western Europe,
The Canadian Government has been at the forefront of
developing ﬁethodological tools for the analysis of t;ans—

border data flows; the 1978 study, The Growth of Computer/

Communications in Canada is one such example. However,

as Price Waterhouse Associates discovered when reviewing"
previous Canadian studies, there are few valid and reli-
able estimates of the actual quantitative amount of data,
and of accompanying trade 1in computer-communication goods,
Services and jobs in terms of aggregate losses (in

Q doliars) f&éathe Canadian economy.26 Moreover, when the

vy
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Canadian and U,S. Governments identify the trade in
’intern§tional computer—-communication goods and services

‘as a strategic area for stimulating economic growth,
g"(:hey base their economic forecasting on a questionable

¢

body of evidence. A report on informatics developments

in 8ix countries pointed out that there is: :

3

. « « a lack of authoritative and comparable
statistical measures relating to the use of
computers and to other manifestations of the
information revolution. There 1s no shortage
of numbers they purport to give some of the
required information, but they usually repre-
sent fragmented attempts and cover a very lim-
ited segment of activities . . . . Better
and more comparable information than is now
available is essential to an adequate assess-
ment of computing effects on national economies
and the world economy.

Thus, Canadian and United States transborder data
flow policy has been based on conceptual imprecision and
on a concomitant lack of quantitative ;vidence to base
or support arguments on the positivé and negative effects
of éomputer—communication goods and services in national
economies. Consequently, U.S. and Canadian policy players
have relied on catch-phrases such as the 'information
society, revolution, economy;' 'informatics,' and 'trade
;n services' which are more nebuluous than 'transborder
data flow' as terms indicating any degrée of clear and
specified limitation of meaning and usage. These terms

are, 1in fact, closely associated with a functionalist

approach to technology which favors those policy players

) J



ALy T AT E e s

116

in search of profit through developing new communication
N ,
technologies, and players interested in regulating the
social distribution of these technologies, The func-
tionalist approach to technology, in the case of trans-
g border data flow; assumes that new technologies of com-
puter—~communication must be developed and rationality
ugsed despite possible negative effects on domestic and
foreign interests -~ because the hardware exists and
will inevitably be used. Harold Mendelsohn has argued
in "Delusions of Technology'" (1979), that: :
All too often dialogues regarding utilization
of new communication technol%gy focus solely
on the hardware and not on its consequences.
Because control over the various means of
communication available in a soclety 1is a re-
flection of enormous power, it is not sur-
. prising that new technologies are considered
to be totally functional from the perspective
of those who develop and control their use .28
- Although the Canadian Government discussed implica-
tions of the operations of computer-communication net-
works on national sovereignty, economy, and security,

instead of questioning the uses and control of such tech-

nology, it contended in such rep&rts '‘as Branching Oout

that Canadian corporations must develop and exploit

such technologies. These technologies of communication
seem to be covered by what Sahin has called a 'metaphysi-
cal cloak,' which assumes that the future has already
been ordained and that these technologies 1inevitably

figure greatly in this planned future.29

[P
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Furthermore, the phrases 'informatics,' 'information

' etc., like early futurological revelations

revolution,
of the 'electronic world' and 'wired society' lack large
bodies of evidence supporting the wide-ranging predic-
tions on the specific uses of communication technologies }
in the ordained future. Nevertheless, these catch-phrases
have been invoked, almost mystically, in policy documents
such as the Clyne Report and U.S. Trade Representative
statements in order to rationalize government advocacy of
the future development of certain communication technolo-
gies for the stimulation of national economic growth.
The emphasis on the future in policy documents suggests
that the policy player can predict, know, and control
the future during the present —-- especially’the future
desirability, distribution, and domination of certain
kinds of communication technology in future information
societies, revolutions, and economles. That there is
little evidence (despite the pleas of inevitability) to
support these futurological claims nor even evidence that
policy players have adequately dealt with problems arising
from previous applications of communication technology
fsuch as possible effects of transborder data flow), in-
dicates that perhaps the future is not so ordained as
policy players would like to believe.
Although, as argued earlier, thexfuture is a safe
place for government bureaucrats to ground their responsi-

bilities, U.S. and Canadian long-term social, political,

j and economic stakes in the development, usage, and con-

i
'
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trol of communication technoiogies may not be served by
such a focus.

Despite thé lack of conceptual precision and quanti—.
tative evidence, and the reliance on futurological catch-
phrases and categories, U.S. and Canadian policy players
have depended on a rhetoric of scientific causality to
frame problems of transborder data flow. 1In other words,
government policymakers assume that there are clearly-
defined policy problems and the government need only
reorganize 1tself or plan specific actions to ameliorate
the problems. In Canada, this cause-effect model is
evideng in the description of transborder data flow prob-
lems in such documents as the Clyne Report. According to
Canadian policy players, transborder data flow between
the U.S. and Canada has caused negative effects such as
loss of employment, threats to national jurisdiction,
etc, The fact that little empirically verifiable evi-
dence is offered to substantiate these assumptions is of
little immediate consequence. Canadian policy players
have chosen to dramatize major communication and trade
problems with the United States by utilizing a basic
cause and effect model for representing transborder data
flow. 1If there are clear and present dangerous effects
caused by transborder data flow, then increased monetary
and managerial resources should logically be expended to

correct the negative effects. This.follows the Lasswell-

ian policy model, where the government policy player can
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apply appropriate solutions to the negative effects of
basic problems. U.S. policy players also utilize the
rhetoric of scientific causality in a scenario whereby
there are foreign countries causing negatiéé effects for
strategic U.S. economic, political, and military interests
through barriers to trade in goods and services; these
basic problems are then to be answered by specific trade
tactics of reciprocity legislation and bilateral and/or
multilateral negotiagion.

Unfortunately, the use of the causal model for de-
'fining transborder data flow problems, limits the type
of policy strategies -- actions and non-actions which
can be utilized by governments and other policy players.
The causal model favors one specific mode of action --
reaction. Once a’'problem has been caused, according to
this model, the policy player can then formulate res-
ponses to minimize or maximize certain effects. Simi-
larly, once a certain communication technology exists
(cause), the\policy’player can only hope to then guide

!

its positive and/or negative effects according to na-
tional interests. Most importantly, in framing all trans-
border data flow issues through the cause and effect
rhetoric, there is a tendency by government and other
players to reduce- the myriad national concerns and in-
ternational stakes in the arena of computer-communication,

to one or a limited set of causes.
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For example, former Central Intelligence Agency
head William Colby and others, have grouped all/non—
U.S. transborder data flow concerns as groundless "fears'
and threats to United States interests; i.e. threats to
international trade of computer-communicatio; goods and
services, According to Colby's perspective, foreign ar-
guments on international communication based on national
soverelgnty, privacy, security, and economy claims are
unimportant and unfounded.SO The only issues of rele-
vance for the United States in the transborder data flow
policy area thus stem from the negative effects of trade
disincentives and restrictions posed by other nations in
pursuit of their national communication goals and inter-
ests. This form of ethnocentrism may result in dangerous
long-term trade problems for the United States 1f genuine
foreign apprehensions and distinctions between types of
data and concepts of information are ignored. Thus,
the use of a rhetoric of scientific causality with its
tendency for producing reactive models of policy action

4

coupled with the ambiguous meaning of '

'information flow"
could result in major consequences for Canadian and U.S.

national interests.
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e) Consequences of policy: 1increased confusion

i

After analyzing policy origins, players, aims and

/
vehicles, and format, based on the comparative studies,

it is possible to acquire a coherent plcture of the cog-
sequences of‘national transborder data flow policies.
If the stated aims of policy are compared with the policy
strategies actually implemented, certain conclusions on
the consequences of national policies can be drawn.
Canadian transborder ?ata flow players have produced
pioneering economic and political studies on computer-
communication technology. They have also produced end-
less studies and statements wﬂ;ch have repeated the same
arguments on the posited effects of U.S.-Canadian data
flow. However, the Canadian Qévernment has not acted up~
on the majority of its own re&ommendations to stimulate
Canadian industry to assume a éoﬁpétftive position in
the North American trade of computer-communication goods
and services. The case studies 1in this thesls further
indicate that one indirect and unanticipated result of
policy 4is that the Canadian Govermment has also gilven
the U.S. ammunition for its own policy strategies by ig-
suing non-official policy statements and papers reflecting
Canadian concern over transborder data flow issues. While
the release of these documents may serve as an internal
bureaucratic stalling tactic until further resources

are expended by the Canadian Government to gain the neces-

sary conceptual and quantitative foundationm for official
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pronouncements of policy and\ top~level awareness of _
these problems; the unofficial poliey document also'gives
foreign (i.e. United States) policy players a not truly
representative indication of actual Canadian policy.

For example, the U.S, Trade Representative's Office pre-
pared internal analyses on Canadian statements on tele-
communications policy and transborder data flow, and are
in the process of "linking these official and unofficial
statements to specific'actions taken by the Canadian Gov-
ernment."BlThe Office claims that it is clear that "the
Canadian actions represent an overtly protectionist policy

32

in this area."” Canadian policy players have articulated
a series of Canadian sensitivities over possible effects
of data flow. That such effects exist or that there are
simple causes for these effects remain £mportant questions
that have yet to be answered.

United States transborder data flow policy can be
summarized 1n one word —- reactuive. Policy evolved in re-
actlon to perceived dangers to U.S., corporate, military,
a;; political interests posed by foreign data protection
and privacy laws and guidelines; and by tariff and non-
tari1ff barriers and disincentives to the flow of U.S. com-
puter—communication goods- and services. This assessment
was supported by Kenneth Leeson, Economist and Director
of the Program on Internmational Services at the National

Telecommunications and Information Administration, while

he spoke at a Massachussetts Institute of Technology

e
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transborder data flow seminar in 1982. He claimed that

"policy has not been in frong of technology," and stated

‘ that he did not know what a comprehensive communication
and information }olicy in the data flow area would con-

sist of, other than:

*

. . . reacting to events as they occur, making
- sure that there is widespread awareness in gov-

a,

' ’ ernment of what issues are at stake, and pro-
viding a forum for public and private officials
to sound off about the problems at hand.33

By not devoting sufficient long-range planning and re-
sources to further the supposedly crucial U.S. national
interests in international communication policy, then the
United States is left with a limited set of options =--

responding to and not antircipating foreign actions, non-

actions, strategles, and tactics. These options are in-

creasingly being devoted to the escalation of 1intermational

trade protectionism rather than to the development of le-
gal, political, and economic regimes through negotiation,
’ to avert 1ntermational trade conflict. By reacting to

Canadian and Western European allies without understanding
basic data flow concerns of these countries, and by draft-
ing reciprocity legislation (or encouraging the "I'll set
up trade barriers 1f you set up trade barriers'" approach),
the U.S. loses opportunities to maximize its social, poli-
tical, and economic interests through better trade rela-
tions with allies. The U.S. Government may thus also be

unable to prevent more controls and taxation of data if it

/

T
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l
does not negotiate to limit such restrictions to specific
types of data.

This study suggests that perhaps the major economic
implications of international data flow for the U.S. have
lessened or were over dramatically presented since 1976,
despite governmental and corporate concern over trade
restriction§ and barriers. Such a scenario 1s corroborated
by Richard Mills of Citicorp, who is Chairman of the Tele-
communlications Committee of the U,S. Chamber of Commerce
.and Chairman of the Telecommunications Working Group of
the Commission on Computing, Telecommun%Fations, and Infor-
mation Policy of the International Chamber of Commerce.
Mr. Mills contends that the private sector has actually
experienced few difficulties in maintaining international
data flows, and thus U.S. industry is "a bit sleepy'" about
paying attention to "policy issues looming on the distant
horlzon.”34 Furthermore, hélstated that his corporation
did not encounter problems with its international data
flows and that, in fact, most countries 'did not encounter
day-to-day problems moving data around in compﬁter—commun—
ication networks.35 Mills argues that "business proceeds"
despite the presence of faint political rumblings, and
that his European colleagues feel that transborder data

flow 1s an "interesting academic exercise,"

36
more.

but nothing

Have U.S. policy players, including certain financial,

manufacturing, and service corporations overreacted then
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to foreign policy initiatives in computer-communication?
\

-~

If U.S. data flow polic% consists of international trade

'

"strategies articulated o1 the basis of the policy format

ident;fiéd in this chapté , then whether Mr. Mills' assess-
: !
ment is correct or not, U.S. transbord%r data flow policy
could harm, rather than protect and further U.S. national
interests.

If present policy trends continue, then Canadian
transborder data flow policy wif% probably be geared towaéﬁ//

! ' e

the continual refinement of quantitative measures and cofi=
7

ceptual frameworks for the analysis of major problemé/of“
Ve

U.S.~Canadian data flow. The.ﬂinister of Commupi&ations
is supposed to receive policy recommendations from the
Interdepartmental Task Force on Transborder Data Flow, late
in 1983 or 1984, but if and when actually 'official' Can-
adian transborder data flow strategies are endorsed, they
must be perceived of as sufficiently 1mportant to shift
high-level governmental and public attention from otheﬁd/
more traditional topics on the national agenda.

A totally antagomistic relgtionship between Canada s
and the United States over transborder data flow 1ssues
is unlikely, however, because: 1) the bilateral trade is
too vital, and any major trade restriction could have
broad repercussions on all levels of trade; 2) there are
no indications that the Canadian Government\w@ll reverse

past trends and articulate official transborder data flow

policies with actual resources committed to their implemen-
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tation; and 3) the U.S..Government historicallf has chosen

to ignore Canadian ruminations on data’flow, A totally

friendly relationship between the two countries over .

o

transborder data flow is also unlikely, primarily because

éhe U.S. is not 1isteniﬁg‘to the fundamental Canadian o
sensitivities to problems of bilateral trade, national
sovereignty, and cuitural independeﬁce which are high—

lighted, ad nauseum, in Canadian co@municafion policy %

1
!

documents, especially those dealing with ﬁransborderlﬂata

flow problems., A more middle-range relationship is en-

o

visioned, whereby Canada and the United States negotiate

\

over specific bilateral trade issues.such as the satellite
-

but where the ‘major policy aims of

1 n

& 3
each country are presented in' the samé policy wvehicles,

authored by the same policy players, who rely on the same
! i ,
format to produce expected and unexpected cons€quences.

H
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CHAPTER FIVE
CONCLUSIONS: THE EBB & FLOW OF RESEARCH :

. « . Wwe learn to prefer imperfect theories and

sentences which contain glimpses of truth, to

digested systems which have no one valuable sug-
+ gestion,

Ralph Waldo Emerson, Nature (1836)l
By

Introduction

A basic attempt at understanding the complexities of
. [ - 3 . I3
communication policy analysis in general, and transborder

data f}@w policy, in particular, was offered in the pre-

RN
vious chapter to emphasize the inadequacy of generaliza-
|

tions and labels which reduce the specific facts of policy - -

origins, players, aims and vehicles, format, and consequen-

ces to one homogeneous evaluation of whether particular

_policies are correct or incorrect, one-faced or two~faced,

and comprehensive or fragmented.

If this thesis were based on the traditional Lasswel-
lian program, éhen one woﬁld expect a list of recommenda-
tions for more effective Canadian and U.S. transborder
data flow policies to be given now. Answers to the hypo-
thetical question: "Does Canada, for example, have effec-\
tive transborder data flow policies, and, if not, what
would be effective policies?" -~ are based on definitions

of transborder data flow, policy, and what is to be consi- J

dered 'effective' policy. National definitions of trans-

e
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border data flow were reviewed in Chapters Two and Three.
Problems of analyzing policy were presented in Chapter
Four. It was found that questions of policy effectiveness
are related t? the relative position of the policy player
in regard to ;ims, values, and interests., If, for example,
the owner of a Canadian computer-communication firm is
losing Canadian data processing business to U.S. corpora-
tions, he/she may likely assert that Canadian transborder
data flow.policy has been nothing more than 'analysis ad
infinitum.' A Canadian Government official, however,
aware of the limited financial and managerial resources
for such policy, may conclude that the publication of
pioneering studies was, as Voltaire would say, 'the best
of all possible worlds." ‘
Questions of policy effectiveness in historical
analysis (the evaluation of the effectiveness of previous
policy) and forecasting (the recommendation of more effec-
tive future policies) may not be entirely relevant for
this thesis because of three major difficulties. First,
as stated earlier, this project is geared towards the
congsideration of metatheoretical questions of transborder
data flow policy and not towards the production of solu-
tions to specific policy problems for policy players.
Second, the inclusion of such recommendations for 'effec-
tive policy' would seem to suggest that the author is a
value~free social scientist who, more specifically, poses-

ses the appropriate knowledge and values to determine and

it b sk o WO
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3

advocate what best serves general national interests and
aims, (These assumptions seem to rely on a certain form
of utopianism, and may be put into question.) ’Though
such epistemological problems on the role of the research-
er deserve great exposition in any revision of Lasswell's
approach to policy analysis, due to s}atial constraints,
this thesis is limited to general discussion of issues of
policy analysis and not to the complete elaboration of a

. - ' ,
revised Lasswellian ptogram. Finally, recommendations
for future policies restrict the reader's scope of action
to a binary choice of accepting or rejecting the research-
er's conclusions, and consequently, may restrict rather
than expand the range of research avenues,

Thus, rather than recommending specific strategies
for restructuring policy players, aims and vehicles, and
consequences, this Chapter reviews possible options for
Canadian and United States policy action, and poses a
series of questions that are relevant for analysis of
transborder data flow policy. It will ,then be argued that
the consideration of perlems of Canadian and U.S. policy
format is paramount for future policy action and research.
One fruitful line of inquiry could examine the production
of meanings on transborder data flow —-- specifically,

political, economic, and technical definitions emerging

in international legal regimes on transborder data flow.
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A. Canadian Policy‘Options‘

Due to the pace of technological and competitive
changes in the intermational computer—-communication trade
sector, the Canadi Government may desire to control

e
the transborder flow of data to its own advantages and
according to perceived national interests of maximizing
short and long-term economic gains, Recourse to legis-
lative measures for controlling Canadian-U.S, data flow
has been non-existent in the past. However, regulation
of transborder data flows through existing federal laws

such as the Bank and Banking Law Revision Act of 19802

and the Combines Investigation Act3 is a potentially

viable government strategy, albeit the probability of the
Canadian Government imposing such legislative measures
may remain minimal.

Section 157 of the Bank and Banking Law Revision Act

of 1980 requires that banks maintain records of customer
transactions and must maintain and prgcess information re-
lated to the preparation of these records, in Canada.4

If records are stored or processed outside Canada, a bank
must provide the Government Inspector with copies of the
records and data processing; and the Inspector can, on

his own initiative or through the advice of a Govegnment
minister, decide that future processing 1s not in the
national interest.si He can then direct the bank to pro-

cess further information and data relating to such copies

. 6
and extract in Canada. However, no U.S. banks are cur-

M e S b
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rently experiencing diffjculties with this provision,

annd bank executives recognize the necegsity for examiners

to have access to all relevant information to implgaent.
R

their supervisory responsibilities.7 Moreover, accord-

ing to the Assistant Secretary for Intermational Affairs

of the U.,S. Treasury, the U.S. banking community has been

assured by Canadian authorities that these regulations

do not, in fact, interfere with the management and flow

of financial data on bank operations.

Under sections 9&1) and 17(l) of the Combines Inves-

. . 9 . . .
tigation Act,  the Director of Investigations, under au-

thority from the Restrictive Trade Practices Commission,
b

can order foreign nationals and legal persons outside

Canada to provide corporate data, thus reducing the com-

petitiveness of U.S. industries by forcing them to estab-

ligh and m;intain duplicate sets of data for operations

occurring in Canada.10 However, proposed legislation such

as the Foreign Proceedings and Judgement Act may prohibit

similar U.S. action requiring like Canadian data from
Canadian real and legal persons.11 Section 3(10) of this
proposed act establishes the following situation where the
Canadian Government can prohibit the production and dis-

closure of such Canadian records:

Where, in the opinilon of the Attorney General of
Canada, a foreign tribunal is exercising or 1s
proposing or likely to exercise jurisdiction or
powers of a kind or in a manner that will adver~-
sely affect Canadian interests in relation to
international trade or commerce involving busi-
ness carried out while in Canada.l2 .
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Impled;nfation of such statutory provisions may, in fact,
contravene important elements of non-legally binding let-
ters of understanding of 1969 and 1979 which amend the
Informal Antitrust Notification and Consultation Procedure
of 1959 (the Fulton-Rodgers Understanding) between Canada
and the United States.13 Such provisions would nullify
passages as:
. . . each side will notify the other when it
becomes aware that its anti-trust proceedings
or investigations I) affect the significant
national interests of the other or II) require
seeking information located in the territory
of the other . ., . each party will refrain
from pursuing anti-trust proceedings or blocking
access to information until there has been an
opportunity to consult and consider the other
party's national interest concerns.l
Canadian regulations of trade in computer~communica-
tion goods and serVices between the U.S. and Canada may

also take the form of the imposition of export and import

controls. Section 3 of the Export and Import Permits

Act establishes an "Export Control List of Goods" limiting
the export of certain goods dhless a permit is obtained
from the Canadian Government.15 Computer-communication
data may qualify as a controlled good under this list if
data is defined as either a strategic good or resource.

If data is a strategic good posing implications for nation-
al security (as the Clyne Committee suggests) then it may
be placed in a group of the Export Controls List of Goods

which restricts the exportation of advanced technological

goods that pose a national security threat.
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Moreover, export permits for certain single and
multichannel communication transmission equipment and
data modems including data communication equipment em-
ploying digital inputs and outputs for traﬁsmission, are
already placed in Group 3 of the Export Control List
dealing with "General Purposes Industrial Machinery and

16

Electronic Devices." Even without a determination of
computer-communication data as a strategic good the
Canadian Government has already set the precedent for im-
posing export controls on transborder data~flow trade .
by placing certain data transmission equipment on the
Export Control List of Goods.

Furthermore, Communication researchers such as Herbert
Dordick, Cees J. Hamelink, Anthony Oettinger and others
have argued that information is a national resources,
and that the collection and transfer of data in computer-
communication networks constitutes a manufacturing pro-

I

cess.l7 Section 3 (la) of the Export and Import Permits

Act allows the placement of any article for export on

the Export Control List of Goods:

. . . to ensure that any action taken to promote
the further processing in Canada of a national
resources that is produced in Canada is not ren-
dered ineffective by reason of the unrestricted
exportation of that national resource.l8

Thus, the exportation of data conceived as a national re-
source (especially remote-sensing data on national mineral

resources) could conceivably be restricted under this act.
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U,S. computer-communication goods and services

'

(hardware, software, physical networks, and actual bits
of data) could be made subject to an increasing variety

of import controls such as taxes and higher tariffs .

through such legislation as the Customs Tariff Actlg

. 20
and valuation procedures of the Customs Act. For exam=

ple, Section 8(1) and (3) of this latter Act allows the
imposition of surtaxes by the Minister of Finance on
goods of any kind when:
. + . the growth, produce, or manufacture of
any country are being imported into Canada under
conditions as to cause or threaten serious in-
jury to Canadian producers on like or directly
competitive products.Zl
However, already high Canadian tariffs and a 127 federal
surtax on imported computer—-communication equipment make
Canadian data processing 20-257 more expensive than U.S.
services ~~- leading to better economies of scale for com-
puter-communication industries in the United States and
actually accelerating Canadian competitive losses in this
. , 22 .
sector, according to certain estimates. Thus, the im-
position of import controls may actually lead to a decline
in the Canadian share of trade and may create more problems
of transborder data flow than it could solve.
The consequences of previous policy actx the
possible effects of untried legislative options have been

reviewed. Whether or not previous or future strategies
!

are identified by policy players, thesé players are left
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. . . e . . . s
with a set of basic questions which will have ramifica-

tions on future Canadian policy whether they arg/ggknow"

ledged or ignored. Discussions in this thesis have treat-

"ed the status quo of Canadian policy and are raised in

order to show that policy is not inevitable, natural, and

intractable., Policy rather, reflects a social construc-

v

tion or bricolage of policy players, aims and vehicles,
and format.

In the future, pressure exerted on the Canadian
Government by domestic commercial and legal challenges of
compuéer—communication, by economic constraints support-
ing trade liberalization or protectionist measures; by
foreign unilateral actions such as the introduction of
reciprocity legislation; and by developments in emerging
international legal regimes governing trade in computer-
communication goods and services, may force the Canadian
Government to articulate specific national transborder

data flow strategies,

B. United States Policy Options

United States legislative options in the transhorder
data flow policy area center on emerging reciprocity pro-
posals as reviewed in Chapter Three. However, statutory
provisions which apply to individual, private, commercial,

and currency transactions could be applied to the restric-

tion of data flow into the United States by foreign sources

as an added reciprocity measure. As David A, Irwin and

# ez
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~ . . . .
Lawrence Povitch of the Federal Communications Commission

2

have argued:

<

. .+« . while no specific U.S. legislation re-

lates directly to the question of transborder

data flows, scientific and technolo%ical in-
formation, and monetary, financial, commercial,
and similar proprietary information flows are s
protected.23

In general, foreign and domestic communication transmis-—

sions are regulated by the Communications Act of 1934 where

9

the Federal Communications Commission is given responsi-
bility to regulate common carriers provi@igg,domestic and
foreign communications, and is charged with the promotion
of safe, rapid, and efficient natignal and worldwide
communication service under exclusive authority to issue
rules and carry out its functions.

Domestic data flows can be regulated through such

statutes as the Privacy Act of 197425 which 1s designed

to protect individual privacy of files pertaining to per-
sonal individuals in federal computer-communication sys-
tems; however, information in non-federal data banks and

information on foreign natiomals in federal data banks

are not protected under this Act.26 The Fair Credit Re-

porting Act27 and Fair Credit Billing Act28 reguléfe the

maintenance and disclosure of credit reports on indivi-
duals and can control the domestic computer data flows of
. . 29

these types of information.

U.S. laws affecting international data flows include

the Bank Secrets Act30 which stipulates conditions for the




collection of mandatory data on the transfer of money
into and out of the U.S, for use of government agencies
in criminal and investigatory proceedings;31 and the

Currency and Foreign Transactions Reporting Act32 which

requires reports on the export of certain monetary in-

struments.33 Finally, the Munitions Control Act,34 Ex-

35 and Toxic Substances Control Act36

port Regulation Act,

authorize executive branch control of the importation and
. . 37
exportation of technical data.
United States transborder data flow policy may be

subjected to the same set of questions asked of Canadian 7 .
policy. In general, should U.S. transborder data flow
policy continue to be organized under its present policy
players, aims and vehicles, format, with the attendant '
consequences? Specifically, which U.S, Government depart-
ment or agency should have primary responsibilities in
international communication, or does the present disorgan-
ized and decentralized state of affairs enhance U.S.
national interests and policy aims. As Morris Crawford
of the State Department forcefully asked:

Does the magnitude of U.S. commercial interests

which may be imperiled in international data

communications restrictions justify a signifi-~

cantly enhanced information and communications

budget and bureaucracy? . . . What government

steps should be taken to maintain or improve

the U.S. competitive position in international
markets for information goods and services?38

.

These questions have not been treated by government policy

players and if previous governmental non-action serves as
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a precedent, then there is nothing to immediately suggest
that the Government will face such issués in any other
format besides the self-reflexive substitute for action
embodied in policy documents, ,

ne bases ¢ guaptitative

Finally, there are presently
information, the theoretical and methodological expertise,
and critical schema that would allow for systematic un-
derstanding of the varied technical, economic, political,

, ¢ ‘
and social issues involved in international debate over
data flow? 1Is a format of quantitative ignorance, con-

¢

ceptual imprecision, a functionalist approach to technol-
Q -

ogy, and a model of scientific causality a proper founda-

tion for considered policy appraisal and development? If

the many international concerns in the computer-communica-

tion trade area are reduced to a question of whether theEe

are sufficilent rgstrictions to U.S. corporate domimnance

to warrant increased expenditures for U.S. international

communication policy, can the United States be in a

position to.anticipate long-range threats and opportunities
|

in the international computer-communication arena?

Can there be effective U.S. policies in international
communication when the Government has not offered explicit
definitions of the terms 'communication' and 'information?'
Definitions of infoFmation in the policy phrase "the free
international flow of information'" would seem to include

all types of data and trade in goods and services. While

theorists such as Herbert Schiller have pointed out that
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the free flow principle is a chimerical device for the
promotion of U.S. economnic hegemony,39 policymakers and

analysts themselves such as William Salmon and Arthur
Bushkin now corroborate Schiller's argument by making a
distinction between the 'free flow of information' and
the 'fair flow of information.' The free flow principle
thus means the free U.S. domination of trade in computer-
communication goods and se;vices and not the free parti-
cipation of other nations in communication trade and ex-
change. This distinction between free and fair trade
lies at the crux of international data flow issues.

Peter Robinson has explained that the concept of t@e free

flow of information evolved in regard to information as

a public good; he states, however:

. '

If this label is extended to data and informa=-
tion as an economic good, then it endorses a
totally free trade inm an economic resource of
rapidly increasing importance. After many
years of(experience in international trade

in tangi?le goods, total free trade in the

area has|not yet been achieved. 1Is it then
reasonable to expect a total free trade in
these intangibles at the outset . . . 0

Is the United States committed to fairness in trade or
unfairness, and are long-term U.S. trade interests served
by suéh a situation where unfairness and structural imbal-
ances in the world trade . system are accepted or given as
the status quo? Is the flow of scientifiec, cultural, and

corporate information hindered by such an approach?

e (atid
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Dr, Oswald Ganley, in "Intermational Data Flows:
Shall We have International Cocperation," a presentation
at the University of Washington (Seattle) Conference on

Communications, in 1977, asked questions of U.S. data

»

flow policy which are vital today. Ganley, recognizing
that nations were pressing for international control over
all types of data, asked how the United States should

. . . /
establish "mutually acceptable international rules on

data and information flows."41 He inquired:

What specific American interests-~economic, com-
mercial, moral, human rights, national securi-
ty--are at stake? . . . ILs there a need for a
broad and comprehensive regime of law? ., . .

Is it in our interest to seek aggressively an
international rule of law that will provide
stable conditions for industry? What is the
appropriate balance between freedom of flows of
information and other basic human rights . . A

1

He also asked how rapid and effective technology transfer
to developing countries be devised to meet their needs,.
These questions have yet to be answered by United States

policy players.

C. Policy Format: Research Possibilities

According to the case studies in this thesis, Canadian
and United States transborder data flow policy players,
origins, aims and vehicles were dissimilar. However, U.S.
and Canadian data flow policy'formats were found to be
identicalc Quantitative ignorance, administrative self-

reflexiveness, a functionalist approach to technology,

2
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conceptual imprecision, and a rhetoriec of scientific
causality structured both Canadian and U.S. policy argu-
ments. What possible reasons could account for the simi-
lar traits? One could argue that U.S. and Canadian com-
munication policy are similar in all or most components ==~
but this\is clearly not the case. One can also argue
that there is something inherent in the subject matter
of transborder data flow that requires national govern-
ments to formulate arguments in certain structured patterns.
However, transborder data flow does not exist as an inde-
pendent object residing in the realm of Eorms or ideals.
Rather, transborder data flow is a policy term used by

:

various national governments and policy players to define

a wide array of problems and actions. Given such an assum-

s
e

ption, and also given ghéffaéfffhat Canada and the U.S.
maintain conflicting aims and definitions, why then do
the two national governments rely on the same format to
articulate their different goals?

The reason for this may be that transborder data
flow emerged as a policy term in government departments
such as the Department of Communications and in governmental
organizations such as the 0.E.C.D. and U.N.E.S.C.O0.

Without a readily available background of quantitative in-

‘"formation on the computer-communication trade sector nor

conceptual and analytical expertise on the social, politi-
cal, legal, and technical aspects of data flow, U.S. and

Canadian policy players were left to formulate their policy

24
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strategies based on the same format. Although more quan-
titative information has been collected since the early
1970s and the potential for empirical research and theo-
retical assistance from comm;nication scholars and consul-
tants exists, it may not be advantageous for policy players
to rely on such quantitative information and conceptual
precision. If it is discovered and acknowledged, for ex-
ample, that the effects of U.S. trade in computer-commu-
nication goods and servicés on Canadian sovereignty do no
exist, then those Canadian policy players who forecasted
grave dangers of data flow may be accused of an adminis-
trative form of muckraking or Canadian 'crying wolf.' If,
on the other hénd, the posited effects of transborder
data flow are corroborated by evidence, then thoseysame
officials may be accused of not responding to the dangers.
Despite calls for future research on data flow is-
sues by both the U.,S. and Canadian Governments, little en-
couragement or increased expenditures follow the call for
research. In the case of the Canadian Government, re-
search on data flow such as the work being conduqted by
the Interdepartmental Task Force, follows a long tradition
of analysis ad-infinitum which was discussed earlier in
this theslis. Reasons for the popularity of a functionalist
approach to technology and a rhetoric of scientific caus-
ality were discussed in Chapter Four.

Because debate on transborder data flow is the prov-

ince of middle-level governmental and corporate representa-
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tion at intergovernmental conferences; because, as Eddy
Ploman argues, these policy players share a common epis-
teme (shared values, aspirations, and vocabulary), na-
tional governments and other policy players will rely

on similar ways to structure argumentation and explana-
tion of transborder data flow,. fhus, despite varying
national origins|, definitions, and aims and vehicles, the
homogeneods 1ev41 of policy format assumes important
status in policy analysis and action.

Recommendations for restructuring policy players and
reformulating policy aims and vehicles may not be viable
if the crucial area of policy format is not addressed.

It is at the international organizational level where
problems of data flow came into prominence, and it is at
this level where new definitions and approaches to bilat-
eral and multilateral computer-communication issues are
formed; where meanings are constructed, and where inter-
national and national controls on flow are codified and
legitimized. '

Thus, research could be geared toward examining
emerging international legal regimes -- regimes which will
consider different national concerns and interests in

data flow; and harmonize various national data protection

laws, telecommunication rates and charges, technical

!

standards, and trade documentation regulations. Important

problems of legal definition in the data flow area are

¢

already beginning to emerge; as Dr., Peter Robinson asks:
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. . . can data be sold, purchased or traded?

Do we need a new concept of trade? 1Is it pos-
sible ,to make a clear legal distinction between
data and information as public good and as
private property? Are data and information

in some degree a commodity? What parallels can
be drawn between trade in information and trade
in tangible goods? What are the differences
and what legal implications arise from them?43

Robinson has delineated the practical problems of applying
tariffs and rules of customs valuation to the traffic of
data as a commodity ~- including difficulties of harmoniz-

ing national approaches; instead, he suggests that '"it

may be better to develop a legal system that would deal
nhb

'

with use and misuse of data and information,
However, since national legislation on Eransborder
data flow already imposed by countries such as the United
States implies at least a de facto recognition of the
tradg/commodity status of data and information, then rec-
ommendations to first solve problems of international
computer crime seem secondary. In fact, the legal solu-
tion of such problems as the use and misuse of computer-
communication technologies requires international agree-
ment on definitions of data and information, and conform-
ity of varying nationmal laws and policies of trade issues
of data flow. The. importance of such broad aims in the
data flow regulatory arena is conveyed by Justice M.B.

Kirby of the Austrailian Law Reform Commission, when he

states that:
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It has been suggested that movement of goods
from country to country was hampered at the
time of the first industrial revolution, dim-
inishing the potential for spreading the bene-
fits of technology, by narrowly conceived na-
tional interests which resulted in municipal
laws which destroyed the simplicity and unifor~
mith of maritime and commercial law and gave
rise to sharp conflicts of law: concern has
been raised that we should not make the same
mistake twice.

Gotlieb, Dalfen, and Katz suggest that bilateral and mul-
tilateral agreements in the data'flow area be formulated
80 as to protect the interests of both states and indivi-
46
duals. These agreements:
. . . would be related to the maximum possible
degree to economic needs and realities and for
this reason might tend to commend themselves

over unilateral action which in some case37
could be disruptive or produce reprisals.4

v

They recommend that the agreements should minimize juris-
dictional conflicts, regulatory disparities, and legal

Py
disabilities resulting from the transborder flow and stor-

age of data.48

The construction of legal frameworks for defining
transborder data flow issues in multilqteral fora such as
the G.A.T.T. and the 0.E.C.D. could possibly lead to ther
development of binding and non-binding guidelines on
various types of data flow -- guidelines similar to those
which cover the protection of personal privacy in computer~
communication systems.49 While multilateral legal conven-

tions on international trade aspects of data flow are con-



3

150

sidered, bilateral agreements might offset specific trade
problems calling for unilateral actions such as the im-
position of protectionist and reciprocity legislation.
The United States, instead of relying on its tradi-
tional policy format with the attendant consequences of
simply reacting to international controls, could take an
active role in international deliberations to define and
2 . ' .
regulate trade issues of data flow. The Canadian Govern-
ment could likewise attempt to help establish guidelines
relating to the control, taxation, or restrictions of
data transmission relating to privacy, security, and cer-
tain economic and cultural types of information. More-
over, bilateral problems ofs computer-communication between
the U.S. and Canada could be raised in multilateral fora
in order to serve as an example of their current scenario
whereby U.S. corporations are déminant in the international
computer-communication trade and where other nations
would like to develop such trade, They way in which the
bilateral trade conflicts between Canada and the United
States are resolved or not resolved may serve as an indi-

cation of how the U.S. will balance :‘its adherence to both ;

free flow and fair trade principles on the international

1M iy o

level. Future Canadian action or non-action may also of-

fer a model to other countries trying to e