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Abstract

The problem of fault diagnosis in digital circuits is composed of two sub-problems:
Fault detection (identifying that a faunlt is present) and fault location (identifying the
failure responsible for faulty behaviour) Tests using randomly or pseudo-randomly
selected input stimuli have been suggested both as a means of reducing the costs asso-
ciated with generating deterministic tests and as a means by which circuits could test
themselves (built-in self-test). The majority of research into random testing has dealt
only with its fault detection properties. Fault location nas typically been treated as a
dictionary search problem, or ignored altogether.

This dissertation proposes a new approach to fault location in randomly or pseudo-
randomly tested digital circuits. Faults will be isolated by a hierarchical seqiience of
steps, each of which identifies a particular property of the fault which has occurred.
The method uses available circuit information to aid in location. The advantages of
this method include greatly reduced dictionary generation costs, the ability to locate
a fault without searching an entire dictionary, and the ability to partially characterize
unmodelled faults In addition, a hierarchical approach allows dictionaries to be con-
structed in a demand-driven fashion, avoiding unnecessary work for faults which do not
occur in practice, and 1educing the costs of changes 1n the test set.

Sample applications of the proposed location technique are given, for use in both
random compact testing and built-in self-test Experimental results are presented to

demonstrate the performance of the method.
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Résumé

Le diagnostique de défauts dans les circuits digitaux se divise en deux son= problémes
la détection des défauts et leur identification. Des méthodes qui utilisent les entrées
aléatoires ont été proposés comme fagon de réduire les coiits associés a la genération
des patrons de test et pour faciliter le test intégré. La plupart des recherches reliées
aux tests aléatoires ont seulement considéré la détection des défauts L’identification
des défauts a été considérée comme un probléme de recherche en dictionnaire ou tout
simplement ignorée.

Ce document propose une nouvelle approche a la question de |’identification des
défauts dans les circuits digitaux vérifiés & P'aide de patrons de test aléatoires. Les
défauts sont isolés par une séquence hiérarchique d’étapes ou chacune identific un at-
tribut particulier du défaut qui est présent dans le circuit. La méthode utilise les car-
actéristiques connues du circuit pour faciliter 'identification des défauts. Les avantages
de cette méthode sont entre autre une grande réduction des coiits de génération de dic-
tionnaire, la possibilité d’isoler un défaut sans la recherche compléte du dictionnaire et
labilité de caractériser partiellement les défauts qui n’ont pas été modelé De plus, une
approche hiérarchique permet aux dictionnaires d’étre construits sur demande évitant
ainsi des efforts inutiles et réduisant les cofits associés aux modifications du test

Ce mémoire contient quelques exemples des applications envisagées ainsi qu'une

évaluation expérimentale de la méthode proposée.
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Claim of Originality

The author claims originality for the following contributions of the dissertation-
Chapters 1 through 4 are largely review, although they are original in the sense
of providing a unified background to the field of fault diagnosis in randomly-tested
circuits employing data compaction (signature-tested circuits).

Chapter 3 includes a description of the asymmetric error model which was proposed

for built-in self-test by the author.

Chapter 4 includes a novel set of criteria to be used when evaluating fault location

methods for signature-tested circuits.

Chapter 5 develops a new model for fault coverage curves, which permits the esti-
mation of the relative effort required in fault simulation when faults are dropped

after detection or simulated over an entire test set
Chapter 5 proposes a hierarchical methodology for fault location in signature-tested

circuits. The methodology involves a succession of reduction steps on an initial fault

set and represents a marked departure from previous efforts in this area.

Chapter 5 also suggests new signatures for random testing which contain useful
fault location information, and develops a new technique for evaluating the location
capability of these in the context of demand-driven fault diagnosis.

Chapter 6 suggests circuit structures to implement these signatures. These adap-
tations arc novel, with the exception of the partial sequence matching method sug-
gested for reducing hardware overhead. which has been applied previously to the
output data modification technique of built-in self-test. However. a new algorithm

for producing a partial matching is developed

Chapter 7 gives a detailed description of application techniques for hierarchical

fault diagnosis, including expressions for expected values, variance, and aliasing

X




Claim of Origmalit

-«

probability of signatures. Together, these new methods are suitable for a wid:
variety of signature-tested circuits.

e Chapter 8 contains a detailed cost comparison between the proposed hierarchical
fault location method and two other methods previously proposed for fault location
in signature-tested circuits. To the author’s knowledge, such cost evaluations have
never been reported for either of the previously-developed methods.

e Chapter 9 provides extensive experimental verification of the performance of the
hierarchical fault location technique. Since the techniques are new, the evaluation
is also novel.

o Appendix A gives exact and asymptotic expressions for the aliasing probability
of the weight counting BIST technique for both the independent and asymmetric
error models. Standard combinatorial techniques were used to derive these, but the

expressions themselves are new.
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Chapter 1 Introduction

This dissertation develops a new method for performing fault diagnosis in combi-
national digital circuits tested with random or pseudo-random input vectors Fault
detection is accomplished using signatures from output data compaction, and fault lo-
cation is performed hierarchically using each signature to reduce the fault set. The
major contributions of this method 1nclude the development ot signatures which con-
tain useful circuit information, the ability to use this information for diagnosis, and
the potential to implement the diagnosis hardware on the chip or module being tested.
These properties allow the proposed method to overcome what has has previously been
a major drawback to the use of data compaction techniques in fault diagnosis —— the
difficulty of performing fault location. The vocabulary of fault diagnosis as well as a

brief introduction to the field are given in the following section.

1.1 Definitions

A typical digital circuit contains inputs, internal logic, and outputs. Digital signals,
represented by a sev of binary 1s and Os called an input vector or input pattern, are
applied at the inputs, and the internal logic’s response, correspondingly referred to as
an output vector or output patiern,is read at the outputs. If the output function of the
circuit is determined solely by its present input vector, the circuit is called combinational
If, on the other hand, the output function 1s determined by the sequence of input vectors
applied, then the circuit contains memory and is termed sequential

Manufacturing digital circuits is a complex process, and. as a result, some of the
circuits produced are faulty A fault 1s defined as the cause of incorrect circut behaviour
Fault dragnosis for digital circuits can be defined as answering the question “Which, if
any, faults are present in this circuit?” Fault diagnosis encompasses the testing of digital

circuits, and is in fact composed of two subproblems: fault detection, “Is there any fault




1.1 Definitions

present in this circuit?” and fault location, “Which of the many possible faults is (are,
responsible for the incorrect behi-viour of this circuit?”

Fault diagnosis is needed dusing the manufacturing of digital circuits — whether
the systems (computers and other machines) themselves, or the boards, cards and mod-
ules of which they are comprised, or the integrated circuits (ICs) or “chips” which in
tu.n make vp the boards. This distinguishes fault diagnosis from the problem of de-
stgn vertfication, which answers the question “Docs this design perform the function
it is intended to perform?” Testing assumes thal design verification has already been
performed, so that if the circuit contains no faults it will implement the correct function.

The goal of fault diagnosis, naturally, is to find faulty circuits as early as possible
in the manufacturing process. The cost of a fault increases by approximately an order
of magnitude at cach step of the process from silicon wafer to chip to package to board
to system to shipped product (Wil83] The comnplexity of modern circuits has increased
the difficulty of fault diagnosis to such an extent that testing now accounts for ahout a
third of the cost of an 1C [Bha89].

The faults to be diagnosed may be logical, which cause changes in a faulty circuit
output function known as errors, or parametric, which cause some parameter of circuit
operation, such as voltage level, timing, or capacitance, to degrade beyond the specfied
minimum level for the design. Faults may be permanent, transient (occurring only once),
or tntermittent (rccurring). Faults may be either combinational or sequential in nature,
independent of the circuit under test. Faulis can 1-sult from either physical defects or
electrical failures within the manufactured circuits. A circuit without any such failures
is said to be fault-free.

The failures, or defects, are caused by a variety of physical phenomena: Many
of today’s chips contain elements which are smaller than 1 um — one millionth of
a meter — across. These can have their properties altered by minor imperfections
in the silicon, be destroyed by microscopic dust fragments, or be obliterated by tiny
misalignments in the “masks” used to create them. Additional defects, such as extra or
missing connections, can occur when the chips are packaged, and still more are possible
when the chips are installed on circuit boards.” Not all defects result in faults, only
those which cause some sort of erroneous circuit behaviour.! Fault diagnosis attempts

to discover such behaviour and pinpoint its cause

* For mote mformation on IC defects, see [Rav81] [McC87]

t Certam faults, called redundant faults cause no observable change m crcuit output on their own, but
may cause errors if they occur together with other faults [Fri67|.




12 Overview of Problen

This dissertation is primarily concerned with the diagnosis of permanent logica
faults in combinational circuits. Where the results obtained may be applied to other

forms of diagnosis, the fact is noted, but the primary focus remains.

1.2 Overview of Problem

As integrated circuits have increased in complexity, testing has become a significant,
production expense, and now represents on the order of one third of the total cost of
an IC. The expense arises from both the hardware required to perform the tests, and
the effort needed to develop them. The primary focus for fault diagnosis strategies has
been deterministic test pattern generation (DTPG) techniques, where test stimuii are
designed explicitly to detect (and possibly locate) modelled faults

In an effort to avoid the costs of DT PG, random test patterns have been proposed as
an alternate testing method. A random or pseudo-random source generates input stimuli
for the circuit under test, and faults are detected implicitly A sufficiently long random
test will contain test patterns which detect all faults detected by its deterministically
generated equivalent. Random test sets are often considerably longer than deterministic
test sets.

Data compaction techniques are often used in random testing in order to reduce the
amount of data resulting from the large number of input patterns. Data compaction
and random test stimuli can greatly simplify test generation and hence reduce test
development costs. In addition, the hardware required by the methods 1s simpler than
that needed for deterministic testing, so test application costs may be reduced, and test
hardware may be inciuded as part of the circuit under test. This last approach is known
as built-in self-test (BIST). When the hardware is external, the technique is referred to
as random compact testing (RCT).

One failing of both BIST and RCT has been that while fault detection is straightfor-
ward, fault location in the presence of data compaction has been difficult and expensive
Fault location 1s required for repairable or fault tolerant systems. and also to evaluate
and improve the manufacturing process for conventional circuite  Several techniques
have been suggested previously. but none of these 1s able to satisfy all the requirements
of such methods. This dissertation proposes data compaction techniques and @ fault
location method which meets these criteria, and m addition can reduce location efiort,
signincantly over the previous approaches

The essential feature of the proposed method is its hierarchical nature: the set of

possible faults is reduced over a sequence of steps to include only those faults consistent




13 Outline of Dissertatiol

with the various observed circuit behaviours. The data compaction process ensure
that useful information about faults present in the circuit is readily available — a result

which has not been possible with conventional approaches.

1.3 Outline of Dissertation

The remainder of this dissertation describes the hierarchical fault diagnosis method
in detail, and is organized as follows:

Chapter 2 provides a brief history of fault diagnosis, reviewing the literature on the
subject as it has evolved and giving a general background to the field.

Chapter 3 reviews built-in self-test of circuits, and includes sections on error mod-
elling and data compaction techniques, which apply to both self-testing and randomly-
tested circuits. These techniques provide a basis for the signatures proposed in this
dissertation.

Chapter 4 reviews the methods which have been proposed previously for locating
faults in a signature testing environment, which includes random input vectors and
output data compaction. The chapter examines their relative advantages as well as
their shortcomings, and concludes with set of criteria which must be met by any fault
location method employing data compaction.

Chapter 5 introduces the hierarchical fault location method which is the focus of
the dissertation. It also provides a formal methodology for analyzing and comparing
fault location techniques. This is used to show the benefits of the hierarchical approach
with a variety of possible signatures. In addition, a model for calculating the fault and
compactor simulation effort required by dictionary construction is developed.

Chapter 6 discusses the physical structures necessary to observe the circuit pa-
rameters mentioned in chapter 5 as potential signatures Tradeoffs between potential
diagnostic resolution and the amount of hardware overhead are investigated.

Chapter 7 uses the signatures examined in chapter 5 and the structures of chapter 6
to develop sample applications of the hierarchical fault location method The techniques
apply to both random compact testing and built-in self-test and are examined 1n detaul.
Means of calculating expected values for each signature given an error model and fault
detection probabilities are shown, and the uses of each of the sample applications are
discussed

Chapter 8 compares the costs (including start-up and run-time costs in terms of time,

space and hardware complexity) of the hierarchical fault location method with those of
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the techniques reviewed in chapter 4. The superiority of the hierarchical approach |
demonstrated for a variety of cost criteria and potential applications

Chapter 9 outlines some experiments conducted to validate the performance projec-
tions of earlier chapters. The circuits used belong to a standard set of combinational
benchmarks.

Finally, chapter 10 concludes the dissertation and outlines open problems in the
area.

W




Chapter 2 A Prief History of Fault Diagnosis

Most literature on fault diagnosis is concerned with permanent logical faults. Para-
metric testing is important and has not been entirely ignored (see, for example, |Zas85|
[Mal88] |Nig90]). Similarly, intermittent faults have been considered (e.g. [Bal69]
[Yen69] [Kam?75] [Sav80b]), but nonetheless the trend remains. This chapter reviews the
progress of fault diagnosis in digital circuits throughout the last thirty years, showing
the changes in methods and in the perception of the issues involved as circuit complex-
ity has increased from logic gates constructed from vacuum tubes to today’s ultra-large

scale integration 2nd beyond.

2.1 Early History

Initially, fault detection and fault location were essentially the same process. A
circuit was given a test, which consisted of applying an input vector (for combinational
circuits) or sequence of input vectors (for sequential circuits), then comparing the output
vector(s) with some expected results. Each test would check for a particular possible
physical failure [T'si62] [Cha65]. However, many input vectors are able to test for several
faults, even 1n simple circuits. So, lists were created, showing for every possible input
vector the corresponding effect that each fault would have on the circuit output. These
lists are called fault dictionarites. (The earliest reference appears to be [Tsi62|, which
refers to them as “maintenance dictionaries”) These dictionaries were originally issued
as books, and the individuals performing the tests would scan through them to diagnose
any faults in the system they were observing. Even the earliest dictionaries were large
— [Dow64] describes that of [Tsi62] as being 1200 pages long

As circuits became more complex, such dictionaries became impractical. A record of
all possible faully output values for all possible inputs is almost always an excessive and

unnecessary amount of information for the diagnosis process. Throughout the 1960s,
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work continued on reducing, or better, minimizing, the required dictionary size (|Ses62]
[Ses65) [Cha65] [Arm66| [Kau68]). Fault diagnosis was frequently treated as an extension
of the well-known boolean function minimization problem [McC56]. Such treatment
required that the full dictionary be known, even if it was not, physically produced its
construction was assumed to be straightforward. as evidenced by this offhand remark
in [Kau68]: “One has no difliculty in imagining that an analysis of {the circuit] has
been conducted in order to determine the effect that each of various hypothetical faults
has on its output.” Today this is beyond imagination, even for combinational circuits
Circuits with 75 inputs are not uncommon. Such a circuit has a total of 27% possible
input combinations. If one billion of these combinations could be analyzed every second,
it would take more than a million years to complete the dictionary Fach additional

input would double both the generation time and the storage required

2.2 Test Sets

The excessive cost of calculating a complete dictionary led to a search for approaches
other than minimization to the problem of generating smaller dictionaries. The smaller
dictionary would list faulty responses only for a subset of possible input combinations
called the test set. The vectors in a test set should both detect each potential fault and
permit fault location. When developing a test set, both a circuit and its potential faults

may be considered at various hierarchical levels of abstraction.

2.2.1 ' Hierarchical Levels of Circuit Description

There are two main classes of circuit descriptions: functional and structural. A func-
tional description of a computer register, for example, could contain a list of the various
operations possible on it (load, store, add, etc ), while a structural model could hst the
transistors which made up the register and the interconnections and signals bhetween
them. Various of levels of description are possible for both functional and structural
models. Registers may be combined into modules suck as memones or decomposed
into their constituent elements, called latches or flip-flops Transistors may be grouped
together to form gates performing logic functions such as AND. OR and NOT, or de-
composed into the silicon and metal layers which form them The hierarchical nature
of these models is shown in figure 2.1. More information on digital circuit design may
be found in {Man79] [Mea80] and [Wes85].
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registers LOAD, STORE

“ U
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latches SET, RESET

logic goates AND, OR, NOT
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transistors SWITCH ON/OFF
silicon layout LV RISE/FALL

Figure 2.1 Hierarchy of Structurai and Functional Circuit Models

2.2.2 Hierarchical Levels of Fault Description

The fault description depends on the circuit description. The idea of reading an
incorrect address within memory has no direct meaning at the transistor level, and
an electrical short between a transistor input and grovnd is similarly without direct
meaning at the register transfer level, although both may describe the same physical
failure. Test sets are designed to detect particular sets of faults which are deterrnined

by a fault model.

Most test sets are developed al the structural level rather than the functional level
|[Bha89)], since structural tests are believed to be much more thorough than functional
tests. The fault model most frequently used is the gate-level stuck-at model.

In the gate-level stuck-at fault model, inputs or outputs of logic gates within a
circuit may be “stuck-at”, i.e. permanently set to, e¢ither O or 1, which is analogous to
being shorted to either ground or power respectively. Table 2 1 shows the behaviour
of some common logic gates i the presence of stuck-at faults The stuck-at model
was introduced by Eldred in [Eld59] as a suggested fault model for testing logic gates
comprised of vacuum tubes and diodes While such gates have long since passed into
history. the model remains. Various authors have since questioned its applicability, e g
[Cle71] [Sus73] [MeiT4] [Wad78a] [Gal80] |Wil83] [She85] [McC87], and additional models

have been proposed, among them bridging faults [Mei74|, where lines are shorted to one
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XOR} 000 0 1 0 1 0 1
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11 10 1 0 1 0 0 1

Table 2.1 Gate Behaviour in the Presence of Stuck- At Faults

another, CMOS stuck-open {Wad78a| and transition faults [She85|, based on extra or
missing connections at the transistor level, and crosspoint faults |Smi79|, which result
from connectivity errors in PLAs. Nonetheless, the stuck-at model, and in particular
the single stuck-at model, where at most one fault is assumed to occur within a circuit,
remain the most popular [Bha89|. The most common justification for the continued use
of the model is that complete tests for single stuck-at faults tend to be excellent tests

for other types of faults as well [Wil83] [Raj85] [Jac86].

2.2.3 Quality Measurements

With the preponderance of methods available for generating test sets, it is necessary
to have some means of comparing them. Besides the obvious criteria of test length and

test generation time, the quality of the methods can be compared

2.2.3.1 Fault Coverage

The fault detection capability. or fault coverage of a test set 15 usually defined as

Faults detected hy test <et
Fault coverage

Total modelled faults

Confusion over the number of modelled faults (including or not including equivalent

faults, redundant faults, dominated faults, etc.) can affect the fault coverage value

9
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[Aga80] [Cox88], but the measure remains useful.* A test set is considered to be complete

with respect to a fault model if all irredundant faults within the model are detected.

2.2.3.2 Diagnosability

The fault location capability of different test generation methods can also be com-
pared. The size of the fault dictionary, complexity of creating it, and the resolution of
the method are all important comparison criteria. Mandelbaum /Man64| has suggested
using the entropy function of communication theory [Sha48| for resolution comparisons.
This is the function used in this dissertation. For a diagnosis method which potentially

divides the faults into N classes, the diagnosability function is given as:

N log h Z Jlog(g(2))

where
h = total number of modelled faults

g(1) = — x number of faults in class 1

and the indeterminate O log O is defined to be 0.
This function has minimum value 0 when all faults are in the same class, and

maximum vaiue 1 when each forins its own class.

2.2.3.3 Relationships with Circuit Yield

The number of faulty circuits released for sale is exponentially affected by test
quality, according to Williams and Brown [Wil81], who give the defect level, DL, of a

group of manufactured circuits as:
DL =1 - vy T

where Y is the yield of the manufacturing process and T is the fault coverage of the
testing process. High fault coverage is clearly an important property of any test set,
particularly when process yield is low For the formula to be accurate, it 15 important
that the figure T be the coverage of actual failures. not necessarily the coverage figure

from a particular fault model

* . + . .
Othei fault cove.age measures based primaiily upon civeurt topology and likely failute powmtbs have
been proposed, e.g |Wad78b|, but their technology-dependent nature has kept them from common
use

10
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2.3 Aspects of Automated Test Pattern Generation

In order to make the testing process more scientific, methods have been proposed
to produce a test set automatically for a given circuit  Two classical techniques for
this automated test pattern generation (ATPG) were chiaracterized as test pattern gen-
eratton and fault insertion by Susskind in [Sus73] In current terminology, thesc aro
determinustic test pattern geveration and random test pattern generation respectively
Despite the fact that most manutactured arcuits contam sequential elements, much
research has gone into investigating ATPG methods for combinational circuits. There
are two reasons for this: First, test generation for combinational circuits is an casier
problem, and second, scan techniques (see section 2 6) can convert a sequential circuit

to a combinational one for the purpose of testing.

2.3.1 Deterministic Test Pattern Generation

Deterministic test pattern generation (DTPG) does not require a physical imple-
mentation of the circuit. Instead, a test set is derived algorithmically based on a circuit
description and a fault model. The fault coverage of this test set may be verified
analytically or by simulation. The DTPG techniques investigated apply primarily to

combinational circuits.

2.3.1.1 DTPG Methods

Deterministic test pattern generation using the gate-level stuck-at model has ex-
isted since the early 1960s. The idea of path sensitization was reportedly in existence
in 1961 [Arm66]. The D-Algorithm [Rot66] (and its extension to sequential circuits
in [Bou71]), bnolean difference [Sel68], PODE! [Goe81], FAN [Fuj83|, critical path
tracing [Abr84], Socrates [Sch88], and CAMP [Raj90| are just some of the test pattern

generation strategies developed over the years.

2.3.1.2 Complexity of Test Pattern Generation

The development of new test pattern generation schemes 1s largely devoted to de-
veloping heuristic methods. Test pattern generation for a single fault has been shown
[1ba75] [Fuij82| to belong to a class of problems known as “NP-Complete™ |Gar78|, which
are believed to inherentlv require an exponential number of steps to solve 1 the worst

case, written O(2"}," where n refers to the size of the program input, m this case the

* A function f(n) 1s said to be O(g(n}) ff f(n) < kg(n) for all n 2 ng, where k and ng are conatant«

i




23 Aspects of Automated Test Pattern Generation

nurmber of circuit inputs. Thus, adding a single input to a circuit can potentially double
the amount of time required to generate test patterns for it. The source of the complex-
ity is reconvergent fanout. l.ines called fanout stems branch and then later reconverge,

causing correlation between gate input values

2.3.2 Random Test Pattern Generation

Selecting test vectors at randomm has been proposed as a means of reducing the
costs of deterministic test pattern generation. The original use of random test stimuli
in automated test pattern generation was in fault msertron. TFault insertion [Sus73|
involves physically inserting failures in a replica of the circuit to be tested, then running
various inputs and notimg when responses change. This of course requires physical
access to the potential fault sites. There is typically no such access inside an IC * Fault
insertion for ICs requires the circuit to be modelled by a collection of simpler packages,
usually TTL chips, each containing only a few transistors and implementing a small
part of the circuit. A circuit such as Intel’s i860 RISC processor [Per89] contains over
1 million transistors. The logistics of producing a fault-free TTL version, let aione
inserting faults into it, are difficult to comprehend. Furthermore, important factors
such as circuit timing often cannot be duplicated in a laige-scale T'TL, model For
this reascn, physical fault insertion is no longer a practical method of developing test
sets. The concept remains, however. in random test pattern generation (RTPG) |Bre71]
[Agr72] [Agr75]

RTPG mumies fault msertion by using fawlt tnjection coupled with fault simula-
tion. A List of {aults is generated using somne fault model. These are injected into a
circuit description whose behaviour is tiien simulated over a set of randomly selected
input vectors This simulation 1s used to see which, if any. faults are detected by each
successive pattein, and only those patterns which detect a previously undetected fault
are retained The operation can terminate when a desired level of fault coverage has
been achieved, or once a limit on the amount of effoit to Le expended has been ex-
ceeded Despite a recent claim that RTPG hec no value [Abr89|, there remains a class

of faults for which deterministic tests are difficuit to generate. vet can be detected easily

Thus f(n) = 3n? 4 2n 4+ 4 1s O(uy(n)) where g(n) = n? smee f(n) < 10g{n) for all n -~ 1

Election beam testers (see for example [Yan87] [Lee89}) offer physical observation of suiface sites
on a sihicon <hip, but do not offer the potential to temporarily msert faillures mto a wortkimg cucuit
One manufacturer now offers mdividual site access as part of its gate array design [Swa89}, but such
efforts are rare and probably excessive

12
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by randomly-selected patterns. ATPG is often accomplished by using RTPG initially,
followed by DTPG on the remaining undetected faults.

2.3.2.1 Fault Simulation in RTPG

In simulation, circuit behaviour is determined algorithmically from a circuit descrip-
tion. Simulation of a fault-free circuit is known as circutt stmulation, while simulation
where a fault has been injected into a circuit description is called fault sinulation Sim-
ulators have progressed from rudimmentary parallel fault simulation [Se<85], where all
faults are simulated in parallel for a given input pattern, through d ductive simula-
tors [Arm72] and the related concurrent simulators [Ulr74], where divergences between
faulty and fault-free values are deduced logically, to parallel pattein single fault snn-
ulators [Wai85|, where the word length of the simulating processor is used to obtamn
a reduction in the simulation time, tn those employing stem regions [Maa88| [Maa90|,

which take advantage of circuit structure in order to speed execution.

2.3.2.2 Complexity of Fault Simulation

Simulating one fault for one input pattern is believed to 1equirc O(G?) steps n
the worst case [GoeB0] [Har87],T where G here refers to the number of gates within a
circuit. As in section 2.3.1.2, the source of the complexity is reconvergent fanout while
doubling the number of circuit gates can quadruple simulation time.

While this worst case complexity is retained by all silnulators, actual simulation time
can vary immensely between methods The use of heuristice, parallelisrn, and cdircust
information all aid in reducing execution time. The fastest simulators are those which
[Maa8s)|

An expanded fault model or simulation over sequential circuits requires other algorithmns,

are designed exclusively for combinational circuits and stuck-at faults [Wai85

such as those listed above, which tend to be slower 1n combinational simulation
Fault simulation has become so expensive that special purpose computers, called
hardware accelerators, have been developed for the express purpose of performing sim-

ulations. Overviews of these are given in [Blag84l and [IMuE90]

2.3.3 Deterministic Fault Location Techniques

The ATPG techmques discussed so far have tended to emphasize fault detection as

P It is shown m [Har87] that if fault sunulation conld be performed m hnear time (G, then the
product of two m x rn matrices could be obtained m ()(mz) tune  All commmon algorithme« for thie
operation [Aho74] are O(m?) complexity No known algorithm s O(mz)
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a primary goal over fault location. This shift in perspective resuits from manufacturing
considerations. In terms of producing a fault-free product, manufacturers are typically
interested 1n locating failures down only to the smallest replaceable component, usually
an IC |Sus73] [Bat76], while remaining able to detect any failure which may occur.
Individual failure location within an IC is less important for immediate production and
shipping of circuits than it is for improving circuit design and the manufacturing process
iself by providing some feedback about weak points. Once these have been identified,
corrective action may be taken and process yields can improve. Such feedback between
the design and production divisions of a circuit manufacturer characterizes a “living
process” according to Parker |Par87], who states that such processes are more profitable

than conventional static processes.

Although much research effort is devoted to fault detection, fault location nonethe-
less remains an important topic. An important example of the need for reliable fault
location is the Thermal Conduction Packaging techniqur, where large numbers of die
are mounted on a single wafer [Blo82] The entire Thermal Conduction Module (TCM)
behaves as a large combinational circuit during test mode [Cur83|. Fault location is re-
quired for both module repair (by replacing faulty silicon die) and for tracking repetitive
failure mechanisms. Both problems can be solved simultaneously by locating faults to
individual circuit elemrents [Cur83]. While TCM circuits have the complexity of boards,
conventional hoard diagnosis methods cannot be applied to them. Fault diagnosis in

such systems i1s a major motivation of this dissertation

Fault dictionaries have been proposed by many authors as reasonable tools for fault
location However, dictionary methods can fail when a multiple fault model is used.
Consider, for example, a circuit with L lines Neglecting fault equivalence, there are
2L possible single stuck-at faults within the circuit. In a muliiple stuck-at fault model,
every line can be in one of three states: fault-free, stuck-at 1, or stuck-at 0. The total
number of multiple stuck-at faults is thus 3% -~ 1 This number s completely beyornd
comprehiension for circuits with thousands of lines. Hayes [Hay71| showed that fault
equivalence reduces this number to less than 2. where s is the total number of inputs
to all the fanout-free subsections of the circuit. but even this number is usually far

beyond enumeration ability.

Thus, no fault dictionary can be constructed to include all multiple faults. Simce
multiple faults can mask the behaviour of single faults. a single fault dictionary, even
if lists every failing pattern for every fault, may not always be useful. When multiple

faults can occur in circuits, a fault location technique should provide some means of
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dealing with them. A variety of such methods have been proposed.

Some authors have attempted to determine multiple fault coverage through enu-
meration, for exarple by solving boolean equations resulting from test data [Bos71|
Eventually, however, the sheer number of faults will render such techniques unusable
It is possible to reduce the complexity by ignoring faults with greater than a certamn
multiplicity. This approach has intuitive appeal, since circuits containing more than
a few faults have failed catastrophically — knowing which lines are responsible may
not be overly beneficial Of course, the definition of “few” will depend on the size of
the circuit, its fault-tolerance, and the frequency with which such catastrophic failures
occur. A problem with any such explicit enumeration is that the number of faults in
the dictionary is likely to be far greater than the number actually observed in practice
during the circuit’s lifetime. In a sense, the effort expended to create the unused entries
has been “wasted” [Abr80]

Another approach is that advocated by Abramovici and Breuer [Abr80] and more
recently by Rajski and Cox [Raj87|, of implicit multiple fault diagnosis by identifying
lines which can be shown to be fault-free. The faults are then isolated to the remaining
lines. The basic premise of the methods s that any line which can be shown to have
had a transition is known to be neither stack-at 0 nor stuck-at 1 The CERBERUS
system of |Raj87] extends the idea to include multiple stuck-open and delay faults, by
noting, for example, that *{f a 0 — 1 transition can be shown to have occurred, then the
line cannot have a slow-to-rise fault While the methods of both |Abr80] and [Ray87]
are pessimistic, in that they may not locate all fault-free lines, they are able to give a

set of lines which is known to contain any modelled faults which have occurred.

All the methods in this section aie fault model dependent. Most employ only the
multiple stuck-at fault model. CERBERUS [Raj87] adds stuck-open and delay faults
to its basic fault set. None of the models includes bridging faults (since any hne could
be bridged to any other, the number of multiple bridging faults could be, depending on
symmetry and transitivity constraints, as greal as 0(2”"”2) ) or intermittent faults,
whose presence could invalidate conclusions as to presence or absence of faults on given

lines.

The use of layout-dependent fault models may permit a single tault model to be
retained. This is the approach of Inductive Fault Analysis [She851. proposed by Shen
et al. as an alternative to the layout-independent fault models noted previously In this
technique, silicon point defects are simulated to determine their effect on the electrical

characteristics of their surroundings. Those which cause faulty behaviour are retained
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in a fault list. This list is collapsed to eliminate as many duplicates as possible. The
number of defects which collapse into a particular faulty behaviour is used as an in-
dicator of the relative probability of that failure occurring. Since single point defects
can manifest themselves as multiple stuck-at or stuck-open failures, Shen et al. claim
that their single defect analysis is sufficient for most failures. A fault dictionary could
be developed using this method, providing a circuit-based and thus potentially more
accurate diagnosis tool.

Expanding the fault model permits diagnosis of more potential faults, but at an
increased cost. Tradeoffs betwren the costs of fault location and the benefits of increased
potential resolution must be evaluated. In some cases, a simpler fault model with fast,
inexpensive diagnosis may be preferable to a more costly, but complete, model, while

in other cases the reverse may be true.

2.3.4 Testing Equipment

As circuit complexity has increased, so has the complexity of circuit testing equip-
ment. Testers have become more and more expensive as they have progressed from ad
hoc devices assembled for a given circuit design, to internally developed general test-
ing devices, to a wide variety of commercially available models which now form their
own industry. A good history and general description of these is available in [Par87].
Circuit testers suffer from two major problems: expense and performance. Testers can
cost millions of dollars, yet can never match the state of the art in component speed,
since the tester is an “old” design by the time it reaches the market. The performance
factor is usually offset by differences in device technologies. For example, CMOS, a
common device technology, tends to be much slower than ECL, so CMOS testers are
often implemented in ECL.

2.4 Use of Exhaustive Testing in Fault Diagnosis

An exhaustive test is guaranteed to detect all combinational faults in a circuit (not
necessarily sequential faults, such as stuck-open or delay faults) For this reason, some
authors, e g [Sed79] [McC81|, have suggested the use of these test sets in fault diagnosts.

Since exhaustive tests are not feasible for circuits with more than about 20 mnputs,
pa: titioning techniques to allow exhaustive excitation of subcircuits have been devel-
oped. Some examples of these pseudo-exhaustive techniques may be found in [Boz80]
[McC81] [Ude88|. The bibliography in [Ude88| provides a good overview of research

efforts in exhaustive and pseudo-exhaustive testing.
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An exhaustive or pseudo-exhaustive (also known as a verification test [McC87}) can
require extremely long test lengths, on the order of millions of test vectors As a result,
some form of cutput compaction is required. Methods of performing this compaction are
investigated in section 3.5. Exhaustive testing avoids the costs involved in determining

the quality of test sets and allows for simpler testing equipment than ATPG, but at the
expense of additional test time.

2.6 Use of Random Vectors in Fault Diagnosis

Selecting pattierns at random has been proposed as a way to avoid both the expense
of generating deterministic test patterns and the exponential test lengths of exhaustive
testing [Bre71| [Agr72] [Bas73] [Sus73| [Agr75] [Dav76]. In most cases patterns are
selected in some pseudo-random fashion,* both for ease of generation and in order to
avoid repeats. Two common pseudo-randomn generating techniques are linear feedback
shift register (LFSR) sequences [Pet72] [Gol67] and cellular automaten (CA) sequences
[Wol83] [Hor89], each of which can generate, in a deterministic but apparently random
order, a maximal sequence of input patterns |Pet72] [Ser88].T Two options are available
when random or pseudo-random input patterns are employed: One, RTPG, retains
only those patterns which detect a previously undetected fault and has already been
examined (sce section 2.3.2); while the other applies all patterns and provides the basis

for random pattern test.

2.6.1 Random Pattern Test

In random pattern test (RPT), the test is made sufficiently long to detect a high
percentage of faults with high probability. (Savir et al [Sav84] suggest detection of
98% of the faults with 99.9% probability. The confidence level comes from the use of
testability measures, which are discussed in section 2.5.3 ) Fault coverage of individual
patterns is not determined, resulting in a reduction in fault simmulation cost at the
expense of added test application time. When an LFSR or ("A 15 used to generate the
input patterns. some of the complexity of standard testers mayv be avoided. Without

simulation, however, the fault coverage of the test set can only be estimated, no fault

* Pseudo-random vectors are able to pass some tests for randommness, but are charactenzed by the
repeatability of the sequence, and often by a lack of repetition in the patterus themselves

t A maximal sequence of n-biw vectors 1s of length 2™ — 1, since the all O pattern forms itz own sequence
Adding the all 0 pattern to a maximal sequence produces an exhaustive sequence Some methnds of
adapting LFSRs to produce exhaustive sequences are given in [McC86| and [Wan86)
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dictionary can be constructed, and fault location cannot kte performed. (Simulation
over a fraction of the fault sel has been proposed as a means of estimating coverage
with reduced effort (Jaig4]). These random pattern test sets tend to be longer by several
orders of magnitude than their deterministic equivalents [Sus73| [Chi87], although this
additional length may allow them to detect some unmodelled faults that would be
missed by a shorter deterministic test set. Recent experiments by Maxwell [Max89]
have documented the existence of such faults in actual manufactured circuits.

When RPT is used, several choices are available for analysis of the circuit output.
The results may simply be compared against the fault-free response (from simulation),
a reference or gold unit may be used [Dav76| [She77],* or finally the output may be
compacted into a more manageable size [Los78]. This last alternative is known as

random compacl testing.

2.6.2 Random Compact Testing

Random compact testing (RCT) employs data compaction, a process which records
some attribute (or set of attributes) of an output sequence. This attribute is known as
the sequence’s stgnature, and is typically orders of magnitude smaller than the original
sequence, e.g., a 32 bit signature for a sequence several million bits in size.

The RCT environment consists of a psuedo-random input generator, the circuit
under test, a response compactor, and a comparator to match the observed signature

with its expected (fault-free) value. This set-up is shown in figure 2.2.

- ‘

cirouit /

input gen

output comp.
reference sign

PASS/FAIL
Figure 2.2 The RCT Envuonment

The input generator is typically an LIF'SR. but potentially a cellular automaton

(CA) or similar structure, or may be a pseudo-exhaustive structure, such as a counter or

* Of course, the use of a reference unit begs the question of how such a device is known to be fault-free
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maximal length LFSR or CA. The RCT environment is also used in another technique,
referred to as built-in self-test. More information on data compaction techniques is

given in section 3.5.

2.6.3 Fault Detection Probability

When testing is performed with randomly or pseudo-randomly selected test patterns,
test length is determined by the detection probability of the faults in question. This
probability can be defined for a given fault f as:

ps = P(Randomly selected pattern detects f)

If each pattern has equal probability of being selected, the fault’s detection probability

is thus: Nf

2l
where Ny patterns detect the fault and ! is the number of circuit inputs.

P =

The test length required for a random test can be determined from a fixed non-
detection probability threshold P, 4 for the “hardest” fault — the one with the smallest
detection probability. David [Dav76| suggests choosing test length, n, so that the “de-
tection uncertainty”, P,4 or the probability that the hardest fault within the circuit
will escape detection, of the circuit is reduced to some desired value. Thus, given

= min
Prun all f(Pf)
and a fixed threshold P, , test length can be determined from

(1 - pmzn)n < Pnd

SO

log(Prd)
" log(1 — py)

The use of pseudo-random, rather than random. vectors complicates the problem some-
what [Chi87] [Wag87], although the overall test length 15 often reduced

Detection probability is important in RTPG as well, since the test length in RPT 15
roughly equivalent to the number of patterns likely to be simulated before a complete
test set is found. Detection probability is one of numerous testability measures which
have been proposed, e.g. [Gol79] |Brg84| [Set85] [Kri86] [Set86]. Testability measures

are intended to give some idea of the amount of effort which will be required for test
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generation, without actually generating any test. Circuits which are labelled difficult
to test may then be redesigned in order to make them more easily testable. As has
been pointed out in [Agr82| and [Sav83|, testability measures may be of limited use in
deterministic test pattern generation, but they remain important in all facets of random
testing (one testability measure, test counting [Ake89), is claimed by its authors to be
more useful in deterministic test generation than in random testing). Most of these
measures can be converted to detection probability in a straightforward manner, so no
further distinction will be made between them.

Calculation of exact detection probabilities for each fault is a time consuming op-
eration. It has in fact been shown to be a #P-complete problem [Kri86].* The method
described in |Par75a] [Par75b] gives exact results, but a fault may require exponential
time in the worst case.

The difficulties involved in exact calculation of these probabilities have led to a vari-
ety of approximate methods. Reconvergent fanout again is the source of the complexity,
(without it, computing detection probabilities is a linear algorithm in the number of
circuit lines, L), and is handled in different ways by different algorithms. The simplest,
COP |Brg84|, ignores it entirely, and has O(L) complexity as a result. The algorithm
in [Kri86| uses repeated applications of a slightly modified COP strategy to eliminate
the first-order effects of input reconvergence. Other algorithms attempt to eliminate
the reconvergence through the use of “supergates” [Set85] [Set86], which treat fanout
regions as individual gates, perform exhaustive analysis on them, and use the linear
algorithm everywhere else. Such algorithms give exact results but retain the worst-case
exponential time complexity. The “cutting algorithm” in [Sav84| provides bounds on
detection probability, although these can be very weak [Gae86|. Statistical methods
have also been developed, whether with fault simulation [Wai85] [Bri86], or without
[Jai84]. More comprehensive reviews of these methods may be found in [Hui88] and
[Pat90].

Throughout this dissertation it is assumed that random-pattern detection probabil-
ity, whether exact or estimated, is available for each fault. No attempt is made to add

to the wealth of information already available on its calculation

Smnilar to NP-complete problems, only the number of solutions, rather than the existence of a
solution, 1s sought (Gar78| Since the number of solutions may be exponential, guessing these 1n one
step would still not help, as the time 1equired to verify them would remain at least O(2") using
known algorithms
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2.5.4 Random Pattern Resistant Faults

There are certain types of faults which have very small detection probabilities, and
hence require long random test lengths. These are known as random pattern resistant
faults. Totton and Shaw |Tot88| give four main causes of 1andom pattern resistance

e Redundancy: These faults cannot be detected by any test pattern, and hence have

detection probability 0.

e Reconvergent fanout; Fault effects on reconvergent paths can cancel one another
out.

e High fan-in: It may be difficult to set values which wili permit propagation

e Test vector quality. Correlation between successive patterns, especially from an

LFSR, may make detection more difficult.

Since random pattern test length is usually determined by the lowest detection
probability in the circuit, random pattern resistant faults are a serious problem One

potential solution is biasing the random selection algorithm.

2.5.5 Weighted Random Patterns

Detection probability of random pattern resistant faults, and consequently the
length of a pseudo-random test sequence, can be altered through the use of biased
or weighted random patterns {Sch75] [Sav84| {Wun87) [Wai88] [MuF90|. These change
the selection probability of each input vector in an effort to make the hardest faults
more easily testable. The weighting algorithms typically focus on individual inputs,
giving a fraction of the time for which each input will be 1 (this fraction will be % for
an unbiased input). These biases can be used by the methods of section 2.5.3 to obtamn
estimates of detection probability.

Weighted random patterns offer other advantages in addition to shorter test lengths,
notably the potential to detect faults more frequently than they would be detected by
an unweighted set. Varying degrees of success have been reported recently [Wun87|
[Wai88], and although to date no provably optimal strategy for selecting the biasing
method has been reported, the use of biased vectors can reduce random test lengths by

several orders of magnitude [MuF90!

2.5.6 Fault Location with Random Vectors

Fault location when pseudo-random test vectors are employed has long been con-

sidered a difficult problemn [McA87|. This dissertation proposes a solution, which is
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discussed in later chapters. A brief overview of the problem is given here — a detailed
review of previously proposed techniques for fault location in the random compact test-
ing environment is given in chapter 4.

When simulation is not performed to validate the performance of a test set, no
dictionary is generated. Creating one is an expensive process, again with effectiveness
and cost factors in the choice ot fault models. Faults can be diagnosed by performing
circuit analysis or simulation after the fact in an effort to construct the dictionary
entries for the fault(s) observed |Arz81]. Without excellent search techniques, there
will be little saving in simulation time over the initial generation of a fault dictionary
for the entire fault set and all input patterns, especially if data compaction is used.
Whether the fault dictionary is constructed in advance, or in a demand-driven fashion,

fault simulation is the largest cest component in fault location in the RCT environment.

2.5.6.1 Complexity of Fault Simulation

The major expense in generating complete fault dictic iaries for use with random
testing 1s fault simulation These dictionaries, especially in RCT, require the generation
of every output bit for every fault. As mentioned in section 2.3.2.2, fault simulation
is believed to inherently require O(GQ) steps, where G is the number of gates in the
circuit, for one input vector and for one fault. For an n vector test on an m output
circuit, the complexity for h distinct faults and n input vectors is certainly not less
than O(hmn). This requirement of full fault simulation to produce complete output
functions eliminates many of the “tricks” used by fault simulators in an effort to reduce
simulation time.

For example, one of the fastest combinational circuit simulation methods available
is that used by Tulip [Maa88| [Maa90|. When the simulator is used for RTPG, time is
saved by fault-dropping, or eliminating faults from consideration after they have been
detected once. Additional savings are obtained by dropping fault-free simulation of
entire regions of the circuit, once all the faults within themn are detected None of the
gains from either of these is available when the faulty output function must be produced,
since each fault must be simulated to each output for each pattern

In combinational fault simulation. a fixed speedup related to the machine word
length may be obtained by simulating several patterns simultancously for a given fault
[Wai85]. Because this speedup is by a constant factor, however, the complexity of the
operation i1s not reduced Further, the bits must be “unpacked” from the word in order

to produce a usable output function for signature calculation.
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In order to make the results in this dissertation relatively independent of the fault
simulation tools used in actual diagnosis, the following assumption is made
Assumption 2.1 If the effort required to simulate a given circuit for one input vector
in order to produce one output vector for one fault is r, then the simulation etfort
required to produce k output vectors for one fault is kr and thc effort required to
produce one output vector for each ot h faults is hx.
This assumption is an approximation of reality for some simulators, but it provides
a good basis for comparison of effort Further, its accuracy is likely to improve when
sequential machines such as signature analyzers are included 1n the simulation, preclud-
ing parallel-pattern methods fo. at least part of the circuit. The assumption ignores the
start-up and overhead costs of simulators, but if the simulation tools were being used
frequently enough, they could be adapted so as to reduce these costs (by remaining n

memory, for instance).

2.6 Design for Testability

The expense of test pattern generation and tault simulation, coupled with the n-
creasing cost of circuit testers, has left manufacturers with two choices: risk shipping
more defective products, or attempt to lower the costs through some form of design for
testability (DFT) [Wil79] [Wil83].* Whether these techniques are ad hoc suggestions
such as reducing or eliminating wired-OR configurations, or a rigid set of design rules,
such as those imposed by IBM for level-sensitive scan design (LSSD) |Fic78], their goal
is to reduce the costs of fault diagnosis. A recent definition of design for testability
given by Agrawal [MuE90| is much more restrictive, stating that anything added after
the core of a design is complete, including built-in self-test and scan methodologies,
cannot be considered part of design for testability. This latest definition might perhaps
be better termed synthesis for testability, and this dissertation will use the original,
broader definition.

Of the structured DFT techniques, scan design is probably the best-known Most
fault diagnosis methods apply to combinational circuits. while the majonity of actual
designs are sequential Scan design converts the sequential eleinents of a circunit (latches
or flip-flops) into primary inputs and outputs fo. the purpose of testing This has the
effect of changing a sequential circuit into a purely combinational one for test purposes,

and allows direct observation and control of the internal state of the ciycunt

* Williams’ and Paiker’s survey provides an excellent starting pownt for any study of DFT
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A variety of scan techniques have been proposed, e.g. [Wil73] [Fun75] [Ste77] [Eic78]
[And80], (overviews in |Fuj85| [Lal85] [McC85}), each with its own design rules and latch
designs, but the overall principle remains roughly constant. A good history of scan
design techniques is available in [Fun89] Some examples of scan methods are LSSD
[Eic78|, scan/set design [Ste77] and random access scan [And80]. Of these, some form

of LSSD is perhaps the most common.
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Figure 2.3 Typical Scan Design

A typical scan implementation is shown in figure 2.3.1 There are two modes of
circuit operation in a scan design, normal and test. In normal mode, the additional
scan hardware 1s transparent, and the circuit behaves normally. During test mode,
input vectors are serially loaded into the latches via the scan chain. The circuit is
then permitted one cycle of operation in normal mod:, and then the output vectors are
shifted serially out through the scan chain and observed

The use of scan design requires that the sequential elements be redesigned to per-
mit the two modes. This results in additional silicon area overhead for the test mode
interconnect (including scan chain and test clock(s)), the more complex latches, plus an
additicnal multiplexer at the input to each latch so that input values may be selected
from either the combinational logic or the scan chain. This ranltiplexer also adds to
power consumption and introduces a time delay into the circuit’s normal mode which,
while not severe, can be sigmficant enough to slow down a high-performance design.
Finally, some functional testing is necessary, since timing faults cannot usually be de-

tected by a scan test These overheads continue to deter some companies from using

t Figure courtesy of Fadi Maaman.
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structured DFT over ad hoc approaches [Fel89].
One form of DFT which is gaining ir. popularity is built-in self-test (BIST) where a

circuit is responsible for testing itself. These self tests are described in chapter 3

2.6.1 Board-Level Approaches

Scan techniques such as LSSD operate at the chip level In order to take advantage
of some of the benefits of scan design at the board level, boundary scan has been pro-
posed (see, for example, [Mau87] [Glo88] [Has88]). In a boundary scan, the inputs and
outputs of every chip on a board can be configured into a scan chain {or test purposes
The boundary scan chain can bypass a given chip for all or part of the test The prac
tical implementation of such a technique requires a certain amount of standardization
in chip architecture among manufacturers This consensus has been sought by a com-
mittee known as the Joint Test Advisory Group (JTAG). and is likely to result in IEEE
standard P1149.1 [Fit90].

A boundary scan provides for a hierarchical design-for-testability approach As
board complexities increase, the controllability and observability of chip inputs de-
creases. Conventional approaches (see [Par87| [Gra89}), such as bed-of-nails test fix-
tures together with overdriving of components, are no longer applicable Surface-mount
technology blocks access to a bed-of-nails tester, and ove.driving can damage devices
when test tunes are long. Boundary scan eliminates these problems and helps to pro-
vide an integrated test scheme for testing boards whose component parts are supplied
by different vendors.

Not all research is directed toward such structured techniques. Ad hoc approaches
for board-level tests continue to be suggested |Tur89] [VaN89| as alternatives to the
potentially more costly and still unfinalized boundary scan methods These are typi-

cally suggested as “stop-gap” measures, to be used until boundary scan is universally
available.




Chapter 3 Built-In Self-Test and Data Compaction

An important class of design for testability methods involves incorporating test
circuitry on the chip itself. In such Built-In Self-Test (BIST) techniques, a chip tests
itself and reports the results of the test to the outside world. There are two major
types of BIST: programmed and structured In the first, a ROM stores a program
for generating tests and analyzing responses, while in the second, standardized circuit
structures for test pattern generation and output response analysis are included on-chip.
A third possible method, where input and expected output vectors are stored on-chip
in ROM has never been mvestigated in depth because of the large hardware overhead
anticipated in most cases.

Self-testing offers numerous advantages over conventional approaches, including:

e The complexity of external test hardware can be dramatically reduced over conven-
tional methods, allowing a corresponding cost decrease.

o Longer test lengths can be run efficiently.

e The random vectors often used in a self-test have the potential to detect many
unmodelled faults

e Tests can frequently be run at closer to circuit speeds (although not in scan designs).

Such benefits are not achieved without cost. The additional area overhead of the
BIST circuitry can lower yield. In addition, the test circuitry can reduce circuit per-
formance if it is present in critical paths, and the fault coverage obtained with BIST
1s not always known None of these problems 1s insurmountable. however, and BIST s
emerging as a useful method in fault diagnosis [Bar87]|.

The hierarchical method of fault location proposed in this dissertation is able to
alleviate a final problem with the data compaction techniques used by both BIST and
random compact testing (see section 2.5.2): Fault location has been difficult, if not

impossible, in signature-tested circuits [McA87]. The proposed hierarchical method is
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described in later chapters. First, however, a review of BIST practices and proposals is
given.

3.1 Programmed BIST

Programmed BIST is usually applied to microprocessors, although store and gen-
erate BIST [Aga81| |Bar87) may be thought of as a programmed method. A small test
program can be stored in ROM This program, when run, will generate test vectors and
analyze responses, comparing them with expected values. Such self tests are becom-
ing common |[Kub83| [Gel86| [Fel89| [Har89| as part of the manufacturing process for
microprocessors, and have been made accessible to the user to allow additional testing
during the microprocessor’s hfetime [Kub83]. Examples of functional test programs for
microprocessors <an be found in {Bra84]. The fault coverage and diagnostic resolution
of programmed BIST depends on the quality of the test program. Programmed BIST

will not be considered further in this dissertation.

3.2 Structured BIST

Structured BIST uses the random compact testing environment described in section
2.5.2 and shown in figure 2.2, with all hardware (input generator, ouctput compactor and
comparator) located on the chip or board with the circuit under test (CUT) itsell Be-
cause of their similar environments, many of the results of the following sections also
apply to random compac testing. BIST has been proposed tor both regular struc-
tures, such as memories [Sun84| and PLAs [Tre85| [Ser87], and so-called random logic.
This dissertation investigates only the latter. The methods given may be applied to

structured circuits, but only the more general circuits are considered explicitly.

3.3 Performance Measures of BIST

Because of the large number of test vectors required by BIST techniques, full fault
simulation may not be performed. As a result. actual fault coverage of the methods
frequently remains unknown Instead, the techniques are often compared in terms of
their altasing or masking probability — the probability that the signature of a faulty
circuit will be identical to that of the fault-free circuit While fault coverage i most

testing schemes is a monotonically increasing function, the information loss possible in
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Figure 3.1 Fault Coverage Before and After Data Compaction

data compaction means that adding another test vector can potentially reduce fault
coverage, as shown in figure 3.1.

Performance measures for BIST have been divided into two classes [Iva88b|: Those
based on fault coverage and those based on error coverage In the former, the actual
behaviour of faults within some fault model are considered, while in the latter faults are
ignored in favour of some means of modeiling the behaviour of fault etiects or errors in
the output vectors. These models are known as error models and are the basis of results
in aliasing probability. Examples of performance measures based on fault coverage can
be found in [Sav80a| [Mar81] [Mil83] [Mil84], while some based on error coverage may
be found in [Fro77] [Smi80] [Cal82] [Aga83| [Has84| [Sav85] [Wil86] [Muz87] [Dams8]
[Gup88| |{IvaB88a| [Wil88] and [Ait88a].

In addition to mathematical predictions of aliasing, fault coverage measures may
also be obtained by simulation. Examples of simulation experiments to determine fault
coverage may be found in [Ait86] [McC87] and [Xav89]. Experimental analysis is also
helpful for determining the validity of error models. Without such information, confi-

dence with regard to aliasing behaviour is limited

3.4 Error Modeis

A variety of error models have been proposed for modelling faults and their aliasing

affects with various BIST techniques. Most of the proposed models have their origins
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in coding theory (see for example [Pet72] [Shad8]). Some authors have gone so far as

to eschew error models entirely [CaJ82], but most have used one of those given below:

3.4.1 Uniform Error Model

The original and simplest of the error models, the uniform model assumes that in
the presence of a fault, every output pattern has precisely the same chance of occurring.
While this model makes for straightforward calculations [Fro77| [Smi80] [Sav85]. its
connection with reality is limited at best The use of this model implies the denial of
any circuit information whatsoever, which seems unlikely to increase the accuracy of
performance projections.

While some authors have supported the uniform model {Los78] [Hsi84], others have
argued against it since its inception [Smi80] [CaJ82| [CaW82]. Experiments questioning
its validity have been perforrned/[Ait86], but the model’s use appears to have been

perpetuated by the lack of a betier alternative.

3.4.2 Burst Error Model

Derived from coding theory, where it was meant to model bursts of noise on com-
munication channels, the burst error model has received some attention in the BIST
literature [Smi80] [Sax87] [Iva88b]. In the context of BIST, a burst error is defined as an
error sequence where some dependencies exist in the positioning of erroneous bits, which
are usually restricted to positions spaced by some power of 2. For such dependencies
to exist on the outputs of a circuit, they must clearly also exist on its input stimuli,
so the burst error model is probably only applicable to cases where circuit inputs are
generated by a counter, rather than pseudo-randomly by an LFSR or a CA. Since the
fault location method described in this dissertation requires some randomness in its
input generation, a counter is not an appropriate input device, hence burst errors will

not be considered further.

3.4.3 Independent Error Model

The independent error model, first applied to BIST in a general way by Williams
et al in [Wil86], although David used it in a specific case in {Dav80|. i1s based on the
binary symmetric channel in coding theory. Errors in an output stream (responses at
a given output of a circuit) are assumed to occur randomly and independently with

some fixed probability p. This p is equivalent to the random pattern detectability of the
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fault (section 2.5.3), so the independent error model presupposes random, or at least
pseudo-random, input patterns.* Note that the uniform model may be considered a
special case of the independent model where p = % for all faults.

The independent error model takes some circuit information into consideration,
and hence intuitively looks more promising than the uniform model in terms of its
performance. Experiments reported in this dissertation and others in |Xav89]| tend to
confirm this inprovement, although the model is still not without its performance flaws
[Ait88b] [Ait89b].

3.4.4 Asymmetric Error Model

The asymmetric error model 1s an extension of the independent error model in the
same way as the binary asymmetric channel is a generalization of the binary symmetric
channel. While communication channels may be physically altered to eliminate asym-
metric behaviour [Pet72], such freedom is not readily available when developing random
tests for a given circuit. The asymmetric error model for BIST was first described in
|Ait88b| and may be summarized as follows:

As noted previously, the independent error model employs the probability, p, of
detecting an error on a given circuit output. In the asymmetric error model, this
probability varies, depending on whether an error is a 1 — 0 change (fault-free to faulty)
or a 0 — 1 change. These two changes were characterized as D and D respectively in
[Rot66|, the original reference on the D-algorithm.

Let event e denote the occurrence of an error on output line £ which has fault-free

value X. The random pattern detectability of a fault, p, may then be written as:
p = Ple) = Ple]X=1)-P(X=1)+Ple]X =0)- P(X =0)
The asymmetric probabilities are defined as:

pp = Ple|X =1)

p = P(e|X =0)

Ilence

p = pPpsx + p_D_(l—SX)

* Somie comments on the differences between the use of random patterns (sampling with replacement)
and pseudo-random patterns (sampling without replacement) may be found n [San60| and [Chi87}.
The effects of these differences on BIST are discussed in [Ait88c|
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where sy is the fault-free signal probability of line r. The independent error model

assumes that Pp = P35 and thus may be viewed as a special case of the asymmetric
error model.

3.4.6 Generalized Error Model

The generalized error model allows each bit of an output sequence to have a unique
error probability, say p, for the 1th such bit {1 <1 < n). The asymmetric error model
and hence also the independent error model are special cases of this model. The model
was used in |Iva88b]| in the development of aliasing probability for signature analysis.

Clearly, the assignment of individual error probabilities is the most daunting task when
using this model.

3.6 Data Compaction Techniques

Data compaction refers to the process of obtaining a signature from an output
data sequence. The signature is typically smaller by orders of magnitude than the
output sequence: e.g. a 32 bit signature for several million output bits. The process
has also been referred to as data compression, but since the signature must contain
less information than the original output sequence, data compaction will be used
this dissertation. A data compaction technique must satisfy several conditions to be
useful in BIST or random compact testing (RCT): It must be implementable with a low
hardware overhead, it must be compatible with DFT rules, and it must have low aliasing
probability. A brief overview of some of the best-known data compaction techniques
follows (additional information is available in [McC85| and [Bar87)):

3.5.1 Signature Analysis

The most common of all data compaction schemes, signature analysis is often con-
sidered to be virtually synonymous with BIST [Gra89] A signature analyzer, as defined
by Frohwerk in [Fro77|, is a polynomial divider implemented by a linear feedback shift
register (LFSR) (see [Pet72] |Gol67]|). The characteristic polynomial of the LFSR is
called the feedback polynomial For a single output circuit, signature analysis treats
the output stream as a polynomual, performs polynomial division over the Galows field
GF(2) on this polynomial, and leaves the remainder in the LFSR as the signature. For

multiple output circuits, a similar structure, known as a multi-input signature reqister
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(MISR, pronounced “miser”), is used. Figure 3.2 shows an LFSR and a MISR.* The
first proposal for a signature analyzer is given in ([Ben75] Since then, numerous others
have appeared, e.g. [Fro77] [Koe79] [Dav80] [Dav86] [Kra87|. A good review of the

technique is available in [Bar87].
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Figure 3.2 Signature Analyzers, Feedback polynomial z# + z + 1

Signature analysis has been combined with scan design techniques (see section 2.6)
to produce a structure known as a Built-In Logic Block Observer (BILBO) [Koe79]. A
BILBO may be used as a test pattern generator, signature analyzer or scan register.

Another proposed BIST structure based on signature analysis is circular velf-test
|Kra87| |[Kim88| [Pra88|, where the same LFSR is used as both a pattern generator and
signature analyzer sirnultaneously.

Polynomial dividers are not the only structures proposed for signature analysis.
Another linear finite state machine, the cellular automaton [Wol83], has also been sug-
gested |Hor88|. This would use a Cellular Automaton Logic Block Observer (CALBQ) as
a test structure. Linear cellular automata have been shown to have better randomness
properties than LFSRs |Hor89| and are potentially better test pattern generators. Their

behaviour as single-input signature analyzers is identical [Ser88|. but recent results im-

* Figure 3 2 shows sluft registers known as “type II” This type does not contam the precise remainder,
but 1s isomot phic [Smi80} to “type 17, whose exclusive-or gates ate betweern: the stages While type
I LFSRs leave the exact remamder after division, type II are simpler to implement 1n hardware See
[Snu80) or {Bai87] for mote details
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ply that multiple-input cellular automata (MICA) may have better aliasing properties
than MISRs [Mil89]. Overhead differences between BILBOs and CA1,BOs are discussed
in [Hur88].

3.5.2 Transition Counting

Transition counting, suggested by Hayes in {Hay76a], takes as a signature the number

of 0-1 and 1-0 transitions on an output stream. Thus, the stream
0101011010111

contains 10 transitions, while

0111000111110

contains 4. Unlike the other methods described in this section, transition counting
will not always detect a single-bit error. Very few results on transition counting are
available; some of these are [Hay76a| [Red77] [Hay78] and [Sav85]. All of these works
apply to transition counting on single-output circuits.

A method of fault location using transition counting is discussed in [Hay 78}, but the

exponential test lengths required make it essentially impractical.

3.5.3 Weight Counting

Werght counting, also known as one’s counting and syndrome testing, consists of
summing the weight (number of 1s) in the output sequence. The term weight counting
is introduced here to avoid the exhaustive test connotations associated with syndrome
testing {Sav80a] [Bar81] (Mar81] [Sav81] as well as confusion with the coding theory
definition of syndrome [Pet72]. An additional benefit is that test hardware for a weight
count may be referred to as a “weight watcher”. Most references to weight counting
discuss only single-output circuits [Hay76b] [Los78] [Sav8&0al, but a generalization of
syndrome testing to multi-output circuits has been proposed [BarR1] [SerR7| This s
weighted syndrome sums, where the signature is a weighted summation of indwidual
output syndromes. The hardware overhead associated with this technique tends to be

large, especially when compared with a MISR

3.5.4 Parity Testing

A variety of signatures based on the concept of parity have been proposed [CaW8g2|
[Ake88] [Muz88] [Dam89|. Parity coefficients are based on the Reed-Muller canonical
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form of a function [Kums81] [Hur87] [Muz88] [Dam89|, and it is possible to select a set of
them which detects all faults within a given circuit, without resorting to an exhaustive
test [Muz88| [Dam89]. Nonetheless, extensive computational effort is required to com-
pute these sets [Muz88], although the method in [CaW82| suggests circuit modifications

and exhaustive testing as an alternative.

3.5.6 Spectral Testing

Spectral testing encompasses both syndrome testing and parity testing. Excellent
reviews of the subject are available in [Kar85] and [Hur85]. Spectral techniques map a
boolean function into its cquivalent in another coefficient system. The most frequently
investigated has been the Rademacher-Walsh spectrum [Sus81] [Mil83] [Mil84] (IIsi84],
although the Reed-Muller expansion (see the preceding section) and the Arithmetic
expansion |Hei87] have also been employed. The interplay between the various spectra
is described in [Hur87|. Because of the nature of the spectral coefficients, many signature
techniques employing them require exhaustive tests. In addition, precise calculation of
Walsh coefficients requires exhaustive simulation. Pseudo-random methods to calculate
approximate coefficients have not been investigated in detail, with the exception of

weight counting versus syndrome testing and the approximate technique of |Hsi84]

3.6.6 Output Data Modification

Output data modsfication (ODM), initially proposed by Agarwal and subsequently
improved by Zorian, has been suggested as a method of reducing the aliasing probabil-
ity of built-in self-test by orders of magnitude [Aga83| [Zor84| [Zor86| |[Aga87| [Zor&7|.
The technique, a diagram of which is given in figure 3.3, combines signature analy-
sis and weight counting in an interesting fashion. The multiple outputs of a circuit
are compacted into a single-bit quotient stream by the MISR. This sequence i1s then
exclusive-or’ed with a similar sequence, known as a modifier sequence and generated
within the modifier block, which matches some fraction of the quotient stream bits.
Various tradeofls are possible between the degree of matching and the resulting aliasing
probability, with better matchings yielding lower aliasing, but at higher overhead The
goal is to reduce the weight of the modified sequence as much as possible, since low

weight sequences have smaller aliasing probability.
3.5.7 Other Teckniques
Another BIST method which has been proposed is Accumulator Compression Test-
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Figure 3.3 Output Data Modification Setup

ing [Sax86], where the weight count after each test vector is added in an accumulator
to give a final signature. A performance analysis of the method is given in [MuzR7]
Other suggested methods include linear combinations of spectral coefficients |Muz87|

and hybrid methods combining the signatures of one or more other BIST methods, e.g
[Has84] [Rob87] [Rob88].
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Fault Location in Random Compact Testing

Chapter 4
and Built-In Self-Test

The most immediate problem in production testing is to determine which chips are
faulty and which are not. This, together with the fact that random compact testing
(RCT) and built-in self-test (BIST) techniques which employ data compaction are ap-
plied in most cases to a single chip, have resulted in a scarcity of research and results
in the area of fault location properties of data compaction schemes. Nonetheless, there
are good reasons to perform individual fault location when data compaction is used, for
both RCT and BIST.

In any repairable system, fault location is clearly necessary. For example, a faulty
module or board can be repaired by replacing faulty chips. Similarly, many fault-
tolerant systems can be reconfigured to bypass faulty components, but reconfiguration
cannot occur without fault location. Although these examples do not directly require
resolution to an individual fault, when a fault has been isolated to a particular gate,
all the hierarchical groupings of which the gate is a part are also known to be faulty.
Finally, when a particular chip or subcircuit is found to fail frequently, the cause of
this failure must be found brfore the problem can be solved. As was noted in section
2.3.3, Thermal Conduction packaging technology [Blo82| is a prime example of a system
requiring good fault location.

The same reasoning applies to faulty circuits found during manutacturing test. Cir-
cuits with unacceptably low or even zero yields require design or process changes, and
these 1n turn require fault location information. Such a failure analysis 1s important
both during the start-up phase of production, and later in the life cycle, when analysis
of failed chips from the field can provide information about weak points

This chapter reviews the current state of the art in fault location in the random

compact testing environment, outlines the nature of the problem itself, and shows the




4 1 Signature by Simulation

limitations of previously proposed solutions. As with most of the data compaction
literature, published results in fault location tend to revolve around signature analy-
sis [McA87] [Wai87] [Sav88| [Wai89|. In addition to the straightforward signature by
simulation scheme, the efforts are divided into two methods intermediate signature

collection and algebratc analys:s.

4.1 Signature by Simulation

The brute force scheme for fault location with data compaction is to construct a
fault dictionary containing the signature of each modelled fault. Fault location using
such a dictionary is straightforward, and aliasing behaviour can be determined directly
The method has several drawbacks, however.

First, some physically distinct faults with different output behaviour may share the
same signature — the chances of this occurrence depend on the compaction scheme
used — and checking for this equivalence involves a sort at every proposed test length
and vitimately guesswork in deciding when faults are equivalent.

Second, if an unmodelled fault occurs, this method can only report that no cause
could be determined. No information as to the nature of the fault can be obtained
Since dictionaries including all possible multiple faults are generally too large to be
created (see section 2.3.3), this approach cannot hope to locate multiple failures

Finally, there is the amount of fault simulation required. The construction of a
signature dictionary involves a full circuit simulation for each fault with every input
pattern. Since test lengths when pseudo-random input vectors are employed tend to
be longer than those in deterministic sets, such a construction could prove immensely
expensive. Furthermore, dictionary construction must be performed after the design 1
finalized and before any diagnosis is attempted, which could place it on the critical path
for circuit production. The time and expense could void the cost savings which justified
the RCT or BIST in the first place

A demand-driven approach ot constructing the dictionary as it was needed might
appear to be a method of avoiding the critical path problemn In such o scheme. simu-
lation would be performed until a fault which resulted 1 a signature match was found
Without any information about the fault which occurred, and 1if each fanlt has a unique
signature, for the first diagnosis (assuming a modelled fault occurs) about half the total
number of faults will have to be simulated on average before a match is found  still a

daunting task, and still potentially in the critical path.




4.2 Intermediate Signature Collection

The failings of the signature by simulation method result from the fact that the
value of the signature is largely ignored. The signature contains information about the
faulty output sequence, information which is potentially valuable in fault location. Not
using it makes fault location more difficult and time consuming than it need be.

Potential solutions to the immense amount of effort required to construct a full
dictionary in advance include simulation over a smaller test set, and simulating for
a smaller fault set. Intermediate signature collection is primarily concerned with the

former.

4.2 Intermediate Signature Collection

In intermediate signature collection (ISC) [Wai87] [Wai89|, MISR signatures are
taken every L patterns (L = 256 in [Wai87] [Wai89]) * During the test, failing signatures
are noted (the MISR is reset after every L patterns, so errors are isolated to within a
L pattern block), and the entire output sequence of L vectors for a failing block is
stored. According to [Wai89|, only a “few” of these sequences needs to be stored. Only
those faults which could have caused the observed behaviour aie retained in the list of
potential faults, and these are simulated on the set of L patterns within each failing
block. Once the test is complete, a revised list of potential faults is available. (Further
simulation is presumably avoided if the fault Iist is reduced to a single fault). The
scheme is shown in figure 4 1.

Waicukauski et al |[Wai87] [Wai89] suggest a variety of methods to cut down on the
size of the potential fault list, and hence the amount of simulation to be performed:
— There must be a path from the fault to the output on which it was observed.

— The fault path to the output must have correct parily for the failing pattern. This
will eliminate one of the stuck-at 1 and stuck-at O fauits at a given fault site, provided
that no reconvergent fanout paths of different parity exist.

— The fault must be detectable at 1ts fault site by the input pattern with which the
error was observed,

— If a failure was observed on more than one output, the faults considered must satisfy
the above constramnts on each failing output
All of the above heuristics require exact circuit output information, hence the out-

put storage area in figure 4.1. Further. some of them seem to resemble parallel fault

simulation, in that path tracing in the presence of reconvergent fanout is not an easy

* The MISR used by the method 1s loaded 1n parallel at the primary outputs, then, for scan cucuits,
loaded serally as an LFSR with the scan outputs

38




]

4.2 Intermediate Signature Collection

output storage

area

sets of L vectors

compars sig 1
T sig 2
T MISR signature
storage
block
cirouit
sig n/L

i

input generator

Figure 4.1 Intermediate Signature Collection

task. Waicukauski et al suggest using critical path tracing rather than parallel fault
simulati»n. As a result, their heuristics may be of limited use in eliminating faults on
fanout stems from consideration.

The authors assume three fault models. The first is a standard single stuck-at
model. Such failures must account for every failing pattern and every passing pattern
in their simulation (which simulates only single stuck-at faults) The second model 1s
single-site non-stuck-at faults. These fauits are assumed to behave as single stuck-at
faults at the affected site for failing patterns, but not necessarily for passing ones This
model can locate single transition faults and internuttent single stuck-at faults  The
final model is a limited multiple fault model This assumes that no circuit output s
affected by more than one fault on any given test pattern The validity of this model is
questionable, but 1t should explain more failures than either of the firct two

The requirement for storage of actual output areas means that the i5C scheme can-
not be entirely located on-chip. Thus, the scheme does not directly solve the problem
of locating faults in circuits with BIST. Rather, it is a means of changing the problem

of fault location in circuits with random compact testing to one of faul. location with
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4.2 Intermediate Signature Collection

known faulty output sequences I b context, the scheme employs well-known princi-
ples Again, the use of a M! dentify failing regions is almost irrelevant, since any
signature could have I Thus, any information present in the MISR signature,

besides the obvi liat the signature is not the expected value, is ignored.

The note .. pnostic resolution of intermediate signature collection is good, pro-
vided 1. suple failing blocks are observed. (The one experiment reported in [Wai87|
stat:  iiat failures were always resolvable to the single fault injected into the circuit).
tiowever, the overhead required by the method is large: storing the fault-free MISR
signatures requires L™ 1m'n bits of mformation for an n vector test on a cucuit with m’
primary (not scan) outputs, and each set of L output vectors stored requires another
mL bits, where m is the total number of outputs in scan mode (m > m’). The amount
of simulation required at each step depends on the ability of the heuristics to eliminate
faults. In the worst case, all faults must be simulated over at least one interval for
each diagnosis, but this 1s unlikely in practice. The improvement over the worst-case
will depenc to a large extent on the amount of reconvergent fanout in the circuit The
resolution of the method and the number of blocks te be simulated will be related to
the ability to distinguish equivalent faults, since not all such faults can be determined
through trivial identification schemes (e.g. the input and output of an AND gate stuck-
at 0 are equivalent faults) In addition. the parity analysis and path tracing algorithms

must be less complex than fault simulation if they are Lo be of any value.

It is interesting that ISC as proposed 1 [Waif7] and [Wai9] does not advocate
retaining results in a fault dictionary Instead. a fraction of o dictionary is constructed
at each diagnosis and then discarded. it 15 not stated directly whether tLis practice
is because the storage requirements of a dictionary are too large or whether the effort
required for individual diagnoses 1s viewed as acceptable without a dictionary, although

the restricted multiple fault model implies the former.

Urfortunately, neither [Wai87| nor [Wai89] gives any examples of experiments show-
ing the perrmance of ISC on any benchmark circuits, such as those of [Brg85], or an
indication of the performance improvements gained by the heuristics  Without these
heuristics. only the fault-free signatures would have to be stored. and an on-chip imple-
mentation could be possible The performance of ISC under these constraints has been

evaluated, and the results are given in chapter 9

A final drawback to intermediate signature collection. as described 1 |Wai87| and
[Wai89], is that it cannot be applied to non-scan design sequential circuits, since these

circuits cannot have their internal states reliably reset to the fault-free value every L
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patterns. For this reason, only combinational circuits and full-scan sequential circuits
are amenable to ISC.

4.3 Algebraic Analysis

This section describes a signature-based fault location method which attempts to
locate a failing pattern before performing any simulation. In algebraic analysis [McA&7|
[Sav88] the dictionary size can poteuntially remain small, since there are either one
[McAB87| or a few |Sav88|, signatures per fault. The method proposes to determine erro
patterns which could cause a given signature, then equate these to a fault Resolution
to a single fault may not be possible, since several faults may have the same signature
In essence, the method proposes to run an LI'SR in reverse in order to arrive at a set
of possible failuies

The first paper on algebraic analysis, [McA87], suggests using an LFSR with a
primitive feedback polynomial. The LFSR should have a state space greater than the
test length: that is, for an n vector test, the LFSR length, say J, should be greate:
than |logy 7). McAnney and Savir then suggest computing a signature for each of the n
possible single-bit errors. With the previous restriction on the LESR | each of these errors
will produce a different signature. The observed signature 1s then assumed to be a single-
bit error and faults are simulated to see which are detected by the assumed erroneous
pattern. If a unique diagnosis cannot be made, the process essentially degenerates into
the signature by simulation method of section 4.1 Further, if a unique diagnosis 1~
made, there is no guarantee that it is correct, since the signature may have actually
resulted from several failing bits. Thus, for faults which cause rmore than a single bit
error, algebraic analysis on an LFSR 1s difficult, time-consuming. and, for large number
of errors, amounts to signature by simulation

In a modified proposal [Sav88|, Savir and McAnney propose using ¢ychng registers
[Dav80|. Through the use of 3 of these with relatively prime lengths, up to 50 error-

in a sequence of 220

bits can be diagnosed with reasonable accuracy using a signature
with total length of about 300 bits Note. though. that 300 bit< per fault could result 1
a fairly large dictionary Even so. locating a fault which cauces hundred- or thousand:
of errors 1n the output stream remains infeasible with algebraic aunalvsis. and ovching
registers are believed to have much poorer aliasing characteristics than primitive LEFSRs
[Wil86]. In all cases. a single fault model 1s expliathy assumed. so locating faulte m
the presence of multiple faults 1s as infeasible as 1t 15 wath the signature by sumulation

technique. Finally, the technique has so far been proposed only for single output circuits
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Each additional circuit output compounds the problem, so analysis of MISRs seems

virtually impossible using the algebraic analysis techniques proposed so far.

4.4 Requirements for Fault Location in the RCT Environment

It appears that the greatest advantage of signature analyzers for data compaction
is their greatest disadvantage in fault location: The relationship between faults and
signatures is essentially random.

The discussions of the previous sections have shown that fault location when data
compaction is used revolves around simulation. The reason for this is that the compacted
output, the signature, contains little, if any, directly usable location information. The
Algebraic Analysis method [McA87] [Sav88|is not applicable to multiple-output circuits,
and its performance degrades as the number of errors increases The Intermediate
Signature Collection method [Wai87| uses cignatures only as indicators of blocks of
failing patterns — the signature value itself does not aid in the location process.

A solution to the problem of fault location in the RCT environment must possess
the following features:

1) Ability to extract location information from its signature(s).

2) Small fault dictionary size.

3) Resolution to a single fault equivalenre class.

4) Potential for demand-driven dictionary construction.

5) Applicability to multiple-output combinational circuits.
6) Ability to use pseudo-random input vectors.

7) No requirement to store actual output vectors.

8) Potential hardware implementation.
The reason: for these goals are as follows:

1} When the signature contains information useful for fault location, a hierarchi-
cal approach becomes possible. Fault location with this approach becomes a series of
reductions on the original fault set, which allows faults to be characterized by their out-
put behaviour. In addition to this and other inherent benefits of hierarchical diagnosis,
there 1s the esthetic benefit of not “wasting™ the information present in the signature

2) If an entry to the fault dictionary is too large. there will be little justification in
retaining the values once a diagnosis has been made This will result in unnecessary
repetition of effort if the same fault recurs.

3} A scheme cannot do better than to resolve faults to a single equivalence class (such

a class includes any faults with identical behaviour over the test sequence). Resolution
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cannot be improved beyond this, since the number of faults within these classes is a
function of the fault model and the test set, not the location scheimne Nonetheless,
most cases, faults within these sets will be equivalent faults This level of resolution,
termed “single-fault resolution,” is the goal of all fault location methods.

4) If the fault dictionary must be constructed in advance, the critical path problem
of its generation occurs. CGenerating a complete dictionary is a horrendous problem for
large circuits tested with conventional methods, as simulation tools will spend inordi-
nate amounts of time finding signatures for thousands of faults when each requires a
simulation over hundreds of thousands of vectors.

5) This is a minimum requirement. This will permit fault location on full-scan
design sequential circuits and purely combinational circuits. A method which would
work on all multiple-output sequential circuits would be more general and hence more
useful.

6) The use of (possibly weighted) pseudo-random input vectors permits a straight-
forward test pattern generator which may even be included on-chip. Exhaustive or
pseudo-exhaustive sequences are too long for many circuits, and deterministic vectors
cannot be stored on-chip.

7) When output vectors need not be stored, the overhead requirements of the method
are greatly reduced, again allowing the possibility of on-chip implementation. Further,
data compaction is used to reduce the amount of output data Storing output vectors,
especially those which are error-free, is contrary to this end.

8) Potential hardware implementation follows from 6 and 7, and allows development,
of diagnosis methods as natural extensions of BIST techniques

The methods outlined in sections 4.1 through 1.3 do not meet criteria 1 through
8. Signature by simulation does not meet criteria 1 and 4. Intermediate signature
collection, as proposed by [Wai87| and [Wai89), fails criteria 1, 2, 7, and 8, although it
could conceivably be adapted to meet 7 and 8. Finally, algebraic analysis fails criteria
3 and 5, as well as criterion 2 for the implementation suggested in [Sav88|

With these goals in mind, a new fault location method is proposed i the next
chapter. This method meets all 8 goals, and is the subject of the remainder of this

dissertation.
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Hierarchical Fault Diagnosis:

Chapter 5
Theory and Background

This chapter proposes and outlines the benefits of a hierarchical method as a solution
to the problem of fault location i;i testing schem~s which use data compaction. This
method, which is the subject of the remainder of this dissertation, uses information
contained within the signature as a reliable aid to fault location. Such an approach
treats diagnosis as a sequence of steps, each of which provides some information about
which, if any, of the modelled faults may be present in a given circuit under observation.
This differs from the conventional approach, where diagnosis is considered to be a
one-step global dictionary search. It is shown that circuit behaviour can be used to
characterize faults and eliminate some modelled faults from consideration because of
inconsistencies between observed and predicted behaviour. As an additional benefit,
the average amount of work performed can be reduced over that of conventional global
techniques.

Potential benefits of a hierarchical approach include the ability to construct a fault
dictionary in a demand-driven fashion, and thus amortize the start-up cost of dictio-
nary construction over a product’s lifespan, or alternately, use dictionary methods of
diagnosis even when a complete dictionary is too large tc construct or store ther
advantages are a diagnosis method whose resolution can be tailored to a user’s needs,
partial characterization of unmodelled faults, and the ability to evaluate fault models.
Finally. there is the esthetic be nefit of using available information about circuits as part
of their diagnosis.

The constraint with the hierarchical approach to fault location with data compaction
is identical to that with the all-or-nothing approach. Fault location is to be performed
after the test is completed, so the actual output sequence is no longer available, only

its compacted form as a signature. The choice of signature is clearly important. In




51 Outhime of Proposed Techmque

addition, some form of fault simulation is also almost certainly required Since this
simulation is expensive (see section 2.5.6.1), it must not be used indiscriminately. In
the ideal case, its use would not be required at all.

The chapter is ordered as follows: First, an overview of the hierarchical method of
fault diagnosis is given; second, the theoretical foundations of this hierarchical method
are provided; and finally, the complexities of both determining diagnosis parameters

from faulty circuits and calculating parameters fiom modelled faults are analyzed.

5.1 Outline of Proposed Technique

This section outlines the basic properties of the hierarchical fault diagnosis method

proposed in this dissertation.

all faults

Figure 5.1 Potential Faults, Pass/Fail Signature

Consider a circuit which has produced a faulty signature during its test If the
signature is & mere binary indicator (pass/fail). then there is no information available
about which fault actually occurred The situation 1s as depicted in figure 51 On
average, about half of the total number of taults will have to be investigated before the
fault respounsible for the erroneous signature 15 located

Suppose, on the other hand. that the signature was not simply a binary mdicator,
but also gave some idea as to a class of faulty circuits which was responsible  With
a suitably chosen classification scheme, many faults could be immediately ehmmnated

from consideration without simulation. In other words, the signature would provide a
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all faults

potential faults

Figure 5.2 Potential Faults, After Coarse Resolution

form of coarse resolution for the faults, as shown in figure 5.2. The classification scheme
chosen must clearly require simpler calculations than a full fault simulation. An example
of such a scheme is random pattern detectability, as discussed in section 2.5.3. So, a
signature which was able to indicate a property such as the random pattern detectability

of the fault which occurred would provide coarse resolution to a fault location scheme.

all faults

potential faults

Figure 5.3 Potential Faults, After Further Reduction

Nonetheless, many faults might have similar detection probabilities, so some means

would still be necessary to distinguish between these. Suppose that an additional circuit
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parameter was available from the signature. For example, in addition to detection
probability, the number of the first input pattern which resulted in an error, the first-
fail, might also be available. In this case, simulation to the full test length would not
have to be performed to compare a modelled fault to the observed one whenever a
discrepancy in the first-fail values occurred (simulation can stop after one has failed
and the other has not). The result would be a further reduction in the number of

potential faults. This situation is shown in figure 5 3.

all faults

potential faults

Figure 5.4 Potential Faults, Final Diagnosis

Additional parameters could continue to be added until the remaining faull set
was sufficiently small. At this point, a final parameter, such as a conventional LFSR
signature, could be added to provide fine resolution to the scheme full simulation
would only be performed on a small fraction of the total number of faults, and single-
fault resolution would result, as shown in figure 5.4.

This is the hierarchical method proposed in this dissertation. The method is -
tended for circuits tested with random or pseudo-random test vectors. Some advantages

of the method are-

e Fault classes can be developed which characterize faults by particular attributes of
their output behaviour

e Fault dictionaries can be constructed in a demand-driven fashion. removing the
dictionary construction process from the critical path in circuit production

e The logistics and complexities of searching a full dictionary can be avoided
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e If storage is a problem, a complete fault dictionary need never be constructed.
Instead, the necessary parts can be generated with every diagnosis.

e If no unique diagnosis can be made, or if an observed fault is not accounted for by
the chosen fault model, some characterization of the fault is still possible.
Numerous implementations of .he scheme are possible, depending on which at-

tributes are selected for observation. It is shown that those mentioned above, detection
probability and first-fail, are just two of the possibilities. Using the hierarchical ap-

proach, fault location becomes feasible with signature-based testing schemes.

5.2 Theoretical Analysis

This section provides theoretical justification for using a variety of circuit obser-
vations in order to improve the demand-driven construction of a fault dictionary. It

expands formally on the advantages of the hierarchical method introduced last section.

5.2.1 Preliminary Definitions

To begin with, formal definitions are provided for some terms in fault diagnosis. Let

Bk represent the set of binary vectors of length k; that is:

B* = {(by,b,...,bg)}

where
b, € {0,1} V1; 1 <1<k

The set B* is isomorphic to the set of all integers between 0 and 2% — 1 inclusive.
This set is now used to define some terms needed in analyzing the performance of fault
diagnosis methods.
Definition 5.2.1: The output function, G, implemented by a given combinational
circuit A is defined as a mapping from B! to B™, where [ is the number of circuit
inputs and m is the number of circuit outputs.

Thus, G maps every input vector v Blistoa corresponding output vector o = B™,
Definition 5.2.2: A fest sequence. V', for A consists of a ~equence of mput vectors
(vi.v2,...,vn) where each v, & Bl.1 <1 <In
Definition 5.2.2a: A random (pseudo-random) test sequence for A is a test sequence
where each vector 1s selected at random from B! with (without) replacement.
Definition 5.2.3: The ezpected output response, O, for a given test sequence V and

output function G is defined as (0y, 02, ...,0n) Where 0, = G(v,),1 < i < n.
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Definition 5.2.4: The fault set of A, Fj is defined to be a set {fy, f2, .. [}
Associated with each fault f, € Fy and test sequence V is a faulty output function
¢, which is a fixed mapping from V to B™. The set of all such faulty output
sequences forms the faulty output set, @, .

Definition 5.2.4a: A fault sequence is a fixed ordering of a fault set Similatlv, a
faulty output sequence is a fixed ordering of a faulty output set

In most cases it will be clear from context as to whether a given object is being
referred to as a fault sequence or a faulit set, hence the same symbol will often be used
for both.

Each element of @, | represents the output function which results fiom a particular
physical failure within A when it is tested with vector set V' Any permanent, deter-
ministic circuit failures, including stuck-at, stuck-open, transition, and bridging faults
may be represented using this notation.

The concept of the fault set 1s now used to define certain attributes and types of
faults (In the following, ®y v = {@,}, 1 = ¢ < h is a faulty output set of length
whose elements correspond to faults in the set I’y when tested with V. a test sequence
of length n. O is the expected response from G, the fault-free output function of A)

Definition 5.2.5: A given fault f,,1 <1 < h is detected by a test sequence V with
expected output response O if and only if (iff) there exists 7, 1 = J - n such that
¢t(v]) # 0.

Definition 5.2.5a: The first fatling pattern. r, for fault f, is defined as the smallest

J, 1 <7 < nsuch that ¢,(v;) # o,. If f, is not detected by V', then r, is defined
(1)

to be n + 1. r, may also be written r;

Definition 5.2.5b: The kth fasling pattern, r'6) k > 1, for fault f, is defined as the
smallest 3, rl(k_l) < 7 < n such that qS,(vJ) # 0. If no such j exists, then rfk) is
defined to be n + 1.

Definition 5.2.5c: The last failing pattern, 1) for tault /., 1s delined as the largest

7, 1 <3 < nsuch that d),(v]) ¥ 0, If f, is not detected by V', then r](x\’
to be 0.

is defined

Definition 5.2.5d: The failing oulput set. £ = zy.z5. .2y s dehned for faulty
output function o, such that =, 15 11f there exists k such that o, (1) differs from
or at bit 7. and z, 15 0 otherwise

Definition 5.2.6: A given ftault f,.1  : < h s detectable iff there exists a test
sequence V' and a vector v — V" such that ¢,(v) + G'(v)

Definition 5.2.7: A fault is redundant iff it is not detectable
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Definition 5.2.8: Two faults f, and f;, 1 < i,) < h,i # j, are equivalent iff there
does not exist test sequence V' such that ¢,(v) # @,(v) for some v € V' Faults
J, and f, are equivalent over test sequence Viff ¢,(v) = ¢,(v) Vv e V.

Lemma 5.2.1: Two faults f, and f, which are equivalent over test sequence V' cannot
be differentiated by examining the effect of their output functions ¢, and ¢, over vectors
n V.

Proof: Follows from definition.

Definition 5.2.9: The irredundant fault coverage, C, of test sequence V with respect
to fault set F'y of size h is given by

h
C — Lur=1 ‘S‘L
- h
Zz:l t'L
where
1, if fault f, is detected by V;
S = 0, otherwise.
and

(- { 1, if fault f, is detectable;
t 0, otherwise.
Definition 5.2.10: A test sequence 1s complete when 1ts irredundant fault coverage
is 1.*
Notice that a test sequence can only be complete with respect to a fault set, which
is in turn derived from a fault model. The definitions above are now used to examine

the behaviour of fault diagnosis methods.

5.2.2 Classes of Hierarchical Observations

There are two ways in which observed behaviours can be used to hierarchically
reduce the set of potential faults. In the first, a fault sequence can be ranked as a
result of some observation. so that the more likely a given modelled fault is to be the
cause of the observed behaviour. the earlier it appears in the sequence. In the second,
a predicted fault will possess a known value for particular attribute  Faults can be
grouped by attribute and value. allowing easv 1dentfication of potential faults when
the attribute’s value 1s observed on an actual circuit. These techniques. known as fault

ranking and fault partitioning respectively. are now explained more formally

* Most of the fault diagnosis hterature gives coverage values i percentages, so a complete test sequence
has 100% irredundant fault coverage The measure 1s referred to as irredundant fault coverage, smce
fault coverage on its own 1s typically expressed as the ratio of detected faults to modelled faults
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Definition 5.2.11: A fault ranking step, ¥, for fault sequence F is a ranking, or
reordering, of F'.

Definition 5.2.11a: A random fault ranking step, ¥,, for fault sequence I 15 a
ranking of F randomly selected from the set of all possible rankings

Definition 5.2.11b: A probabilistic fault ranking step, Wy, for fault sequence I
and observation X is a ranking of F' subject to the probability of each fault given
an observation X.

A probabilistic fault ranking step can be thought of as an ordering of faults from the
most likely to least likely to have caused a particular observed behaviour. For example,
if some number of errors has been counted at a faulty circuit output, fault detection
probability at that output could be used in a fault ranking step, as shown below:

Definition 5.2.11c: An ezpected count fault ranking, WIE) for fault sequence I of
length h and output sequence X where w errors have been counted is defined as
a ranking of F

W&?)(F) = (Y1, Y2, Ph)

such that given ¥, and ¥, in 947, 1 < ; implies that P(c, = w) = P(c, = w)

where P(c; = w) refers to the probability that the count for the kth fault is w
This ranking is not guaranteed to be unique, but it 1s clear that one exists for every
fixed w and F where probability values can be obtained.
Definition 5.2.12: The ranking probability vector. ¢ = {(qy,q2, . .qy) associated
with ranking ¥ and observation X is defined such that

— P(X ‘ Y = fz)
ql = P
t
where Y is a randomly selected fault from £, and
h
P=) P(X|Y =)
j=1

Each element ¢, of the ranking probability vector 1s thus the relative probability of
fault ¢ given observation .Y. The sum of all the ¢,s is 1
Definition 5.2.13: A fault partittoming step. 1. tor fault set F s a partitioning of
F 1nto disjoint subsets £y, F,. . Fy
To be useful in practice. a fault partitiomng step should group laults bhased on a
fixed and predictable behaviour. This will allow the subset containing »n observed fault
to be identified immediately. .\n example of such a criterion for a fault partitioning

step is the first failing pattern in a test sequence
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5.2.3 Diagnostic Performance of Hierarchical Observations

This section shows how fault diagnosis using fault partitioning and fault ranking
techniques can identify a fault with fewer comparisons than would be required otherwise.
Definition 5.2.14: A fault identification step, I, applied to two faults f, and fj
will determine whether or not f, and f, are equivalent over test sequence V.,
During fault diagnosis. a fault identification step will be used to determine whether
or not a predicted fault precisely models an obhserved fault [t is assumed that the
time required for a fault 1dentification step between any two tauits in a fault set will be
roughly constant for a given test sequence V'
Definition 5.2.156: The fault tdentification time for fault f, in fault sequence F is
defined to be 1, the position of f, within F
For a fault sequence F which contains no faults equivalent over test sequence V', the
fault identification time can be thought of as the number of fault identification steps
required, given an unknown fauit f, — F. to locate, by sinulation for example, f, within
F, assuming that location begins with the first tault in #. If each fault identification
step 1s assumed to take a constant amount of time. the fault identification time gives an
estimate of the average total effort required to identify the fault responsible for a given
output sequence in the absence of any other information.
Definition 5.2.16: The ezpected fault sdentification time, t4,, for a fault sequence

F is defined as:
h

tau(F)EZZ'P(Y:fz)

=1
where h is the size of F, and Y is a randomly selected fault from F.
Definition 5.2.16a: The expected fault identification time of a fault set F, is
defined to be the expected fault identification time of a random ordering of F)
Definition 5.2.16b: The expected fault identification time of a ranked fault se-

quence Wy (F) related to an observation X is defined as:

h
LY y(F)) = Z 1q,
1=1

where ¢ = g1, ¢2.. .q¢j; is the ranking probabilitv vector associated with W v and
X, and h 1s the size of F
In the case of a random fault ranking, X and ¥y are independent, so each P(X | Y —
[.) is equal to P(X), Pr is hP(X), and each ¢, = 7';
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Definition 5.2.16¢: For a partitioned fault set I'(F), tqv is defined as the weighted
sum of the individual partition values:

£
| F

N
taw(T'(F)) = Z tav(I})

1=1
where ['(F) = Fy, Fy, ..., Fy is a fault partition step

Lemma 5.2.2: The expected fault identification time of a random fault ranking step
for fault sequence F' is b%_l where A is the size of F' and all faults are equiprobable.

Proof: Follows from definition.

Lemma 5.2.3: t,,(I'(F)) < tqu(Fmaz) where |Fyngz| > [F,| V1,1 < ¢ . N where all
faults in F' are equiprobable.

Proof: TFollows from definition.

Lemma 5.2.3a: t,,(I'(F)) < typay where tpgr = ta(F) v 2,1 - 2 < N

Proof: Follows from definitvion.

Lemma 5.2.3a states that the expected fault identification time of a partitioned fault
sequence is less than or equal to the largest tault identification time of any subsequence

Definition 5.2.17: A fault ranking step or a fault partition step is culled a predictor
for a fault sequence F with size h if its expected fault identification time is less
than h%—l A sequence of such steps s called a predicting sequence it 1ts expected
fault 1dentification time is less than -/Lg—l

Definition 5.2.18: The speed-up of a sequence of fault ranking <teps and lault
partition steps applied to an initial fault sequence F of size h is defined to be the
ratio of l‘—i’—l to the expected tault identification time A predicting sequence thus
has speed-up -~ 1,

A predicting sequence permits fault location to take place with fewer fault identi-
fication steps than would be required it the predicting sequence were not used Such a
sequence is useful because it allows the hierarchical reduction of the problem of fault
location. Ranking steps ¥ and partitioning steps I' should be simpler than the idenuili-
cation steps they replace, and any parameters they require should be readily obtainable
from a given circuit outohut sequence. so that the tot d tune tahen for diagnosis usig a
predicting sequence will be lower than would be required without 1t

Several well-known attributes of faults can be shown to be predictors using the
following theorem.

Theorem 5.2.4: Any fault pattitioning step I' which divides a fault sequence f of
size h 1nto at least 2 non-empty sets is a predictor. provided that all faults in I are
equiprobable.




52 Theoretical Analysis

Proof: Let ' partition F into I, Fy, ..., Fy. Assume, without loss of generality,
that these are ordered such that |Fy| > |Fy| 2> ... > |Fy| Since {Fy],|F32| > 0 and
| Fy| v|Fy| < h,it1s clear that |Fy| < h. By Lemma 5.2.3, tuo(I'(F)) < tuu(F1), and by
Lemma 5.2.2, toy(F}) = []:lﬂ Thus, tq (T (F)) « b—j{—l and I is a predictor

Theorem 5.2.4 states that any identifiable property of a randomly ordered fault

sequence [y is a potential predictor. Several examples arc now given.
Corollary 5.2.4a: The first failing pattern r, of faults f, € Fy is a predictor provided

that there exist 2 and 7 such that r, = r,.

Corollary 5.2.4b: The kih failing pattern r((lk) of faults f, « F, is a predictor

provided that there exist 1 and 3 such that rz(k) # rﬁk).
ot faults f, = Fj is a predictor

)
(o)

‘r
J

Corollary 5.2.4c: The last failing pattern r((loo
(o0}

provided that there exist t and ) such that 7,

Corollary 5.2.4d: The first (last) failing pattern 1s always a predictor fcr a test
sequence which is complete with respect to output stuck-at faults.

Proof: Follows from the facts that no test vector can detect an output line stuck at
both 0 and 1 and that both such faults must be detected by a complete test sequence.

Jorollary 5.2.4e: The failing output set 1s always a predictor for a circuit of 2 or
more outputs and a test sequence which 1s complete with respect to output stuck-at
faults.

Corollary 5.2.4f: The detection probability p, of faults fq € Fj is a predictor
provided that there exist 1 and j such that p, # D, This will be true when one output
has a signal probability different from 0.5 and the test sequence inciudes both stuck-at
faults for that output (This condition 1s sufficient, but not necessary)

Clearly, corollary 5 2 4f will apply regardless of the manner in which detection prob-
ability 1s calculated: 1.c., on individual outputs or combinations. although it assumes
exact results. Methoas of dealing with approximations will be analyzed later.

Corollary 5.2.4g: A signature s(f,) of faults f, « Fy is a predictor provided that
there exist ¢ and ) such that s(f,) = s(f,)

All of the signatures described 1 chapter 3 satisfyv the requitements of corollary
5.2 dg for most circuits under commonly used fault models In addition. <ignature val.
ues tor these circuits are readily available from tabricated circuits with tairly simple
hardware lHowever. the requirements tor predictors also include complexity of «al-
culation as compared with fault identification. Section 5 4 shows that this mav be a

problem

[n addition to the predictors listed above, any other technique which is able to
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climinate some faults from consideration without a fault identification step is a predictor
Methods such as the “effect-cause” analysis of [Abr801 fall into this category

Rankings made independently of circuit information are mn general not predictors
A specific ordering may be a predictor for a given circuit under test, but its predicting
capabilities may not apply to the next umt observed. In addition. a fault partition
where the fault is not isolated to a known partition is not a predictor  Most circunt
attributes are predictors because they provide some location information. whereas a
random search uses none. In addition to prediction capability, speed-up 15 an unportant
attribute in practical implementations Speed-ups should be measured 1n orders of
magnitude, which will eliminate some potential predictors trom practical consideration
For example. if a partitioning step divides the faults into 1000 groups of approximately
equal size. a speed-up of at least 500 will be obtained on average. This speed-up makes
the particular partition more attractive than one which divided the faults 1nto onh
10 equal-sized groups. even though both are predictors. Section 5 { elaborates on this
point

By dehnition 52 16, the expected fault 1dentification tune of a ranked fault set 15
related to the probability of occurrence for each fault. If a ranking 1s made as the result
of some observation such that the probability of faults early in the fault list tends to
be higher than those later in the fault list. then the ranking will be a predictor This
concept is formalized in the following

Definition 5.2.19: A reduction perturbation. R(g.1..6). transforms a probability

vector ¢ = (q1,q2,. qh), into another probability vector ¢/ such that

, 1
¢ =191 +t65,q2+ 6oy o+ bl G2 4y 10y Ohegyay beyy fy

fori,7: 1 <1< 3 < hand where 6, = l by = H?'—}T_l’ for fixed & 0 such that
gp — 06, > 0 and g1 + 65 < 1
Lemma 5.2.5: Given a ranking probability vector ¢ — ¢y,¢2.. .¢4., a reduction
perturbation R(q,t.7,6) of ¢ implies that t,u(¢') tan(gq).

Proof: Let

1

g = q+bu,q by g bag g2 0y dy, B gy b

for 2.y : L < ¢ <y <. hwhere e, = - 0 - p——y. for ired & O and et !
tavlq') ~ taw(g) It is necessary to skow that the perturbation imphes that £ ) From

the definition of £, it follows that
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which reduces to
f—5<+1 L (h(h +1) - 1)))
) l h—j+1 I
To show that t < 0, it is thus necessary to show that
b+ D(h-3+1)<hth+1)-30-1)

or

‘)
“

h2~] +2)>th—13+1+1

If 3 = h, the above is obvious by inspection. since ¢ < ; which implies that h > 1. If

J < h, then the previous inequality may be demonstrated by showing
(h+3)(h-y3)>t(h-y) and 2; 21 +1

both of which are clear by inspection. QED
Definition 5.2.20: A well-formed ranking is a ranking W where the probability
vector ¢ associated with ¥ and some observation X is such that gy > ¢3 > ... 2> ¢4,
and q; - qp.
Lemma 5.2.6: The expected count ranking is a well-formed ranking.
Proof: Follows from definition.
Lemma 5.2.7: Every well-formed ranking ¥ can be formed by a sequence of reduction
perturbations from an equal probability vector
Proof: Let ¢ be the probability vector associated with ¥ and X. and let § be the
equal pronability vector c};. ..,%') Define Ag such that Agx = ¢, — G and choose 1
and j suca that Ag, 15 the smallest positive element of Ag and Ag, is the smallest
negative element of Ag. Clearly, 1 <. ;. If Aq, << —Agq,, then apply reduction ranking

R(q.1,).1Q¢q,) giving vector ¢'. The elements of ¢’ are as follows:

J q, for & <1,
q;{: qk forv - k- ;.
'q]+5h for & 3.
1y \ .
whete & - E-FLI Smlarlvoal Ag, - Ag).apply redu tion ranking Rig., ). (h

)+ 1)Ag,). giving ¢’ whose elements are

g, ~ 6, fork < 1.
q;‘, = Qg forz < k< j,
lq] for k >,
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-(h-y+1)A . i
where 6, — ————————l In both cases. ¢’ is well-formed. The process is continued.
which will occur in less than h steps QED

letting Aq = ¢ - ¢/ until ¢ = ¢,
Theorem 5.2.8: A well-formed ranking 1s a predictor

every well-formed ranking ¥ can be formed by a sequence of
5. every such

Proof: By Lemma 5.2.7,
reduction perturbations from an equal probability vector By Lemma 5 2

perturbation reduces tqy, and since a predictor has ¢, smaller than an equal probability

vector it follows that every well-formed ranking 1s a predictor

Corollary 5.2.8: The expected count ranking is a predictor
In fact, the previous theorem is restrictive. A well-formed ranking 1s suflicient as a

predictor. but far from necessary, as shown by the next theorem
If and only if the correlation between the elements ot a probabi

Theorem 5.2.9:
ity vector ¢ = ‘¢1,¢a.....qy) and its index elements s negative. then the ranking ¥

represented by ¢ i1s a predictor
Proof: Correlation p between .X and Y 1s defined as.

h
1 . v . N
Z(‘\z - h(‘\))(}z 1"(} ))

h —1
1=1
which in this case is:
h
| i h+1
= o (a-7) (-5
B =1
since E(gq,) = ;‘; and E(1) = ﬁ—“f—l- Because A - 1. only the summation o ~ p(# 1)
0. Expanding this sunmation

needs to be considered in determining whether or not p

yields
h
! h+1 b+ 1
0 = 1 -1
Z<q’ R T2 T )
1=1
Since V:’_l ¢, = 1, the above reduces to
S’L Rl b+l bl
M
=1
h
e+ 1
- qul 7 B
=1 -
Since every ¢, .. 0.0 < 0 if and only of
n
— h - ]
.\_. 4! 2
=1 -

-1

which is precisely the definition of a predictor QF
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5.3 Constraints on Parameter Observation

So far, 1t has been shown that detection probability may be used as a predictor
both directly, by partitioning the fault set, and indirectly, through the expected count
ranking. While a partitioning step is more desirable, 1t 1s now shown that it 1s likely
to be infeasible in practice. The following lemmas show that exact values cannot be
obtained by observing a circuit’s output sequence {or non-exhaustive tests.

Lemma 5.3.1: Given a description of circuit A. calculation of exact detection prob-
ability is a #P-Complete probleru 1n the number of mmputs to A.

Proof: See |1Kri86]

Lemma 5.3.2: Let a. b. ¢, d and e be fixed positive constants. GGiven a polynomial-
sized circuit A with [ inputs ({A] is O(l%)), if exact detection probability values can
he ohtained hy any polynomial-time operation (O(Ib)) on the output sequence X of a
possibly faulty circuit A when the length of test sequence V' is of polynomial order (1.c..
the length of the test sequence, n. is O(l*)) then P - %P, where P and #P are as
defined in [Gar78|

Proof: An output sequence X for a given fault can be produced in polynomial time
with respect to n and [4! (O(n¢|Al°)), and hence { (since n is O(I°) and A is O((%)),
by simulation 1 exact detection probability could be obtained by some operation
of complexity O({*) on X. then the entire complexity of calculating exact detection
probability would be O(l“b"de). This operation is polynomial in {, which would show
that =P -- P by Lemma 5.3 1. Such ~ conjecture is generally regarded as highly unlikely
[Gar78] QLD

While exact calculation of detection probability from a given output sequence re-
mains a difficult and open problem, its value can be readily estimated from a given error
sequence, using the ratio of errors to sequence length Estimated detection probability
values could thep be used to create an expected count ranking. However, this ranking
has been shown to be well-formed only when accurate detection probability values are
used. When only an estimate 1s avatlable, the results could be affected <~mewhat.

Using mnaccurate values for detection prebahilitv to produce an expected count
ranking could result i some faults being placed mto the {ault st atter others with a
lower probability of causing a given observation  'his wall not atfect the rauning s abiity
as a predictor. provided that the negative correlation between actual probanilitv values
and their correspondmg inde  within the fanlt hst s mamtamed  Cleach the greater
the speed-up of the ranking (the turther ¢, 1s trom —Tl) the smaller the chance that

mnaccuracies m detection probability estimates will eluninate the predicting properties

78
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of the ranking.

While detection probabilities cannot be observed exactly, the other predictors men-
tioned in this section, including counts for approximate detection probability can all be
readily observed from either the output function of the circuit under test, or its error
function (output function exclusive-or’ed with its fault-free value) Potential predictors
which involve circuit internals, such as the internal line or set of hnes involved 1 a lault.
may be difficult to observe directly from output functions. especiallv in the presence
of reconvergent fanout. Methods such as those of [Abr80| and [Raj&7]. which show the
absence of faults on given lines may be usetul as prediccors, depending on the complexity

of their calculations, particularly in the case of multiple fault models

5.4 Complexity of Predicting Observations

In section 5.2 it was shown that many circuit properties are potential predictors
The purpose of predictors is to hierarchically reduce the complexity ot fault diagnosis
by reducing the number of potential faults at each step of the diagnosis process Using
a predictor thus reduces the number of fault identification steps

In order for this reduction to be useful, calculating the predicting parameter must
be less complex than performing the fault identification steps otherwise required [irst
then, the complexity of fault identification is shown

Lemma 5.4.1: Given a test sequence V', and faulty output functions o, and o, the
worst-case complexity of showing that ¢, and @, are equivalent over 115 {{mn)" where
m is the number of circuit outputs and n 1s the length of V"

Proof: Every output function (faulty or fault-free) of V" ¢ onsists ol n =it vectors
Any two such functions ¢, and @, can clearly be compared in mn steps Now. o

f :Hl(]

@, could differ by only a single bit. Since this bit cannot be known a priori. cach of the
mn steps may be required 1n the worst case to show equality, and the complexity resuht
follows.

So. if a predicting parameter 1s to be useful. 1t should be possible to, calculate 1t 1n
fewer than O(mn) steps The parameters identified as predictor<in the previous section
are now analvzed

The expected count permutation uses detection probability which mav he estimated
using the methods .escribed in section 2.5 3. For reasonable values of roand n calou

lation of detection probabilitv will be much simpler than fault dentification

* A function f s Q(gfn)) of for every h such that {1« O(h{n)), g1 O{h(n))

T
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Lemma 5.4.2: Given an oulput function, ¢, the complexity of calculating a param-
eter s whose value can be affected by k bits of ¢ is 2{k) when examining each bit
operation 1s {1(1)

Proof: I'ollows directly.

Corollary 5.4.2a: Given o,, the complexity of calculating the first failing pattern r,
for fault fy 7 /4 15 Ql(mry).

Corollary 5.4.2b: Given ¢,, the complexity of calculating the kth failing pattern
r,(,k) for fault f, « Fy is ﬂ(mr,(lk)).

Corollary 5.4.2c: Given ¢,, the complexity of calculating the last failing pattern
rsloo) for fault f, < Fy is 2{,2(n — r.(loo))).

Corollary 5.4.2d: Given o,, the complexity of calculating the failing output set {o1
fault f, « Fy over test sequence V' 1s (mn).

Corollary 5.4.2¢: Given o,, the complexity of calculating a signature which depends
on all output bits for fault f, = Fy over test sequence V' is (}{mn)

These results are now examined in detail.

5.4.1 Failing Pattern Measurements

Corollaries 5.1.2a through 5.4.2c show that the complexity of calculating failing
pattern measurements for given output functions is no worse than performing fault
identification This section will show that on average it can be much less For simplicity,
only the first failing pattern will be considered. It is demonstrated in chapter 8 that
the other values tend to follow from 1t.

Identifving whether or not a pattern has failed involves a comparison with each
of the fault-free output bits, for a total of m comparisons. Thus, m will be a common
factor in all values and will be ignored. The focus will instead be on r and n. specifically
to demonstrate that r,, ~ n

Consider the set of first tailing patterns, {r,}, cach element ot which corresponds
to a particular fault f, « Fy. Let I” be a sorted fault sequence such that given f, and
f,in Eor o amplies that . r These can then be plotted as< shown by the typical
example i hgure 55 Notice that this figure <nows fault coverage a< 1t varies with test
length The area above the curve corresponds to the number of output bit comparisons
required to calculate the first falling pattern for every fault. while the area of the entire
graph corresponds to the number required for complete tault 1dentification The relative
areas also reflect the amount of fault simulation required in each case (see section 5.14.4

tor more details) The average reduction is clearly visible.
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Figure 5.5 Iirst Failing Pattern o1 Fault Coverage Curve

Several key observations may be made about fault coverage curves.
* The curve increases monotonically and asymptotically to 100% irredundant  over-
age.*
* The area above the curve 1s small in comparison with the area below 1t
o The ratio of area above the curve to area below the curve decreases as test length
increases.
These observations indicate that the amount of fault simulation required to calculate
the first failing pattern for all faults 1s a small fraction of the amount required to obtam
a complete signature for all faults. and that the larger the test length. the smaller tis
fraction will be. This 1s now demonstrated by modelling the tault coverage curve.
The characteristic shape of the fault coverage curve is reminiscent of the arctangent
function in terms of its asymptotic approach to irredundant fault coverage of 1 Because

of this similarity, the following model is proposed:

T
("= —(tan “(an)r)
T

where 1 1s test length. & - 0 1s a real constant and b 1~ a positive integer No phyaical

justification for this model 15 provided. since 1t 1< merely offered as a sample curve fit

Redundant faults add a constant fraction to the total «ffort 1o 1f 1'0 of all faalt- are redandant,
a constant 1'% of the total graph atea will he alded to the total frst-faling pattarn cost ancreasng
rau At some test length, this effort will ve greater than that required bv a determmistic redundancy
identifier (e g [Sch88|) to ehmmnate the redundant faults trom the lault hst
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Figure 5.6 Arctangent Model of Fault Coverage

y for knee b a
. 12
> 0.95 1 L2

0.85 — 0 95 2 L

0.75 - 0.85 3 Zl

Table 5.1 Determming coeflicients for arctan model, knee at (z,y)

Instead, examples are given in figure 5.6 to show the variety of fault coverage curves
which can be generated using the model.
Using the arctangent model, the value of r,, can be obtained as follows:
I [fm m
Fay = — tan ~('>dc+ 1 - emin
we o [Tan (S der (1 en)
where n is the maximum test length and ¢, is the fault coverage at n. so

2 : 1
(m = —tan * ((nn}f )

A\ given fault coverage curve can be approximated by this model as shown 1n table
51 Given a knee at position {r.y}, e g (600.0.95) 1n figure 5 5. the coefficients a and
b can be determed from the appropriate columns For figure 5 5. ¢ =002 and b — 1
The curve and its approximation are shown 1n figure 5.7. Using nonintegral values for

b permits closer fits, but makes analysis more difficult.
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Figure 5.7 Fitting an arctangent curve to fault covera,;e

Evaluating the arctangent function for a few values of b yields the following.

Case 1: (b= 1, function is very random testable)

2 2
Tav = — In(an) + | 1 — —tan™ " (an) | n
am m ;

As the coverage of the test sequence approaches 100%, the logarithmic term will dom-
inate, showing that rqy is O(lnn) while fault identification is O(n), assuming that
redundancies are eliminated in advance.

Case 2: (b= 2, function is somewhat random testable)
2 2
Tav & —van + |1 - —tan” "an | n
an ™

As the coverage of the test sequence approaches 100%. the square root term will dom-
nate, and again rqy is O(y/n) while fault identification is O(n)

Case 3: (b= 3, function 1s not particularly random testable)

ot

2y
rep = —(an)

1 D | =
;- (I --tan ((nn) ))n
[(A%1) T

As the coverage of the test sequence approaches 100'{. the first term will domimate. <o
Y

that 7, 18 O(n3) while fault identification 15 O(n) Ekven in this case. where random

vectors are very slow to detect faults. the ratio of r,, to n still tends to 0 as n tends

to infinity. Naturally, practical tests cannot have infinite length, but nonetheless, the

Hi
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amount of effort required to calculate first failing measurements is much less than that
needed for signatures which require full simulation cver all vectors.

In conclusion, the use of failing pattern signatures has two major advantages over
full simulation First, in demand-driven applications, large speed-ups can be obtained
on average. Scecond. in dictionary applications, the votal amount of effort will be greatly

reduced. In both cases. the cost savings will increase with test length.

5.4.2 Failing Output Measurements

The complexity of calculating the failing output set for a given fault and test se-
quence is equivalent to a fault identification step. Thus, this measure is not practically
useful as a predictor. However, a similar measure may be calculated much more simply
T'his measure 15 known as the potential faitling output set and is defined as follows:

Definition 5.4.1: The potential fatling output set. Y, = 'y1,y2,.... Ym), is defined
for fault f, in Fy such thaty, is 1 iff there is a path from f, to output ; of A

Note that the potential failing output set does not require that the path be active,
or even activatable. All that is necessary is that there be a physical connection present.
Clearly Z, C Y, where Z, is the failing output set for fault f, Now Y, can be calculated
for a given fault f, = Fjy in one pass through A of complexity O(L) where L 1s the
number of lines in the circuit. This complexity is equivalent to one simulation pass
through the circuit.

In addition. theorem 5.2.4 can be applied to state the following:

Corollary 5.2.4h: The potential failing output set is a predictor for a circuit of 2 or
more outputs where there exists faults f, and f; such that ¥, =Y.

Thus the potential failing output set 1s a practical predictor tor test lengths greater
than the number of lines in the circuit. Such test lengths are typical with random or

pseudo-random test vectors

5.4.3 Fixed Length Signatures

By corollary 5 1 2e, the complexity ot calculating a signature which depends on all
output bits s Ol Anv practical signature must potentially depend on all output
bits. since 1t 15 assumed that a fault may potentially be detected by anv vector. All
signatures which are passive in nature - those which alwavs require the same number
of vectors - always require mn bit operations to calculate Examples of this ty pe ol

compaction method are:
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¢ Signature analysis schemes. including MISR, MICA., single or multiple LIFSR, single
or multiple CA, and BILBO.

e Counting schemes, including weight and transition counting, spectral coeflicienis.
parity, output data compaction and accumulator compression testing

In fact, the only schemes not included are those such as circular BIST and the failing
pattern methods of section 5.4.1. In circular BIST the test set itself depends on the
fault. The complexity of this method will depend on the termination condition used.
but will be at least O({N) where { is the length of the shift register and N is the length
of the test.

Comparing these complexities to those obtained for failing pattern measurements,
it is apparent that conventional signatures cannot match the performance gains of the
failing pattern methods. in either demand-driven or dictionarv-based diagnosis. Further.
the effort involved in obtaining signatures is virtually equivalent to that required for

fault identification. making their performance as predictors less useful

5.4.4 Cost Effect of Fault Simulation

Throughout this section results have been obtained assuming that output tunctions
¢, were available for each fault f,. The complexity of obtaining these has not been
addressed, however In section 2 5.6.1 it was observed that the complexity of simulating,
h distinct faults and n input vectors for an m output circuit is certainly not less than the
complexity of fault identification. O(hmn). since each of the mn bits must be generated
for each of the h faults This observation resulted in Assumption 2 1 If the simulation
effort required to obtain one output vector tor one fault is z, then the cffort required
to produce k output vectors for one fault 1s kz and the effort required to produce one
output vector for each of h faults 1s hz. Under this assumption, the relative costs i

signature calculation remain the same whether fault simulation costs are included or

not.




Chapter 6 Structures for Observing Circuit Parameters

Chapter 5 outlined a variety of potential signatures for use with a hierarchical ap-
proach to fault location. Obtaining these signatures requires certain physical structures.
the construction of which is the subject of this chapter. In light of the requirements
outlined in chapter 4, implementation of the structures as part of the chip or module
being tested, and hence in the presence of hardware overhead constraints. is a significant
concern.

This chapter develops methods of producing the error stream (observed stream
exclusive-or’ed with the fault-free streamn) required by the error weight count, failing
pattern, and failing output signatures. Recall that the complexity of calculating these
signatures was shown to be much less than that required by conventional signatures,
and that these signatures were shown to be p.edictors The chapter also demonstrates
how error streams can be generated, how the size of both the streams and the generating
unit can be reduced when space for testing hardware 1s at a premium, and describes
the hardware used for calculat..ig the signatures themselves.

In hierarchical fault diagnosis. the signatures themselves contain useful diagnosis
information. This information is applied sequentially to reduce the set of potential fail-
ures from the entire fault set to a more manageable amount using observations known
as predictors. The expected count permutation was shown in the previons chapter to be
a useful predictor If it is to be used in a hierarchical reduction. detection probabilities
are required. and their values must be estimated using some error model The uniform
error model. where all such probabihities are assumed to be constant and 0 5. 15 clearly
mappropriate This dissertation shows how both the independent and asvmmetric er-
ror models (see section 3 1) mav be used. and demonstrates good corroboration with
experimental results for both models {chapter 9)

Three concerns must be addressed before anplications of the hierarchical fault lo-

cation techniques can be discussed: First. a multiple output circuit contains multiple
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streams, whereas the signatures of chapter 5 require a single stream. Second, an error
stream is not directly available. Finally, physical structures to calculate the signatures

have not yet been described. These concerns are addressed in the following sections.

6.1 Parallel to Serial Conversion

A number of options are available for converting the m outputs of a circuit mto
a single bit stream. These are divided into two categories: Treating a single output
vector as m bits within a serial sequence, termed serial streaming, and combining the

m outputs mto a single bit with some initial compaction step, termed parallel to serial

compaction.

6.1.1 Serial Streaming

In serial streamning, the m outputs of a circuit are loaded into a parallel-load shift
register with each test vector. then serially shifted out to be analyzed The advantages
of treating a single output vector as part of an cutput stream are obvious: No infor-
mation is lost. and the failing output set can be directly observed. Thete are potential
disadvantages to the method, however The amount of data to be mvestigated m an n
vector test 1s mn bits. In addition, the test cannot be run at circuit speed because of the
continual shifting of output bits. The latter may not be a serious problem in scan-design
circuits. since the shifting must be performed m any case (although multiple sean chains
may cause probleins if not treated independently).

Computing the detection probability of a fault in serial streaming is straightforward.
since the stream may be considered to comprise m independent streams, each with
detection probability equivalent to the value at 1ts associated circuit output This applies
to both the independent and asymmetric error models. The detection probability of the
entire quotient stream with the independent error model mav be defined as the average

detection probability on the m substreams

6.1.1.1 Overhead Considerations

As described above. serial stieaming requires that the entire fault-free output he
matched with the output of the scan chain for a total ol mu bits of information While
the benefits ol precise signatures are available. their value mav «till not justify this lugh
storage cost In an effort to avoid this overhead while retaining much ot the value of

the failing output mformation, the following hybuid method 1 proposed
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Serial streaming will be performed on the first few vectors. say ny (at most a few
hundred), after which a selective parity signature on the scan chain will be obtained.
This parity signature comprises multiple parity bits, each of which is obtained as follows:
The scan chain is shifted into an LI'SR. and also through a parity unit. which contains
K parity checkers These are divided into two groups of Ky and K, ecach. such that
I{y and K, are relatively prime. The tth parity checker in group [ records errors on
bits j such that + - ) mod Ky + 1 for I < {1,2} This scheme will detect all odd
errors on a given pattern, all double errors which do not occur at spaces of K{K5, and
the vast majority of other even errors. If Kj and K are set to be greater than /m,
double errors cannot. cause cancellation Splitting A into three or more blocks will
further reduce cancellation, but at a higher cost. Two blocks have been chosen as a

coinpromise. The entire scheme is shown in figure 6.1.

IN

[jj-o-@ SELECT parity after n, patterns
L i bly

! SHIFT perity out after sach pattern
|

) A

1
1 1
s 1 2

SELECT

our

Figure 6.1 Panty Block for Serial Stieyming

Figure 6 1 shows a ring counter implementation  Binary counters and demultiplexers
could also be used. but are ikely to be more complex The clock signals are not shown,

but one 1s needed per wmput pattern to increment the counter in the SELECT umnit,

another is required to shift the scan chain (IN) and the ring counters. and finally a

H8
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third is required to shift out the parity units after each input pattern (once ny patterns
have been applied)

When methods other than statistical samphng are used to calculate detection prob
ability in this technique, there may be some resulting maccuracy because ol correlation
between circuit outputs. Keeping related outputs on separate parity chains (spaced af
multiples of neither K| nor K, outputs apart) is the eastest solution to this problem
Aside from statistical sampling, detection probabilities for the selective parity signature

may be calculated using, for example, algorithm 61 *

{ prob[i] is detection probability of tth parity bit.
pls] is detection probability on circuit output 7 }

for 1 =1 to K do
problil = 0.0.

for ) = 1 tom do
bitl = ) mod K; + 1;
problbitl] - probibitl| + plj| — 2 « piy| + problbit1.
bit2 = 3y mod A> « Ay + 1;
prob|(bit2| == probibit2] + p[;] - 2 + p{y] * probbit2i.

Algorithm 6.1 Example parity detection probabihity independent error model

6.1.2 Parallel to Serial Compaction

In parallel to serial (P/S) compaction. a group of m outputs is combined nto a
single bit stream The term compaction is used to reflect potential information loss i
this combination. One potential method for performing P/S compaction is a parity tree
which has been suggested previously, ¢ g. [Rob87l. as a means by which count techniques
could be applied to multiple-output circuits  Untortunately, information loss s incurred
which could prevent detection of a large number ot faults This s c aused by correlation
between circuit outputs. as exemphified by the aircmt of figure 6 2

A fault on line [, or any tault which propagates only through / will never he detected
with a parity tree. since the two complemenrary outputs ol cancel cach other ont

Although this is an extreme example, correlation hetween outputs can have damaging

* Algorithm € 1 uses the mdependent error model and 1= based an © OV Bigsdi Wt complexaty -
O(m) The asvinmetiic model may also be used, as way other testability algorthms which may be

better 1ble to account tor any correiation m etror bits resulting from the patty checkere

6H0)
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line 1
—

circuit

Figure 6.2 ILxample Fault

effects on detection of other faults. making a parity tree too vulnerable a structure for
P/S compaction

Another potential method for performing P/S compaction is a MISR., as used 1n
output data modification (see section 3.5.6). A MISR. however. tends to eliminate any
distinctions between detection probability, as shown by the following theorem:

Consider an m-output circuit. to be tested by n input patterns. Each fault has an
assodiated set of detection probabilities {p, 1 71 I m}, where each p, is the detection
probability of the fault on output 1 *

Theorem 6.1: The random pattern detection probability of a fault on the quotient
output of a MISR with feedback tends to % with increasing test length provided that
there exists at least one p, # 0 or 1.

Proof: The random pattern detection probability of a fault on the quotient ocutput
of a MISR 5 the same as thie probability of the last stage ol the MISR being 1 in the
error domain. The results given 1n 'Iva88al {Iva88bl | W1I89| and [Mil89| show that this
latter probability tends to % with increasing test length provided that there exists at
least one p, » O or |

Since detection probability 15 to be used as a distinguishing attribute. it 1s necessary
to preserve detection probabilities through the P S compactor Note that theorem 6.1

requires that the MISR have teedback. If the teedback i1s removed. the theorem no longer

\lthough the mdependent ennon model 1= assumed hete o simtlar 1esult can be obtamed for the
asvimmetiic error model, using the methods of Iva88bl for the generahized error model described m

~ection S 15
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applies. In this case. the MINSR (multiple input non-feedback shift register. pronounced
“mincer”) divides by the degenerate polynonnal s, and the detection probability of

any fault on the quotient stream may be calculated 1n a straghttorward fashion, given

detection probability values for each output
quotient atream\

X X N D —
]

A

Figure 6.3 MINSR Suucture for P 8 Compaction

The detailed MINSR structure is shown in figure 6 3 By making use of the fact
that successive circuit outputs of a combinational circuit are independent when the input
vectors are independent. together with some elementary probability theory. the tollowing

algorithm for detection probability in the quotient stream under the independent error

model is derived-

{ prob is detection probability of MINSR quotient stream }
prob = 00;
for 1 =1 to m do

prob = pli| + prob — 2 4 preb « puii;

Algorithm 6.2 MINSR detection probability, mmdependent error model

Algorithm 6.2 is of complexity O(m) Note that the above probabinty does not apply
to the first 7 — 1 bits in the quotient stream. since these are not affected by all outputs
(it takes m cycles for output 1 to shift through the register). However. provided that
m < n.this difference should not affect overall results significantly  { Another possibihity
is to apply m — 1 additional input patterns before examning the NMIN=R <trearn)

A simular algorithm may be dersed for the asyinmetric error model  The aovmimetrie
model requires that the tault-tree output sequence be knownoand hence that the mput,
vectors be fixed betore the calculation of the detection probabilities trom the NINSR
can proceed (the initial calculation of p,) and P for each output does nor yequre

this intormation). Since the fault-iree sequence will eventually bhe required m any case

to compute a fault-free signature. the asymmetric model does not require additional
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62 Creating the Error Stieam

sitnulation, merely that these simulation results be available Note that these results can
come fromn a functional simulation, before the actual circuit has been laid out. Algorithm
6.3 shows the calculation of MINSR detection probabilities under the asvmmetric error
model
{ prob|;} 15 detection probability of jth bit of MINSR stream.}
for ) ~ 1ton do
probfy] - 0.0.
if 3 « m then
first.out = m+ 1~ ; { First output which can affect problj|.}
olge
first_.out = 1:
for : - first_out to m do
if fault free outputlz}|y] = 1 then
probiz} — pD[i] + probiz] - 2+ probfy! v pD[il;
else

probijl = pDbarit| + probl;] — 2 + probly| + pDbar(};
Algorithm 6.3 MINSR detection probabihity, asymmetric error model

Note that algorithm 63 takes the time iag in probability effects present in the
first m 1 vectors into consideration. This additional information is not without cost,
however. as the complexity of the algorithm increases to O(mn). as compared to the
() of algorithin 6 2. because the probability is caiculated sepaiately for each test
vector. The combmations of pp, and P on the mm outputs can potentially yield 2™
different probability values on the quotient stream. Since 2™ could be greater than
the number of test vectors, n, it is possible for every bit on the quotient stream of the
MINSR to have a different error probability when the asvmmetric error model is used
at each circuit output. This provides the physical justification for the generalized error
model, which was described i section 3 4.5.

While the amount of data resulting from P 'S compaction is considerably less than
tn sertal streamung. the fathng output set can no longer be ohserved on the output
stream  The eftect of this loss 1< one of the tradeofts to be considered when implementing

hierarchical fault location

6.2 Creating the Error Stream

Once detection probabilities for a given fault are avaiable at all outputs, it is a
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62 Creatmg the Error Stream

straightforward step to determine i1ts detection probability on the serial stream. using
the methods of the previous section At this point. the expected count permutation, for
example. of chapter 5 may be used to distinguish between the faults This permutation
requires an etror streawm, which i turn requires tault-tree values.

Thus, the fault-free seral stieamn 15 required to estimate the detection proi N
of an observed fault Note that the fault-free sernal stream values are alieadv avaiable
from the simulation required to calculate the fault-free signature I senal streaming
1s used. the amount of information required is up tv mn bits for an m-output circut
tested by n vectors (this amount is reduced to mny + K(n  ny) bits when the panty
block 1s used) Complete storage of the fault-free output ehinnnates the mtormation
savings which help justifv data compaction. although this storage 15 static and does not
need to be written during testing . on the other hand. a MINSR 15 used, onhv n hies
need be stored. equivalent to the amount of data required for an additional input to the
circuit Hence. parallel to senal compaction using a MINSR mav be the more suttable
technique for obtaiming a manageable-sized error <tieam

The amount of memory required to store a complete output stream may be too
large in instances where there are constraints on the amount of hardware overhead. An
example of where such constraints nught arwse 1< the circurtry’s being mcluded on the
chip or module being tested

As with the Output Data Modification (ODM) BIST techmque. (see section 35 6),
it is possible to generate error streams on-chip using a PLA. for example, to generate
the fault-tree stream This fault-free sequence generator or modifrer block i OPM
terminology. 1s assumed to be the largest overhead 1 the generation of the error <tream.’
and its size is related to the number of test vectors \s pointed out in Zor&6| and
[Zor871. the circuitry required to produce tlis sequence, assuunng a MINSR 15 used.
is a single-output combinational block that need only produce the n bhits reqmed to
match the MINSR's quotient stream ), as opposed to the 2" bits required to specify
an ! input, m output function. Since n -. m2'. the modifier block « size can be sinall
in comparison to that of the circuit itself

since the modifier block s the largest contrrbutor to overhead. reducing e size 1
the most obvious way to address hardware overhiead con tramt P vze seduction
requires some relaxation of the block™s specifications i particuldar removing the

requirement for perfect matchang of tne tault-free quotient <equence  The tollowing

Tn some cases the P78 conversion cucnitry may be lager but at 15 the sequence generator where ize

reductions may be obtamed

~l
-




62 Creating the Eiror Stream

sections examine the partial matching technique and provide some techniques for the

construction of modifier blocks. Additional methods may be found in [Zor87].

6.2.1 Partial Matching

ABC | f|g
00000
001 ] 1|1
0101010
Oorr| 1)1
100011
1011011
110111
Mmiji]i

Table 6.1 Example functions fo partial matclung

The size of the modifier block may be reduced 1if it generates a sequence which is
not precisely identical to the fault-fiee quotient stream. For example, consider function

f defined in table 6.1. Its minimized sum of products form is
AC — AC + BC

Il this was the fault-free output function. then, given only A, B, and C, f would require
a 3-input OR gate, 3 2-input AND gates and 2 inverters to implement. On the other

hand, changing a single bit of f results in g, whose minimized form is
A+C

which requires only a 2-input OR gate to implement. Thus. substantial savings in
function implementation size are possible with minor changes to the function.
Permitting incomplete matching of the fault-free sequence will result in an error
count which 1s not exactly 01n the tault-free case since the stream to be analvzed will
be only an approximation of the error <tream This will have the effect of narrowing the
range of the expected count permutation The loss in mformation may result in reduced
performance. so matchiug should alwayvs be kept as mgh as possitle. given hardware
constraints In particular, the utilitv ot the taihng pattern signatures is severely limited

when the observed errors are due to unpertect matching, rather than a circuit failure.

74
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For this reason. it may be desirable to eliminate these signatures in circuits where
hardware overhead must be minimized and pay the price in additional effort tor tault
location. A compromise is to fix the first #' bits at a 100" matching, then allow partial

matching on the rest.

6.2.2 Constructing a Modifier Block for Partial Matching

In this section, the construction of the modifier block is considered. The modifict
block is a single output circuit which is intended to generate an approximation to the
error stream for a particular sequence of test patterns As was poimnted out earlier,
it can be much smaller than the arcuit under test, since 1ts functionahty 1< hmited
Numerous methods are possible for the block’s constiuction.  These are divided mto
two major classes: sequentiai circuits such as autonomeus LFSRs. cellular automata. o1

other finite state machines, and combinational circuits such as PL.As

6.2.2.1 Sequential Implementations

Although some progress has been made recently 1n the design of sequential circuits
for general applications (|Dev88|), some sort of state diagram 1s typically needed to
implement them. When designing a modifier block, the desired (but not necessarily 1e-
quired) output sequence is available. but both the number and labelling of the mternal
states are mussing. Hence the methods ot [Dev88! are not ot immediate help \garwal
[Aga83| and Zonan [Zor87| have mnvestigated some methods of implementing the modi-
fier block as a sequential citcuit, and reported a certaia amount of success, hut neithes

could achieve a guaranteed performance level for ¢ general function

In some sense, this lack of results is understandable (Tonsider a A-stage LIFSR,
for erample. It has 2k possible initial states and 2% different feedback connections.
' a2h ' o
resulting 1n at most 2<% different infimte-tength sequences that 1t can generate There
arc 2" different sequences of length n. so on average an LESR of length O 50 could be
required to generate them (Note that the nrecedimg <hould i no wav he considered
a tormal proot). In tact. exact matching of a sequence of v bits requuires 1 the worst,
case an LFSR of length n - 1. to generate the sequence 1000 0001 On th o ther hand,

. . )
generating this sequence to an acenracy of '—’;: reaaiires onlv o ground wore

So. generation of matching sequences with a predeterimned level of accuracy by a

sequential machine of limited complexity remains an open problem

~1
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6.2.2.2 Combinational Implementations

This section considers the generation of matching sequences by combinational cir-
cuits, in particular 2-level combinational circuits, whose inputs are generated by simple
sequential machines such as counters. LFSRs. CAs etc. Analysis will be further re-
stricted to autonomous modifier blocks; that is. those which share no inputs with the
ciremit under test ‘T'his airds 1n the diagnosis of primary mput faults. since the eflects
of these cannot propagate through both the CUT and modilier block. It also allows the
modifier block to be physically positioned independent of the circuit under test, and
results in the size of the modifier block being determined for the most part by the size
of the test. independent of the nature of the circuit under test

With the above assumptions. the problem of finding a 100% match 15 reduced to
finding the smallest implementation ot a given “typical” function Finding a closed
form solution for the average number of terms in a minimized 2-level implementation
of such a function remains an open problem (Fle89l. although some progress has been
made. The intial results 1n the area were given by Mileto and Putzolu (Mil64!, where
the average numnber of k-cubes. prime k-cubes. and essential k-cubes was given © A 2-
level mimmzation takes at least the essential cubes and then adds additional, preferably
prime. cubes until a complete match is obtained. The number of essential cubes provides
a very loose lower bound on the average size of such a minimized function. and is of
little use when discussing tunctions with weights close to half their length [I'le89] The
expressions of [Mil64] were used to compute values for average total numbers of cubes.
prime cubes, and essential cubes These are given n table 6 2.

Iixperiments were performed to determine the complexity of matchings for a variety
of different test lengths The quotient sequences used were from the 74LS181 ALU,
which was chosen because the sequences could be generated quickly Similar results
have been obtamed with other benchmark circuits given in [Brg85] and desc ibed in
chapter 9 The expernnents pioceeded as follows.

IPirst, an exact matching was obtained using ESPRESSO Brag82! (t! e sncond column
of table 6.3 gives the number of terms mn this minimization) and additvonally by McBoole
Dag®bi. a locath available nuinimization package (see the third cofumn of table 6 3).

Note that the McBoole nunimnization 1« shghtlv hetter than that of FSPRESSO for

. e
If an n-vanable function 1= conndered to consist of a cet of pamts i an n-dimensional space, a

A-cube 1n a A-dimensional subspace where all points belong to the lunciion A prime k-cube 1s not,
completely contamed m anv & + -cube while an essential A-cube 1s a prime k-cube which must he
part of any mmmmnzed sum of products representation of the function
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Sequence Total Prime sssential
Length Cubes (‘ubes C'ubes

8 7 3 2
15 18 D 3
32 41 11 5
64 96 21 7
128 220 53 10
256 503 118 13
512 1141 262 16
1024 2572 584 20
2048 5766 1304 21
4096 12858 2902 30
8192 28542 6436 36

Table 6.2 Average Numbers of Cubes tor Various Test Lengths

those functions examied. This supports claims made in Dag85! regarding functions
with fewer than 20 inputs. Because of ESPRESSO's wider availabilitv, however, 1ts
minimization was selected for approximation.

Next. the approximate matching algorithm (alzorithm 6.1) was used to give match-
ings of 90% and 75% The number of minterms in these matchings are given under the
partial matching heading n table 6.3.

Comparing tables 6 2 and 6.3 shows that. if the quotient sequences are taken to be
“average” functions, none of the quantities in table 6 2 gives a good estimate of the
average number of cubes in the ESPRESSO minimization.

Algorithm 6 4 is a fairly straightforward greedy approach. [ts imtial input data 15 a
munimized sum of products representation of a function It picks a cube at randorn from
the current representation, then finds the cube which most «loselv matches the selected
cube, in terms of overlap These two cubes are then merged mtoa single cube \Matching
terms in the two cubes are lett alone. while nusmatching one< are set 1o *don t care’
with 507 probabilitv. o1 0 o1 1 with 23" probability cach  Several random matchings
are tried with the given cube. and the one which causes the Ioast change 1o the function
1s retamed. The process is tried for several mntial cube selections The combimmation of
cubes which produces the least disruption to the mgmal tunction s chiosen and the
new merged cube is inserted into the function description 1n place of the other two  This

process continues until the coverage of the original function drops Helow a preselected

-1
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Stream Number of Cubes
Length 100% matching Partial matching
ESPRESSO | McBoole 90% 75%
8 2 2 2 1
16 3 3 2 2
32 9 9 7 3
61 15 15 11 4
128 24 23 20 6
256 49 48 35 17
512 95 93 66 30
1024 174 165 115 50
2048 326 315 230 99
4096 610 593 421 185
81092 1175 1165 00 410

Table 6.3 Size of Modifier Circuit for Various Test Lengths

level

The complexity of the algorithm is O(c2 log n) where ¢ 1s the number of cubes in the
minimized representation and n 1s the test length (Each cube is of length log n). Because
there 15 no backtracking in the aigorithm, a globally optimal solution is unlikely to be
achteved. Thus. algorithm 6.4 is certainly not the best possible for developing approx-
imate matchings. Using better heuristics. or allowing the possibility of backtracking,
could probably produce better matchings with fewer cubes

While algorithm 6.4 _ able to reduce the number of cubes by about one third for 90%
matching and by two thirds for 75Y% matching, the size of the modifier circuits mavy still
be somewhat large. However, recent work by Vasudevamurthy |VaJ89] has shown that
multilevel implementations of two-level minimizations can significantly reduce cucuit
complexities, otten by a factor of two or three. Future investigations could focus on the
combination ol multilevel and approximate matching strategies in an effort to svnthesize

much smaller modifier blocks than those developed so tar

6.3 Signature Hardware

This section deseribes the hardware needed for obtammg various signatures outlined
i chapter 5. given an error stream. The signatures considered are the error weight

count. failing pattern signatures. and failing output signatures.
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{Merge cubes until coverage falls below specified value.}
coverage = 100%;

while coverage > MINCOVERAGE

begin
tries = O,
repeat
if (tries mod TRYEACHCUBE) - 0
begin
select cube C at randomu;
for each remaining cube .\
begin
let y = compare(C, X):
let M = X for the maximum y;
end
end

let B = merge(M,C),
let coverage = matching with R instead of (7 and M.

let 1 = R. M1 = M for maximum coverage,
tries = tries + 1;
until ¢tries > MAXTRIFES;
replace M1 and C with R1;
end

integer function compare(cubel, cube2)
compare = 0;
for each variable ¢ in cubel, cube2
if cubelft] = -’ or cube2|s] = -
compare = compare + 1.
else if cubelli] = cube2|t]
compare = compare + 2;
return compare;

cube function merge(cubel, cube2)
for each variable 7 in cubel, cube2
if cubel(r] = cube2l:]
mergeft] — cubell;
else if random(2) = |
mergel] = -,
else if randomi{2) i
mergeir| = cubeli,
else
mergeit! = cubeli
seturn rnerge,

Algorithin 6.4: 2-level approximate matching
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6.3.1 Error Weight Count

Once an error stream 1s available, an error weight count may be obtained by simply
counting the number ot 1s on the error stream. Thus, any form of counter will suffice,
provided that it is able to count up to the length of the error stream. If the counter
is included on chip, it should be part of a signature scan chain in order to be able to

report 1ts final contents to the outside world.

6.3.2 Failing Pattern Signatures

Obtaining failing pattern signatures is similar to counting the weight of the error
stream. A first failing pattern may be identified by incrementing a counter until a 1
occurs on the error stream, then terminating.

A kth failing pattern signature is somewhat more complex. 1n that two counters are
required - - one to count clock cycles {one for each bit on the error stream) and a second
to count k£ errors and then signal the first to stop The second counter need only be
log k bits long, and hence presumably smaller than the first (logn bits with a MINSR
providing the error stream), and only the position of the kth error need be reported
to the outside world It may be desirable with a kth fail counter to report the total
number of errors observed over the test length in the event that this number is less than
k. In this case, the contents of the k counter would form the signature. No ilag would
be required to distinguish between the two. since if the signature was the number of
errois its value wiil be less than k, while the position of the kth failing pattern must
always be at least k.

A last tailing pattern signature requires a counter and a register. The counter counts
clock cycles, and the register is loaded from the counter whenever a 1 appears in the
error stream. The register value forms the signature.

Note that if several such signatures were included in one unit, thev could share
the same clock cycle counter and lcad their signature registers from this counter when

required

6.3.3 Tailing Output Set

A failing output register cannot he emploved when a MINSR is used for P'S com-
paction, since output intormation 1s no longer present. and its utility 1s limited in the
presence of partial matching lowever. when used in conjunction with serial stieaniing,

the .ailing output signature 1s obtaimed as iollows:
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An m bit counter is used to determine which of the m outputs is active \ binary
counter with a demultiplexer may be used, but an m bit ring counter may be a simpler
implementation. Whenever a 1 appears on the error stream, the corresponding tailing
output register bit is set. When a parity block is used to reduce the size of the error
stream, the first ny vectors should use an m bit register, while the remaining ones should
be diverted to a K bit recorder. The signal for this conversion may be shared with the

parity block.

!




Chapter 7 Applications of Hierarchical Fault Diaguosis

This chapter describes sample methods of applying hierarchical fault location tech-
niques to circuits tested with random or pseudo-random vectors and whose output values
are compacted into several signatures. The techniques exploit information present
the circuit’s signature i order to reduce the potential fault set at each of several steps
using some of the predicting techniques described 1n chapter 5 and the hardware de
scribed in chapter 6. In addition, they possess the charactenistics outhned i chapter
4 which are required of such fault location methods signatures which contain loca-
tion information, smell fault dictionary size. single-fault resolution, ability to produce
a dictionary in a demand-driven fashion, applicability to multi-output combinational
circuits, and potential hardware implementation

Three sample methods are described in this chapter. These are known collectively
as DAPPER and individually as Standard DAPPER. Scan DAPPER and k-Max DADP-
PER. All employ first-failing pattern information and the expected count method of
determining detection probability, which was described in previous chapters Scan DAP-
PER also employs the potential failing output set. while k-Max DAPPLER modifies the
expected count method by using the kth failing pattern These signatures were shown
in chapter 5 to be both predictors and easily calculated for modelled faults, making
them the most suitable of the signatures investigated.

This chapter extends the theoretical foundations of the DAPPER method and pro-
vides the practical details of then implementation when apphed to random compact
testing (RCT) and bult-mn sell-test (BIsT) Distinctions hetween the teo facets of the
RCT environment are made when necessary. usually with regard to overhiead considera-
tions and the resulting partial matching tor built-in self-diagnosis circuitry - Fhe chapter
concludes with an exanunation of the aliasing charactenstics of the methods and how
they relate to multipte fault models.

TFault location may be performed using a combination of signature information and




71 Standard DAPPER

post-test simulation, or by constructing a dictionary It is further assumed that once
the test is complete, no record of the actual output sequence remains apart from the
signatures collected during data compaction The three DAPPER methods are now

investigated in detail.

7.1 Standard DAPPER

Standard DAPPER uses two hierarchical reductions in fault diagnosis and requires
three signatures An error weight count signature gives an estimate of fault detection
probability, which provides coarse resolution and quickly eliminates many potential
faults from consideration. In addition. a first-fail counter is mcluded to further reduce
the fault set and increase resolution These two signatures are predictors (see chapter
5), and are thus able to reduce the effort required for fault location without a dictionary.
Finally, to ensure fine resolution, an LFSR signature is comput d. The complete scheme

is shown in figure 7.1.

LFSR

Q
MINSR ) weight counter

ist fail counter

odrouit
(cuT)

T

input generator fault—-free sequence

Figure 7.1 The DAPPER Method

The Standard DAPPER diagnosis procedure when no dictionary is to be constructed
is as follows. Detection probability on the quotient stream () is calculated for each fault
(modifving this stream bv taking 1t~ exclusive-or with the fault-free stream does not
affect detection probability simce an exclusive-or gate 1< guaranteed to propagate an
error which appears at onlv one of 1ts mputs). using algorithm 6.2 for the independent

error model, or algorithm 6 3 for the asymmetric error model. These probabilities are
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71 Standard DAPPIR

stored as a diagnosability profile, which is a hst, sorted by detection probability, ot cach
fault and its detection probability.
For a given circuit under test (CUT), the quotient stream output, Q, (from the

MINSR) 1s fed to an LFSR. and also exclusive-or'ed with the fault-free stream, yiwelding

*

an error stream, I~ * The weight (number of 1s} of this stream s talhied i the weight
counter. while the second counter records the position of the first failing pattern (first-
fail). The weight value provides an estimate of the detection probability of any fa It
present The accuracy of this estunate will increase with test length t

Since several faulls may Lave sumlar detection probabilities, post-test sunulation
is used to distinguish between them Simulation is performed starting with the fanlt
whose predicted detection probabihty 1s closest to that observed and continues until
the fault is tound With the first-fail information available, simulation can stop when
either the simulated fault fails on a pattern before the observed first faithng pattern,
or the simulated fault does not fail on the observed first-ta:l 1f the first-fals match,
simulation is performed on all vectors and the signatures ate compared  If the weight,
first-fail and LEF'SR signatures match, the fault has been located.

There are a few circumstances where this method may not result in unique (to fault
equivalence) fault isolation. These forms of aliasing, where two unequivalent faults have

identical signatures. are discussed m section 7 4

7.1.1 Resolution With Detection Probability

As noted in chapter 5. the observed weight is only an estimator of the detection
probability, rather than an exact reflection of it. So, given a detection probability
and an observed weight, a p-value (see 1Won77] or anv other statistics text for more
information on p-values) can be obtained. A p-value in this case gives the probability
that a fault with a given detection probability would produce an observed weight at
least as far from 1ts expected value as the one observed. The councept 15 explored 1

detail below, for both the mdependent and asvmmetric error models:

7.1.1.1 Independent Error Model

The expected weight. £(w ). of a tault f with detection probability p¢ on a modifier

* The LFSR signature may also be obtamed on stieam £ when DAPPER = not unplemented 1
hardwate [ts position on @ aids 1n diagnosi= of fadure~ in the tect hardware st=elf a< chown late)

! The expected first-tail value 18 also related to detection probabihtv but 1ts accuracv 1= poor and
vittually unielated to test length
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71 Standard DAPPER

stream of length n with fault-free weight 0 is given by:
E(wf) = Tlpf (7.1.1)

The errors are assumed to be binoinially distributed. so the variance of wy, VAR(wy)
Is:

VAR(ws) = nps(l - py) (7.1.2)

Because the variance is directly proportional to n, the standard deviation of an observed

count with respect to the expected count will decrease as /7
S-DEV(wy) = /nps(1 - pj) (7.1.3)

The binomial distribution of errors also allows the standard deviation and expected
value of wy to be used in the application ot the Central Limit Theoremn of statistics (see
for example [WonT77|, p. 151) to state tiie following:

Theorem 7.1: The probability of a given fault f, with expected weight F(wg) = u
and standard deviation S-DEV(wI) = 0, 0 # 0, producing an observed weight at least

as far from E(wf) as v is asymptotically:

Pllwy - Elup)|z0) = r(E2E222)

ag

where R(z) is the probability of a standard normal random variabie being at least =
standard deviations from the mean (e.g. R(2) = 0.046)."
Proof: By Central Limit Theorem (includes continuity correction for binomial).
The theorem does not apply when ¢ = 0, which occurs only when prisOor 1. In
these cases, the sequence 15 deterministic and the final weight is guaranteed to be npy.
The values obtamed by anplying theorem 7.1 are often called “p-values” {WonT77|.
As an example of these, consider a test of length 2048, with fault-free counter value 0,

and a modelled fault a with detection probability of 0 1:

by (7.1 1) FE(wq) = 205
by (7.1.3) S-DEV(w,) = 13.6

* R{z) 15 formally defined as.
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71 Standard DAPPER

Theorem 7.1 may now be used to determine the probability that observed weight W
resulted from fault a:

W = 200, P(Jwg — 205] > 5) = R(0.368) = 0.718
W = 175, P(lwg — 205| ~ 25) = R(2.210) = 0.0272
W = 275, P(lwg — 205] > 70) = R(5.156) = 2.53 » 10"~

Hence, given any ohserved faulty weight, the p-values for cach fault may be calcu-
lated. Each p-value provides an estimate of the hkelihood that a particular fault could
have caused the observed output 1 the previous example, it is very likely that fault «
would produce a weight of 200, it is somewhat likely that it would produce a weight of
175, and it 1s highly unhkely that it would produce a weight of 275 Sorting by p-value
gives the expected count permutation ot chapter 5

The expected behaviour of the first fail counter may be determuned in a smular
manner Its expected value, ry, for fault [ is also related to the fauit’s detection
probability p¢, as follows: (As a first approximation, consider an infinite test length, so

that r will have some value for p # 0.)

x>
E(rf) =) pj-(1-ps)t o
1=1

(7 14)
1
Pf
The variance of ry is given by:
o) . 2
VAR(rg) = Y ps-(1-pp)Tt- (t - };)
1=1 (7.1.5)
_Llopy
i

where p; # 0. When a finite test length is introduced the summation 1s performed onlv
to n rather than infinity, which complicates matters in that some value for r; must he
assigned when [ is never detected among the n vectors In a phyvarcal mupiementation

Ty will be n, so that value will be used here. giving

n

E(ry) = oy (1-p)™" o] 01 pa)" m
=1 (710
BRI L/
P Py

a1}
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The ellect of test length on the expected value of ry can Lhus be seen to be both
minimal and decreasing as n increases; i.e., (7.1.4) is a good upvper bound for (7.1 6)
whose accuracy increases with n. Using the above expected valu and solving for the

variance gives the following result:

r 2
. _ 1 (L=pg)"
VAR(ry) = Y |pf-(L=ps) 1~<z———+—-—————\
1=1 Py Py ‘
1 - 2
T (n_i+£__’l_> (7.7
Py Py
Cl-pp 2e-1(1-pg)" (1= pg)*n
P’ Pf r?

where py # 0, and again the effect of the error term is minimal and decreasing, so that

(7.1.5) provides a good upper bound for (7 1.7).

7.1.1.2 Asymmetric Error Model

When the asymmetric error model is used at the outputs, the quotient stream of
the MINSR follows the generalized error model. Recall from section 3.4.5 that each
output bit has a unique error probability, Py, 1 <1 < n, in the presence of fault f
Since the expected value and variance of the sum of independent binomial streams can

be obtained by summation, the expected weight is given by.

E(wy) = py, (7.1.8)
1=1
and its variance is: .
VAR(wf) = ) ps(1-py) (7.1.9)
1=1

Note that (7 1.9) and (7.1.8) reduce to (7.1.2) and (7.1.1) respectively if all the Pss
are equal. The asymptotic result of theorem 7.1 can still be used for this model. since
the Central Limit Theorem continues to apply. provided that p; = 0.1 nfinitelv often;
that 1= there 1 some randomnese n the sequence  So given detection probab.lity
values tor each fault. p-values can be obtamed for any observed weight. \When post-test
simulation is performed. faults with the largest p-values will be simulated first Note
that the expected value and variance expressions now require a summation and thus
obtaiming p-values 1s more complex than with the independent error model bv a tactor
ol about O(n).
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The equations for the behaviour of the first tailing pattern are given by-

n 1—1 n
E(Tf):z z-pf!.H(lmpf)) 'L”H(l l’f,) (71 10)
=1 =4 J=0
and
n ' -1 n
VAR(T/) = Z (t - E(Tf))z A H(l - l’f]) Fn- 1';(“{))“'[1(] Vf)) (7111
=1 1=0 71=0

where Pf, is defined to be 1. Again, little can be said about the solutions to the above

equations without some 1dea as to what the probahility values are

7.1.2 Modifications with Partial Matching

When less than 100% matching of the fault-free sequence is used to create an ap-
proximate error stream, the fault-free weight in the counter. w, will be nonzero. A

stream with a matching rate ot M, 0 < M < 1, will result in a value ot 1w equal to
w=(1 -Mn (7T112)

The results of section 7.1.1 are updated here to take imperfect matching into consider-

ation.

7.1.2.1 Independent Error Model

The possibility ot a nonzero weight count 1n the fault-free case results in a change to
the expected weight E(wf) of fault f with detection probability ps. Since errors in the
independent error model follow the hinomial distribution. np, errors of probabiity py
are expected in n bits  Of these, » py are expected to be 1 — 0 errors, while {(n - w)p,

are expected be O — 1. Thus, the expected weight is:

E(ws) - w—wps+(n-wpy

(7 1.13)

= w - (n 2wpy

The variance of w¢. VAR(uw¢] remamns unchanged
VAR(u ) nprll  poaj (1 11)

Again, because the variance 1s directly proportional to n. the standard deviation of an

observed count with respect to the expected count will decrease as | 1

S-DEV(ws) - \ nprll - py) (7 119)

R
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Since the distribution remains binomial. theorem 7.1 continues to apply

As an example of the changes which can occur with imperfect matching, consider
a test of length 2048, with fault-free weight 95, and a modelled fault a with detection
probability of O 1.

by (7.1.13) E(w,) — 604
by (7115) S-DEV (wg) = 20.2

Theorem 7 1 may now he used to determine the probability that observed weight W
resulted from fault a:

W = 600, P(lwg -604| - 4) - R(0173) = 0868

W - 550. P(lwqg — 6041 > 46) - R(2.254) - 0.0243

W 300, P(lw, —604] - 104) = R(5.128) . 2.94 - 107"

Hlence, given any observed fauity weight, the p-values for each fault can still be
calculated. Kach p-value provides an estimate ot the hikelihood that a particular tault
could have caused the observed output. In the previous example. it is very likely that
fault f would produce a weight of 600, it is somewhat hkely that it would produce a
weight of 650. and 1t 1s lughly unhkely that 1t would produce a weight of 500

When less than 100% matching of the fault-free sequence is permitted, the expected

first-fail value becomes (for p; = 0):

F
Elrg) =3 |ps (L =p) ™t o] + (1= pp)f - F
=1 (7 1.16)
_L -pp)f
py Py

where F' is the first patiern where perfect matching with the fault-free sequence is not

provided. The variance 1s given by.

F
VAR(re) = 3 oy (L=t (= Blrg))?] o+ (1 = o) (F ~ B(rp))?
1=1
Cl-pp Fena-p)f - pf
P P P

(7.1.17)
Clearlv. the choice of F could have some effect on both the expected value and variance
of the first tailing pattern. The larger F 1s, the less pronounced this effect will be
ixpressions (7 1.16) and (7.1.17) reduce to (7 1.6) and (7.1.7) respectively in the case

of pertect matching with the fault-free sequence. where F is defined to be n.
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7.1.2.2 Asymmetric Error Model

As with the independent error model, the possibility ot a non-zero fault-free countet
weight and a first-fail which is not determined bv error alone affects the expectation
and variance expressions under the asymmetric error model.

Let Y = (y,), 1 <1 <. n be the fault-free output sequence from the modifier block

(see section 6.2.1) The expected weight is then given by

n

E(ws) =) a, (71 1%)

1=1

1 - Pf - otherwise.

where

while its variance remains unchanged.

VAR (wy) Y‘pfl l—p;) (7119)
1=1
Note that (7.1.18) and (7.1.19) reduce to (7 1.13) and (7.1.14) respectively if all the
py s are equal. The asymptotic result of theorem 7 1 can still be used for this model.
since the Central Limit Theorem continues to apply. provided that pg = 0.1 infimtely
often, that is. there 15 some randomness 1 the sequence  Agani. calculation of p-values
is more complex than in the case of the independent error model

The modified equations for the behaviour of the first tailing pattern are-

F 1—1 F
E(ry) =Y |t py, - H(1~p; H (1-py) (7.1 20)
1=1 7=0 r =0
and
F ‘ -1 F
\H\R(Tf) = Z (t - E(rf))z pf, H(] pf7) V(F E(r‘{))" H(l pf]) {7121
=1 =0 =0

where Py 18 defined to be 1 and F 1s defined as
F = min(1) such that y, 1

The effect of the choice of F on the results depends on the individual probabilitie«
although, in general. increasing £ will resuit in a more wusetn] first-faihng pattern <ip-

nature.
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72 Scan DAPPER
7.1.3 Diagnosing Faults Within the DAPPER Hardware

The mdusion of test hardware on the chip or board under test poses a complication
not present i random compact testing (RCT) - the problem of faults within the test
crcuttry ttself (In RCT 1t is assumed that the test hardware 1s tested independently of
the devices being tested and that consequently at test time the RCT hardware 1s fault-
free) In previous work such faults have been ignored. o1 1t has been postulated that
these faults will cause catastrophic and hence easily visible fadures of the circuit Such
claims may not apply to the modifier block in DAPPER. since faults there will merely
change the values of the weight count and first-tail It 1s now shown that DAPPER
is able 1o diagnose these taults. provided that they do not occur n conjunction with
other failures i the CUT 1f faults occur 1w both the CUT and DAPPRR hardware. the
effects may not he determinable and fault location mayv be impossthle

Smgle faults withim the modifier block will change the counts. which permits theyr
location Since the LFSR signature s tallied on the nnmodified stream. it will remain
at its fault-free value in the event of a failure within the modifier block Thus. when a
fault-free LI'SR ~ignature 15 observed together with tailing weight and first-fail values.
two possibilities exist There may be a fault i the CUT which has caused the LFSR
to alias. or there may be a fault 1 the modifier block. In either case. an e<timate of
the detection probability of the responsibile fault 15 available 1n the weight and first-fail
counters and dragnosis of both possibilities can proceed 1n the usual manner If the
chances of LFSR aliasing are minnmized through the use of a sufficiently long register.
then a modifier fault may Le the most likely candidate

Simce only the weight count and first-fail values of a modifier fault are avallable,
there may be an increased chance of signature aliasing When this happens. however,
the circurt will appear tault-fiee. and since the CUT 15 also fault-free, no serious problem
should result from the incorrect diagnosis

While single-fault resolution of modificr taults may be unavailable because of the
lack of an LI'SR signature. the abihity to diagnose faults within itself 1s a useful addition

to the properties ot hardware mplementations of DAPPER

7.2 Scan DAPPER

Scan DAPPER is identical to Standard DAPPER. except that serial streaming is
used for parallel to serial conversion. and the failing output set is obtained. The term

Scan DAPPER reters to the tact that the scanning out of output vectors required by
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LFSR
o \ E
P—load shift reg. J | weight counter
ist fail counter
cirouit output err reg.
(cuT)
input generetor fault—free sequence

Figure 7.2 lideal Scan DAPPER, ny oon

serial streaming will occur anyway 1n scan design circuits.

The availability of the failing output set will allow a given fault to be elimimated
from consideration if an output which is not part ot the fault’s potential failing output
set actually recorded an error This reduction will allow tor easy elimination ol many
faults. A diagram of the method 1s given 1n fagure 7 2

The behaviour of the other signatures may be deternuned 1n a straightforward fash-
ion from the descriptions of section 711  The average detection probability mav be
used, or for additional accuracy, the m substieams can he treated separatelv, and their

results recombined to give expected counts and first-tails

7.2.1 Overhead Considerations

As was pointed out 1n section 6 1 1. serial streaming requires that the entire fault-
free output be matched with the output of the scan chain for a total of mn bhits ol
information While the benefits of accurate first-fail and failing output signatures are
available, their value mav still not justify this high <torage cost In an effort 1o avond
this overhead while retaining much ot the value of the faithng ourpnt imtormation the
parity unit described 1 section 6 11 1 will be emploved  This set-up i~ hown i figire
T3

When determning expected first-fail values for this hvbrid techmgue, the two re
gions must be treated separately. When the first fatling pattern occurs in the first

vectors, the exact output on which the error was recorded 15 available After that a <et
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LFSR
Q
P—-load shift reg. perity
h S block
B
| weight counter
cirvuit

(CuT) ist fail counter

fault—-free sequence

(first n; complete,
T rest K parity)

input generator

failing outputs

Figure 7.3 Scan DAPPER. nj < n

of possible outputs results from the parity chains.

7.2.2 Modifications with Partial Matching

The overheads required by Scan DAPPER are potentially large: n| bits matched
completely, followed by a parity compaction of the remaining n — ny bits, for a total size
of mny + K{n ny) bits to be matched Since n is assumed to be much greater than
ny, it 1s i which 1s hikely to strongly aftect this total. (Recall that the /' bit panty
sequence is formed by two separate painity compactions of length Ky and K; = K - K,
bits each. where K| and A are relatively prime) The overheads involved require that
both KA and 7y be minimized i order to reduce the stream down to a manageable size
when using DAPPER in _elf-testing scannable circuits

This can be accomplished by reducing n; to 0. resulting in a signature made up of
only the muitiple parity bits, as shown in figure 7 1 The scan chain 1s shifted into an
LFSR, and also through a demultiplexer parity umt.

The failing output register now records onlv blocks of failing outputs (those recorded
through each of the A paritv checkers). and as a result may not be included if space is

truly at a premium

7.3 i+-Max DAPPER

In anv system using random input vectors. the presence of random-pattern resistant

faults mav require long rest lengths In addition. in both Standard and Scan DAPPER.
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o
RN
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P--Load shift reg.

1 .

L woight counter
circuit
(cum) modifier ist. fail counter
block
failing outputs

kN

input generator

Figure 7.4 Scan DAPPER with Hardware Coprstramts, ny -0

if the first-fail values for an observed and suspected faults match, an LFSR signature
must be verified, which requires that simulation be performed over the ontire test length
Thus, one potential dificulty with DAPPER is that while many taults may not require
a long test length for diagnosis. test length is set at a value required by the most
difficult-t-detect faults

LFSR
Q R E
MINSR )D— | weight counter
st fail counter|
circuit
(cum)

fault—free sequence

k)

input generstor STOP sig

Figure 7.5 ~Max DAPPFR

This section proposes a solution. called k-max DAPPER Since a fault can typically
be located after it has been detected several times, say k. there 1s no point in continuing

the test after this value has been attained bv the weight counter. Thus . .ter the kth
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failing pattern, the counter reaches k, signals the test pattern generator to stop, and
the test is complete The variable in this case is not the weight, bul the test length,
which is available from the position at which the generator stopped. The test pattern
generator will also stop after it reaches n, the maximum length matched by DAT PER.
A diagram of the scheme 15 shown in figure 7.5.

If the entire test is completed. fault location proceeds as in Standard DAPPER.
On the other hand, if the counter has reached k, then there 1s no longer a question
of expected weight, but rather expected test length. Thus, the results of section 7.1.1

must be adapted somewhat.

7.3.1 Estimating Test Lengths

The essential premise ol the weight ccunter, that it contains an estimate ol detection
probability, remains unchanged in k-Max DAPPER. However, the means of estimating
it changes For the independent error model, the expected count is no longer test
length times detection probability, but rather the expected test length is maximum

count divided by detection probability. This concept is now explained more formally.

7.3.1.1 Independent Error Model

In section 7.1.1, it was observed that
E(wy) = npy (7.1.1)

for a fault with detection probability p; and test length n. When the test pattern
generator in k-Max DAPPER has stopped before it reaches the nth pattern, however,
wy is known to be k and it is ny which is unknown.

Recall from section 7.1.1 that for a test of arbitrary length the expected position of

(1)

the first failing pattern s 1s given by-

1
E(ri)) = > (7.1.4)

Clearly this equation does not applv when py 1s 0 In this case the fault will never

be detected and the counter cannot reach 1. let alone k. Since each output bit is

independent. the expected distance of the ¢ + 1th failing position, r(f'H). from the ith

falling position. r(,z). for + _ 1 is also given hy

N
E(rf - ) = Y
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Hence, the expected value of the kth failing position, E(ny), is given by-

k
E(ng) = E(r(f”) + ZE(r(fH A
1=2
1 k 1 (7.3.2)
- 4 = 3.2
Ry
_k
=5

Again, since the output bits are independent, the variance of the sum, VAR(n ),
can be obtained from the variance of the first-failing pattern, VAR{r/):

1-py

VAR(r;) = — (7.1.5)
Py
thus,
VAR(nj) = k x VAR(r;)
_ k(1-py) (7.3.3)
- 2
Py
and
k(1 —
S — DEV(n/) = K1 —ry) (7.3.4)
Py

The standard deviation and expected value of n; again allow the application of the
Central Limit Theorem in obtaining p-values.
Theorem 7.2: The probability of a given fault f, with expected test length E(nf)

¢ and standard deviation S-DEV(nf) = o, o0 #0, producing an observed length at least
as far from E(ny) as v is asymptotically:

Pling - Blngizn) = (202

where R(z) is the probabilitv of a standard normal random variable being at least =

standard deviations from the mean.
Proof: By Central Limit Theorem (includes continuity correction for binomnal)
The theorem does not apply when ¢ = 0. which occurs only when ps s 1. In these

cases, the sequence is deterministic and the final length is guaranteed to he k
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7.3 k-Max DAPPER
7.3.1.2 Asymmetric Error Model

As was observed in the previous section, the expected test length for a fault in k.
Max DAPPER under the asymmetric error model can be obtained by a summation of &
expected first fail values. The equations are somewhat more cumbersormne, since closed
form solutions are unavailable without individual probability values. but the net result

is that expected test length E(ny) is:

J
E(ny) = miny suchthat Z pf 2 k (7.3.5)
1=1

Calculation of variance is much more difficult. It is more reasonable to rank faults
by expected test length and select them in that order than to attempt to apply the-
orem 7.2 and obtain p-values. Using this technique will no longer necessarily result
in a well-formed permutation such as the expected count permutation, but the neg-
ative correlation required by theorem 5.2.9 should remain, along with the predicting

properties.

7.3.2 Modifications with Partial Matching

When the fault-free counter weight is w, then k-Max DAPPER becomes (k + w)-
Max DAPPER. This retains some of the advantages in terms of simulation reduction
over conventional DAPPER. but results in variable test lenigths. These arise from the
fact that when less than a tull length test is performed, the fault-free counter value is
no longer w. but rather some value wy, where wy < w. The fault-free sequence must
be matched with the mod.lier sequence for the ns vectors. The analysis then proceeds

as in section 7 3.1, with kf set to

kf = k+w——wf (7.3.6)

The expected test length is (for the independent error model. given k, n, and w):

nik + w)
Flmg) = w+(n—2w)pf (737)

which vields an expected value for ks of:

i \
Bles) = |1 - ope Zatp; | e+ ) (7.3.8)
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Unfortunately, the expected test length E(nf) is now related to the maximum test
length n. While n ¢ may remain smaller than n, it will no longer reach and remain
at a constant value. This will agamn result i a trade-off between matching ratio and
simulation time, both for dictionary and demand-diiven applications The tradeofl will
be partially offset by the fact that kf will typically be greater than k. so a better estimate
of detection probability can be obtained Thes? results will apply to the asymmetii
riodel as well

The probability that the last pattern observed was actually a failing pattern is
(assuming the independent error model and discounting any deliberate perfect matching
of part of the sequence):

kr

P(pattern ny is an error) = ;
ll}f + ff

If F patterns have been fixed at perfect matching, it is expected that I'ps ol the ky
errors will have occurred among these. giving;:

kf — F'pf

P(pattern n¢, ny > F, is an error) = -
(p fr 7 ) wy+ ky— Fpy

Clearly, as w increases wivh respect to k. the chances of the last pattern being an actual

failing pattern decrease. The asymmetric model can cause some variation in actual

values, but the trend remains

7.3.3 Pros and Cons

Using k-Max DAPPER will reduce location time for random easy faults in demand-
driven techniques. since post-test simulation will be performed on a smaller test length
Complexity is also reduced when a fault dictionary is to be constructed, as demonstrated
in chapter 8 In additian, test time for easily detec ted faults will also be reduced. since
the test may termunate after they have been detected k times The infornsation content
of the signatures 1s improved. since the test length indicates the last tailing quotient
stream bit. in addition to the first immdicated by the first-tail counter  Tioas will ard
locating unmodelled faults

There are some disadvantages to the method Increases mm test length will no longer
result in botter estimation ot detection probability once a fault has heen detected 4
times. This can be overcome by setting & sufficienthy ligh as 1o give a reasonable
accuracy. Another drawback is that faults with similar output behaviour may not

behave differently over the first & errors. eliminating the chance to isolate them from
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74 Aliasing Probability

one another. For example, if fault a covers fault & and p, = gps,, for some q, 0 < q¢ < 1,
then after k detections of b, the chances of a and b having equivalent behaviour are ¢*.*
Again, se.ting k high enough can alleviate this problem

The main benefit of k-Max DAPPER s that 1t provides a level of diagnostic res-
olution deternuned by the faule itself. not by any a priort scheme. while reducing the
amount of simulation required for either demand-driven fault location or for dicticnary
construction (see chapter 8) Further, the absolute amount of simulation for a given
fault will not imcrease with increasing test length n once n has reached the pomt where
the fault has been detected &k times. In chapter 9, results are reported for k equal to

10, 20, and 30.

7.4 Aliasing Probability

There are three types of aliasing which could apply to DAPPER: cancellation errur,
where errors cancel each other out in P/S conversion; signature altasing, where a faulty
and fault-free circuit have identical signatures; and finally non-unique diagnosts, where
two distinct and non-equivalent faults have the same signature and hence cannot be

resolved uniquely These are investigated below:

7.4.1 Cancellation Error

Cancellation cannot occur in serial streaming, so Scan DAPPER is immune to it
in the 1deal case where ny = n When P/S compaction is performed using a MINSR,
however, or when the parity checking scheme of section 6.1.1.1 1s used. this 15 not the
case.

The chances of cancellation error in a MINSR are miniinized by the delay in the
tegister, since the outputs from successive test vectors are independent. Recall the
circuit of figure 6.2. In a standard parity-tree checker neither a fault on line I, nor any
other which propagated onlv through { could ever be detected. On the other hand,
the MINSR i DAPPER can detect the fault when two <wuccessive vectors produce
complementary vatueson line (' Although the lack of feedback mav cause more errors to
go undetected than m some conventional MISRs (an error mayv be cancelled by another

single error at any time before 1t 1s finally shifted into the quotient stream. while in

* Fanlt @ ss said to covertault Baf overy pattern which derects fault 1 als detect= fanlt b In «enven-
tional test generation, covered taults can be elummated trom consideration as part of a process called
tault dropping  As an example, a stuck-at 1 fault on the mput of an AND gate covers a stuck-at 1
tault on 1its output
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a type II register with feedback this is only possible until the error is shifted nto a
feedback top), Bardell et al. ({Bar87|, p. 131) show that such complete cancellation
errors are “highly unlikely” In addition. algorithms 6.2 and 6.3 take cancellation mto
account when calculating detection probabilitv, so these errors will not be considered
further for aliasing

In the case of the parity checkers of section 6 1 1.1, any errors which appear on an
even number of cutputs spaced by Ky K, bits will alias. Setting £ and /' greater than
v/m eliminates this problem for two bit errors, but 4 bit errors at positions 1, 1 | a /|,
t+bKq, and 1 t afy + bKy will alias, and larger sized errors combined from 4 bit errors
can alias. Usmg two paiity chams reduces the probability over a single cham {even
of the same total length), at the cost of a more complex unit* Any cancellation n
the checkers does not necessarily preclude detection, since the LI"SR signature 1s taken
before the parity checkers are applied. but its occurrence could prevent the remaining
signatures from assisting in the location of the fault In order to avord this problem,
and since the potential failing output set for cach fault can be determined easily, 1t 1s
important to select the test length for complete scanning {n,) and the number of parity
checkers (K - K| + Ky) carefully, and possibly to reorder the scan chain to reroute
highly correlated outputs

7.4.2 Signature Aliasing

The second type of potential aliasing 1s a faulty signature equal to the fault-free
value. When complete matching is used, the fault-free weight count is 0, detedted
errors can only increase the weight, and so the weight count cannot alias.

On the other hand, when a non-zero fault-free weight 1s permitted, aliasing within
the weight counter becomes possible. The expressions of appendix A then apply, giving
the probability of the weight counter aliasing, and hence a worst-case value for aliasing
of all three signatures The results of iIRob&8l, however, suggest that weight counting
and LFSR signatures tend to be orthogonal. in that their ahasing behaviour s roughly
independent. If this 1s indeed the case. the aliasing probability of the LIFSR signature
(approximately 2 7' where j 1s the LFSR lengthl mav he multiplied b that of the
weight counter to give a better estimate of total aliasimg probalulity  The hist-fal

counter on the other hand. i~ not independent of the weight counter in terms of it

* Exact expressions can be obtamed. but they are based on assumptions about wdependence of ont P
and probability of vartous sized ertors occurring A detailed discusston 1s bevond the acope of thi
dissertation
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aliasing, since placing restrictions on the position of the first failing pattern also affects
the aliasing behaviour of a weight count (see section 7.4.3 for additional details).

As an example of the worst-case behaviour under the independent error model when
a MINSR is used, consider a fault-free weight of 95 and a fault with detection probability
ot 0.274. The ahasing probabihty for a test length of 2048 1s less than 107190 A {ault
with a detection probability of 0.001. on the other hand, has a weight count aliasing
probability of 0 025. Results for va ious probabilities (from (A 2.5)) are given in Table
7.1. More complete analysis of the aliasing behaviour of weight tests under various error

models is given in appendix A.

Py Py Pnd
02740 | 1 4e-140 | 1 6e-285
0.1000 | 6.28¢-43 | 1.94e-94
0.0500 | 2.20e-21 | 2.39e-46
0.0200 | 2.13e-09 | 1 07e-18
0.0100 | 1 78e-05 | 1.15e-09
0.0050 G 0018 | 3 48e-05
0.0020 0.0148 0.0166
0.0010{ 00251 0.1289
G 0005 (0.0169 {1 3591

Table 7.1 Aliasmng Behaviour, P&"d, n = 2048, w = 95

FFor small detection probabilities (on the order of %), the aliasing probability, while
high. is dwarfed by the probability of not detecting the fault at all, which is for the

independent error modei

rind (1 - pe)"

(7.4.1)
In table 7 1, those entries with the highest aliasing probabilities also have non-trivial
values tor P:zg‘i In fact. tor py — 00005, there i1s a 36% chance of never detecting
the fault. DAPPER’s performance with with imperfect matching is improved by test
tengths which are sufficientlv long to detect the fault. and preferably to detect it several

times

7.4.3 Non-Unique Diagnosis

In the final case, non-unique diagnosis, all three signatures rmatch for two unequiv-

atent faults First, consider two randomly-selected unrelated faults. If the faults have
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similar detection probabilities, the chances of their having the same count are good
Under the independent error model and assuming a MINSR (closed-form solutions lor
the generalized error model are difficult to obtain and 1n many cases not overly dif-
ferent from their independent counterparts), the probability of a tault with detection

probability ps having weight wy equal to w with n test vectors is

P("’f =w) = (Z)p'}’(l —pf)"_'“ (7 4.2)

The chances of matching counts can be high, especially for small p; and w. Given
faults, the chances of at least one fault, in addition to that observed. having count w

are: .
Poyw < 1 ~ H 11— Plw, - w) (7.1.3)
1=1

Similarly, the probability of such a fault having first failing pattern ry equal to r
are given by:

1

P(ry=r) = py-(L-pg)" (7.4 4)

which again can be high, especiallv for large p¢ and small r. Given A faults, the chances
of at least one fault, in addition to that observed, having first-fail r are:

h
Prug < 1 = [](1=P(r, =7)] (7 4.5)
1=1

For aliasing to occur, both the first-fails and weight courts must alias, giving:

h
Pn.u.,r&w <1- H [1 - Plw, =wlr, = r)P(r, = r)l (7.4.6)
1=1
where
n—r w-1 n-r-wtl -
Plw, =wlr,=r) = (l l)p (1 p) (71.7)
U —

Ppy rew Will tend to be large when there are many faults with sinvlar detection proba
bilities and observed values are close to the expected values of these In this case. 1t 1~
the LFSR signature which must be relied upon to separate the signatures This requirec
the knowledge ot P(s; — <)

Lemma 7.3: The ahasing probabilitv of an LFSR ot length & bits tends to 2 b
test length tends to mfinity. provided that its iput error probability < different hom o

or 1 infinitely often.

Proof: See | Wil86! (independent error model) and /Iva88bl (generalized error model)
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Theorem 7.4: The probability of a fault f having LFSR signature s, where s is the
signature of an unrelated fault a. tends to 27k as test length tends to infinity, provided
that f can be detected in the presence of a

Proof: I.et A be a circuit containing fault a, such that the signature of A in the
presence of a is s. Let f be another fault, such that the detection probability ol f in
the presence of a is non-zero If f is inserted into A, then P(sf = s} is the aliasing
probability of f when A with a is taken to be a fault-free circuit. By lemma 7 3, f's

k

aliasing probability in A with a tends to 27" as test length tends to infinity.

Thus, theorem 7.4 states that

hm P(Sf o S) = 2_k

n—o00
where n is test length. as test length n tends to infinity So, the use of a sufficiently
long LFSR can reduce the chances of non-unique diagnosis among unrelated faults to
any desired level

When the faults are related, the problem is not so simmple. Consider. for example, two
faults where one covers the other, as discussed in section 7 3 3. In such cases. especially
when detection probability is low, the only patterns which detected the covered fault
may also have detected the covering faults. When the faults are detected at the same
outputs. the output streams of the two faults are identical and thus indistinguishable
by any method

The severity of the problem of related faults masking one another depends on both
the number of such faults and the problems which will resuit from their misdiagnosis
In many cases the faults are on the same gate. while occasionally they may be separated
by a long path and consequently in physically disparate portions of the eircuit. The
solution to the problem appears to lie in test lengths that are sufficiently long to detect

most faults more than once

7.5 Faults and Fault Models

It has been claimed that the Achilles’ heel of signature-based fault location methods
15 the requuremnent that the fault model preciselv predict faulty ciramt hehaviour so that,
the sunulated and actual signatures match Merf9: DAPPER is not entirely immune
to this problem. so 1t 1s important that the fault model chosen accurately reflect circuit
faults

Detection probability 1s the first criterton used by DAPPER in eliminating faults

trom consideration. Most previous work on obtaining detection probabilities (section
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2.5.3) has used onlv the single stuck-at fault model. although some results have heen
reported for delay faults [Sav86}. and multiple stuck-at faults |Cha8! DAPPER 1o
model-independent in that it may be used for any tault model which permits detection
probabilities to be calculated for its fault set. This permits 1t to be used with the
single stuck-at model. single delay fault model, and even a sigle bridging tault model
Statistical methods will allow detection probabilities to be estimated for 3 stually any
other single fault model. including the layout-dependent inductive fault model of [SheRbi
It is stated in [She85] that using the inductive fault model can reduce or elimmalte the
need for multiple failure analysis. However, for more conventional models. the ssue of

multiple faults remains.

7.5.1 DAPPER with Multiple Faults

Although the reductions in location complexity obtamable with DAPPER are large,
particularly with the k-Max method, they may still not be enough 1f the fault set 1y
excessively large. as is likely to be the case if all multiple stuck-at faults are <onsidered *
Sinca the number of potential multiple faults i1s astronomical. it 1s important to avosd
ever having to enumerate them Several approaches are possible

The first might be to apply an additional herarc hical step and consider come faults
as more likely to occur than others, thus, single faults conld he analyzed first, then
those of multiplicity 2. et The possibility ot « demand-drven dictionary reduces the
storage problems which could result from an exponential number of fanlts  However
once faults of a multiplicity beyond 2 or 3 are considered. the potential number of fault~
again becomes far too large for enumeration, <o partial enumeration i unlikely to he
an acceptable solution when faults of high raultiplicity occur

In order to avoid enumerating faults, it 1s necessary to identify some lines which
are known to be fault-free [Abr&0| [Ra;871 At this pomt. some exact knowledge of
circuit output values is almost certainly required In Scan DAPPER. this knowledge 1«
available:

Given a first failing pattern r. it 15 known that o fanlt occnrred on outpit

v

m — r mod m for test pattern ; - 5 - Lol p otherswse e panty cham
known Further.it1s known that test patterns 1 thiough ;1 were fanlt-free, and tha
outputs 2 + 1 through m were fault free on pattern ; This knowledge can be used by

call to a system such as CERBERUS Raj87 to prodice a st of known fanlt-free Jie

Recall from section 2 3 3 that a cucun with L lines has wotentially 3 1 muluple atuck at fanlt -
I p
(Olllp&l‘&d wih 2L Single stuck-at faults
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The faulty output set can further reduce this hist by eliminating faults which singly
would have aflected only outputs other than those where faults were observed

At this point, the set of potential failure sites will have been 1educed The amount
of this reduction will depend on the position of the first failing pattern the later in
the test sequence the better, and the number of outputs aftected  the fewer the better.
Faults could then be considered i order of multiplicity If the number ot potential fault
sites 15 reduced from [, to L', the number of possible fauizs of multiplicity { decreases
by a factor of ¢ where ¢ é—/ With large nurnbers of lies elunimated. the multiplicity
of faults which can be feasibly analyzed can mmcrease diamatically.

The heuristic methods of [Wai89] could he used mstead of CERBERUS for 1den-
titying foulty fines These methods are likely to be faster. since they revolve around
critical path tracing However. the multiple fault model used is not as general as that
of [Ray871. allowing onlv a single fault effect per pattern (see section 4 2) Similarly, the
effect-cause analysis of Abr&80! could also be used. although it 1s not suitable for delay
faults and allows backtracking

The signatures of standard DAPPER and k-Max DAPPER can locate multiple
faults in a similar fashion, but a simphfying assumption will have to be made This
assumption 15 that the first error observed s the first which actually occurred, thus. no
cancellation occurred in the MINSR. This assumption could potentially invahidate the
results. but without 1t, an exponential number of cases would have to be considrred
liven with this assumption. a first failing pattern r could have resulted from: a first error
at output ¢ on pattern ; r (m -1) for each : such that ; 0. In addition, no fau'ty
output set mformation would be available

Clearly, multiple fault location 1s easier with Scan DAPPER than either Standard
DAPPER o1 k-Max DACPPER. It is possible to combine Scan DAPPER with k-Max
DAPPER and obtain the advantages of hoth — good location capability with multiple
faults and reduced simulation effort Multiple fault location will be more difficult for
faults with high detection probabilities 1i there are manv such taults, a 2nd. or even 3rd
tailing pattern counter might be desirable for aiding location. in fact. 1t 1s demonstrated
mm chapter 8 that retaining all k failing patterns 1~ a smaller <ignature overhead than
the output blocks required by Intermediate Signature 'ollection {<ee chapter 1) and

can provide better resolution.

7.5.2 Locating Unmodelled Faults

\n additional problem can result when a fault produces output which is similar. but
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not identical, to the modelled fault An example 1s an intermittent fault which is ac tne
a large part of the time. In such a case. the fault may be identifiable by analvzing the
failing patterns, but not by simulating to a signature

If an ohserved fault does not behave as any modelled tault. a search through the
entire model may ensue 1f the p-value approach 1s used  This will have the effect of
eliminating the fitst hierarchical reduction of the fault ot while the 1emamder will
continue to apply This may be eluninated by setting a threshold on p-values, below
which a fault will be declared unmodelled. This threshold must be set sufficiently low
80 as to make the missing of modelled faults unhkely

DAPPER 15 not utterly defenseless when an unmodelled fault occurs  The hierar-
chical nature of the diagnosis procedure pernuts some information about the fault to
be deduced For example. an esumate of its detection probability 1« avarlable. mdi
cating whether the fault 1s easily detectable. or whether 1t 15 random-pattern resistant
and hence potentially more subtle in 1ts etlects Further. the position of the first crror
detected 15 available [n serial streannng the exact arcut output and mput vedtor are
known, and even in P /S compaction the error position 1s restricted to at most m out-
put/vector combinations An oflfiine analysis. using standard determmistic fec hniques
(e.g. path sensitization. critical-path tracing, et¢ ) could provide a set of potential
trouble spots The methods used to locate multipie fanlts could provide some 1dea as
to the nature of the fault, although they could be nusleading tor an imtermttent failge
(see section 2 3.3} If k-max DAPPER is used. many faults will also have a last farling
pattern available, which will provide additional information to solate the fault(s) I'he
loss of information over a hist ot all falling patterns will lower resolution. but some 1den-
tification could still be made — - something virtually impossible without an example of

a failing pattern.
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Chapter 8 Performance of Hierarchical Fault Diagnosis

The previous chapter introduced several implementations of hierarchical fault diag-
nosis, collectively known as DAPPER. In this chapter, the performance of these meth-
ods is compared with that of other methods previously described in the literature (see
chapter 4) over a range of situations These situations roughly encompass the potential
applications of fault location 1n circuits tested with random or pseudo-random vectors
and are divided into three broad categories:

I Dictionary constructed in advance.
2 No dictionary constructed.
3. Dictionary constructed as required (demand-driven).

When necessary. further distinctions are analyzed within each of these categories
depending on the fault model being used, whether test hardware is external or built-in,
and whether or not the circuit is a scan design.

Two methods from chapter 4 have been selected. signature by simulation, and inter-
mediate signature collection Algorithmic analysis has not been sufficiently developed
for any usetul comparisons to be made Signature by simulation will be considered
only in situation 1. where the dictionary is constructed in advance, since it is of no
use whatsoever without a dictionary. Similarly, the benefits of intermediate signature
collection are hmited if a dictionary 1s produced 1n advance. so 1t will only be constdered
in situations 2 and 3

In all cases the tollowing sy mhols will be used-

e Number of test vectors. =
e Number of circuit outputs. m
e Number of circuit gates: 7

e LFSR length (1f used)

\dditional svmbols will be defined when they are first employed.




8.1 Completeness of Methods

The methods are compared with respect to a variety of cost and performance critenia

These are briefly summarized below:

Completeness. The probability that the method is able to provide a unique signature
for each fault.

Aliasing. The probability that a randomly-selected fault detected by the test set
will go undetected after compuction into the location signature

Start-up cost. This includes the cost of producing the dictionary (if one exists).
which is divided into two categories: fault simulation and output compaction ach
of these costs is reported in terms of time and space complexity  For methods
which do not use a dictionary, start-up costs cover any preproceszimg whicn may be
necessary.

Run-time cost. For dictionary methods, this cost includes the storage cost for the
fault dictionary and the time required to locate a given observation within the
dictionary. For demand-driven location methods, the per-diagnosis cost 1s given, 1
terms of computational and space complexity

Observation cost. This cost reflects the cost of obtamning the signatures from the
circuit. A time factor is involved, since scan techniques cannot in most cases tost,
a circuit at operating speed. Test overhead 1s measured 1in three ways irst, the
number of test vectors required, second, number of ROM hits required to perform
the data compaction, and third, the number of register (RAM) bits required 1o
observe the results. The last two categories reflect hardware cost. while the first
reflects the time needed to apply the test, and hence the throughput of the tester
Information content. This reflects the information inherent i the signature which
can be used for further diagnosis in the event that no modelled fault is found to
be responsible for the observed behaviour, possibly permitting some kind of “effect-
cause” analysis |Abr80|.

Each of these factors is important. although their relative importance will depend

on local circumstances.

8.1 Completeness of Methods

Because all of the methods investigated involve data compaction none can guarantee

with absolute certaintv that no two faults with distinct fault effects will have the same

signature Nonetheless. a wide vanation 1s possible in the probability of this occurrence

For example, 1in signature analysis schemes cach ot the possible signatures tends

to be equally hkely (Theorem 7.4. 1Wil86I, [iva88bi). so the chances of a4 given fault
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8.1 Completeness of Methods

having a given signature are approximately 27/ where 7 is the length of the signature
register. With h different faults, the probability that cach will have a diffcrent signature

(assuming h < 27) becomes:

P, = P(unique signatures) = (1 ~277)0 Sh(h—1) (8.1.1)
With 2000 faults and a 16-bit register, P, is virtually 0 — there is less than 1 chance
in 10!3 that all the signatures will be unique. If 7 is increased to 24, there is an 89%
chance that the signatures will be unique. Finally, with a 32-bit register, there is a

99.95% certainty that the signatures will be unique. Figure 8 1 shows how P, varies

with different values tor h and ;.
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Figure 8.1 Probalbility of matching signatures versus register size

Figure 8.1 shows that the number of faults to be distinguished has a strong effect
on the required register length. The hierarchical DAPPER techniques are able to use
a smaller LFSR, since large numbers of faults are eliminated through other signatures.

For each tenfold increase in the number of faults to be considered about 8 additional

register bits are required

Note that the above does = U discuss related faults (see section 73 3). The case

where one fault covers another can have a significant effect on the chances of signatures

having equivalent values, particularly for weight counts 'A1t88dl It also increases the

chances that the test output sequences will be equivalent. thereb+ precluding distinction

between the two faults
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In conclusion, all compaction-based methods require sufficiently long signatures be-
fore it can be stated that tlie compaction is unlikely to be reducing potential diagnostic

resolution significantly.

8.2 Aliasing of Methods

Aliasing has been covered in previous chapters for both the DAPPER schemes and
signature analysis methods In each case, having signature registers which are long
enough to ensure the completeness of the methods will also reduce aliasing probability
to an insignificant value. Only one method, however, is able to reduce aliasing to 0.
that being the ideal Scan-DAPPER method of chapter 7 with n| set to n Of course
this method requires a comnplete record of the fault-free output, which s hikely to be
unacceptable overhead in most cases. The other DAPPER methods have greatly re-
duced overhead with very low aliasing probability For instance. Scan DAPPER with
ny < n and Standard DAPPER contain only cancellation aliasing within the parity unit
and MINSR 1espectively. MISR compaction, on the other hand. contais both cancel-
lation and signature aliasing (see section 7 4). Cancellation aliasing 'n shift registers i

believed to be much less likely *han signature (matching remainder) aliasing |Bar&7|

8.3 Dictionary Constructed in Advance

In this section it 1s assuined that a full fault dictionary is to be constructed belore
any fault location is performed. With signature by simulation techniques, the key to
this dictionary will be a MISR or LFSR signature, while for the DAPPER methods
several keys will be used, permitting a multi-step location process. if so desired

The most significant costs in any dictionary system are those of creating and storing
the dictionary For example. storage costs prevent the accumulation of a dictionary
listing each failing pattern for cach fault - A cncut with a hundred thousand gates
and a scan chain of say a thousand elements to be tested with a few thousand random
patterns would require a dictionary hundreds of gigabvres in wize even tor a fault model
as simple as the single stuck-at Lven a detetnunistic ~et of only 4 few hundred vectors
would not reduce the dictionary <ize to manageable proportions On the other hand 4
signature on the order of 100 bits 1n size would allow the dictionarv to be stored in
few megabvtes — still large, but well within the capabilities of cantemporary storage

devices.
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Thus, for large circuits, only data compaction methods such as signature analy-
sis, counting methods. and first-fail techniques permit the storage of fault dictionaries.
While these methods all result in dictionaries of approximately the same size, the costs

of developing them vary dramatically.

8.3.1 Dictionary Development Costs

Only the time complexity of dictionary development will be considered in this sec-
tion, since the space complexity is identical among all the methods investigated.

Recall from chapter 2 the fault simulation cost assumption (assumption 2.1), which
states that if the computational effort required to simnulate a circuit for one input vector
and one fault in order to produce one output vector is x,* then the simulation effort
tequired to produce n output vectors for one fault is nr and ihe elfort required to
produce one output vector for each of & faults 1s hz. So. given z. the cost of s mulating
cach of 1000 faults tor each of 2000 patterns is 2 000 000z. This full effort is required if
the data compaction method requires each output bit for each fault Signature analysis
and the other signature techniques of chapter 3 fall into this category If the first
failing pattern 1s used instead. then the effort diminishes. because the tault need not be
simulated once 1t has been detected. This effect 1s demonstrated in figure 8 2.

The portion of the graph above the first-fail line represents the relative effort in
compiling a first-fail dictionary (as well as cumulative fault coverage), as compared
with the total area of the graph. which represents the effort required to calculate a full
simulation dictionarv In the case ol figure 8.2, this is about 7 5% of the total effort. or
about 150 0007. Increasing the test length to 4000 to cover some of the more difficult
faults would lower the tefative effort to 4.3% (172 000z) for the first fail technique.
Savings can be determined duectly from fault coverage curves, or may be estimated
using the arctangent model described in section 5.4 1 - [However, precise values cannot
be obtained without actually constructing the dictionary

Of course. a smgle failing pattern 1s unhkely to provide the level of resolution that
could be obtained when multiple fails are observed For thi< reason. the kth failing

pattern mav be used mstead  In this case. the simulation effort 1« inereased. although

* The computational complexity of petformmg a full ssmulation for ane tault and one vector 1= O(C4)
where ¢ 1~ the number of cucwit wates or (L) whete L 1 the number of cucmt lies  The space
complexaty 1s O(L + -} The complexity of compacting this output mto a signature 1s Q(m). where
ms the number of cucuit outputs This value 1s essentially mdependent »f the compaction techmque
used See chapter 2 cor more details
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the actual amount of the increase will depend on k& This effect 1s demonstiated i figure
8.3.

While the first failing pattern curve corresponds to 7 5'7 of the full simulation effort
the 10th fail requires about 38"% and the 20th fail 527 of the entire eflo.t  \gam. il the
test length is increased to 4000. the relative effort decreases to 2537 1n the case of 10th
fail, and 38% for 20th fail. Thus. the kth fail measures share the propertv of decreasing

relative cost with increasing test length.
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Another way of looking at these cost figures is to compare absolute simulation costs.
Doubling the test length will double the absolute simulation effort for full simulation
signatures, while increasing that for kth fail techniques by substantially less For the
example above, doubling test length from 2000 to 4000 results in 15% more work for a
first fail dictionary, 32% more for a 10th fail and 46% more for a 20th fail.

Such reductions are important when investigating the tradeoffs between fault cov-
crage and dictionary cost. While doubling the test length might increase fault coverage
from 99% to 99.5%, a 100% increase m dictionary generation cost might be too high a
price vo pay If the generation cost was to increase only 20%, the improvement in aual-
ity might be cost-effective. These savings will also be realized if the test set is changed
during the circuit’s lifetime.

The percentage reductions observed above are simiilar to those obtained experimen-
tally for the ISCAS-85 benchmark circuits [Brg85]. The results are reported fully in

chapter 9, but a brief summary is shown m table 8.1.

Circuit | Full Sim. { 10th fail | 20th fail | 30th fail
alu 1.0 0.05 0.10 0.13
C432 1.0 0.10 0.17 0.22
C499 1.0 0.15 0.21 0.26
C880 1.0 0.14 0.22 0.27
C1355 10 0.22 0.28 0.34
1908 1.0 0.28 0.33 0.37
C2670 1.0 0.27 0.32 0.36
C3540 1.0 0.18 0.25 0.31
C5315 1.0 0.12 0.19 0.25
6288 10 0.03 0.04 0.06
7552 10 019 0.26 0 32

Table 8.1 Relative snmulation effort, n = 2048

In the best case (circuit C6288) a 10th fail dictionary requires onlv 3%% of the efort
ol a full dictionary for a test length of 2048 For less randomly testable circuits. the
eftort goes as high as 28 for a 10th ta:l with circurt C1Y08. or 37 for a 20th fail for
the same circuit In all cases a substantial savings 1s observed. even for the short test
lergth examimed Longer test lengths vield greater reductions For example, increasing
the test for C880 to 21568 vectors (a complete test set) vields results of 3 7% for the

[0th tail, 5 5% for 20th tail. and 6 6% of a full dictionary eflort for the 30th fail test.
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Thus, constructing a 20th fail dictionary for &-Max DAPPER (k — 20), requires about
one twentieth of the cost of generating a dictionary for a standard signature technique
With testing effort taxirg the abilities of computer systems, such savings can make the
difference between feasible and infeasible effort.

Note that it is the redundant taults which contribute most of the eftort 1n dictionar
construction. For example, a complete test for circuit C3540 (maximum length 50 016
vectors) requires 5 4% of the full signature by simulation dictionary effort to constiuct
a 20th fail dictionary. If the 137 redundant faults were tdentified i advance, this 1
reduced to 1.5% of the full effort. Potential savings like these show that a quick pass
through the circuit with a deterministic redundancy identifier like Socrates [Sch&8| may
be justified for long test lengths. The reduction ot 4% of cverall eflort may make httle
difference for a signature by simulation dictionary, but 1t represents a threefold savings
for the 20th fail DAPPER equivalent

It is possible to reduce the overhead of standard signature dictionary techniques
by taking signatures at different times (after say 1000 vectors and then again at the
end of the test) The disadvantage of such methods when compared with the Ath fail
techniques is their lack of provable resolution A fault recorded by the first signature
may have been detected by only one test pattern. making location conclusions based
on it much less reliable than had it been detected numerous times With the kth fail
signatures, a fault is guaranteed to be detected either ¢ times, or else the maximnum
possible with the test set. The fact that the signature 1s controlled by the fault permuts

this guaranteed resolution.

8.3.2 Dictionary Storage Costs

As mentioned previously, a complete dictionary listing all failing patterns for all
faults 1s infeasible for VLSI circuits. even with simple fault models Some form of data
compaction 1s required. The length of signatures then becomes an important factor i
the size of the fault dictionary constructed. Table ® 2 lists the sies for a variety of
techniques Note that a kth fail signature consists of either the pattern where the £Lth
fail was observed. which will have a value 1 the range of A to n o the counter van
alter n vectors. which will be less than 4

Table & 2 shows that the signatures are <imilar in <1ze  =ince log 7 1= unhkely 10
exceed say 25, the fail indicators and weight counters will in most cases be the smallecot
signatures. LI'SR length will depend on the resolution desired (see section 8 1), Lot

will typically be less than about 50 bits The longest signatures ate MISR and failing
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Signature Size

first fail indicator | {logn]
kth fail indicator | [logn|

weight counter [logn ]
LFSR J
MISR m
failing output reg. m

Table 8.2 Sizes of various signatures

output measurements, whose lengths depend on the number of circuit outputs and could
hecome quite large.

Suppose, for example, that a circuit with 200 outputs and about 20 000 faults is
tested with 100 000 random patterns. A MISR signature by simulation scheme will have
entries of 200 bits, an LFSR signature by simulation will require about 40 bits to ensure
coverage, and a k-max DAPPER scheme would require 17 bits for each fail indicator
and perhaps 16 bits for the LFSR for a total of 50 bits. The complete dictionary sizes
are 400K, 80K, and 100K bytes respectively. Variations in any of the circuit parameters
will cause corresponding changes in the signature sizes. In general, the MISR signature
will be the longest of the three, but differences in the other two will depend on test

length and number of faults

8.3.3 Dictionary Look-Up Costs

Once a dictionary has been created, efficient means can be developed to access it.
These may be developea independently of the signatures or in conjunction with them.
Ounly in the latter case can differences between techniques he examined in detail. A
look-up table approach can be used when the number of possible values is small — In
most cascs. LFSR or MISR signatures will be too long for such techniques, but first-
fails or weight counts could employ them if test length was less than say 100K patterns.
Otherwise, binary search o1 hashing methods could be used In general. the effort will

be similar regardless ot the diagnosis or dictionary search method used

8.3.4 Test Application Costs

Test application costs encompass bodh test application time and tester hardware

costs. These latter costs involve the costs of vector generation (stored pattern or pseu-
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dorandomly generated), signature storage costs, timing features, ete  Many ol these
factors are highly dependent on the individual process and beyond the scope of tls
dissertation, but comparisons may be made on the basis of test application time. and

the amount of storage (ROM and RAM) required by the ditferent compac tion methods

The reductions i dictionary development time for the DAPPER methods over
signature by simulation techniques demonstrated in section 8 3.1 also apply to test
application costs. Fewer vectors are required (on average) for each signature, and there
is no need to apply those which are not used. So. given equal probability of any {ault
occurring, the simulation savings achieved by DAPPLER translate into reduced average
test time for faulty chips (neglecting the time required to set up the chips on the
tester). Of course, the worst-case test length remains as n. the length always incurred
by the signature by simula.ion methods. In all methods. fault-free circuits will have
test lengtl n, so the process vield will affect results. For low vields. faulty circuit test
times will dominate and DAPPER should perform significantly bhetter than signature
by simulation, while for high yields, fault-free circuits will dominate and the test lengths

will be virtually equal.

Thus, the figures in table 8.1 represent a lower bound on the relative test length ex-
pected using k-Max DAPPER as opposed to a full length signature scheme forn 2048
The accuracy of such projections 1s limited, however, since it relies on the assumption
that every fault has an equal probabilitv of occurrence The kth fail techniques will
have shorter average test length, but whether the relative times are more. less or the
same as those of table 8 1 will depend on whether the faults which actually occur tend

to be less, more, or equally detectable on average as the modelled distribution.

The reductions in test time are not without cost, however The DAPPER methods
require the storage of a fault-free sequence (n bits with a MINSR. mny + K(n )
bits for Scan DAPPER) This read-only (ROM) storage is required only for the fault-
free signature for MISR (m bits) or LFSR-based (. 50 bits) signature analysis. |f
the DAPPER overhead 1s excessive, as 1s possible with an on-chip unit. the methods
of section 6.2 may be used to reduce it  Nonetheless, the storage requirrcments of the
testing unit for the kth faill methods are more comples than thoce of cignatare analyers

techniques. although they are still simpler than nceded tor deterministic testing

The remaimng test circuttry 1s stmtar tor all technigues The number of writable
signature register bits was discussed in section 8.3 2 ~can-bhased methods such as LESR
signature analysis and Scan DAPPEK require scan hardware. and DAPPFR without

SCAN requires a MINSR, which 1s slightly less complex than a MISR (.10 teedback)
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Thus, the only significant hardware difference between the methods is the fault-free
sequence storage. Whether this cost will preclude taking advantages of DAPPER’s
dramatic reductions 1n dictionary construction cost and test application time will depend

on individual cucumstances.

8.3.5 Information Content

One problem with signature analysis is that fault location via a dictionary is es-
sentially a binary process — either the fault is present or it is not If no dictionary
entry matches the observed signature, no information whatsoever is available as to the
nature of the fault. The hierarchical signatures employed by the DAPPER methods are
able to reduce the negative effects of this situation, since each signature contains nuseful
information about any fault which may have occurred. The weight count provides an es-
timate of detection probability. The first-fail counter provides an actual failing pattern
and output in the case of Scan-DAPPTER. or a set of n possible pattern, output com-
binations in the case of a MINSR ['inally, if present. a failing output register provides
information on the paths the fault can take. This information partially characterizes
the fault and can aid tools such as those of |Abr80! or [Raj87] in eliminating fault-free
regions of the circuit from consideration Of course, the use of improved fault models,

such as those of [She85], can greatly increase the effectiveness of a fault dictionary.

8.3.6 Effect of Partial Matching

Recall that 1n section 6.2 partial matching of the quotient sequence was suggested as
a means of reducing the bardware overhead penalty of the fault-free sequence generator.
When this occurs, kth fail techniques for small k are less useful, since many (or all) of
the k errors may be due to imperfect matching. In section 7 3.2 £ + w-Max DAPPER
was suggested as an alternative. with w heing the expected weight count for the fault-
free circuit. Since w 1s dependent on test length, increased maximum test lengths will
increase each individual test length as well

For example, suppose that o given fault (sav ) s detected about once everv 20
vectors A 10th tail signature will be expected to take about 200 vectors to tally.
Increasing the maximmum test length bevond 200 in 10-Max DAPPER will have no
effect on fault a s test length On the other hand. suppose that 10 - w-Max DAPPER
1s to be used and the matching rate 1s about 90%. tor a maximum test length of 200,

w is expected to be 20, and the final count in the presence of 4 1s expected to be 29.

17




84 Demand-Diiven Diagnosis, No Dictionany

below the value of 30 which would have terminated the test. Incteasing the maximum
test length to 2000 will increase the expected weight to 200, meamng that 210 errors
must now be counved before test termination. This is expected to occur at vector 1500
Similarly, increasing the length to 10000 increases the expected test length to 7211

Thus, the savings in dictionary construction costs and average test time are unlikeh
to be as dramatic with & + w-Max DAPPER as they are tor k-Max DAPPER Saving.
are likely to be only on the order of 25% to 507, as opposed to the order of magnitude
reductions observed with k-Max DAPPER. Nonetheless. the signatures retain much of
their information content, particularly if the first few bits are fixed at 100% matching
in order to allow a meaningful first-fail value. The tradeoffs between savings in hard-
ware and additional dictionary costs should be considered before choosing a particular
implementation of DAPPER.

8.4 Demand-Driven Diagnosis, No Dictionary

This section compares the performance of fault location methods when no dictionary
is to be constructed. Diagnosis will proceed bv generating the appropriate sections of
the dictionary as needed, and these sections will not be retained after the diagnosis 15
complete The two methods to be coinpared are DAPPER and Intermediate Signature
Collection (ISC). since, as was mentioned carlier. the signature by simulation methods
cannot be applied in the absence of a dictionary

As opposed to dictionary systems. where the start-up cost of creating tire dictionary
is the most significant, the major costs of demand-driven systems are the run-time costs
of conducting the diagnosis. These include test time, tester complexity. and in the
case of the two methods analyzed in this section, the amount of post-test simulation
necessary 1o resolve faults.

In addition to costs, quality considerations must also be addressed. since results
mnust be reliable and accurate. Iixamples of quality criteria are guarantees of correct
diagnosis, size of fault classes. extensibility of the methods. and information content of

the signatures in the event of unmodelled faults

8.4.1 Start-up Costs

Since there is no dictionary to bhe generated. the <tart-up «osts of the demand-
driven techniques are greatly reduced over those of section 8 3 1 "I hic reduction in <ot

effectively removes them from the critical path and allows diagnosis to commence witl
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production. Any fault detection start-up costs, such as test set evaluation, will not be

considered, since they will be the same for both methods.

In ISC, the only start-up cost is the generation ol the fault-free MISR signatures
Each of these involves a fault-free circuit simulation over a set of L (usually 256) vectors.
Circuit outputs are separated into actual primary outputs and those associated with
scan cells. Let the number of prunary outputs be 7', and the total number be m  The
time complexity of the cucuit simulation for each vector is O(G?) and the complexity
of each signature generation is Of{m}, for a total time complexity of O(n((’]“’ i m))
The space complexity of the operation 1s Of L m!)  The storage 1equirement for the

resulting signatures 1s m'n - P hits

As with ISC, fault-free signatures »nust be generated before DAPPER can be used.
In addition. however, detection probabilities must be obtained for each fault. The cost
of these will depend on the algorithm used TFor example, it COP [Brgg&4l is used, the cost
will be small time complexity ()((;'2) for cach fault, space complexity (){C’z) total.
At the opposite end of the spectrum, if statistical sampling is used with say ! vectors,
the time cornplexity will be ()(1(7'2) for each fault Other algorithms will lie somewhere
in between {not counting the exhaustive approaches wich their worst-case exponential
complexity) Section 2.5.3 provides more information about testability measures. As
1s demonstrated in < hapter 9. the more accmate the detection probabihiy information,
the better the performance of DAPPER. Once the detedc.ion probabilities have been
calculated. thev must be sorted to permit the construction of a diagnosability profile
(see chapter 7) The tune complexity of this sort operation is O(h log h) where h is the
number of fauits, and its space complexity depends on the algorithm used (O(h) for an
in-place sort)

The complexity of calculating the fault-free DAPPER signatures is identical to
that tor ISC The storage cost of these signatures will depend on the approach chosen.
Standard and k-Max DAPPER require n bits for the fault-free MINSR sequence, plus
2logn bits for the counts and another ; for the LFSR signature ‘The 1clationship

between this value and the m'nl !

will depend on the relative values of m’ and L. but
i maiy cases, especially for larger cncunts waill be commparable  In Scan DAPPER.
the storage cost depends on the selection of ny and A (the number of vectors to be
scanned out whole and the size of the paritv compressor for the remainder), and will be
mnyg ~ K (o ny) bits, In vittually all cases this will be larger than for ISC. although

tvpicallv by onlv a constant tactor of about A'.

In conclusion, start-up costs for DAPPER are somewhat higher than for ISC. but as
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this is only a one-time cost, its effect will be minimai if DAPPER is able to outpetform
ISC in run-time cost.

8.4.2 Run-time Costs

The run-time cost of fault location is the largest in demand-driven tault diagno=is
systems. In comparing these costs, two situations will be mvestigated [n the first. faults
which occur will be from a single fault model, such as the single stuck-at, stuck-open,
bridging, or even the layout-dependent inductive fault model of |She®85] The second

situation will allow faults from multiple fault models to occur.

8.4.2.1 Single Fauit Models

If the diagnosis method 1s to resolve only single laults (when realistic faulls are
included, such single models are very powerful [She85i). the output storage arca of IS¢
becomes unnecessary and analy<is can proceed by simulating predicted faults and com-
paring the results to those observed The major contrast between ISC and DAPPER 1
this situation is that DAPPER attempts to reduce the number of faults being considered
while ISC limits the test length under investigation.

In this situation. 15C will resolve faults by simulating each one over the [, vector
petiod whete a fault 15 first detected by the MISR Faults wihich match the MISR
signature will be retained. all others will be dropped. The process is repeated for other
failing intervals until either the fault list 1s reduced ta a single fault.” or the potential
fault list has remained unchanged tor a few tervals, in which case 1t may be that these
faults form an equivalence class. The question of how many intervals must be sunulated
in this instance is a Jifficult one Identifying non-tnivial equivalent faults 15 an NP-
complete problem, so a suftictent number of errors should be observed helore clanmng
equivalence. On the other hand. investigating additional failing blocks 1ncreases hoth
test time and sunulation cost. Using assumnption 2 1 which allows the companson of
simulation effort 1 terms of the number of fault-patterns simulated the lower hound
for simulation 1s Lk fault-patterns. where A 15 the number of faults i the arout

In DAPPER. the error weight count 1o used as the first step m elnnmating potential
faults, followed by the first failing partern. using the method descnibed i chapter 7 [
the h initial tauits are reduced to iy by detection probability and h by the first fanling

pattern, and if the mean value for the first tailing pattern s v, . then « tvpical amoum

“ The 1ssue of an unmodelled fault occurring will be considered later
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of simulation to locate a given tault will be rqy(hy + kh2) for k-Max DAPPER. This

will be less than the simulation involved in [SC whenever
rav(hy + khg) < Lh (8.4.1)

Consider the following example of benchma. k circuit C880 (complete results are given
in chapter 9): Observed values are 0 09h for hq, 1.15 for hy There are 942 modelled

faults, and using 256 for L, and 20 for £ this yields a maximum value for ry, of:
rau < 2228

The ohserved value for rqy is 111. For tests where r,y is less than the maximum value
from (8 4 1), DAPPER will outperform [SC by an amount equal to the ratio of the two
sides of (8 4 1) In the example above, DAPPER will outpeiform ISC on average by a
factor of 20

Decreasing hy. ha, or k tends to raise this maximum value. as does inrreasing L.
FExperiments reported in chapter 9 demonstrate this improved performance

Thus. DAPPER is able to offer significant cost reductions over ISC for countable
fault models in terms of the amount of post-test simulation required to make a given
diagnosis. In addition, resolution 1s guaranteed by the fault itself, so the tester may
terminate the test atter the fault has been detected either & times, or as many as
permitted by the entire test set. whichever s lower. In the case of ISC. however, the
tester cannot make this decision without external information unless & failing intervals
are observed m most cases many more than the “few” advocated 1in [Wai87| and
| Wai89)|.

The additional failing Mocks which must be observed suggest that for comparable
guaranteed resolution, average test lengths for faulty circuits and thus tester time will be
longer with [SC than with DAPPER, although the differences will not be so pronounced
as those observed with signature by sunulation techniques. and. of course. {ault-free
circuits still require the maximum test length

In addition. tester costs may varv The storage cost of the various fault-free values
is compatable. as mdicated in section & £ 1. 1SC requires an m' bit MISR as its only
writable memorv (RANM). while DAPPER requires 2 logn bit counters scan DAPPER
requites an extra m + A it register plus shghtly longer connters {log(mny + K(n -
) bitsh, a Ky and KO bit panty registers. demultiplexers and the assorted docking
hardware Thus. DAPPER’s tester will be somewhat more complex. but the improved

pertormance and resoiution should he ample to offset the cost.
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8.4.2.2 Multiple Fault Models

When a multiple fault model is used, tault enumeration s no longer possible. so,
in addition to signatures, actual output rectors are required for diagnosis. A varety
of methods of locating lailures given faully and fault-free circuit responses have been
proposed [Abrao] {Raj87] [WaiB9l (see section 2.3 3 tor more intormation)  Any of these
techniques, may be used with faulty ocutput mformation generated by either DAPPER
or ISC, so the cost of using them will be constant  [nstead, the costs of oblaming the
vectors, as well as vector quahty, needs to be addressed  The two methods compared i
this section are ISC as described in |Wai89] (section 4 2) and the k-Max Scan DAPPER
technique (section 7 5.1) The latter is the DAPPER apphcation most suited (o the
externally-tested full-scan circuits for which ISC works

The general principle employed by both [SC and DAPPER m developing signatures
is that etror streams with 1andom input vectors tend to be sparse - the vectors which
detect faults are often vastly outnumbered by those which don’t [SC take< advantage
of this behaviour by recording blocks of I output vectors which contam an error at
some point. DAPPER, un the other hand, records the positions of some ndividual
error patterns. and with the failing output register gives a4 global view of where errors
have been observed. This latter process takes advantage of another common property
of error streamms — errors tend to be restricted to a few outputs *

The first tailing pattern recorded by DAPPER not only indicates an error. but it also
implicitly stavos that all previous patterns were fault-free  Additional fathing patterns
can be recorded for the (ost of a register long enough to record a pattern number
(In the case o+ hybrid Scan DAPPER. tlus is log(mny ~ K{n - ny)), no more than 30
bits. given 1 on the order of 1000, ny a most a few thousand. n under 1 COH HVO,
and K around 20) The number ot these registers can be balanced agamnst the desired
resolution and acceptable tester cost

Those outputs which are stated i the failing output register to have never failed are
known to be fauit tree for all input patterns present in the first ny patterns After that
the failing output 1egister tecords etrors found by the parity checkers  Agam, tradeofls
in the value of ny the number of panity checkers and the ordering of the scan cham
should be able to resolve anv problems with cancellation aliasimg  This flexability 14 not
shared by [SC.

* The exception to this 1s catactrophic failnres such as scratches across the <thron which could oo
tentially affect all outputs Of course, locating everv fault site m such a situation s probably
ulnecessary




84 Demand-Dtiven Diagnosis, No Dictionary

Intermediate signature collection is much coarser in its resolution than DAPPER.
Blocks containing failures are recorded in their entirety, (rnl bits) Blocks which passed
arc known impncitly to be fault-free (disregarding the possibility of aliasing in the MISR.,
which may or may not be signilicant) The blocking of errors tends to prevent the kinds
of guaranteed coverage possible with DAPPER. since 3 failing blocks could contain 3
erroneous patterns, or 3. Multiple failing blocks must be obscived tor accuracy, since
a single error 15 suflicient for reliable diagnosis. To guarantee that A errors have been
observed whenever possible will require that testing continue until 4 failing blocks are
recorded. The storage overhead in this case 1s likely to be unacceptable.

In terms of tester overhead when multiple fault models are to be used. DAPPER
tends to use more RON! while ISC 1equires more RAN. lor example, the total ROM
storage of ISC1s m/nL ! bus, while for DAPPER it 1s A = mny + K{(n ny). Suppose
that m 1s 500, m' is 50, I is 20. L is 256, n is 50 000 and ny 16 250. This results in
9766 bits ol ROM for ISC On the other hand, the DAPPER tester requires 1 2M bits
of ROM 4 much larger value [However. in terms of RAM the situation is reversed.
To record three failing blocks, ISC requires 384h of R AN, while DAPPER, assuming
k - 30 failing patterns are to he recorded in total. tequires 520 bits {or a lailing output
register, and log N - 21 bits for the weight counter and each failing pattern ndicator.
Fven if cach ot the 30 patterns are recorded. that still totals onlv 1171 bits of RAM.

The cost differences bLetween RAM and ROM can easily be summarized. In the
previous example, each test with ISC will produce 384K of data. which inay either be
stored in the tester while the next chip 1s diagnosed. or downleaded to a computer for
immediate analysis  With DAPPER this arnount 1s just 1171 bits  If 4 61 more chips
are to be tested before downloading commences, total tester mermory (RAM plus ROM)
will be greater for [SC than for DAPPER. In either case. the communication overhead
between the tester and the diagnosis computer will be 300 times greater with [SC than
with DAPPER. and the ISC data mav contain as few as three tailing patterns Thus.
it appears that the static «storage cost of ROM will be much less significant than the
dvnamic storage cost of RAM

In conclusion, when a multiple fault model 15 used, D APPER 1< able to outperform
ISCHin terms of test quality, test time. and tester overhead. given reasonable assumptions

abourt each of these costs

8.4.3 Information Content

With any fault location mothod. it may be impossibie to obtain an accurate diagno-
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sis. The problem is particularly acute with signature schemes, as was noted m section
8.3.5. Both ISC and DAPPER are equipped to provide some information about un-
modelled faults which may have occurred. ISC will give sets of L patterns in which an
error is located. while DAPPER will indicate failing patterns and approximate detection
probability

In the context of single fault models, DAPPER's information 15 hikely to be more
useful, since ISC in this case does not store actual output values. and the previoush
discussed limitations of signature analysis will come into play In DAPPER the attempt
to diagnose an unmodelled fault could. if no other termination conditions were mncluded,
result in the generation of a near-complete first-fail dictionary. If such were the case.
the results should be stored with the diagnosability profile to reduce the costs of e
recurrence. Alternativelv, a first-faill dictionary could be assembled and mserted nito
the diagnosability profile before diagnosis commenced, further reducing the run-time
costs. Generating this dictionary i1s required in any case it the fault coverage of the test
set is to be determiined

With multiple faults, resolutirn problems tend to result from the algorithm used In
many cases, increasing the amount of fault information (e.g 1ncreasing & for DAPPER
or the number of failing blocks for ISC) will allow diagnosis. while 1 others diagnosis
is impossible. In these cases. the diagnosis algorithms will often give a listing of po-
tential faults sites Because DAPPER is able to provide fault intormation in a much
more compact torm than ISC. 1t is likely to be able to give better information to the

deterministic diagnosis algorithms.

8.44 Extensibility of Methods

Intermediate Signature Collection is designed to work only with scan-design circuits
The method cannot be extended to partial scan or non-scan sequential circuits, since
there 1s no way to reset the circuit state effectively atter each block of L vectors DAD-
PER. on the other hand, can be extended to sequential circuits and some prelimimary
results have been reported [Ait&dcl The results <o far indicate that generating suitable
random test sets for sequential circuits 1< a much more difficult problem than diagnoang
the resulting tailures. at least 1n the context of single fault models Nonetheless. the po-
tential to diagnose failures 1in sequential circuits with DAPPER s nnportant, espeaialiv

in the case of features such as partial scan.
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8.5 Demand-Driven Dictionary Construction

It is possible to store pertinent results from demand-driven diagnosis once they have
been obtained so that over time a dictionary will be constructed. This demand-driven
dictionary construction is the subject of this section. The methods to be compared
are DAPPER and Intermediate Signature Collection (ISC). since these are the two for
which demand-driven diagnosis 1s feasible.

Start-up costs, information content. and extensibility of the two methods remain
unchanged from section 8.4, When a dictionary is constructed gradually, both run-time
and eventual total costs are important With multiple fault models, the dictionary is
more a tool for recordkeepmg than for performing diagnoses. so single fault models will

be considered here.

8.5.1 Run-Time and Long Term Costs

The run-time costs are identical to those described in section 8.4.2.1 for both ISC
and DAPPER., with the excep'ion that repeated simulations are unnecessary, since
the reselts may be obtained from the dictionary. Assuming that over time, all faults
eventually occur will result in a kth fail dictionary eventually being constructed for
DAPPER. at a cost equivalent to that reported in section 8.3.1.

For ISC. however. the long-term costs depend on the diagnosis strategy chosen.
In a simple brute-force approach, eventually each fault could be simulated over each
L, pattern block, for a total effort equivalent to the cost of a signatu.2 by simulation
dictionary As i section 8.3.1, this represents much more effort than required by DAP-
PER On the other hand, it offers the potential to locate some intermittent faults which
are active only during some L pattern blocks. but not others. Since such faults must
be active throughout the block to locate them with their signature, the benefits are
probably limited

On the other hand. th.e number of faults to be simulated in a given block could be
reduced 1f those known to fail in an earlier block are eliminated first. In this case, the
total effort will depend on the order in which faults occur but could conceivably be
compatible with that of &-Max DAPPER The relative positioning will depend on k and
the distribution of detection probabilities within the circuit, with lower values of k and

a tendency towards lower detection probabilities favouring DAPPER.
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Chapter 9 Experimental Results

This chapter describes several experiments designed to analyze the performance of
DAPPER. The circuits chosen are the 7T4LS181, a 4-bit arithmetic-logic umt (A L)
belonging to the TTL circuit family, and a set of “benchmark” circuits introduced by
Brglez and Fujiwara at ISCAS-85 [Brg85|. These circuits have become the standaid for
analyzing the performance of testing algorithms and methods for combinational circuits.

A description of the circuits 1s given in table 9.1:

Circuit | Inputs | Outputs | Gates
alu 14 T 58
C432 36 7 160
C499 11 32 202
C580 o0 26 383
(1355 41 32 046
C1908 33 25 880
C2670 | 233 140 1193
C3540 50 22 1669
Cbh315 178 123 2307
C6288 32 32 2416
C7552 207 108 3512

Table 9.1 Circuits Used in Experments

The number in the name of each ISCAS circuit refers 10 the number of lines it con-
tains, while the “C’ stands for combinattonal circuit  An additional arest in [Brgks!,
C17, was not used in the experiments because of 1ts small s1ze

The fault model used throughout this chapter is the single stuck-at lault model.

because of its simplicity and its applicability to the tool sets available, and also 10




9.1 Diagnosability with Detection Probability

facilitate comparisons with other published results, most of which use the model.

9.1 Diagnosability with Detection Probability

The objective of this experiment is to estimate the performance of detection prob-
ability as a predictor (see chapter 5) While section 7.1.1 states that the accuracy of
an error weight count as an estimate of detection probability increases with test length,
at some point this coarse resolution will be unable to distinguish between some faults,
even with increasing test length, because the faults are either equivalent or have identical
detection probabilities.

In this experiment, the entropy function of [Man64]|, described in section 2.2.3, is
used Lo determine diagnosability values of the weight count alone for the benchmark

circuits. In this instance, the diagnosability function is given as:

= log — Z ) log(g(z)) (9.1)

where

test length

i

total number of faults

1
g(r) = 5 number of faults with count ¢

and the indeterminate 0log0 is defined to be 0.

This function has minimum value 0 when all faults have the same count, and max-
imum value 1 when each has a different count. As an example of the meaning of
intermediate values, let A faults be grouped into % sets of k elements each. Algebraic

manipulation of (9.1) yields the following expression for R:

log k&

R:1“logh

Values for various k and A are given in figure 9.1. It can be seen that inherent diagnos-
ability of equivalently sized groupings decreases more slowlh when there are more faults

and hence more groups

9.1.1 Set-Up and Procedure

The inherent diagnosability for a test of length n is obtained by using the diagnos-

ability function on the expected weights for each fault. In an 1deal experiment, exact




9.1 Diagnosability with Detection Probabihity

R
10 h=100
~ = — h=l000
------ h=2000
— — — h=%000
- = - h=10000

075 ¢

- -
-
——

B -~

4 -~

]

3 ost

]

E \

025

0 " . " sk
0 b] 10 15 20

Block Size

Figure 9.1 Diagnosability versus Size of Gioupings

detection probability values would be available for each fault, and these could he used
to calculate diagnosabilities for a variety of test lengths. Unfortunately, calculation ol
exact detection probability values is a #P-complete probiem (see chapter 5), so, approx-
imate values from simulation were used instead. In this modified experiment, expected
counts were calculated for each fault for various test lengths, ranging in powers of 2 from
23 to 220, using both the independent and asymmetric error models. The diagnosablity
was then calculated from these.

Some error arises from these approximations. For example, faults with identical
detection probabilities may have been estimated as close, but not equal (e.g. 0505 and
0.495 for an actual value of 0.5). In this case, a test length of 1000 might be considered
ample to distinguish the two fauits. whereas in reality they could never be distinguished
via detection probability alone. This 1s hkelv to be a more common effect 1 the n-
dependent error model than the asvmmetric, simce the lalter’s test-ordes dependencies
make exact equivalence of detection probabilitv highlv nnlikelv tor faults which aflect
individual outputs differently Hence. the actual pertormance of detection probability
as a predictor mav be less than that expected. especially when the mdependent erron
model is used to estimate weight counts

On the other hand. when detection probabilities arc determined by statistical inet h-

ods, so-called hard faults wiil be estimated to have detection probability O Long test,
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91 Diagnosability with Detection Probability

lengths may distinguish these faults, hence the inherent diagnosability for long test
lengths may tend to be somewhat higher than suggested by this experiment.

The results also depend to some degree on the set of faults chosen. Inherent di-
agnosability will be lessened by an amount related to the number of redundant faults
included, since none of these may be distinguished. Similarly, if equivalent faults are
included, the diagnosability will decrease. In this experiment, equtvalent faults which
could be determined by inspection were not considered, while all redundant ones were
in order to reflect the difficulty in identifying them.

Finally, the diagnosability function itself is somewhat misleading in its values Faults
with detection probability 0.48 and 0.52 can be distinguished by an error count alone
with 95% confidence only with test lengths greater than about 2000, while the diagnos-
ability function will claitn a distinction when n 1s greater than 25. Thus, diagnosability

R is likely to be an overestimate of the true resolution capability of error weight counts.

9.1.2 Resuilts

The results of the experiment are shown in figures 9.2 and 9.3. Several statements
may be made about these results. First, the values rise rapidly from 0 (linearly when
plotted on the logarithmic scale), then flatten out and approach some limit value. For
many of the benchmark circuits, this limit is 1, while for others it can be as low as 0.7.
This behaviour means that diagnosability increases with n for small test lengths, as
faults with different detection probability are able to be distinguished. At some point,
however, further distinction is impossible because of identical detection probability val-
ues.

It is interesting to note that the slope of the detectability rise is approximately
constant among all the circuits. The rise also tends to level off between 2° and 21%. It
appears that this is due to the numnber of faults within the circuit, and that the levelling
off commences when the majority of the faults achieve a unique predicted weight. As
mentioned previously, fewer faults may achieve this when the independent error model
1s used, as can be seen for circuit C7552 in figure 93

A second feature of the results 15 that diagnosability tends to be higher when the
asymmetric error model 1s nsed to predict results than when the independent error
model is used These results are also consistent with expectations. since the asvmmetric
model allows a larger vatety of probability values and lience the linear region should
continue for a fonger time The one exception to these results is circuit C2670, where

the independent peak result 1s shghtly higher. The cause of this behaviour is not
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92  Accuracy of Weight Prediction

immediately clear, although it may be due to the large proportion of undetected faults
in the detection probability estimates.

9.1.3 Conclusions

[t appears that diagnosability based on error weight counts alone is determined by
circuit topology and distribution of detection probabilities. Function R is likely to be o
loose upper bound of actual performance, so it is clear that detection probability alone
will never be enough to completely characterize a fault. Nonetheless, fault resolution
capability using error weight counts, and hence their utility as predictors, is likely
to improve with test length, up to the point where those faults which have difterent

detection probabilities have been separated.

9.2 Accuracy of Weight Prediction

The primary objective of these experiments is to determine how accurately the error
weight counts used by DAPPER may be predicted for actual vrcuits, and hence the
potential utility of the expected count permutation desc ibed in chapter 5 Secondary
objectives include investigating the relationship between test length and prediction ac-
curacy, and determining the effect of both partial matching and error i detection

probability estimates on DAPPIR predictions

9.2.1 Set-Up

The circuits used for the experiments are again the 74L.S181 ALU and the ISCAS
benchmark circuits of [Brg85| (with the exceptica of C17). Input vectors were generated
by autonomous primitive LFSRs, with connections as indicated in {Bar87| and imitial-
ized to random vaiues, for all circuits except C1355 and C6288. Earlv results showed
that the correlation 1 mput patterns led to correlated output values for these circuits
DAPPER relies on successive output patterns being mdependent. and for these two
circuits the LFSR-generated sequences could not provide this mdependence o alle-
viate this problem. primitive cellular auromata nitialized 1o random values and wirh
characteristic polynomals from BarR7 were used instead for the two crrcuits T he
configutation rules for the celiular automata were provided by M Serra (Ser89i, and

developed using the technique reported 1n ider&%: -

* It is mterestmg to note that (499, which 1s wdentical functionally to ('1355, was not 90 adver-ely
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9.2 Accuracy of Weight Prediction

The detection probability values were estimated from simulation on a set of purely
random test vectors, in order to minimize possible effects of errors in their values
While such Monte Carlo estimations cannot be used to produce meaningful absolute
hounds on detection probability, they do provide confidence intervals. Finally, fast
fault simulation tools available at McGill [Maa88| [Maa90] could be readily applied 1o
estimating detection probabilities, while implementations of algorithms other than COP

and that of [Kri86| were unavailable.T

9.2.2 Procedure

The experiments performed were as follows: Fixed test length simulations of DAP-
PER were performed on all the benchmark circuits. Simulations for various test lengths
were petformed up to an exhaustive test for the ALU, and to {ull fault coverage for
one of the smaller benchmark circuits (lack of resources prevented this experiment from
being performed on all the circuits), and finally the ALU was re-analyzed using de-
tection probabilities estimated by COP as well as various amounts of random vector
simulation In each case, the experimentally observed weight count was plotted against
that predicted in chapter 7. and a line was fitted using least-squares regression (see for
example (Won77|) The expected slope of the line is 1, and its expected intercept is 0.

The experimental results are now reported in detail

9.2.3 TFixed Test Length

In these experiments, DAPPER was simulated on all the benchmark circuits for
a fixed test length of 2048.* This length, while not sufficient to detect ali faults in
many of the circuits. was the maximum possible for full simulation of all circuits given
computing resource constraints. The number of undetected faults using the test set for

cach circuit is shown in table 9 2, together with the numnber of redundant faults (from

Sch88|) The difference between these two figures gives the number of detectable faults
missed by the test sct. The last column of the table gives the irredundant fault coverage

of the test set

affected by the correlated ontpate 400 1 an XOR gate tmplementation of 1 panty encmt, white
(135515 o NAND mplementation  Apparently. the faults within C1455 which cause the problems
are those mternal to the exclusive-ur structure and hence not covered ws the fault set of C499

See section 2 5 3 for additional infrrmation on testabithiy measures The effects on count predictions
of COP and simulation experiments tor estunating detection probabuity are discussed later m section
925

* o) N
Some of the results m this section were onginally reporced m |A1689al
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92 Accutacy of Weight Prediction

Circuit | Faults | Undetected | Redundant | Missed | Irred. Cov.
alu 237 0 0 0 Lo o
C432 524 4 4 0 100 0
C499 758 8 8 100.0
C880 042 9 0 9 99.0
C1355| 1574 8 8 100.0
C1908 | 1879 29 9 20 98.9
C2670 | 2595 431 117 314 87.9
C3540 | 3428 156 137 19 99 .4
C53151 3350 60 59 i 99.9
C6288 | 7744 34 34 0 100 0
C7552| 7548 104 131 363 95.2

Table 9.2 Undetected Faults After 2048 Vectors

The test sets for the ALU, C432, €499, C1355, and C6288 detected all the irredun-
dant modelled faults. while that for C2670 detected only 889 of these. The existence of
missed faults will not adversely diagnosis of the detected faults, since the missed faults
have very low detection probabilities and are consequently expected to be missed by a
test of length 2048 Naturally, a fault which is never detected cannot be located by any
method.

Each experiment proceeded a= follows® The circuit was simulated fault-free to pro-
duce a quotient sequence and fault-free LFSR signature. This quotient sequence was
then matched with the simulated output of the MISR for each fault. and the three

signatures (weight count, first-fail. and LFSR) were obtained

The weight count was then comparared with that predicted by both equation (71 1)
for the independent error model and equation (7 1 8) for the asymmetric error model
The comparison proceeded by using a least-square hine to fit a plot of the observed
versus predicted value for the two models. For the expected count permutation to be

useful as a predictor. these predictions must be close 1o experimemally observed values

9.2.3.1 Standard DAPPER

In the first part of the experiment, 100% matching ot the tault-free MINSR sequence

was used to obtain the weight counts. The values tor the slope and intercept of the fitted
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9.2 Accuracy of Weight Prediction

line, together with the sample standard deviation for its data points,* are given in table

9.3 for both error models.

Circuit | Model | Slope | Intercept | S-DEV
alu | ind 0.982 7.5 42.9
asy 0.988 6.3 400
(432 | ind 0.981 31 40.8
asy 0.988 3.2 39.3
499} ind 0.987 49 23.5
asy 0.995 1.6 14.4
880 ind 0.987 -0.5 27.9
asy 0.999 12 22.6
Cl1355 | ind 0.988 3.9 18.0
asy 0.997 3. 14.1
C1908 | ind 0.995 4.5 25.0
asy 1.001 4.5 23.8
C2670 | ind 0.985 -0.4 229
asy 1.000 -05 205
C3540 | ind 0.986 4.1 42.1
asy 0.991 1.1 41.5
C5315 1 ind 0.966 15 36.1
asv 0.696 04 32.2
6288 | nd 0.992 13 37.4
asy | 0.999 1.0 37.0
C7552 | ind 0.961 43 34.7
asy 0 993 40 333

Table 9.3 Accuracy of DAPPER Weight Predictions, 100% Matching

As an example of the tesults of table 9.3. consider circuit C880. Observed counts y,

*

The sample standard deviation 1s calculated as tollow~

S-DEV =

h

1 ——
peer DI IR

=1

where a and b are respectively the slope and intercept of the fitted 'ine 4 1s the number of faults,
r, 1s the predicted count for fault ¢ and y, 1s the observed count
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9.2  Accuracy of Weight Prediction

are related to counts predicted by the independent error model z, by the equation:
y, = 0987z, - 0.5

with a sample standard deviation of 27 9. When the asymmetric error model is used (0

predict counts, the equation changes to:
y, = 0999z, + 1.2

and the sample standard deviation decreases to 22.6

The results of table 9 3 show that DAPPER weight predictions are consistent with
both the independent and asvmmetric models. [t also appears that the asyvmmetii
is a slightly better predictor. since its slope 15 in all cases closer to | than that ol
the independent error model. The intercept values are not alwavs closer to 0, hut
the standard deviation of ithe observed points 1s always lower One reason for this
behaviour 15 that the asvmretric model can predict the weight of taults on primary

outputs perfectly, since their output stream is deterministic under the model

9.2.3.2 Effect of Partial Matching

The experiments of the previous section were repeated with partial matching applied
to the MINSR stream. “"he results are shown in table 9 1

Table 9.4 gives the slope, intercept, and standard deviation of the fitted line for hoth
the independent and asyinmetric error models for a variety of partial matchings with
the benchmark circuits. The fraction of 1s and Os in the tault-tree stream matched are
given separately (although the first [7 bits were fixed at 100Y matching, as suggested
in chapter 7 to make the first-fail value useful. with F heing the maximum of 32 and
the number of citcuit outputs). In addition, the fault tree weight of the output stream
is given, along with the number of faults whose weight counts aliased. In no case did
all three signatures alias

Note that in general the aliasing increases as the count mcrease  as expected groen
the results of appendix A In addition. the narrowing of the range of potential weight
counts results in lower standard deviations as matching decreases althongh cutting the
range 1n halt with 75" matching does not alwavs reduce the standard dev.ation b
a corresponding amount. Iinailv. the asymmetric error model again outperforms the
independent in terms of standard deviation. [t can bhe <een that partial matching does

not greatly reduce the ability to predict values fer the error weight count
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Circuit | I-match | O-match | Model | Slope | Intercept | S-DIEV | w | aliased
alu 0.9 1 ind | 0.978 11.5 39.4 95 0
asy | 0o 80 36 1
0.75 1 ind | 15.2 32.7 251 0
50 8.6 309
075 075 0 OR6 101 219 h37 0
coy | 0.992 76 20 8
C432 0.9 ind 0984 5.4 36.3 {11 0
asy | 0991 1.4 350
0, | 075 | ind |0985] 1.8 220|520 0
i asv | 0.994 15 20.1
oy 09 | ind 0 986 6.6 220 102 0
asy | 0.995 5.5 13.4
880 0.9 1 ind ] 09R6 09 259 102 0
asy 0 999 t 2 212
C1355 0.9 1 ind | 0.988 5.0 17.8 96 0
asy 0 996 10 13.6
C1908 0.9 1 ind | 0.996 5.1 23.1 08 3
asy 1.001 4.9 22.0
2670 Uy 1 ind 0.985 1.1 21.8 92 0
asy 1.000 -0.7 19.8
3540 09 1 ind 0 986 H 2 39.2 98 2
asy 0.990 20 385
0.75 0.75 ind | 0.985 9.0 231 537 15
asy | 0.991 6.2 233
C5315 0.9 1 ind 0.967 1.9 337 98 0
asy () 996 08 30 4
075 075 e 0.966 185 06 Dot 17
asy 0 997 15 206
G2 19 | md 0 Y92 15 Y 100 0
asy 1 000 0 D
('7552 09 | md 0965 | ¢ 307 102 i
asy | 0993 12 30 4
075 0.75 ind 0955 26.0 212 h37 29
asy 0 990 6.9 203
Table 9.4  Accuracy of DAPPER Weight Prediction:

Partial Matching
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9.2 Accuracy of Weight Prediction

9.2.3.3 Scan DAPPER

This experiment investigates the effect of the parallel to serial (P’/S) compaction
performed by the NMINSR on the performance of the expected weight count permutation,
as well as the potential effects of cancellation aliasing on fault detection. A control
experiment was set up using Scan DAPPER with serial streammg (sce section 7 2)
instead of standard DAPPER’s MINSR. The test was conducved with 1y set to n
order to minimize any error in the results The weight prediction experiment was

repeated asing serial streaming and the results are shown in table 9.5

Circuit | Model | Slope | Intercept | S-DEV | Max(w) | Iixtra

alu | ind 1.002 47 59.3 1055 0
asy 1.000 {0 505

432 { ind 0976 61 540 6197 0
asy (3 982 73 476

C499 | ind 0.988 18.0 30.4 1090 0
asy 0.989 18.7 21.9

C880 1 ind 0.998 1.4 29.1 3267 0
asy 1 008 0.9 249

C1355 | ind () 990 16.0 21.5 4077 0
asy 0.991 157 178

C1908 | ind 1.005 90 334 5775 0
asy 1.009 9.0 31.8

2670 | ind 1.000 16 38 2 10721 }
asy (0.999 3.1 35.2

C3540 | ind 0.990 11.7 85.8 7144 )
asy 0.994 107 840

C5315 | ind 1.002 [2 70.1 18144 }
asy | 1.000 I 1 62.8

6288 ) ind 1.006 87 97 17 9512 0
asv 1 006 43 97 3

C7552 | nd 1.002 oY 035 19270 ;
asy 1 003 56 62U

Table 9.5 Accurary of DAPPER Weight Predhicuons ~erial Streamimg

Table 9.5 again gives slope., mtercept. and standard deviation for the two error
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92 Accuracy of Weight Prediction

models. Tt also includes the maximum weight counter value observed for any fault in
the circuit. The final column is the number of “extra” faults; that is, those found by the
serial streaming technique yet missed by the MINSR. Only 2 circuits have such faults.
In each case, the fault was detected by a pattern near the end of the test sequence
and had not yet been shifted out of the MINSR. There was no example of cancellation
aliasing in any of the circuits, lending credence to the claim in section 7.4 that it is a
rare occurrence

The results of the experiment indicate that the accuracy of the predictions using
serial streaming is typically somewhat higher than those with the MINSR, as indicated
by a comparison of the slope and intercept values between tables 93 and 95. The
increased range results in increased standard deviation. Any improvement in accuracy
is likely due to the fact that calculating expected weight with serial streaming involves
only adding estima.ed probabilities, while with a MINSR these must also be multiplied,
as in algorithms 6.2 and 6.3. which tends to compound numerical error

T'he asymimetric error model again generally outperforms the independent, but the
difference is very slight for cucuits 72670, C3540. C6288, and C7552. In conclusion,
it seems that vsing a MINSR results in only a slight reduction in the performance of

the expected count permutation, and that cancellation aliasing in the MINSR is not a
serious problem 1in DAPPER.

9.2.4 Variable Test Length

These experunents were performed to illustrate the effect of test length on the
accuracy of DAPPER’s performance. The 74LS181 ALU was simulated for test lengths
up to 21 which is an exhastive test, while benchmark circuit C889 was simulated on
lengths up to 2!° (full fault coverage was obtained at length 214) Test vectors were
generated by autonomous LIFSRs, for test lengths in powers of two, starting from 64 for
the ALU and 128 for C880.

The results for the ALU are plotted in figures 9 4 through 9 6 The slope approaches
1 with 1ucreasing n for the independent error model. but remains roughly constant at
I for the asymmetric model  This mayv be due to the tact that the asyvmmetric error
model accounts for discrepancies in probability in the first m vectors. where m is the
number of circuit outputs (these differences are discussed in section 6.1 2). The aflect
of these values decreases with test length and is reflected in the slope figures

The mtercept values (normalized by test length) are shown in figure 9.5 They show

a somewhat puzziing behaviourr Droppimng until n reaches 512 then increasing The
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Figure 9.5 Normalized Intercept versus logy Test Length, 74LS181 ALT)

reasons for this behaviour are unclear

The normalized standard deviation is shown in figure 96. It decreases rapidly
at first. then levels off. Recall that it is expected that this value will decrease as
the square root of test length. so with each doubling of test length. the normalized
standard deviation should drop by about 30'7. This decrease. however. requires precisely
accurate detection probability values. not estimates The error inherent in the detec tion
probability estimates prevents the standard deviation from dropping below a certam
threshold and produces the slowing affect observed in figure 9 6.

Circuit C880 exhibits similar behaviour to the ALU. as evidenced by figures 9 7
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Figure 9.6 Normahzed Standard Deviation versus logg Test Length, 7415181

ALU

through 9.9. The slope again approaches 1, the normalized standard deviation again

drops rapidly at first then slows as the inherent error in detection probability estimates
begins to significantly affect results. The intercept values of figure 9.8 also drop then

rise, as in figure 9.5, but the change is not as pronounced. Again, the reasons for this

shape are unclear.

Independent: o  Asymmetric: +

slope 1.1 -
1.0=~+++g¢g$$
o ]
Q
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08—ttt —
P8 9 10 11 12 13 115 logn

Figure 9.7 Slope versus logo Test Length C'R&N

Thus. the expected count permutation's performance as a predictor tends to improve

with test length, but this imnrovemert eventually slows as inaccuracies m detection

probabilitv become more sigaificant. These results can be capitalized upon by k-Max

DAPPER, since k can be set in such a way as to maximize the performance gains while
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minimizing the test length for each fault.

9.2.5 Effec\ of Detection Probability Estimation

In these experunents. detection probability e<timates vere obtamned m two ways
First. using COP. and second by estimation from simulation on test sets of random
length. The circuit used was the 74LS181 ALU . and the estimation sets were of lengths
ranging {rom 64 to 16384 11 powers of two. For example.if a fault was detected 55 timnes
on one output in a test length of 256. 1its detection probability for the independent error

model was estimated to be 55:256 or 0 215 Sumlarly, if 117 of the 256 output values
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were 1 in the fault free case, and errors occurred on 37 of them, pp was estimated
to be 37/117 or 0.316, while P5 would be 18/139 or 0.129. The results of fitting the

predictions to observed values for the test of length 2048 are shown i table 9.6

Sim Len. | Model { Slope | Intercept | S-DEV
copP ind | 0.881 35.547 148.5
asv | 0.948 -14.012 133.7
64 ind { 0.935 26.438 105.2
asy | 0.938 29.923 95.6
128 ind | 0.982 0.716 72.9
asy | 0 980 6.578 63.1
256 ind | 0.988 -0.929 60.0
asy | 0 985 1.670 51.3
512 ind | 0.991 0 944 49.3
asy | 0.988 6 272 43.0
1024 ind | 0.981 9.584 45.6
asy | 0.986 9.502 41.4
2048 ind | 0 982 T 447 429
asy | 0.988 6.310 40.0
4096 ind | 0.985 4.749 37.4
asy { 0 989 5009 360
8192 ind | 0.986 2.381 35.9
asy | 0.990 2.870 34.4
16384 ind | 0 988 0.701 35.8

asy | 0.991 1 898 34.3_

Table 9.6 Accuracy of DAPPER Weight Predictions, Various Probability Esti-
mates
Table 9.6 shows that the statistical methods are better weight predictors than COP,

in terms of ¢hserved standard deviation. even when only 64 vectors are sumulated per
tault Nonetheless, COP’s linear processing time may offset 1ts maccuracv, especiallv
when fast fault simulation tools are unavailable. In addition. large amounts of simulation
are not tequired before an acceptable accuracy 1n detection probability estimates is
acheived — certainly the pertormance improvement between 512 and 16384 does not

appear to justifv a 32-told increase in simulation.
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9.2.6 Results

It has been shown that the expected weight count permutation is able to accumateh
model fault behaviour. Prediction is improved with increasing test length and more
accurate estimation of detection probability. In general, the asymnetric error model 15
a better at predicting observed error weight counts than the independent error model,

although the difference is occassionally minimal.

9.3 Effort Required for Fault Resolution

The objective of these experiments is to examine both the amount of post-test fault
simulation required by DAPPER for individual fault resolution with demand-driven
fault location techniques and the potential savings over signature by simulation methods
if a dictionary is constructed in advance An additional objective 15 to determine the
value of the three signatures in avoiding misdiagnosis. As in section 9 2, analysis
made when test length is fixed, when it 1s varied, and for vanous detection probabihity

estimates.

9.3.1 Set-Up

The set-up for these experiments is identical to that of the weight prediction exper-
iments 1n section 9 2.

9.3.2 Procedure

Individual fault location to fault equivalence classes was performed in these experi-
ments. The trials used are identical to those f section 9 2

Recall that demand-driven fault location with data compadction proceeds hv post-
test fault simulation. First, a diagnosability profile (a list of faults sorted by their
predicted weights) 1s computed. Next. the observed weight from the test is noted. and
the fault whose predicted weight lies closest to the observed value 15 simulated to its firot
failing pattern. or the observed first tailing pattern. whichever v lese 1 these match,
simulation continues for the remainder of the test length 1o tandard DAPPRER
or untll the weight count reaches & i A-Max DAPPLR) to obtain o weight connt
and LFSR signature If these two signatures also match. the fault has been located

Otherwise. the fault with the next closest predicted weight 15 tried. and so on.'

* No termnation condition was emploved m these expermments. althongh  practice simulation conld
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In order to identify misdiagnosis, these experiments were modified as follows: A fault
was simulated to produce an observed weight. DAPPER was allowed to resolve the fault
using the method described above, but any occassion where all signatures matched
before the simulated fault was reached was noted. Typically, such a misdiagnosis is
caused by identical output values for two faults. Of course, this situation precludes any
method from resolving two faults.

Comparisons between the simulation effort required were made on the basis of as-
sumption 2 1; that is, that sirulation effort can be measured on the basis of number of

fault-patterns simulated.

9.3.3 Fixed Test Length

The test sets used for the fixed length experiments were identical to those in section
9.2.3. Table 9.2 describes their characteristics. Diagnosability profiles were constructed
for these trials, and fault location performed for each of the faults. The order of sub-

sections 1n this section matches that of section 9.2.3.

9.3.3.1 Standard DAPPER

The average amount of simulation required to resolve a single fault for each of the
benchmark circuits for standard DAPPER is reported in table 9.7.

Table 9 7 gives several results for each circuit: the effort required to construct a first-
fail dictionarv 1n advance as a percentage of the cost of a full (2048 pattern) dictionary
for each fault, the average percentage of faults whose first-fail values are investigated for
each location (hy), the average number of faults which must be simulated completely
to locate each fault (h9), and finally the effort that this simulation represents as a
percentage of the cost of a full dictionary construction, both with and without the
prior construction of a first-fail dictionary. These values are determined using both the
independent and asymmetric error models to predict detection probability.

Thus. for circuit €'5315 when the independent error model was used to predict
weights, locating an individual fault required. on average. simulation up to the first
failing pattern for 8 3% of the 5290 faults  On average 108 faults remained after
this stage  This eftort, plus continued <imulation to dictingmsh the faults took 0 27%
of the simulation effort required to construct a full fault dictionary (using the fault-

pattern assumption of section 5 1.1) [lad a first-fail dictionarvy been constructed

stop once the predicted weights being investigated were suthciently far fiom the observed value. At
thus pomt, an unmodelled lault would be declared to have occurred
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Circuit | Faults | 1st Fail | Model | hy (°3) | h> Effort {(vs. Dictionary Constr )
Set-up (%) wro 1st fail ("0) { with Ist fail (°))
alu 237 0.84 ind 59 | 1.00 0.71 0 42

asy 51 1 00 .66 042

C432 | 520 3.16 ind 7.6 | 102 0.44 019
asy 7.4 | 1.02 0.42 0.19

C499 | 750 .99 ind | 201 | 113 112 015
asy | 14.2 | 1.1 1.00 0.15

C880 | 933 5.42 ind 4.8 | 107 0.28 o
asy 44 |1.08 027 01

C1355 | 1566 9.12 ind | 155 | 124 076 0 0%
asy 13.4 125 074 0 08

C1908 | 1850 12.88 ind 6.1 | I.11 0 17 006
asy 55 | 110 0.45 006

C2670 | 2164 19.19 ind 3.5 | 103 0.13 0 05
asy 2.8 | 1.37 0.12 006

C3540 | 3272 8.45 ind 6.8 | 216 0 20 007
asy 6.7 | 2.16 0 20 007

C5315 | 5290 176 ind 83 | 1.08 0.29 0.02
asy 77 | 1.08 0 27 002

C6288 | 7710 1.50 ind | 10.5 | .14 0.50 0015
asy | 100 | 113 0 47 0.015

C7552 | 7044 10.81 ind 5.4 | 1.23 0.23 0.017
asy 50 | 123 021 0017

Table 9.7 Fault Resolution, Standard DAPPFR

advance (which would require an effort of 4 763 of a full dictionary construction). the
per location simulation effort would drop to 002" of a full dictionary construction
When the asymmetric model was used instead. h; dropped shghth to 77 of the
faults. and ) remamed at 108, resulting i o ~heght drop i overall effort to 0257
of full dictionary construction T'he cost when the hrst fahing pattern dictionary was
already in place remained constant at 0 0247

It can be seen from table 97 that <tandard DAPPER 1< able to resolve a given

fault with a small amount of ettort I'he size of fault classes affects this value, an

evidenced by circutt (499, where manv faults have detection probability of 05, and
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hence cannot be resolved effectively using DAPPER’s weight count. It 1s also evident
that the asymmetric error model is usually able to reduce the simulation effort slightly
over that required by the independent error model. The costs when a first-fail dictionary
is constructed in advance are reduced to such an extent that the look-up time for the
dictionary may become significant. In addition, when only one fault is to be simulated,
simulator overhead mav become significant for some simulation tools Thus, the savings
indicated should be taken as an upper bound, rather than as an absolute guarantee

Table 9.7 shows the importance of the first-fail counter in reducing the amount of
simulation performed The coarse 1esolution provided by the weight counter is impor-
tant for reducing the number of faults which need to be investigated Finally, the LFSR
signature 1s required for individual fault location.

The next part of the experiment analyzes the effect of the three signatures on
diagnostic resolution. In other words. how trequently 1s a misdiagnosis made if some of
the signatures are not mcluded Two output sequences were assumed to be identical
if their LFSR signatures. weight counts, and both first and second failing patterns
matched. since storage of the entue output set for each fault would ke infeasible. The
following intormation was collected for each circuit:

NC- The total number of comparisons made for all fauits.
NEQ The total number of equivalent output pairs found during fault location.

NL- The total number of equivalent LISR signature pairs found outside of NEQ.
NWL. The total number of output pairs with both equivalent LFSR signatures and

weight counts found outside ot NEQ
NWF- The total number of output pairs with both equivalent weight count and first
failing pattern found outside of NEQ.
NWLFE: The total number of output pairs with all three signatures equivalent found
outside of NEQ

The values tor these quantities are shown in table 9.8. and the values normalized
by the number of faults in the circuit are given in table 9.9 The latter table gives
the average number of such eyuivalencies found per fault Onlv the mdependent error
model v shown in the tables The results tor the asyvmmetnic model are simlar

Several tesults are apparent from tables 9.8 and 99 Lirst. the DAPPER method
gives better diagnostic resolution than a 16-bit LFSR signature alone. as predicted in
section ¥ 1, since NL 1s non-zero tor 10 of the 11 circuits Second. an LFSR signature s
tequired. since weight count and first-fail together do not provide adequalte diagnostic

capability - The first-fail counter improves diagnostic resolution in only 3 of the circuits.
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Circuit NC [ NEQ | NL | NWL | NWF | NWLF

alu | 3.3e3 0 0 0 0 0
Ca321{ 2.1e4d 4 5 0 R 0
C499 1 1.2e5 0 6 0 97 0
C880 | 4.2e4 15 1 0 50 0

C1355 | 3.8eb| 254 | 26 3 127 0
C1908 | 2.1e5 67 9 0 130 0

C2670 | 2.14eb 591 10 0 5 0
C3540 | 8.0e5 | 3145 | 38 0 314 0
C5315 | 2.4¢6 184|138 1 233 0
C6288 | 6.3e6 | 316 | 383 2 763 0
C7552 |3 1e6 | 614|162 0 1032 0

Table 9.8 Total Equivalencies Found During Fault Location

Circuit | AC | AEQ AL | AWL [ AWF | AWLF
alu| 141000010000 ] 0000} 0000] 0000
C432| 40]0.008 0010 0000|0015| 0000
C499 | 1520000 | 0.008 1 6000|0129} 0000
€880 £510.016 { 0.001 { 0.00070.054] 0.000
Cl1355 | 2441 0.162 | 0017 | 0002{0081| 0000
C1908 { 11410036 {00051{ 0000 0070{ 0000
C26701 911002710005} 000} 0002} 0000
C3540 | 2331 1.053 ] 0.012 | 0.000| 0 105} 0.000
C5315 | 4441003510026 | 1 9e-4| 0044 | 0.000
C6288 | 810 { 0.045 | 0050 | 2.5e-4 | 0099 | 0.000
C7552 1 JOR O OKRT [ 00231 0000 | 0147 0000

Table 9.9 Normabued Kguivalenaes Found Dunny Fandt Locacion

but 1ts usefulness in reducing simulation has alreadv been documented In addition
in each case where all three signatures were eqiivalent hetween a pair of fauft<. the
second failing pattern was also equivalent, lending support 1o the assumption that such
sequences are identical for those cases considered Iinallv, only circuits €3540 and

(C1355 appear to have a proportionaliv large number of taults with equivalent behaviour
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over the test sets,” so misdiagnosis from equivalent signatures does not appear to be a

serious problem for the circuits observed.

9.3.3.2 Effect of Partial Matching

The experiments reported 1n table 9.7 were repeated with purtial matching using
the examples discussed in section 9 2.3.2. The results are shown in table 9.10.

Table 9 10 does not hst either the effort required to generate a first-fail dictionary
or the savings which could be obtained by using it. Matching was fixed at 100% for
the first £ vectors, where ' was set to the maximum of 32 and the number of circuit
outputs I most cases. this value appears to be a reasonabie compromise, i that the
effort ohserved 1s not much worse than that seen with perfect matching in table 9.7.
There are two notable ¢xceptions to this. however: circuits C499 and C1355 In both
these cases. partial matching eliminated the usetulness of the first fail signature. leaving
the error count as the ouly hierarchical reduction. so that the total effort was not much
less than h;.

For the remainder ot the circuits. it can be seen that as the matching level decreases,
the total effort increases (with the notable exception of the third tiial for the alu). In

addition. the asymmetric model tends to be a slight improvement over the independent.

9.3.3.3 Scan DAPPER

These expertnnents are to determine potential savings in sunulavion when Scan DAP-
PER with serial streaming rather than P /S compaction. 1s used The experimental
setup 1s identical to that ot section 9 2.3 3, and agam n, 1s set equal to n 1n order to
analyze the maxitaum possible itmprovement. The potential failing output set was not
used. instead the first failing output was determined from the first failing pattern Faults
which were not physically connected to the first tailing output were not simulated The
results are shown in table 9 11

The results when a first failing pattern dictionary was assembled in advance are not
included i table 9 11, since they are virtually identical to those n table 9.7 Table
9.11 includes an additional tield over table 9 7. ©7 Change . which gives the percentage
aprovenent of sertal streaming overthe P S compaction results of section 9 3 3.1, when
no hrst-fail dictionary was compiled The unprovement ranges from nonexistent i the

case of ("1355 where removing the MINSR increased the average amount of simulation

* Recall that trivially equivalent faults snch as AND gate mnputs stuck at 0, were previously elimmatecd
trom the test sets
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Circuit | O-match | 1-match | Model [ Ay (Y6) ] hy | Effort (%)
alu 0.9 1 ind 60 1.00 073
asy 50 L roo 0 08
0.75 1 ind 61 1 00 073
asy 04 1 00 071
0.75 075 ind 59 1 00 071
asy 52 1.00 069
C432 0.9 1 ind 75 1 03 103
asy N2 102 099y
0.75 0.75 ind 91 1.03 125
asv RS 103 119
C499 0.9 1 ind 20 4 | 81 X949
asv 1i5 1.94 RTH
C880 09 1 ind 18 1 08 120
asy 15 1 09 117
C1355 0.9 1 ind 22.4 6.48 12.58
asy 226 | 650 1251
C1908 0.9 1 ind 64 1.84 192
asy 56 1182 1.89
2670 09 1 md 3.7 1 04 016
asy 30 1.04 014
C3540 09 1 ind 69 218 115
asy 68 21y 1 ih
0.75 0.75 ind 77 2.35 1.24
asy T 235 125
Cbh3156 0.9 1 ind 33 110 51
asy S0 109 017
075 075 ind 10 1~ I 059
asy 95 (IRRE 0 56
C6288 09 1 ind 1o I 10 0 Hu
any 101 Fo Ot
’ C7552 | 0.9 I ind | 34 | 117|019
asy 30 J 17 01y
075 075 ind 67 1 2% 0 60
asy 62 I 2% 1).5R
Table 9.10 Tault Resolution, Standard DAPPER. Partial Matchmg

0
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Circuit | Model | hy (%) | hy | Effort (%) | % Change

alu ind 16 |1.00 050 70.4
asy 41 (100 048 2.7

432 ind 67 |1.01 028 63.6
asy 64 1.01 0 27 64.3

499 ind 19.5 {1.12 0.83 74.1
asy 16.6 | 1.12 0.83 83.0

880 ind 46 | 105 0.11 393
asy 1.1 1 06 011 40.7

1355 ind 17.0 | 145 0.83 109.2
asy 158 143 0 82 110.8

1908 ind 56 108 0.11 23.4
asy 53 | 1.08 011 24.4

2670 ind 28 | 1.04 0.049 377
asy 26 | 1.04 0 049 40.8

3540 ind 62 |2.05 0.057 28.5
asy 61 |2.05 0.056 28.0

5315 ind &80 | 104 ) 024 83
asy V.8 1.04 0.024 8.9

6288 ind 62 | 102 0.047 9.4
asv 6 1 102 0.047 10.0

7552 ind .9 | 1.09 0015 6.5
asv 146 1109 0015 7.1

Table 9.11 Fuault Resolution, Scan DAPPER, ny=n

by about 10%, to good. as in circuit C7552 where the amount of simulation was reduced
to 7% of its original level.

The factor which contributed most to this reduction 1s the ability of the first-fail
counter to dentifv the output on which the fault was observed For example. for a
ciremt with m outputs and fisst-tail count 1s r. the tault occurred on output r modulo
m (where outputs are numbered from 0) [sing this information. a tault which has
no physical path to the observed faulty output need not be simulated at all. This
mformation s ot little benefit m circuit C1355. w here manv faults are observable at all

outputs and most have similar detection probabilities.

These unproverments are not without cost. however, since Scan DAPPER is more
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complex to implement than Standard DAPPER. especially when ny is set to n Sce
section 7.2 for more details. It appears that serial streaming can result in substantial
reductions in post-test simulation for fault resolution in DAPPER, but the added osts
in tester hardware may be prohibitive The greatest henefits will be observed on “wide”
circuits where most faults affect only a few of the many outputs, although these ircuits
can have the greatest overheads for Scan DAPPER for large ny On the other hand. the
overheads are reduced using the parity block techniques described in chapter 6 Finally,
the gains may be reduced if a dictionary of first failing patterns 18 developed belore

diagnosis begins (this process also gives the fault coverage of the test set).

9.3.4 Variable Test Length

These experitnents are intended to show the effect of test length on the amount ol
post-test simulation performed, both as a percentage of a full fault sirnulation and as
an absolute amount. Asin section 9.2.4. the circuits investigated are the 74LSI8T ALl
and benchmark circuit C880, for test lengths set to powers of 2

Table 9.12 gives the results for the ALU for test lengths ranging from 64 to an ex-
haustive test. Several points are worth noting. First, the relative amount of simulation
decreases. as expected, as test length increases Second, the absolute amount of simu-
lation, which reflects the fact that a full fault simulation requires effort proportional to
test length. decreases mtially, and then increases. resulting i a mimimum value for a
test length of 128 Finallv. this mimmmuim vaiue mav be of limited use, since there are
undetected faults for all test lengths below 5i2  However, the results suggest that an
average test of length about 128 would be optimal for use with k-Max DAPPER

Similar results to the ALU are observed for (CR880. as shown in table 9 13 The rela-
tive arnount of fault simulation necessary declines from about 1 5% for the independent
model and 1 3% for the asyminetric by about a factor of 10 as test length increases to
32768 The absolute amount of simulation. on the other hand. declines as test length
increases to 512, but then begins to mmcrease agaimn  Finallv. a test length of 16381 4«
required before all faults are detected Again. however, A-Naw DAPPLR could take

advantage ol the simulation benefits at the shorter test lengthe

9.3.5 k-Max DAPPER

One way to reduce the increasing amount of absolute simulation noted i the pie-

vious section is Lo restrict test lengths to those needed to detect a tault k times, using
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Test Length | Model | Ay (%) | h» | Rel. Effort (%) | Abs. Sim. Amnt | Undetected

64 ind 18.4 1.03 2.423 155.1 7
asy 14.6 1.03 1.981 126.8

128 imnd 118 102 1150 147.2 2
asy 97 103 0.912 116.7

256 ind 88 1.01 0.670 171.5 1
asy 3.0 1.01 0.590 1510

512 ind 7.9 1.00 0.491 251.4 0
asy 6.9 1.00 0.419 214.5

1024 ind 68 1.00 0.435 445.4 0
asy 58 100 0 358 366.6

20148 ind 59 1.00 0.366 749.6 0
asy 51 1.00 0323 661.0

1096 ind 5.8 1.00 0 351 1437.7 U
asy 4.8 1.00 0.309 1265.7

8192 ind 2.9 1.00 0.520 2621.4 0
asy 15 100 () 284 2326.5

16381 ind 53 1.00 0.303 1964 4 0
asy 15 1 00 0274 4489.2

Table 9.12  F.ault Resolution versus Test Length, 7415181 ALY

k-max DAPPER. as described in section 7.3. In this way, regardless of the maximum
test length permitted, cach individual fault has its own test length - the minimum
of the length needed to detect the fault k times. and the maximum length permitted.
ixperiments were performed using a maximum test length of 2048, and the results are
shown 1n table 9 11

Two classes of  io1t are indicated by this table. First 1s that required per fault
for demand-driven fault location. as a percentage of the effort required for a complete
dictionary construction  These resuits mav be directly compared with those given in
table 9 7 The reductions in simulation are evident Setting 4 1o 10 reduces simulation
over A bemg set 1o 20 which v a reduction over A~ 30 However  the possibility for
misdiagnosis 15 higher for smaller &

The second effort colurin lists the sinulation complexity of generating a tault dic-
tionary for k-Max DAPPER as a percentage of that required for fixed-length sc hemes

such as Standard DAPPER or signature by simulation The top figure gives the total




93 Effort Required tor Fault Resolution

Test Length | Model | A, (%) h), Rel Effort (Y1) | Abs Sim Amnt | Undetected
128 ind 11.9 1.26 1 469 188 0 5H
asy 106 127 1 296 165 9
256 ind 95 1.18 0.739 189.2 a3 ]
asy R 6 1.26 0679 173 8
512 ind 5 1 09 0 339 173 6 wo
asy 04 1.11 0 309 158.2
1024 ind 3.1 1.05 0.238 213.7 15
asy 4.6 106 0.217 222.2
2048 ind 48 104 () 202 137 9
asy 44 1.06 0 184 376 R
1096 ind 10 102 0.17H 716 8 3
asy 3.8 1 02 0 168 HRE 1
8192 ind 40 1.03 0.165 1351 7 i
asy 3.7 1.03 0.1061 1318.9
16384 ind 37 1.04 0.154 2523 1 0
asy 34 1.04 0142 2326 5
32768 ind 3.7 1.03 0.149 4882.1 0
asy 34 1.03 0141 4620 3

Table 9.13 Fault Resolution veisus Test Length, ('830

effort (e.g. 16 5% for C432 and k = 20), while the figure 1n brackets gives the effort if
undetected faults are not included in the cost The top figure 1s an upper bound for test
lengths longer than 2048. That is, if the test length was increased this relative effort
would decrease. This effect was demonstrateZ by repeating the experiment for longer
test lengths tor those circuits for which 2048 does not detect all faults (CRRO, €' 190K,
C2670, C3540. C5315, and C7552) The results are 1teported m table 915 Note thal
computing resource constraints again prevented complete test sets for ¢2670 {about 6
million vectors) and €7352 (more than 30 million patterns) from being investigated
Nonetheless, in each case the relative eflort decreased as o<t length mereased, a o

pected.

0.3.6 Effect of Detection Probability Estimation

As in section 9 2 5, this experiment detetmines the effect on the amount of posi-test

simulation of the accuracy of detection probability estimates The estimated values aie
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Ciremit | Model | oy (%) hy Effort (demand-driven, %) Effort {dictionary, %)

(k=20) | (k=20) | (k=10) | (k=20) | (k=30) | (k=10)] (k=20) | (k=30)
alu mnd 12 4 100 (1 046 0 054 0 061 53 96 132
asy 13 1 100 0049 | 0056 | 0064 (53)1 (96)| (132)
(432 ind 16 3 102 0.124 0.133 0 144 100 16 5 219
asy | 166 102 0126 | 0136 | 0146 (3)| (159) | (213)
499 ind 233 1 04 0295 0303 0314 146 206 260
asy | 227 104 | 0205 | 0303 | 0313 | (137)| (198)] (252)
880 ind 89 115 0.077 0082 0 087 14 2 217 274
asy 92 104 0078 0083 0088 (13 2) (20 9} (26 6)
C1355 ind 16 2 114 01335 0 346 0 359 218 283 342
asv 170 113 03390 | 0351 | 0364 | (21.2)] (278)] (337)
(‘1908 ind 80 106 0119 0126 0132 278 333 T4
asy 34 106 0120 | 0127 | o3 | en| ¢17)| (158

(2670 mnd 78 108 0067 0 070 0073 269 122 i
asy 75 107 0065 0068 0071 {12 4) (18 7) {23 4)
13540 nd 100 202 0118 0121 0123 180 252 06
a8y 101 202 0119 0122 0124 (14 1) (21 7) (27 3)
C'5315 ind 14 0 107 0217 0223 0 228 125 191 254
asv | 139 106 o216 | oze2 | o227 | ()| ns2)| (245
6288 ind 286 120 0 189 0 199 0 208 29 15 60
asy | 283 119 0188 | 018 | 0207 (25)| (11)| (58)
('7552 imd 10 4 111 0138 0 140 143 19 2 260 317
asv 10 5 111 0140 | 0142 | 0145 (136) | (208)] (270)

Table 9.14  £-max simulation, 2048 maxunum length

used bv DAPPER to resolve individual faults on the 74L.S181 ALU with a test of length
2048 The estimates, a~ before. are from JCOP and statistical techniques for lengths
from 64 to 16384 The last length 1s an exhaustive test  The results of this experiment
are shown in table 9 16

Table 9 16 shows an average reduction of only a factor of 2 in the amount of simu-
lation required to isolate a single fault in the ALU when the sample size for estimating
detection probability increases from 64 to 16384, a 128-fold mcrease Sumlarhy. using
COP results i about a 407 mcrease in the amount of simulation over the poorest sta-
tistical result  Hence. detection probabihty should be estimated using as tew vectors as
possible  a good heuristic nught be the random test length where the random-easy’
taults have been detected This would group easy tault< by detec tion probabilitv. while
leaving “hard™ faults together with redundant faults as estimated at detection probabil-

ity 0 Yet another solution is to combine the piedictions ot COP with a smail amount
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Circuit | Length | Missed | Effort (dictionarv, ‘%)
n (k=10) | (k=20) | (k =30)

C880 | 21568 0 3.7 5o 66
BT (55 | (66)

C1908 [ 11008 0 127 17 9 21 1
(123) | (175) | (21 1)

C2670 | 50016 287 17.6 200 22.7
(2.5) (5 3) (8 5)

C3540 | 50016 0 4.8 5 4 60
0.9 | (t5) | (21

C5315 3072 0 92 RV 18 5
(8.2) | (13 1) | (17 6)

C7552 | 16384 387 9.6 111 12 4
(1) | (63) ] (77

Table 9.15 k-max simulation, longer test fengths

of simulation, e.g. 32 or 64 patterns. to check the results for easy taults

9.3.7 Results

It has been shown that DAPPER is able to locate a single fault in a demand-driven
fashion with a small amount of effort in comparison to that required to produce a
conventional signature fault dictionary. Simulation eftort 1s reduced with more accurate
estimation of detection probability, although possibly not enough to yustify the increased
cost. Similarly, while the relative amount of simulation decreases with increasing test,
length. in absolute terms it begins to increase after a certain pomnt

Again, in most cases, the use of the asvminetric error model rather than the
dependent error model improves DAPPER's pertormance. in terme of the sinulation
reductions possible with 1t, although the differences are occassionalhy nnimal

The use of <eral treaming. rather than the parallel o cral compaction of a
MINSR. can result in dramatic reductions in ~imulation becanse of the additional in-
formation availabie as to the farhing output. hut the added cost i terimns ol testing
hardware overhead mav not justitv this simulation <avimge

Finaily, the use of k-Max DAPPER to reduce simulation overhead 1n both demand-

driven and dictionary applications has been demonstrated

1ht
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Prob. Est. Len. | Model | Ay (%0) | hy | Effort (%)
COP ind 22.8 1.00 0.690
asy | 21.0 |1.00{ 0.647
64 vectors ind 139 {100 0.521
asy 123 1.00 0474
128 vectors ind 46 1.00 0.365
asy 8.0 1.00 0.301
256 vectors ind 7.8 |1.00 0.304
asy 65 1 00 0.268
512 vectors ind 6.4 1.00 0 251
asy 5.5 1.00 0 233
1024 vectors ind 6.0 1.00 0.261
asy 52 1.00 0.219
2048 vectors ind 59 | 1.00 0 287
asy 5.1 1 00 0.243
1096 vectors ind 5.5 1.00 0.264
asy 48 1.00 0.215
8192 vectors ind 5.7 (100 0 261
asy 47 |100| 0213
16384 vectors nd 5.8 1.00 0 258
asy 4.7 1100 0.215

Table 9.18 Fault Resolution with Various Probabihty Estimates

9.4 Intermediate Signature Collection

This section outlines some experiments conducted to investigate the behaviour of
Intermediate Signature Collection (ISC) (see section 4 2) The test lengths and genera-
tion method used were 1dentical to those described 1n section 922 Unfortunately. the
inittalization conditions for the registers were shghtlv different <o the fault coverage
figutes are not identical v <ingle fault model was assumed <o output storage areas
were not emploved Rather. taults were simulated to generate matching signatures on
the fathng blochs Block size was tahen to be L 32 bits. <ince that s the word length
on the machmes used for the expenment  In the event that several faults produced
the obseryed faulty signature. two additional faulty blocks were examined to venify the

tesults  Unfortunately, the experimental tool developed to pertorm the analysis was
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unable to deal with the amount of data generated by C7552, so no results are available
for that circuit.

Circuit | Faults | Missed | Diagnosed | Incomplete | 1tlort (Vi)
alu 237 0 237 0 1.58
C432 324 0 518 2 1 68
C499 758 0 745 b 1.68
C880 942 10 923 9 161
C1355 | 1574 3 1408 155 1 81
C1908 1879 35 1650 185 1 7R
C2670 | 2747 314 2304 12 1 63
C3540 | 3128 19 3239 33 171
C5315 | 5350 2 5284 ) 1 61
C6288 | 7744 0 7710 0 1 56

Table 9.17 Performance of 1SC. 1 = 2048

The experument was repeated for every tault and the results are summarized 1n
table 9.17. The columns are as follows. circuit name. followed by the total number ol
modelled faults, the number of these which were not redundant and went undetected
or were aliased in the test set, the number which could be definitely diagnosed to
an equivalence class, the number which neither went undetected nor were definitely
diagnosed and hence were incompletelv identified. and finally the average effort tor cacty
diag:iosis as a percentage of the effort to generate a complete dictionary  Agamn. note
that this effort 1s based on the Assumption 2.1 which equates simulation cost with the
number of faults and patterns simulated. It would be unfair to compare actual C'PU
times when the tool developed for the ISC' experiments was so unrefined

Note that in each case the effort 1s greater tor ISC than for the Standard DAPPER
experiments reported 1 table 97  The comparison 15 not entirely fair, since the ab-
solute effort for ISC will not increase with test length to the same extent as Standard
DAPPER However, in comparnison with A-Max DAPPER (table 9 111 s hose total «f
fort will increase with test length at about the same vate as SO O gl faps bhehind
Increasmg L to 236 will onlv mcrease the amount of work o addition there s the
problem of those taults which were imcompletely diagnosed  fhese behaved identically
to other taults. which may or may not have blonged 1o the same cqunvalence class A1
most 3 matching blocks were observed fur these and hence definitive statements «hout

them cannot be made
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Recall that in section 8.4.2.1 it was predicted that DAPPER would outperform ISC
whenever

rav(hy + /Chg) <. Lh (8.4.1)

Substituting in the values for Ay and h) observed in section 9.3.5, plus 32 for L and the
appropriate h values yields a maximum value for rq, for DAPPER to outperform ISC

This value, plus that observed for the test sets are given in table 9.18.

Circuit | Observed Maximuin
Tav k=101 k =201k = 30

alu 17 193 154 128
C432 65 175 158 145
C499 102 130 123 117
C880 111 312 279 251
C1355 187 189 181 174
C1908 264 374 351 330
C2670 393 391 373 356
C3540 173 302 286 272
C5315 97 225 222 219
C6288 31 111 111 110

Table 9.18 Maximum and Obgerved values for rqy,

Note from table 9.18 that (8.4.1) is conservative in its predictions. For example,
circuits C1355 and C2670 are predicted to require about the same effort with DAPPER
and ISC, vet the experimentally observed results are significantly better with DAPPER.
This 1s because the expression uses an upper bound on the effort required with DAP-
PER. in that 1t ignores the effect of limited test length, while giving a lower bound on
the complexity of ISC in that it assumes that every fault can be located after simulating
only one blodk

The results for these circuits demc ustrate that DAPPER. particularlyv &-Max DAP-

PER 15 able to outpertorm ISC when the single stuck-at tault model 15 used
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Chapter 10 Conclusions

With the increasing complexity of VLSI circutts. testing has become a significant
cost concern. Tests using pseudo-randomly generated input stitnul together with data
compaction techniques to reduce output volume have been suggested as a method of
reducing these costs. Such signature testing schemes have been successful in terms ol
fault detection, but fault location - identifying which of many possible faalurec  the
cause of faulty behaviour -— has remained a diflicult problem

This dissertation identifies a set of criteria which must be met by any fault location
method for signature testing: Such a method must have

e the ability to extract location information from its signatures,
e a small fault dictionary size,

e resolution to a single fault equivalence class.

e the potential for demand-driven dictionary construction.

e applicability to multiple-output combinational circuits,

e the ability to use pseudo-random input vectors,

e 1no requirement to store actual output vectors, and

e a potential hardware implementation.

Each of three previously proposed methods of fault location in the RCT enviton-
ment fails one or more of these eriteria.  The methods are signature by snnulation
intermediate signature collection. and algebrar analysis  The dissertation proposes a
new approach - hierarchical tault diagnosis winch meet< all these criteria

The hierarchical fault diagnosis technique consist~ of using several wgnatures cach
of which contains some location intormation  These signatures are known as predicionrs
and are able to reduce the potential fault <et a1 each <tage of fanlt location  Thy,
reduction permits demand-driven fault location to be pertormed with constderahly leqs

effort than might be required otherwise.



10.1 Open Problems

FEven when fault location is performed using a fault dictionary, the proposed signa-

tures are able to reduce overall effort significantly over previous techniques The extent

of these savings has been evaluated using a tool-independent approach to fault simula-

tion complexity and a new model for the fault coverage curve. The latter permits the

relative simulation savings between the methods to be evaluated in a straightforward

maniner.

The improvement that hicrarchical fault diagnosis represents over previous methods

has been analyzed in a detailed cost comnparison between them The superiority of the

first has been shown over a wide range of conditions LExtensive experimental verification

of the performance of the hierarchical fault location technique has also been provided.

In-depth investigation of the hierarchical approach itself is provided. including:
development of structures to implement signatures for random testing which contain
useful location information.

analysis of the tradeoffs invoived between hardware overhead and diagnostic perfor-
mance of diagnosis signatures. and

detailed description of potential applications of hierarchical fault diagnosis, includ-
ing expressions for expected values, variance. and aliasing probabilitv of signatures.

The dissertation also contains other contributions to the related field of built-in

self-test (BIST) including:

a new crror model for BIST: the asymmetric error model.

a new partial matching algorithm for the output data compaction BIST technique,
and

exacl and asymptotic expressions lor the aliasing probability of weight counting

under the independent, asymmetric, and generalized error models.

10.1 Open Problems

A number of problems remain open in this area. These are outlined below:

Can sequential modifier blocks with guaranteed matching of a given stream be de-
veloped?

Is it possible to develop parallel to serial compaction <chemes which reduce cancel-
lation ahasing below the levels tound in MINSR and pantv chain schemes used 1n
this dissertation?

What 15 the optimum number of parity chains for a given set of possibly correlated
outputs’

Can sequential circuits be adequatelv tested with random vectors”
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101 Open Problems

e Can the results of this dissertation be extended to include diagnosis ot hierarchical

groupings of circuits. as in board-level testing?
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Appendix A Aliasing Probability of Weight Counting

In this appendix, the aliasing probability of weight counting under a variety of error
models is developed. The results are obtained for a single output streamn and are used
in section 7 4

A weight count with n test vectors will alias when, in the presence of a fault, equal
numbers of errors occur among the output values which are 1 in ‘he fault-free case (say
w) and those which are 0 (n - w) in the fault-free case. Since test order is immaterial,

these outputs may be considered to be grouped as shown in Figure A.1.

w n — w

Figure A.1 Output regions m weight test

A description of the error models used in the following discussion is given in section

J.d4.

A.1 Uniform Error Model

\ werght test aliases when the weight of a faulty output stream 1s equivalent to that
of the tault-tree stream. With the uniform error model. ecach error stream is equally
likely, so the chance of an n pattern test with fault-free output weight w aliasing is

simply the total number of possible patterns of weight w {not including the fault-free




A 2 Independent Error Model
one) divided by the total number of error patterns of length n, or |Sav85| [Muz87|-*

Pum — (:}) 1
w

on 1 (4 1.1)
which may be approximated, using Stirling’s approxumahion,T as:
Pyt~ wln_v) (_71_)'“ ! ) (.1.12)
2rn 2w 2(n - w)

This approximation is asymptotic as n increases with respect to w.

A.2 Independent Error Model

This section gives exact and asymptotic expressions for the aliasing probability ol

weight tests using the independent error model.

A.2.1 Exact Expression

The independent error model adds a parameter p, the random pattern detectability
of a fault under consideration, to the uniform model.** Aliasing occurs when there are
equal numbers of errors among the w which produce 1 at the pnimary output and the
n — w patterns which produce O There can be

w
(5)
different error patterns of weight j within the w patterns which produce I, and the

probability of each of these occurring is:

p'](l _ p)lll“]

* The following definition is used throughout this disseration

' '
<'}:) ~ l ;1(,11_(',)| (N
0

otherwise

and 0! is defined to be 1

|
t Stirling’s approximation can be wittten as n' ~ (27n) 2o "7 whete the notation f{n) - y{n)
implies that the ratio of f(n) over g(n) approaches 1 as n tends to mfinty

** The results of this section were origmally presented m [Ait88al
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Simtlarly, the product of the number of error patterns of weight j and their proba-
hility of occurring among the n — w patterns which produce a 0 in the fault-free case

15.

(") e

J

Because each output bit is assumed to be independent, these values may be mul-
tiplied together to give the probability of aliasing with 2; errors. Summung over all
possible values of j gives the following formula for the aliasing probability of a weight

test under the independent error model:

D 311t T Y

1=1

Some embellishments may be made to the above expression. most notably that the
summation only needs to be performed until j reaches min(w,n — w), which shows that

the distribution of PfU”d as a function of w for a given n and p is symmetrical about 3.

A.2.2 Asymptotic Behaviour

Equation A.2.1 bears aétnking resemblance to the explicit enumeration of the Jacobs

Polynonual (see for instance [Van87}), P,(na’ﬁ)(:c), as given below.

m

3

PN =2 (M) (0 e e e sy
] m-—,

Jj=0

The most readily apparent difference between the two i« that expression (A 2 2) includes
) 0 in its summation while (.\.2.1) does not. The J = 0 term corresponds to the

probability of not detecting the fault at all. P

nnd

nd (1 - m'z (44.2.3)
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A 2 Independent Error Model
By including Pr‘lgd and making the following assignments
m = min{w,n w)

a=n-—2m

B=0
(, ~ —
e 2p(1 - p) -1
1 -2p
the following relationship is obtained:
4 2 m o
Pyt = (1 - p)"{———x — 1) Py ) - pind (A4.24)

which permits us to determine an asymptotic expression for P,’,,"d using the method of

Van Assche [Van87|, which employs the Local Limit Theoremot Petrov [Pet75] The tull
power of this theorem is not required. Instead, a simplification, as expressed in [Vany7!.
is used:*

Theorem A.l:(Local Limst Theorem): For a sequence of independent binomiallv

)

distributed random variables 7, with sequence mean p, and sequence variance o;,

1 N = )2
sup {onP(Zy + Z9 + ... + Zn=N) — —exp <*( tn) ) . 0
N

Vem 204

Proof: In Petrov, [Pet75]. p. 189,

Since aliasing occurs when the difference between the number of errors among the w
1s and the n — w 0s is 0, the theorem can be applied to obtain an asymptotic bound tor
expression A.2.1 as follows: Let Y = (y,), 1 = 1 = n be the fault-free sequence, and let
X = (x,), 1 <1< n be afaulty sequence Define each random vanable Z,, 1+ n

as:

where

1 f +1. fy, -0
{ =
i | 1. otherwice

E -1
In fact, the version presented here 12 a further <imphlicvtion ~mce he VBT veenlt apphe 16

probability distributions much more genetal than the bionnal
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61:

1, ifz, = y;
0. otherwise.

Fach e, is the error bit at position :. and a, represents the potential effect of an error
on a weight count. Aliasing will occur when the sum of the Z,s, N. is 0. Theorem A.1
also requires the mean u, and variance o2 of the sum of the Z,s. Since each Z, has

probability p of being non-zero, these are given by:

pn = (n—2w)p

on = np(l - p)
Algebraic manipulation of the above equations yields the following asymptotic bound
for expression (A.2.1):

ind v ((n— 2w)?p o
P \/ 2mnp(l - p) - exXp < 2n(1 - p) ) (1-p) (4.2.5)

which is asymptotic in that 1t becomes exact as n becomes large with respect to n — 2w
Expression (A.2.5) is invalid for p = 0 and p = 1, but its behaviour as p approaches
these values may be obtained from (A 2.1):
lim P2 = 0
p—0

and

liumd:jl uj:%’
p—1 ¥ L0  otherwise.

This last result follows from the fact that p = 1 implies a faulty output stream which
is the complement of its fault-free counterpart. An interesting corollary 1s that an odd
test length will prevent the guaranteed ahasing which oconrs when v - 5 and p - 1
[Migutes A.2 through A.t show the exact and estimated aliasing piobability for the
full rtange of p and several values of w for n = 100 The asy mptotic expression of (A 2 3)
1s most accurate tor values of p away from 0 and 1. as shown in Figures A.2 through

\ 4 As PP diops 1o 0 or climbs to 1, (A.2.3) matches the 'rend. hut not always
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Exact. - Estimated. -
Pind g 20 s
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0 1 L d 1 e 4 ¢

T T ; 1 T T *
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Figure A.2 Weight Ahasing Probabihty P,‘U’“i ve poon 100 e 49 o 5]

Exact: > ILstimated: -
P 0.30 + -

1

0.25
0.20 + :

gg ?
0.15 4+ * *
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0.05 +
-

L
~t

4 i L e — L n ‘r ;
0 0.1 020304050607 080910
Figure A.3 Weight Aliasing P1obability 1’,’,,"'1 v poono— 100, w ~ 50

closely (see for instance the “knee” at p = 09 1n Figure A 2). In addition. expression

(A.2.5) can produce some absurd values of PI" (¢g greater than 1) when pis less

{ o

than ;li Fortunately, exact calculation of Pi s not computationally imtensive i the

1
area, since only the first lew terins ol the seres i (A 2 1) need to he considered w hen
p is very small

The asymptotic behaviour of the approxmuation 1s demonstrated by Figures A 5

through A.7. It may be seen that the approximation becomes more and more accnrate

!‘)x



A2 Independent Error Model

Fxact » Estimated: -

Pd020 1
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;
Y
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Figure A.4 Weight Alasing Piobability Pllv"d ve pon=100, w =40 or t0
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Figure A.5 Weight Ahasing Probability va"d vs n |n-2w| =40, p=05

>

with increasing n when n — 2w is held constant. regardless of the value of p.

The functional behaviour of aliasing probabihity is shown n Figure A.8. The svm-
metric rature of the distribution is evident. as well as the marhked disc repancies between
low and high values of p Note that the distribution of aliasing versus weight is much
less bell-shaped than previously believed for low values of p whereas the peak at 5 is
much more pronounced for higher p (Recall that previous works. e.g .Sav85| [Muz87l.

have assumed the umform error model. where p = 0 5)
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A.2.3 Summary of Aliasing Behaviour

The values taken

bv expression (A 2 1) are not terrtbly obvions at it mspecton,

but its behaviour as n increases may be shown a- follows

Let w = sn for all n and fixed s equal to the signal probability ot the fault-tree

output function. This has the effect of keeping 1‘-"72"—’ fixed. Lxpression (A 25) may
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001 =+, 05 =2, 0.9 -
pdoa o P00 = *
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Figure A.8 Weght Ahasing Probability P}I}"d vs w* n = 100, various p

now be rewritten as:

; 1 n(l - 2s)*p’
P i o (SR (4.26)
v V 2mnp(l - p) 2(1-p)

Note that this expression decreases as n 9% ~ e~ " for all p, 0 < p < 1, provided that
S % % When s — % the rate of decrease is only n=99%,

In other words, for all functions whose inherent weight is not precisely half their
length, the ahasing probability ot weight counting under the independent error model
decreases exponentially with increasing test length. The further the weight 1s from half.

the faster the rate of decrease. and hence the lower the resulting aliasing probability

A.3 Asymmetric Error Model

This section gives exact and asyvmptotic expressions for the aliasing probability of
weight tests using the asymmetric error model.
A.3.1 Exact Expression

In section A 2, the aliasing probability for weight counting under the independent

ertor model was calculated The aliasing probability of the s\ nmetric error model
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may be derived in a similar fashion Aliasing occurs. as before. when there are equal
numbers of errcrs among the w patterns which produce 1 at the primary output and

the n — w which produce 0 There can be

(w)
J
different error patterns of weight j within the w patterns which produce 1. and the

probability of each of these is:

w-j

(p[))'](l - 1’1))

Similarly, the product of the number of error patterns of weight, | and theiwr proba-
bility of occurring among the n - w patterns which produce a 0 in the fault-tree case

is:

(") < g -y

Because of their assumed independence, these values may be multiplied togedier
to give the probability ol aliasing with 2; errors Summing over all possible values
of y gives the following formula for the aliasing probability of a wetght test under the
asymmetric error model:

mm(w.n—w)

PfZSy - Z [(U)) (n - w)(pD)J(l . p[))w_](p‘l—))l(l B p_[_))n—w~)

(A31)
Jurt J J

[

Note that if p,, = P expressions (A.2 1) and (A 3 1) are equivalent

A.3.2 Asymptotic Behaviour

An asymptotic expression tor (A 3.1) may be derived usmg Petrov’s Local Linnt
Theorem Theorem A.1) To use this theorem herel the two regions (see igure A ]} of
the output stream are treated as independent streatns of binomially distributed random

variables. Aliasing will occur when eac by stream has the same weight — when the nonber
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of Ds iminus the number of Ds is 0 The mean and variance of this difference of the two
streams may be obtained from the laws of the binomial distribution:

R

on=wpp(l pp) Fin - w)po(l - p)
In addition to the~e, the probability of not detecting a fault at all under the asymmetric

error model, P ;y, 1s required:
asy w n—-w .
Pnd - (l*pD) (l"' pﬁ) (A3 2‘

These permut the of use Theorem A.1 in writing the following expression [or asymptotic

aliasing of weight testing under the asymmetric error model-

M

—(wpD - (n-uw)p D}
exp Z(u,pD(l_pD) +{n-w)p D_(l—p.b_))
I);llv{u ~ ; / N (lnpD)w(lmp—D-)n—w (‘4.3'3)
V27r(wpD(l~pD) w)p (1_"0))

Note that expression (A.3.3) is invalid when both Pp and pg are equal to O or 1
When one or both are equal to 0, aliasing probability is 0. When both are equal to 1.
the independent error model applies. since pp, = P> 50 expression (A.2.1) should be

used instead.

A.3.3 Summary of Aliasing Behavior

The behaviour of expression (A.3.3) with respect to test length may be shown as
follows. Since expected weight depends on test length, let w = sn where s is the output

signal probability expression (A 3 3) may then be rewritten as:

. )
“”(\“PD - ‘1“‘}I‘F)“ \
exp | 5 ‘

- Herptl=rpl-ti=-hrg =gl » .
P (1 -py (0 p=)™ ™ (4 3.4)
2an(s (L=p,y) =01 = SIpe(l = pe)) D 0

\ - ‘p[) 1/) lﬁ [—[j
Notice that expression (.A.3 ) decreascs as n °> ¢ " provided that
P
s = ——-+D—- (A.3.5)
P5+Pp
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For those faults where expression {A.3.5) is false, aliasing probability decreases only -
n~5, For all other faults. aliasing probability decreases exponentially with test tength
This result is similar to that observed with the independent error model, only n that
case the worst value of s is fixed as 0.5. These latest results allow the prediction of the
individual faults most likely to alias in a weight test where the asymmetric error model

applies

A.4 Generalized Error Model

The generaltzed error model allows each bit of an output sequence to have a unique
error probability, say p, for the tth such bit (1 <: < n). The asymumetnic error model
and hence also the independent error model are speaial cases ol this model The model
was used in [Iva88b| in the development of aliasing probability for signature analysis

The physical motivation for the model in this context 1s discussed 1n chapter 7

A.4.1 Exact Expression

Since each output bit has a unique error probability, p,, the groupings of the previous
sections cannot be used, Kach set of errors which causes aliasing mav have a umque

probability of occurrence, and thus each must be sumnmed individually in the aliasing

expression.

Let Y =(y,), 1 <1 < n be the fault-f1ee output sequence, and let } have weight
There are 2" | different error streams of length n Define some ordeinng on these to

obtain (X}, 1- 7 < 2" 1.wherecach X, - r, .1 ¢ n Theahasing probabihty

of a weight test under the generalized model mayv then be expressed as
2"
peer NN anx g Py (111
;-1
where
VR U w,

AN
( ) | 0, otherwise




A 4 Generahzed Frror Model

and
n
rrx,) = [[a
=1
where
- P> if IJt #
9 = 1 — p,, otherwise.

Clearly, the generalized error model requires substantial information about the fault-free

function and error sequences to produce numerical results.

A.4.2 Asymptotic Behaviour

Again, an asymptotic expression for (A.4.1) may be derived using Petrov’s Local
Limit Theorem (Theorem A 1). The D errors will again be subtracted from the D

errors, yielding mean and variance for the difference of:

n
Hn = Zaz "Dy
1=1

n
0121 = sz(l ~ Py)
1=1

where

a, =

+1, ify, = 0
—1, otherwise.
As well. the probability of not detecting the fault at all, Prfin is required:

n

P = T -p) (A.4.2)
=1

Using Theorem A.1, the followi.y asymptotic expression for aliasing probability under

the generalized error model is obtained:

. 1
P~ ——==exp ( -

)

2
K )
\ 2oy

)
.
202

(A.43)

When all of the p;s are equal to 0 or 1. expression (A 1.3) is mvalid anc the exact
expression should be used instead In all other cases. the rate of convergence of expres-
ston (A4 3) depends on the nature of the individual probabilities. For this reason, the

expressions of this section can be viewed more as algorithms than as equations.
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