
l 

1 

BIST Signature Analysis: Analytical 
Techniques for Computing the 

Probability of Aliasing 

André Ivanov 

B. Eng (McGill) 1983, M. Eng. (McGill) L!J85 

Departmen t. of mectrical Engineering 

McGili University 

A thesis submitted to the Faculty of Gracluate Stllclies and Heseanh 

in partial fulfillment of the requirernents for the ùegree 01" 

Doctor of Philosophy 

September 1988 

@ André Ivanov 



Abstract 

Te~ling YLSI circuits is a complex task that requires enormous amounts of 

r~SOllrrf'S To dpuease te~ting costs. testing issues arr ronsidered earlier in the df'flign 

prOCC3S. This is known as "design for testability" (DFT). Duilt-in Self Test (DIST) 

is Olle proposed DFT approach. BlST generally cOllsists of inc'Jrporating additional 

circ!lit.ry 011 the chip to generale test patterns and compact the response of the cir("uit 

IIIHler I.esl. (eUT) in to fi reference signature. Compaction ;mplips ail illforrnatioll loss. 

introducing the possibility that a fault.y circuit declares itsplf as good. Such errors are 

knowlI as al,a:;mg errors. Several BIST schemes have been proposed, and each lIas a 

part.iculnr pf'rformancp in regard to aliasing. Howevpf. the schemes are orten evaluateù 

illld cortlpilrnd \vith ill ·lefined measures for which the underlying assumpt,ioJls are eitlH'r 

1101. stal,ed or Ilot understooù c1early. Here. a nO\'el classification for the measures or 
aliasing is proposed. Dy pro\'iding clear definitions of diIferenl possible measures, the 

proposed classification augments the understanding of the aliasing problem. 

This dissertation foc uses on the popular BIST scheme that COIlsists of ap­

plying pseudorandom test patterns to a CUT and compacting the latt.er·s response by 

a ~ignat,urc iUlalysis register which is normally a lmear feedback sh,!, reglster (LFSR). 

Ass<,s~ing t.he qllality of such a scheme in regard to fault coverage is crucial. Fault cov­

erag<' ("an be t'st.ablished by full fault simulation. However, high costs may preclude this 

approach. OthN techniques, probabilistic in nature. ha\e been proposed, but a laek or 
cornp1Jlal.ionally feé\..'5ible techniqlles for analyzing the aliasing problem under a rea.:'iOII­

abl(' ITH)(h'l has kft them elusi\·e. lIere. new and computatiollally feasible techniques 

lU(' (\('v('lop,"1 t-.lor(' specifically. daseo-form expres~ions for the prohability of aliasing 

<trI' dl'rivt'd for a c('rtain typt' of LFSIls. Upper bounds are derived for LFSHs charnc­

I.t'I i7.l'd hy prillllt.ivf' polynomials. An it<>rative t.echnique is df'velopf'd for C'olllpllt,ing the 

('xad prohahility of aliasin~ for LFSRs charaderized by any feedhack polynomial. and 

for anv t.('st. S(,C]U€llce length, These new techniques enable better aSSf'ssment.s of t.he 

qllalil.y of U I~,T schemes thal tise signature analysis for response compaction. ln t.urn, 

th(>y al~' IIseful for making important design decisions. e.g., determining the Humber 
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of test patterns that shoulù oe applied to a CUl' to achieve a ct'rlain (,(,3t ronlidPII('(': 

alternatively, ùedùing how long the signat.ure analvzE'r shoultl ht', ulld \Vital. t.vpt· (11' 

feeùback it should possess to achie\'~ a certain ùesireù test confidellu>. 

The techniques deyclopeJ for cOlllputing thp prohabilit,y of aliasil1~ ill IlI:-iT 

are also usef ul in the COll text of coùing theory. Tht' itprat ivp t.t'( Il niqllP dpvplo!lt'd lOI 

computing the prooability of aliasing may oe Ilsed as an efficient. t.('('hniqIlP fOI (Olllpllt illg 

the probability of an undetecteù error for shorteneù vernions of ('ydif ('od(·s 
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RésUlné 

Le test des circuit.s intégrés à très grande échelle. i.e., circuits VL81. est, 

un proulpme complexe qui exige une quantité considérable de ressources informatiques 

et. humailles, f fin de rédlûrp les coÎlts de test. il est nécessaire de considérer le test. 

aussitôt, qlH' possible dans la phase de concéption d'un circuit. i.e .. pratiquer du "design 

for tf'stahility" (DI"T). Le test illtégré. 011 DIST (Built-In Self-Test). est. un exemple de 

l)FT Le lJIST consiste à intpgré avec le circuit original. un circuit ger.erateur de tests. 

d IIJl cin uit qui sert à comprimer la réponse du circuit sous test. Cet If' comprf'ssiol1 

irnpliqllf' Ullp pertC:' d'information qui introduit la possibilité qu'un cin uit. ùéfe( t.l1(lIlX 

se déclare bail. soit lIll!:' erreur de "aliasing" ou de "masking". Plusif'tlrs typps de 

BIST ont été proposés TOlls 011 t, une différente pf'rformance p<lr rapport nu "aliasing". 

Dilférent.('s mesllres de "aliasing" sont êussi utilisées ~lalhellreusernent, ces mesures 

sont SOIlVC'llt, all/higues, et prêl.ellt à de mam'aises interprét.at.ions Cet!'p disspr!,rlt.ion 

prrsenf.C' Iln(, 1J01lvell(' classification de ces mesures. En soi. cette classification augment (' 

la cornpr{>I!f'/lsion du prohlpIlle de "aliasillg". 

Le t,ype de BIST qui consiste .\ appliquer des tests pseudo-aléatoires et de 

comprimer la réponse du circuit avec un "signature anslysis register" ou "Iinear feed­

back shift register'" (LI"SR) const.itu'2 ulle approche très poplliaire. Cette dernière est 

l'approche traitée id. Il est essentiel d'établir la qualité d'un tel tn e de test. C.g .. 

par rapport à la proportion de pannes dévectées. Une technique bien connue qui sert 

à (cHe fin ('st la simuh,tion de panne. Cependant. pour les circuits VLSr. la sirnula­

t.ioll df' pallll(, pput s'av{'rpr très conteuse. et même impossible D·C1uf.rf'S t.echnirllWS 

d'allaly~w ploualJilistique ont déjà été proposées. Malheureusement., jusqu'a cc jOIlf. dO 

au mallqlie d(' t,('('hniql1es d'analvs" du probl<-!Jw de "ali"..Sing" en ElST. la qunlilé d(' ('('s 

t,('('hniqlH's prohahilist.iq\(('s pst. demeurée faihle. Ici. de nOlIvcllf'S techJJiql!ps d'analVRP 

du prohlt>!IH' </(' "aliasing" sont dévelopéps. Plus spécifiquement, des exrr~ssions rerlll~f'R 

pour la probabilit.é de "aliasing" sont obtenues pour un cert.ain type de LFSR, et dps 

bo('l\('s s1!pèri('urps dp la plObahilité de "aliaising" sont obt.enues pour les "signat.\Jre 

analysis regist.Ns·' (LI"SH) charactérisés par des polynômes primitifs. Une technique 
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d'analyse itérati\"e a aussi été dé,·elopée, Cette dernière pertlle!, d'ohtenir la pl'ohnhilitl' 

de "aliasing" en fonction de la longueur de "t séqllen('e tif' t.est.. pour 1.0llt typt' dl' LFSH 

Ces techniques permettent une meilleur est.imat.ion de la qualité d" B1~T lit ilisilllt "';ig­

nature analysis" comme technique de comprés'3ion Ainsi, c('~ t.('(hniqll(,s sonl. Iitilf'~, 

pour déterminer les paramètre~ tels que la longueur cie tp'l!, et 1(' typ<' dl' r(llllprt'''·'''tli 

requis, afin d'obtt>nir la qualité de t~st desirée, 

Les techniques d'analyse tIévelopées içi sont aussi uliles dall<; II' rolltl'':t .. dl' 

la théorie du codage. La technique itérative dé\'elopée pour te calcul dt' la Plohahitill' d" 

"aliasing" consLÏt ue une technique efficace pour le calcul Ùp la prolJCIhilit è "'IIIH' 1'111'111 

11011 ùetectée lorsque l'information est encodée par des code'3 cydiqllf's, 
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ClaÏln of OrigillaHty 

The author daims originaIity for the following contributions of the disserta-

tioll. 

• In Chapter 2. the proposed classificat.ion of aliasing measures is I10vel. The principal 

criterion ~or the classification Îs the previously defined notion of decepftoll t'olume. 

• III Chapter ~. a 1l0v(>1 t.echnique is developed for analyzing the probabilistic behaviour 

of LFSHs urHler the assurnption of a binomial distribution of eaor sequences. The 

t.echnique is based 011 the delinition of smgle-stage state probabtltty sequences. The 

complete t.heory for obt.ainilIg such sequences for LFSRs charact.crizeù by any feeùback 

polvnoilliais is given. 

• From single-stage state probabilit.y s(>quences, c1osed-form expressions for the prob­

ahiIit.y of aliasing for LFSRs characterized by a certain c1ass of feedhack polynomial:=; 

(1 1 x Tn
) are derived. Although SI/ch polynomials have been studied elsewhE'rp. no closed­

form expressions for the probability of aliasing have previously been published. Also, 

using this analysis. upper bounds on the probability of aliasing are derived for LFSHs 

dmracterized by primitive polynomials 

• ln Chapter 4. a complet.ely dilfE'rent and also novel analysis technique is developcù 

for calculating the prohability of aliasing for LFSRs characterizeù by any feedback 

polynomial This !.(lchniqlJc is it.erat.ivc. For a signat.ure analysis rE'gist.pr of lengf.h 111, 

t.h(l t.echniqlle involvE's 2111 -1 rE'ctlfsion equatiolls. IIowever, Ilsing thE' proposeù not,alioll, 

t.!tt>St> 2111 
- 1 t'quittions are expressetl with only two general equat ions, which renJer s 

t.he illlplE'mentation of t.he technique feasible. The technique is very general in thnf, il. 

t'nables the caleu lation or the aliasing plObability under essen tially ally d is( ri bul.Ïolt of 

t'rrors. For example. anv Lr pe of burst en'ors can be studietl readily. 

• ln Chapler 5. the techniques developed in the earlier chapters to compute the probahil­

it.y or aliasing are useù for calculating the predicteù test qllalit.y assllllling that. ranùolll 
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patterns are applieù to a circuit and the latter's response is cOlllpactf'd h\' il siglléllllll' 

analysis register (LFSR). Such calculatiolls were not pre\'iollsly possiblt> dut' 1.0 1.1\1' lill k 

of feasible techniques for calculating the probability of aliasing undl'r t.hl' hinollliall't!ol 

moùe!. 

• The iterative technique de\'elopeù in Chapter ... for calculating the aliasinl1; prolmhiht \ 

is also useful in the context of coding theory. It may ser\'e for eUh il'ntly ralrlllnt.inp' Iltl' 

prol'ability of an undetected error for shortened cyclic co\les g(>Ilf'rntp 1 hy ail!, gf'llI'rnlol 

polynomial, under either the st.andard binary symrnet ric chann{'1 (I3~( ') l1Iodf'1. 01 11101" 

genera.l channel rnodels. The technique may thus be useflll for compal ing Ut(, !lPr!OI­

mance, in regard to the probability of undetected errors, of variolls flhort.('l1p(1 cy' III 

codes. Furthermore, sorne of the features of the technique make H, slIit.nhlt> for 1\f'lpil1~ 

in adopting certain coùes instead of others. 
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Chapter 1 Introduction 

1.1 Perspective and Dissertation Outline 

Since the inception of integrated circuits (les), over two decades aga. the 

le fabrication technologies have not cea'3ed improving. Among other impacts. these 

1 echnology impravements have been synonymous with continuously increasing sc ales of 

i/lt.f'gl (II ion. IIence. in only two decaùes, the levels of inlegration havE' heen ql[alifiE'd 

from small (SSI) to medium (I\lSI), large (LS1), very large (VLS1), and ultra large 

(t.TLSI). The e\"er increasing seales of integratian have resulted in the possibility of 

fabricating chips. and frorn these systems, with an e\'er increasing llumber of devices. at 

lower and lower costs. Of course, toùay's possibility of fabrieat,ing exl,remely complex 

circuits at low cost is very attractive for several reasons. Unfortunately. as in ally 

ot.her engin(>ering endeavor, trade-offs arise in the overall enterprise. Let alone the 

('Vf'[ inC'n>(lsing dirnclIlt.y for clesigllers tu correctly design t,he inlellded circuits. the 

prnblE'1l1 of tesl ing the f(luricaled circuits against fabrication defects grows mlllh Illon' 

than lin(>arly with the size (complexity) of the circuits fabricated [Goel 801. Il is now 

common to I\par from manufacturers that the testing cast of a product is more than Olle 

thirtl of ils lotal cost. lIence, althollgh many problems associated wil,h lestillg appeared 

t'atly in lhe history of ICs. the recent soalÎllg of the cOlllplexity of svstellls fubricated 

is forcing expel ts to aùdress the testillg problem with a Ilew perspective. nalllely tiraI, 

or rprognizing that tht' testing problem plays a key role in the ecollomical success of a 

prodllrt.. 
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1 1 Pl'r~pect i\'t' and Pl~~t'II al ipl\ (111 t hl1l' 

This recent recognition of testing's crucial role has spawlll'd il 1l11111;'\'1 tll 

researeh efforts ",hose fruits have b('en ,'arious. probably the most illtpOl t allt IlI'itlR t ftp 

proposition of IleW design techIliqlles collecti\ely kllOWIl as dl'811/Tl for fl'~f(/"/hfll (PFTl 

[Williams 82]. An increasing number of manufact urers ale 1I0W adopt ing Su( Ir ft'( hlliqq(·.., 

anù many research efforts are cttrrently under\\'ay to illlprovp \)1'1' t(,( hlllqlll"" alld t 1\1'11 

iIltegraLioIl with the classical le design and fabrication steps. 

The broad motivat.ion for this dissertalion is the problt'Ill or t('sting di~il,d 

circuits. with foeus on a relatively rccen! Iy proposed testing t,('cltniqtll' k11O\\ 1\ as IHIlIt III 

self test (DIST) [Design &: Test 851. DIST is becoming incr<,asingly popular sinn' it l', 

believed to ha\'e the potential of greatly simplifying the test procedllr(' and 1II'lICI' dl'­

ereasing the overall cost of testing a system. Howen'r. as in titI' ca.!)(' of mon' t.l'adit iOIl," 

testing techniques. it is generallv necessary to estal)lis~l t.hl' qllalÎt.y of a B1ST "l' ft "" If' ill 

regard to the fault co,'crage that it achieves (!\IcClusker 861. Il is g('l!cralk /toI. sI/il i~1t 1 

forward to make such an ass('ssment. ~Iaking such an asSf>SSIlI<,nt, for a pnrt.i, "laI BI~T 

schemE' constitutes the more specifie motivation for the work IJrI"wnt('d il! t.his di:,:;PI­

tation. The BlST scheme in question is one t!Jat is applicahlp 1.0 gPIH'ral ""sl,1I1! 1 I/I('d 

logic where the application of pseudoranùom test sets is r.:ombincd wit.h t.lu· I>ignatlll" 

analysis (LFSR- or polynomial division- basell) eompaction t.cC'hniqIlP IBartlpfl Hil 

Compactioll implif's a loss of information whieh rpslllt.s in th" 1)I)'lsihilj t \ of 

erroneous verdicts concerning the proper functioning of circuits. Such ('rrols 'Hf' kllo\\ Il 

as al,asmg errors. In genNal, the nature anù measure of snch aliasing Nrors Ilf'f'r\s 1,0 1,,· 

weil unùerstood to estaulish the fault coverage aehieved by ally UIST Sc/ll'IJI(' llowf"il'f, 

in spite of le manufacturers' adoption of certain BIST SChCIIIP.'1, t.he W·IIf'fallllldl'fst.<llIrI­

ing of the associaled aliasing problem orten remains v('ry skilllp~ DilI' '0 t.Il1' la< k ,,1 

suflicient unùerstanding. a'3 weil as feasible anal\'tical tools 1.0 auglllent. t.his lJlldl'l~t.all,J­

ing, unjustified daims are frequentlv made. The major conf.ribld,ioll of this di"i~if'rf.;)IIf)1I 

is the provision of analytical techniques that are useful for makillg bf!t.I.l·r IIIl'flSltr""l"lIt'. 

(preùictions) of aliasing, anù consequentl\' increase the ulldersf.alldill~ ()f t1If' ali":i1I1~ 

vroblern associateù with the popular signature analysis C'OrTlIHU "ioll !.rchni'lIJ(>. 

The dissertation is bricfly organized a..'l follows. The reruailldpr of t.his ,llap 



1.2 Test.jllll: of (('s 

ff'r presenf,s furf,her general IHPliminaries for the contents of the subsequent chapf.f'rs. 

The c1assical approaches to testing are I:rieny discussed. This is followed by a brief 

introduction to DFT anrl DIST ln Chapter 2. the problems of aliasillg and iLs measures 

are forlll1\lIy discussed. A no\'el classification of aliasing measures is presenf.ed. Some 

relaf,io/lships Iwtween aliasillg measure,> and [ault co\-erage measures are also discussed, 

In gelleral, bof.h deterministic and probabilistic measures of aIiasing may be defined. For 

large circuits however, it may be infeasible to compute det.erministic measures. Hence. 

probnbili·,tic rneasures are frequently used. Probabilistk measures are those upon which 

f his dissert.af.ion foc uses LTnfort 1IIlat.ely, probabilistic mensures of aliasing are orten I!li~­

IIndPlsf.()od, misllst>d or luisinferpreted. The reasoll for this is t.hat. the mensures ale 

oHe Il deI i ved f rom an ullfeai ist ic ass umptioll 011 the distri bu t ion of en ors at a faui t \' 

C'IIT's out pli t.. This assumpt ion. and its unrealism. is of tell forgot ten or overlooked. 

ln parti('ular, signnture analysic; is a widely-used compaction technique whidl is one for 

which lIIislending daims. e.g .. in regard to fa'JJl coverage. are frequently maùe based Olt 

the a.'lslIlIIption of a uniform distribution of error sequences. Chapf.els 3 and '. propose 

novet techniques for calculatiIlg probabilities of aliasillg for signature allalysis, Ilnùer 

mOi (> [(>all 'c error dist.ributions. Chapt.er 5 presents a framework for using t !tese tech­

niques in estahlishiug the (prooaoiIistic) fauit co,"erage. A generalization of t.he use of 

the techniques for muILi-output circuits is aiso presented in Chapter 5. The techniques 

propospd for calcutating the probability of aliasing for signature analysis have impor­

tant ramifications in coding theory, namely in calculating the prohaLility of undetected 

errO!'R for short.f'ned cyclic codes. These ramifications are brieOy disctlssed in Chapt er 

5 fo'inally, Chaptez (3 concludes the dissertation. 

1.2 Testil1g of les 

:.2.1 CIélssicéll Approaches 

Testing of digital integrated circuits generally consists of three major steps. 

t ht' fi 1 st. ht'iIlg t.he generation of a set of input pat tems, the second being t.he applicat ion 

(If t ht'sP pat.(.{·nts to the tÏrcuit. under consideration. and the thizd LeiIlg the analysis 
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of the colled.ed out.put data with an expect.ed responsl' 1.0 finally d('cléllt' 1.1t\' ("in nit 

good or uad. The au ove test procedure may be app\ied at variot\s fabricat.ioll 1(,\"('ls of Il 

product. e.g., chip. board. system levels [t\Iann 801 [t\lyf'rs ~~11. (;('Il('rall\'. il. is hplip\'"d 

that the cost of testing increases by an order of magIlitlldp from Ol\(' h'\1'1 t.P t.ht' 11f''\I. 

and that the ()verall cost is minimal when the deff'cts art' det('( I.pd as t',11 h Mi (Hl<;',ild,' 

[\Villiams 82]. These obseryat.ions haye resulteù ill il. major portion or tilt' H'(('IIt. 1 (''il'tI'( " 

in testing to fOClts on the chip or board levels. The foliowing discussion nSSIIIlW<; (hip 

level testing. IJowever. most of the ideas and notions art> f'«mdly applicahl(' 10 II\(' hoald 

level. 

Several different types of phvsital failures can affed, tht' film I.ion and IH". 

formance of les. TItus. se\'eral tests to detecl. defect.s must be ()('I fOrllH'c! al. difl,', l'ni 

stages of fabrication. The technology, as weil as various factors SlH h as Ut", scalp of int .. 

gration, operating voltage allù t.emperature. elc., Logether influ(lllcP tIlP t.ypl's of failli!'''' 

thaL may arise in les. Since it lIla)' be impossible ta test. circuit.s fOI ail pO'lsild,' t \'111"; 

of physical failures. several technical and ecoIloI1lic fadors govern the t.(':;t.ill~ of (i,( lIil', 

(e.g., time anù budget a\'ailaole for testill{!;. critical failur('s rcquireù 1,0 1)(' 1.('~;tP(1. 1'1<.) 

Because of the ~,lrge Humber and t.he complex nature of al! the possiblp physical failli,,,"', 

testing usually cOllsists of merely ùeteding the presclIc(' or absellce of dpl!'( I.s, hlll.:; d()i", 

not gcnerally require knowledge of tIte exact failure ilself, i.e., diaglloflifl. 

One practical approach used to avoid dealing with th(l physical faihlrp l"" 'if' 

con5ists of developing a fault model which describes the physicaJ failures nt, il highf'r 1,'v!'1 

of abstraction (e.g .. lugic gate, r(>gister), A higher levpl rnoùel n,duces t.ht' lIUIlIIJf'J ,,( 

entities that must oe considered when deriving tests for the circuit. Oll('e a fnult llIod,,1 

that accurately descrioes or captures the possible physical fnilllf(ls IJas hl'('11 I/('\'(\Iop,'d. 

it suffices to generate tests for dptecting a Il t.he faults i Il t.he f nlllt, Hlnd,'1 i /l'" !.f'a ri of 

deriving test.s for ail the possible physi( al failures Df',c;pit,p rpct'nl, qlH'st iOlling nr il', 

approprint,eness. especially for Ct\IOS circuit.s [Wnùsack iRI [Caliay ROi, t.!H' 1II0SI. wid,·I\­

used fault model is the single sfllc.'r-af fnult, mode!. in whi( h t.he IirH~S of a (ire'ui!., if faillI \, 

are a..'lsumed to he perman(>ntly st.nck at the logic vnltle 0 or J. 

Given a circuit umler test (CUT), a fault ill the eUT is said t,o 1,.. (]J,!.,,! t..,rI 



1.2 TestiJl~ of lC's 

whf'n a partieular input pattern applied to the CUT produces an incorrect logie responc:;p 

011 olle or more of its outputs. Such incorrect responses are called error.'J. and such input 

pattern constitutes a test for that fault. A set of input patterns that detect a 3et of 

faults is called a test set, and a set of test patterns that detects aIl the test able modeled 

fnults is said t () COl1st.itl1te a complete test set. If a test set is not complete. the Il the 

most commonly used IllCélsure of 1 he quality of the test set is the fn.tLlt cOI'erngr, measure 

which is c;imply the ratio (usual/y expresse.] as a percentage) of the detecled faults 1.0 

the tot al numbf'r of detectable faults in the CUT. Hence. in the case of a complete test 

Rf't, the fault (overage of detectable faults is 100%. 

Se\"eral test pattern generation algorithms have been developed in the pasl 

1,0 gellcrate test sets, e.g., [Rot.h 6i] [Goel 81] [Fujiwara 83] [Rajski 8i] [Schulz SR]. 

Althollgh they are generally highly df'sirable. complete test sets are al50 gf'nera!h" pro­

hihitiv('ly expensive t.o generate. even with the best available test pattern gcnerat.ion 

algoril.hms. One process often used in cornbination with test pattern generatioll al­

g')rit.hms is called fault .517llu[atw71 [Chang iO] [Armstrong i2] [Levendf'1 ~ll [nose 82) 

[f\laamari 881 which COJ1sists of determining ail the fault.s that a particlliar sel, of p<lL­

t.f'IIIS may detect. l'nuit simulat.ion is usually combined with test pattf'rn gpneJat.ion 

since its computational complexity is less (ùoth on the average and in the worst case) 

tha.n I,hat of test patt.prn genf'ration. Nevertheless, in spite of constant advances in t.he 

algorit.hms for test pat.Lern generation and fault simulation. in the case of large circuits 

these processes may simply be too expensive to be feasible. When the sit.uation Îs sUt.h, 

alt.{'rnative methods to c1assical test pattern generation and fault simulation must. oc 
IIspli Spvpral of 1 hf'sf' ha v(' be('Jl proposed rf'cent Iy 

1.2.2 Design for TestabilHy 

I.Z.l.1 Scan Path Test.iug 

The limitations of the classical approaches to testing have fostered the 1'10-

posai by le manufact.l1ring and design communities of Ilew approaches for testing com­

plex VLSI circuits. Such approaches are commonly known as deSign for testabzlzty 
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(DFT) techniques [Williams 82]. ProbaGly the most well-knowlI ('xnmpll' III 'ill< 11 Il'( h· 

Iliques is an iùea that arase from the partkular difliruh.y in t('sUng St'qUt'1l 1 inl ( il< 1Iil s 

This iùea is t.he notion of srGn design lEichellH'rger ï811~t.ewart ïïllFlIllnlslI 7;,1 \Vlli( Il 

essentially reduces the problcm of testing a s('qnential CIrcuit t.o t.hnt. (lI Il'',1 IlIg ,,( 0111111 

national circuit. This is accomplished hy introducing Iwo lllo,k" of opl'I;)I in" "Ollllni 

and test. The reùuction in t.he complexity of testing a 'H'qIH'nt.ial (ilcnit i ... Ihu:; nl,­

taineù at the e;""pf'nse of ext.ra. harùware required to rt'configure tilt' cil! lIil al. !l'sl 1 iltH' 

Anolher possihle drawback of inlroducing a test mode is tlta!' cprtain t.\"f)f":; r"tllt.s 1lIé1\ 

be unùetedeù since the circuit is belng testeel olltside its 1101 ilia 1 llIodp nI opl'lallOIt 

Alternati\"ely, whiie a circuit conld perform its normal fnndioll rorrf'( th. IlIflking ,\ .1,.,­

laration about the <..onedness of the circuit by obsf:'rving il. in t.est IIIodt' illtlod,,( (." 

the possibility that the saille circuit Ge declareù fault,v Gecallse 01 a fault. ill 1.1", l''(tl.1 

circuitry exereiseù oIlly in test mode. 

The concept unùerlying scan design rellHlIIIS the saillE" in spile or I.Ir" dif­

ferences that. appear in the details of the various schen1f'l'l propospd l~i! 1\f'lIlPrgf'f 7H\ 

[Stewart iil [Funatsu 751. ln scan design. the circuit.'s latehf's are extclldt'd 1.0 h.I\'I' t.wo 

modes of operation. In normal mode, the latches perform as ordinary laI c1H'<; III fl'st 

mode, the normal fE'edback paths of the se<Jllential circuit arE' hrokPII alld t.lr!' laI, 11f"; 

form a shift register. \Vith the shift register cOllfiguration, a test. vt'd.or l'il Il il,. 81'1111111''/ 

in the registcr from olle primary input of the circuit. Th~'n. tlris I.Pst. VP( I.or ilia y \H' 

applied to the circuit Gy retllrning the circuit to ·ts normal mode ror !)rl(' c101 k cyl \1' 

Once the response of the test vertor is latelled, the cil·cuit. may he rt'l.lIrJ1p,J t.o Ipsl. 11101\., 

to scan out this response throllgh a primary output of I.he rirc 1Iit.. Tlrifi rp"lpOIlSP IIt"Y 

then !Je compared to that expected. Exploiting the scanning in and (JIll. rapaililit.i p ,; 

of suelt a scheme enables the cornbinational logie of the cir<..uil. to he fully t,·st.l'd, i .. , 

testeù for the faults that the applietI test set was cOllsl.rllde,] 1.0 ,Jf'I.P( 1.. Si", .. I.h"y 

forlll the path tltrough which test patterns are applieù. t.he latdu's al f' al,,) t.l'sl .. d i" 

this proced ure. 

In exchange [or the reùuceù complexity in testiJlg, s<..an design illlp!i.·s Ir", d­

ware overhead. III the ease of IDM's Level Sensitive Scan Vl'sign (LSSD) !f'~idll'lI)l'rW'1 

l, 



i~l. this overheaù varies from 15r:(, to 30% [Williams 82]. Also. scan ù~sign generally 

f{'qllires a mOle complex c10cking scheme than woulù Ilormally oe requireù. For exam­

l'le. in lDM's LSSD. the control of the CiICUit requires two docks (master anù s'a\'e) 

i" hotll t.he test mode and i/l the normal moùe of operation. The sharin~ of OIlP is 

po<;sible. hente a total of three clocks is requireù. Nevertheless. in LSSD. the normal 

olH'raling specd of the circuit is only slightly degradeù IJY the aùditional functionnlity 

of 1 hf' 1 ale hes 

Thlls. the most OU\ Îous aùvant age of scan ùesign is the rcùucet! cOlllplexity of 

gflnerat.ing f.est sets for a sequcntiaI circuit. This is accomplished uy treating the latter 

as a combinational circuit whell it is being tested This redllction in complexity is 

gpnerally obtaineù against little or no performance degradation for the normal functioll 

of the circuit. The principal ùisadvalltages are the hai dware on~rhead. arising fi om 

extensions in the latches anù the extra control circuitry. extra primary inputs aIllI 

outputs (up to four in SOIlle cases). anù the time requireù for scanning tests in anù out 

of a circuit. 

1.2.2.2 Dnilt-Ill Self-T('st 

Anoth<>r design for testauility approach scheme which can weil be cOllpled 

with scan ù<>sign is the iùea of b",lt-m self test (BIST) [Des!gn & Test 851 [Dardell 8ij. 

BIST is usually unùerstooJ as a schcme where ail circuitry associated \Vith tcsting a 

chi" is part of the chip itself. Thus, an input pin is required to select oetwecn normal 

and splI-te,>t modes. In self-test mode. test patterns are g('nerated on the chip, anù the 

responses ar<> obsen'pd and analyzed OII the chip. Finully a simple fOrIll of gO/llo go 

or pass/fail signal is deli\'er~d at one of the chip's output pins For scqu<'llt.ial cil cuits. 

scan J"sign is usually assumed llCIlCC. in self-test mode. t hc CUl' is comoinat.ional. 

and tilt' lal.ch('s form part of thf' test circuil.ry. 

BIST r<>quires ail on-lhip source of test patterns. The most popular schellle 

for ~('nerating patterns is to configure certain latches into a Imear fecdbl1ck shlft rCf)­

I.<;fer (LFSR) [Uardell 8il. For comuinational blocks with less than say 20 inputs. the 
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LFSR can be used to apply ail possible input combinatiolls to the ClIT 1 ~ Il ( '\II~hl'\ 

f!4j. For blocks with a largN nUlllber of iapllts. the LFSH is \lsuall\' \I!'it'd to 1\ppll ,\ 

pseuùorallùom source of input pat tems [Banlf'1l 87" 

ELST usually implies a relati\"€'ly large I1uIllber of tpst. pattl'III" .• IlId h"I1(1' ,\ 

considerable respollse data. espedally if the circuit has se\'eral out.puts F,)! t"wlIl!,I". 

applying 0(22°) combinations to a 10-output circuit yielùs O( lOi) output hits Thil';. il! 

BIST, sorne form of data compaction is used to reduce this Olltpllt <lnt a illl ().I çll/t1all/t/· 

of only a few bits long. e g .. 16 or 32 At tht' end of thl' ll'st "'l'qlll'tH l' lit" ·;j~11:111111· 

is cornpareù to a stored referencp signat.ure. \\hich \\as dt'terlllilll'd .ll (k"i~1I tinl\' 11\ 

simulation or analytic means, If the signature of the el'T is dilfpr('lIt. frolll tllf' [('11'11'1111' 

signature, the eUT declares itself fau1ty through an output pin O/" iOIlSI\', Sf'\' 1'1 al 

variations of the aforementioned ElST ideas exist. For examplp. eit.ht'r or hol h t.hl' 11";1 

pattern source anù the response compactor Illay resiùe outsidf' tll(' actual (:11')' TIIf' 

analyses presenteù in subsequent chapt ers are in fact applicable ln ail\' tl'st,il1~ 0;( 1"'lIll' 

where the output response is compacted by a particular typE' 01 circuit. \Vltic It 1IIi1\' " .. 

residing eitlH'r on or off chip, 

There are several obvious advantagf>s of E IST Sinu> pst'lIdorn "dOIIl pa 1.1,('1 Il', 

are applied, no potentially cO!'itly test generat.ion is reflllirE'd AlfiO. n BlST (ail l,., 

applied at close to the normal operating speeù of the Cl 'T Thll!'i Illon' t'r')I'o; ni Ifltlit :" 

e.g., delay faults, may be detected whidl would Ilot necP'isarily 1)(' dp(,('I,t.pd lJ<)ill~ /)I,h"1 

techniqlles. The extra test circllitry rpqllired is small. Only tW() ('xtra pin,> arfl ffl'I'lilf'd 

one for the mode of opprat ion and one for thE' pa.ss, fail sigllal Finnlly, BIST illl.rodtll ( . .., 

the possibility of easy and Înexpensive lield te!'it.ing This rnay \JP part.il !Jlonlv a 1.1,1 a( 1 iv.· 

at the system level. where thp UIST capabililles of indi"idual (hip,; Il "1 V abo ~ff'all\' 

facilitat.e diagnosis. 

Of course BIST also has its disaùvalltages and limit.ations. Th,. !TlO'i!' .,I,vi"lI'. 

disadvantage is the area overheaù. which is highly design depcndf>/l t.. A Iso. a.'i for 'i' 01" 

path testing, a fault in the extra test circuitry can resllit in a rirc1Jit. hping dp( larr'd 

faulty while the latter could perforrn iLs function norrnally. Vario1Js possibl,! limit.ation'; 
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al'5o arise depenùing 011 tlte circuit and the particular BlST scheme aùopteù. For flX­

ample. if exhaustive testiIlg is per[ormeù. circuits \Vith a large Humber of inputs may 

require an exceedingly large test set anù associated test time [Bozorgui-Nesbat 80]. On 

tlte 01 hN hand. if pseudorandom testing is performed. certain faults, known as ra'1dom 

pattern reslslant faults. rnay exhibit extreme reluctance to ùetection by the pseudornn­

dom patterns [Eichelber~er 83!. Suth unùetecteù faults may re~lUlt in an IlllsaLisoahlr 

fallit rO\'f!ragf'. 

OT!(' of the mo~t seriolls difficulties with B1ST is the informat.ion loss incurrC'd 

hy thp compactioll stagp . This loss introduces the possibility that. a fault be mrrskF.d. 

or allll.'H!d [~rcCI\lskey 8.5] That is, the compaction introduces the possibilit,y that. a 

fault!, circuit. proùuce the same signature cs that of the fault-free circuit. This problem 

of alia..c;illg rnak('s the assessment of the fault coveragf~ in BlST a very clifficult problem 

IBlmvsar 8·t] ICox 88]. 

1.2.2.3 Compactioll Sdl('JlleS for DIST 

Sev('ral compaction schemes have been proposed fOl BIST, e.g., [Carter 82j 

/Frohwtc'rk iillIJassan 84] [Hayes ï6] [HUIst 85] [Miller 84] [:tvluzio 83] [Savir 801 [Saxena 

8H]ISnsskind 81]IZurian 861. The reader k referred to these rl'ferences for clet,ails about 

thes(' srhemes. Ïn the followmg. only a few brier c(,mments will be made concerning !.he 

hf't.t.N-knowll sc!tt>rnes. from which sevE'ral variations have bt>en derive(1. 

In syndrome testing [Savir 801, the signature for a single-output circuit is the 

numbt'f of ones that appear in the respOllse data when ail the possible input, pat.f.erns 

art> appli('d to tht' drcuit. To ('ount the number of ones in the response when no!. nll 

inpllt pat.t('rns art' applit>d is of ('ourse aiso possible. just as it, is possihit' t,o const it lite 

t.he signature from other counts. such as the number of transit.ions IIIayf's 761. Sp('('frnl 

('orllinrnt I<'st.rng fllurst. 8f>i IMiller 84] [~luzio 83] [Susskind 81] is a generalization of 

t.h!' syndrome concept. ln general. the signature in spectral coefficient testing consists 

or sf'vf'ral rount s Each of t.he <"Otlllts correspond tü the number of ones in t.he exclusive­

OH of t./rt' circuit Olltpllt with a particular subset of inputs. Thus, in gelleral, llpectral 



testing extends the fauIt. co\'erage of syndrome testing. 1I0\\'f'\'f'r. t.hig ig !lI 1 lit' !'~;p\'Il"'1' 

of a greater area overhcad required for the exclusi, e-ORs. thl' additiollal (,p\llltt'rg, illld 

reference counts. Th;s significant additioni'i hardware in return for Ilot 1\('( e's:;arilr IlIIH Il 

better fault coyerage is the strongest deterrent against the' prad icul :1<;\' of sp!'et r al 

testing, 

The fault coverage achieved by either syndrolTIf' or s(H'ctral t{'s!.Ïng CfUI Ill' 

assessed using differenl, methods Fault simulat.ion is onp. whilf' for t.h" romlT101l 'iillglf' 

stuck-at fnult mode!. the coverage can in some case::; hf' determilH'd \I<;i'lg nll.,h tic al 

method:; Such methods however. are genf'fally quite impradi< alt.o handIP, 

For a single-output circuit. an LFSn can he used 1.0 compact !.IH' 0111 l'lit. 

response of the eUT, This is the aprroach proposed by IIf'\vlef.t Pat kard 1 Fro!t\\·(·J!( 

ïï] for testing lllicroprocessor boards, kno\'i'n as signature (walysis 'l'Il(' !liaI !tPllIat.i( al 

interpret.at.ion of cornpaction bv an LFSR is r.üher straight,forward. TIH' prO('("iS cali hl' 

interpreted as polynomial division over a G<tlois field [Golomb 821 [P(!lpr~()11 721. TIH' 

LFSR compactor can also easilv be extended to the lllllltiplf'-oUt.Pllt cirr lIil. IIsillg a 

multlple-mput slllft reylster (l\IISR). 

Compaction by an LFSR IS very attractive in that it is Vf'ty silll!>l" alld 

does not require IIluch area overhead cornpared to other BIST Sdlf'TT1f'fL Jn '}OIllP Ca'î!''î. 

the compaction circuit can hf~ combined with the te')!' pattern sOllrc:e [1«()f'IlI'!rtiUlIl j'II 

Unfort.unately, t.here is no eusy way of precisely charactprizing t.he pffrd of a part.i( 1IIM 

fault on the output bits of a eUT when pselldorandom 1.1'')1. pat,t,{'rns arp applipd 1.0 Ulf' 

lat.ter. Therefore, establishing the fault COVf'rnge wh(lT! a.n LFSH is 1I~wd 10 COlllp'\f 1 

the response of il circuit is not ::;t.rnightforward. This will b(> explnillf'd f1l11.I1"r ill lat.l'r 

sections of this dissertation since t.his problem constitutps t.he 111lderlyiJlg Ill l ll.i"at.ioll Inl 

the work present.ed herpill. 

A final comment is ill order. This disserta.tion is Ilpit.her dirf'd,!y COII{ f'f!wd 

\Vith the justification of previotlsly pro(Josf'(1 BIST scltenlf'') lIor t1H' pmpos"ll of il IWW 

BIST schf'me. The interest.ed rf'aopr is referr(>(l 1.0 tlte lit,pra!.lIrp for a. t.horo1Jgh dis! IIS'liOI1 

on BIST, e.g., see [Zorian 871 for an excellent hil)liography on BIST, or the specia.l iss1J!' 

If) 
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1.2 Test,ing of I('~ 

IDesign &: Test 85], This dissertation focuses on the problem of aliasing for BIST schelllt's 

ill which the signature analysis teclulÏque is used ta compact the CUTs output,. 
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Chapter 2 Aliasing and it.s lVleaslIl'es 

2.1 Introduction 

Recently, various built-in self test (DIST) schemes have rec('iv('d ("owlidpra'"f' 

attention, There are se\'eral reasons for the interest in BIST but one 01 t.ltl' prin( ip;d 

reasons is due t.o BIST's effectiveness for overr:oming the prohl(>IIlH now <'Ilf 011111 ('1 "d 

by conventional methods when dealing with large circuits. III gcnclal. a~ i1ll1r;f,rall'd ill 

Fig. 2.1, BJST circuits consis!. of the original circuit 1.0 whi( Il t.hl!'(, major hlof k~; "If' 

adùeù: one for the test pattern generation. a seconù for t.he respomw COIIIIHl< t.iOIl, alld 

a thin! for comparing the compacted output (signatur<,) to a refcrentP COII( ('fnillg t.ltl' 

comparisoll circuitry, several schemes exist in which t.he lat.ter is a trivia 1 circuit.. Ot i', 

external to the eUT. lIere the focus is on the compact.ion aspect. of nIST. H(,SP()Il~i" 

compaction implies an information loss tltat translatf's itself in tlte possibilil.y or wrollg 

diagnosis whereby a faulty circuit tleclares itself as good. SlIch ill( orr!'( t. diagllosi<; i', 

caused by what is known as an alzasmg or maskmg error Il\/h Clusk('Y HGI Va//I)II', 

compact ion techniques (functions) have bef'n proposeo, e.g., ICart,N 821 [FrnhwI·rl< ïï[ 

[Hassan 841 [IIayps i61 [Miller 841 [Muzio 8:JIISavir 80IISaxpna 8f>IISlIsski"d K '1Iï'fllJ"ll 
861. Each of the different cornpaction scJ1Pmefi leadfi to partie ulm informat.ioll 10·,·,1'" 

Bence, whenever adopt.ed, each compact.iol1 function lJIust hl' flnnlyz(l(1 t.o (·st.ilbli~ih t.!)f' 

impact that, its associated 1055 of illformatioll will have OJI t,/If! qllalit.y nI th,. B ,'-;'1' 

schemf'. 

Idelllly, in the same way that fault coverage measures ar<> gpnf!fally wwd !I) 
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Figure 2.1 Gelleral BIST "ch~llIe 

2.1 Inlrorll1rtioll 

Poss/Fon 

ns:'lf'SS t.he quality of a test set in conventional (external testillg) situat.ions. the usp or 

t.he same measures would also he desirable in the context of BIST. Unfortunately. the 

compact.ion stage in BIST complicates the matter. One reason for this complication 

is the following. Without compaction. t.he fault coverage is a monotonically increasing 

fUlldion of th .. number of test patterns. In the case where exact fault coverage cannol 

be established. monotonicity enables lower bounds to be claimed. IIowever. in generill. 

strict monof.onicity disappears when compaction is performed. 

For the sake of cOl1\'enience, until a later section of thi::J dissertation, the 

circuit. llllder t .. st (eUT) is élSsllmed to be single-output.. Assuming that. an input t,pst. 

s('qll('nce of leng: Il 11 is applieù to the eUT, the ou tpu t response sequence is al~o of lengt.h 

n. The sequence produced by a faulty eUT which contains erroneous bits is referred to 

as an error sequCtlce. ln the context. of t.esting without output respons(' compact.ion, a 

faull.y eUT is correct!y diagnosed as being huit y if the output sequence contains at.least. 

0(1(' errO!\('OIlS bit. lIowever, in the case of testing with output response compaction. a 

faulty eUT is correct!y diagnosed as being faulty on!y if its output sequence contains 

a I('ast. one erroneOl!S bit. and if the error sequence it produceù is not mapped ont.o the 

fiignnl.ur .. of t.ht' fanlt-frpe circuit.. 

The role of the compaction stage is to reduce a eUT's out.put. sequelltC to 

a signat.ure of only a few bits long, say nt, where m « n. Let E be the set of ail t.he 

211 
- 1 possible binary error sequences of lengt.h n. Bence, lEI = 2n -1. Let 5 he the set 

or ail I.llt' possihle signat.ures t.hat a compactioll fUllctioIl can yield. The cardinalit.y of 
1 

1 

l 
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2 t IlItlPdlllfillll 

the set S depenùs on the specifie cornpaction function. Wit hout r('gat ri 1 (1 a ('l TT and 

Hs potential faults and hence potelltial error sequencps. a rompadioll l'lInctioll 111,11''' 

each of the sequences eontained in the set E onto OIJ(' particlIlar signalulP of 1111' spI S 

Since only the final signature matters alter a particular sequ('rH'(' iR cOlllpact.t'd, t.ht' :11'1 

of error sequences that mup onto thp salUe :ignature rOrIns "Il pquivalrllft' rias", \\ il Il 

respect ta the specifie eompaction functioll. Let E" oe t.11(, subset, of E t.haf, ('o!lfclins "II 

the elemenls of E that map onto the signature So of the.> fault,-frpe circlIit.. alld II<-fin(' 

the error dOnltllll deceptwn t'olume D\'~ ta be the cardinaIity of E", Î.('" f)\ '" - Il';,,1 

For most compaction fUllctions. the mapping of the elements of fi: Ollto t.1l1' '.1'1 

of signat ures S is weil unùerstood in t.hat it is theorf't.ieally weil c!taracl.{'1 i7.{'<!, 1I1'1I( ('. 

it is generally easy to characterize Et) and t.hus find Dl'/, for mas!. COIl1IH]( 1 iOIl f tllI( t.iol1:. 

In the context of BIST. D\'~ is a valu ab le measure sinre it gi\'('s t.IH' IIllltt!H'!' nI t'!IO! 

sequences that would escape detection because tlrey are rnélpppd Ollto 1./11' sigllnl UII' S" 

of the fault-fIee circuit and consequently result in aliasing errors. Althollglt /loI. always 

explicitly, D\'e is tradi tionally used for establishing the qualit,]' of compadioll III III I.i()n~; 

Examples are di~cussed laLer 

Assessing the qualil.y of compaction functiolls is olle fal el. of t./H' pro"lf'"1 

lIowever. in reality. one is usually interested in determillillg the OVf'1 ail 'Ilia lil.y (lI il 

BIST scheme. i.e .. fault caverage obtained from a specifie set of tpst. pat.l.Prrt:i applil'd 

to a specifie eUT in a specifie orùer. Thus. the proLlem of esl.abiishillg I.h(' qllalil.y nI 

compact ion functions is camplicated when a specific eUT and its faults arp ('o/lsidf'!Pr! 

Assuming tltat the test set is fixed (types and ordf'r of patterns) if I.hen' tH(! N 1)()~Hi"lf' 

fauIts (single or multiple) in the circuit. th en thcre are at most N diflPH'/It, pO~~jÎ"lf' 

error sequences that can he produced Lv the spf'cific eUT to whirh t.hf~ :1pl'("ilic 1.1''i1 .,f'I. 

is applied. Let F Le the set of these possible error sequences. Typi(ally, IFI" I/~ï 

In turn. let F., be the suhset of F which contains ail the elements of F f.haf. mal' Ollto 

the signature S" of the fault-free circuit. Finally. let the farLli domam dC('cl'llIJ11 nO[,/1//(' 

DVf be defined as the carùinality of F,J, Le .. D\'f = 1/;:)1· 

Similarly to DVe , D'lf is a measure of the loss of illformat.ioll alld h(·!!(,. 

measur~ of aliasing caused by the cornpaction stage. Ifowever, unlikfl DV,., DV, l', 

J J 



2.1 IlItI od tlel km 

sppcific t.o a eUT allù ils faults, as weil as specific to the test set anù the orcIer in which 

if. is applif'd 1,0 t.he eUT IIencc. "eeallse the relation between the pot.ent.inl fault.s of t.hf' 

CUT and the elements of F is an invertible fUllction (one-to-one and onto), D~rf can 

Jirc< t1y be combined with fault coverage measures [Cox 88] to yicld a fault, coverage 

rncaslIf(> that takes into aceoullt the effects of compaction. IIowever, it is not so when 

F is not. known and only E is available The relation between the elements of E and 

tlte pol.enlial fault.s of Cl CUl' if; nat. nece'5sarily one-ta-one and onto. This prevenls L)\'c 

f, 0111 !H'ing dirpctIv used wit.h thf' c1assical fault coverage measures. 

Th<>refore, making claims on the fault coverage when compaction is pf'f­

formed requires Cl precise knowledge of the error sequences that a CUT may produce 

IIndpr t.IIt' inflll(>lIce of it.s dirrprent faults. i.e .. reqllires the knowledge of F. Unforf tI­

nnt.ely, finding ail t.he elements of the set F may be computationally prohibiLive for large 

circuits. Not knowing F, Cl minimal requirement is to have sorne characterizat.ions, P.g . 

flf.at ist.ics, of the sel, F U nfortllnat.ely, such characterizations have generally been mi:=ïs­

ing unt.il now. Tht'se Lwo difficulties associateù wiLh F result in DV! generally Iwi/lg 

V<>ry <IimculL to Hlld. On the oLher hand. finùing DVe analytically remains generally 

eilsy. 

Nev<>rt.heless, in the past, because fauIt coverage is generally the qualify 

IIIPélStlre (onsidereù of prime interest, (as opposeù to Lhe mere assessment of the qllaliLy 

of a compart.ioll fuucLion indf'penùenLly from a specific CUT and iLs Lest se!,), in Lhe 

(Oases whcre compacLioll was performed but where F coulù not be obtained, varions 

aSfllllIlpf ions on F and hence D~rf have been made. Sorne of these assumptions hav(> 

h·d 1.0 daims t ha 1. beLOllle sOIllt'whaL paradoxical upon brief refiectioll. Ali example (Jf 

5tH .. h d"ljm is derivt'd assulIlillg tltaL F = E. and that Dlr! = D~re' Combilled wiLh t.he 

unrcalistic assumpLioll that ail Lhe elements of Fare equally likely to occur, i.e., lllliforrn 

dist.ribuLion of error sequences, this leads ta tlte 2-m probabilit.y of aliasing associntcd 

with signat.urp anulysis AILhough the result is correcL under Lhe staLed assumpt.iolls, 

t.ht'st' élS5\11l1ptiollS art' oft.en forgotten or overlookeJ. Tht' resulL sLal,es LhaL for sigllature 

alH\lvsis. t.l1t' probabilit.y of aliasing is 2- m , irrespectively of the CUT. the efrect.s Hs 

faults llIur proùl1ce at iLs output, the number and orùer of test patterns applied t,o it., 
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etc. That the aliasing probability can be independent of aIl tltl'SE' fadOl~ and h.' lIIadl' 

arbitrarilr low simply by increasing the "alue of m is paraùoxiral. If thi.:; \\'l'tl' tlllt" 

signature analysis woulù constit ute a sort of panacea. and hencp no flirt ht'r n'St'il 1\ Il 

efforts shou[d be aimeù ai stuÙ\ ing this cornpaction function fllllhl'r. Iwr wotlld ('IIPII:, 

be expenJeJ at fillding and studying ot her alternative compa< t.ioll fUII( 1 iOlls. 

Thus. before the field is impregnated by too many mislendillg or IlIi:iIlIH!('I· 

stood results. a critical regard on ho\\" the quality of compact ion fllnct.ions is 1I11'1l.',III .. d 

and reported is believed to bf' in orcier As men tioned abo\'('. t.Iw (kef'pt inn \ Ohlllll' ( 011-

stitutfls a fundalllental measure of the information loss in thfl ("olltt'xi of tl'sling 1)(,( "1'­

tion volume has thus been used in different ways. either implicit.ly or f'xpli( illy. l,Cl a:--'1I",s 

the quality of compactioll functions. Ilowever, as in the case of failli covpragp lIl(,iI:HlH''', 

the different ways of computing f he deception volume may yield llIisleading r('sult,s I( 'IIX 

881. In the following, ùifferent methoùs for computing and intE'rplf't.ing lIlf'aSlllP'1 ha:;.·d 

on decepf ion volume are revieweù. and parallels between the'w IIIPt.llOds fllld f ItmH' di" 

cussed in [Cox 88! for reporting fault co\'erage are establishcd. Ait.hough t.he dis( l/ssiOIl 

is applicable ta different compaction functions, the focus is on signafurt' analysis Silll (' if 

is the most popular scheme, art en supported by unjustifieù claillls. t-..IOff'O\Pr. sigtlat.lll f' 

analysis is the (,ompaction technique on which the relllaining chapfprs of t.ltis dissl'I t.a­

tian focus. The underlying asSlllIlptiollS of the mea.sures are di'lclIssed, as w,,11 il." t.Ilf'ir 

advantages and disaùvantages. Two categories emerge: measuff'S ha..<;f'd 011 !JV/ alld 

measures Lased on DlTe . l'rior to discussing these measnres. aJl example I.lral. illmil.ral.f'" 

SaIlle of the concepts ùiscussed above is given. 

2.1.1 Example 

Consiùer the circuit. in Fig. 2.2. Assume that si"gle st.lld<-nl. fal/II.~) .tlf' 

consiùered. anù that an exhaustive test sequence is applieù to t,IH! CIIT in tlrl' givl'lI 

order. i.e .• 000 1.0 111. III Tabl(l 2.1. the response ()f I.he falJl,.-rr{~f' (fil") l'ireuil., :1'1 

weil as that of the circuit undcr the effects of ten differcnt possihle sf.ucx-at. falllUl il1 

reported. Thcr('forr, IFI = 10 and lEI = 28 - 1 = 25,'). Th 11::1, for t,hi'! pxalJlpl,', t,III' 
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2.1 Introductiun 

cardinalities of F and E differ significantly. In Table 2.1. A/O denotes the fault A stuck­

at O. A 1 delloter; the fault A stuck-at 1. etc. The signatures that result from three 

difTf'ff'llt compartion schemes is also gÏ\"en in Table 2.1. These compactioll schemes are: 

signatur(' analysis [Froll\v('rk ïïJ. syndrome [Savir 80], and transitions count [Hayes ;61. 

III the case of signature analysis. the polynomial characterizing the register is 1 + x + 3"2. 

Surh ri. register is shawn in Fig 23. 

Figure 2.2 Exalllple circuit to ilIustrate Jpceptiull volullIes 

F:lUlt Effpds & Signatur('s 

Input \"f'dor Faults 

ABC FF A 0 A 1 B/a B/1 CIO Cil 0/0 Dll E/O E/1 
000 0 a 0 0 0 a 1 0 1 1 0 

001 1 1 1 1 1 0 1 1 0 1 0 

010 0 0 1 0 0 a 1 0 1 1 {} 

011 1 1 0 1 1 a 1 1 0 1 0 

100 0 0 a 0 1 0 1 0 1 1 0 

101 1 1 1 1 0 0 1 l 0 1 0 

110 1 0 1 0 1 1 0 0 1 1 0 

III 0 1 0 1 a 1 0 1 0 1 0 

Compression SdH'lIle Signature 

signature rl.nalysis Il 10 01 10 00 01 1 00 10 11 01 00 

syndrome ,t 4 4 4 4 2

1

6 4 4 8 0 

t ran'3i t ions 6 - 4 
,.. 

6 1 1 ï ï 0 0 1 1 

Télh](' 2.1 Fanlt Effects and Signatures fOI EX<llllp!t> (,iIT!tit 

In t.he case of signature analysis, only the fault D Il yit:'lds the saille signaf,lIl"p 

as Lita!. uf t.he fault-free circuit. Bence. for titis specifie circuit and titis specifie test. 

st'quence. the fault domain ùeception volume is one, Le., DVi = 1. lIowever, the etror 

domain deception volume is [Smith 811: DVe = 28- 2 - 1 = 63. For syndrome, from 

lï 



Taule 2.1, the fault domain deception volume is: Dl'! = G. On the Ot.hN hand. tltt' ('!lOI 

domain deception volume is: Dl'e = (~) - 1 = 69. Finally, for transit ion" COlin!. !rOI!l 

Taule 2.1 the fault domain decept.ion volume is: Dl'! = 1. The t>rror domain d('(('jtli(111 

volume for transitions count is [Darde Il 87J: D'"e = 2\~~ 1) - t = 1:1 

Figure 2.3 Signature nllalysis CirCUIt with polynollllnl 1 + T + r~ 

Only single faults are considered here. howeyer. multiple faults collid ('a~ih 

have been consldered, 

2.2 Measures based on DVr 

Measures of D\'! require that F be known. Obtaining F r('quir!',; t.hat lit" 

eUT be simula.ted umier the effect of each of its pot.ential falllt,s 1.0 ol,lain ail IIIf' 

possible error sequences The principal disadvantage of this approach is th(' proh il>il ivl' 

cost of the fnult simulation in t.he case of large circuits. For a circ1Jit. wit.h N lil1f'<; alld 

hence O(N) faults. the fault silllulation of n patterns implips a compllt.ation,,1 "Irol t ,,1 

O(nN 2 }. IIowever, the clear advantage of this approach is that. D\'f can IIf' clip'! Ily 

combined with fault coverage measures. 

2.2.1 COlllbinatorial 

Since F is known, one can define DVj,comb to be the artalo~ or nlllll>illilloli.d 

[ault coverage [Cox 88] where DVf,comb is simply the following ratio: 

(2 1 ) 

This measure is very straightforward to obtain given F and DVj . D~·f.'-mn" iH a tr1lI' 

measure of the proportion of a CUT's possible error sequences that. wOllld alias. 

Pl 
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2.2 Measure~ b~ed 1)11 DV r 

For the Example in Section 2.1.1. the following values for Dl 'j.comb result .. 

!Hgnatllre analysis: DVj.comn = 1 10. 

syndrome: DI'j,cornh = 6/10. 

Irfl71sltWJlS cOImt: Dt'j,comb = 1 10. 

2.2.2 Spc'rt,raI 

An analog of spectral fauIt coverage [Cox 88] in the case of Dl 'j can also he 

definet!. Let, DVr ue a vector such that DVr = (D 'v'f,l' DVr,2," ., DVr,q) where DFJ,l 

corresponds to the numuer of error sequences of weight z that a~'e mapped onto t.he 

signature of the fault-free circuit. In turn. the following ratios can be defined: 

(2.2) 

whert' 1Ft 1 is t.he Humber of elements of F that. have weight i. JI, wOllld be feasible Lo 

compute such ratios in the gh'en context because the extra work thal, woult! be required 

1.0 obt.ain the components Dt 'j,t woulcl be negligible cornpared to the efforts rt'quin'd 

for ob\.aining F and Dt'J in the first. place. 

2.2.3 Prohahilistic 

An analog to the probabilistic measure of fault coverage [Cox 881 can also 

Iw defilled for Dt 'J' Let, the set FI) be composed of the elemellts (ft, h,···, 1'1)' By 

dpfiniLioll. q = DFf' Let each ft have the probabiIity Pt of occurring OVflr the ent.ire sPI. 

F. Th('!l t.he following probabilistic measure of DTlf can be ùefined: 

q 

Dl·!.rrob = L Pt' (2·:n 
t=l 

As in the case of tht' probabilistic me as ure of [auIt coverage discusseù in [Cox 

8~1. t.ht' denr dill1culty wit.h this measure lies in finding the probabilities Pt. 

lU 
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2.3 l\Ieasures based on DVe 

In most cases. ùecause of the prohiùitive co~t. of fallit simlliation. F i~ Ilot 

a .... ailable. For such cases. t.he ollh' reasonaùle alternativ(' for tlfllf'rll!inill~ Ihl' qllalil\ III 

a compaction functioll is to cOllsidf'r E and hence Dl'e. l'hl' major disathnnl.ilf.!,t' in Ilot 

knowing F is that the knowledge of Dl 'e cannot. be dir('rtly romhilH'd 10 (In.<;sical I.\\dt 

co .... erage measures. 011 the ot her hand. several measurps of Dl't' cali pa:-:;il! !If' oht "iIH'" 

analytically. This is illustrated next. 

2.3.1 COlllbillatorial 

Similarly to Dl·f,coml" a combinatorial measure Dl'e,L'ornb can IH' dplilf"d t 0 

be the following ratio: 

Dl -e,comb = DVelIEI· (2 1) 

The advantage of titis measure is that iL is very easily \)btainc(1 I)('cuus(' 1 [0;1 i::; h! IId­

inition trivial to oùtain. and Dl'e can generally be eafiily oht.ainpd analvti( alJ~ FOI 

example. in the case of signature analysis, because of the well·establish(ld t/ll 'ory \lncl!'l­

Iying the properties of Iinear feedback shift registers (LFSn), t.he pr!'cis(' 1IIII1II>I'r of 1'1 101 

sequences that are mapped onto the fault-free signature, i,e., Dl'e is ea.'iily dt'I.('rlllillf'c1 

to be 2n - m - 1 for a signature analyzer of size m [Smith ROi 1 Bard!'11 Hil. 111 t.h!' ( a:iI' 

of count-based compaction fuuctions (ones count or transItIOns cou nt ) il, if! posRil tif' 1.0 

compute DVe tlsing simple cornhinatorics [Bardell 8i]. 

For the Example in Section 2.2.1, the followiJlg values for Vl'-:,I'lJt1I/, l'I'HIiIt. 

sIgnature aHaly.~ls: DVe,comb = 63/25.5 ~ 1/4, 

syndrome: DVe.comb = 69/255 ~ l/4.5, 

fra1l-'HilOtls count: DlT

e corn" = 1:J/2S5 ~ l/20. , 

For this particular exarnple, for the three dilfercllt. f,yP('S or nHllp:u 1.;011. tir,· 

difference ùetween DVf comb and DVe comb is quite signifkant. Thu3, a.'iSlmlÏng 1 Il,Hl/' , , 

raLios to be similar is not reasonable in this case. 

1.!I 
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2.'3 Measules bnsed 011 DVe 

2.3.2 Sp4'f'tral 

Similarly tu the definition of a spectral measure of Dl 'f, a spectral measure 

uf DVf! can alsu be defined. For this. let DYe = (D\"e.l.D\",,! 2 •.••• DVe.'1) where Dl·e.l 

ie; defifl{>d as the Ilumber of error sequences of weight ! that m3.p onto the signature of 

the fault-free circuit. Then. from the vector DVe, the following ratios can be defined: 

(2.5) 

where IEtl is the total number of error sequences of weight t. 

In the situation where F is known, the additional effort of finding the com­

pOllents of DV f would be justifiable. However, in this case where F is not known. 

dUf> t.o t,he possibly enormotIs size of E, finding ail the components uf DVe may be 

inff'n.sible. On the other hand. for signature analysis. the weJ/-established mathemati­

raI th(>ory (coding theory) tltat underlies the compaction function enables DFe,t t,o he 

found nnalyt.icnlly for several specific values of t. For example. the theory yields that. 

for ail fcedlm('k configurations. DVe•1 = 0 [Smith 80J. Certain feedback configuratiolls 

gllarantee tltat DVe,1 = 0 for ail odd t [Bardell 87]. In facto DFe,1 for ail t can be de­

I.<>rmilled analytically in the cases where the weight distribution of the underlying code 

(dpt,ermill(>d hy 1.11(> feedbalk cOl\figuration) is known [Lin 83]. For the cases where the 

wf>ight. dist.1 ioution is not knowll. other techniques can be used to efficient)y compute 

DV~,1l ('.g., [Fujiwara 8!j1. 

2.3.3 Proha hilist.ir 

Probauilistic measures derived from DVe are probably the most. widcly used. 

nlltl are gCllerally uetter-kllown as probabzlztzes of aliasmg. Unfortunately, as mentioncd 

in 1.11(' introtluct.ory discussion of this section, these are ais a the measnres t.hat, c:nn f'nsily 

Ill' misillt,f'rprf't.f'd. espf'cÏally whe!l they are based on unreasonable assumpt.iol\s. 

Probauilistic mensures of DFe can be defined simiJarly to the probabilist.ic 

lIH'a.surf'S of D~'f' Let. E" = (P.l, e2,' .. , eq), where q = D~"e' Let each et have a 
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probability of occurrence Pt' Then the following probahilistic IIlP(\SIlff:> or J)\ ~ l,Ill hl' 

defilled: 
q 

D\-~,prob = L Pt' 

1= 1 

Although it may ideally be a good measure. the major problcms \Vith titis 1Il1';UHItI' i-, 

that the enumeration of ail the error sequences (et 's) tltal. ar<' lIIappt·d odtn t hl' lilllll­

free signature may typically require an enormous amoullt of cOlllplIl.al.iollal l'If 011, ilild 

it may be impossible to de termine a reasonable Pt to assigll to car h of t1H'S(' ~i(lqll('II( (l', 

Thus. other types of probabilistic measures thn!. do 1101. r('<!uirfl ail l'IIIIIIH'I,I­

tion of the set El), nor the assignment of a unique probabilit.y 1.0 ~ach of 1 lit' 'H'1/1I1'1I1 lU;. 

are usually used. These assume a certain probability distribut.ioll for t.II(· sPI. of 1'1 lOI 

sequences E, 

Uniform Distribution of Error S{'qu{'llces 

The probabilit.y mOtlel most commonly used is t.o assurtlf' tltal. ail 2" - 1 l'rI()1 

s('qucnces of length n have an t'qllallikelihood of occurrenre, i.p" ft ullifofm dÏ::;l.rihuf iOIl 

Unfortunately. there is 110 indication that this asstllnpt.ioll is rpali"il.ic for (irrlliU, ill 

general. A simple example to illustrate that this assumpt.ion is nol. ff'aROnahlp is 1.0 

consider a eUT with a stuck-at fault on its one output. Assuming r<ll1dOfll I,('sl, pat.l,fl"l~ 

are applied to the eUT, if the latter was fault-free, "l'''s wOllld bfl prrlllw('d Wlt il a 

certain piobability P, If the out.put was stuck-at-O, then th!' probabilit.y I.lIal, t.ht' 0111,1'111 

wou Id be erroneous would be 1 - p, In general, p f:. 1/'2, t.ltNPforp 1 - pli /2 
Therefore. to daim that such output fault is likely 1.0 gt'llf'l at.p ally Orlf> of t.l", '2" 

possible error s~quences with the same probability is c1early Ilot a good <JRSllIllpt.iolJ. A 

more formai argument for the inadequacy of the equally likPlihood aSS1 •. l1pt.ioll (ail 1)1' 

found in [Carter 8'2], 

A well-known example of a r('sult that follows from ~1I(" ail a."~ll,,"pl,il)1l illj·W'-i 

in the case of signature analysis, Equal likelihood irnplies PI = 1/(2" - 1) for ail ,. V,,, 

signatuie analysis, q = DV~ = '2 n - m - 1 [Smith 80]. This yif>lds: 

q 2n - m - 1 
DV ~p ~2-m. 

e,prob = L- t = zn _ 1 (2.7) 

t=l 

'l'l, 



2.3 Mensures bMCd 011 DVe 

The above reslllt states that fOf signature analysis. under the assumption of equally Iikely 

Pffor '5f>qIl f'lIces, the probahilitv of aliasing is 2-m. independently of the effect of t.he 

fault OH the output respOllse of tlte eUT. the length and orùer of the test sequence. am1 

1 he r(l~dba{ k COll figuration of the signature register. If faith is placed in the assurnptiol1. 

thi') result can ue uscd to argue that the probability that a fault will he rnasked can be 

made arhitrarily small simpl}' by increasing m, anà hence the expected fau/t, coverag(' of 

the DIST sclleme made arbitrarily high. IIence. because assuming a uniform distribution 

of prror Sf'qllPllces is Ilot a reasonable assumption. the use of the results baseJ on th is 

(l.')sumpt.ion must be interpretcd extremely carefully. 

Dinollljai Dist.rihution of Error Sequences 

Anoth(>r possible (uisumption on the distribution of error sequences is to as­

sume tItat the effeet of a fault in a eUT is the proùuction of an error at the CUT's 

output with a certain prooability E. This model of fault-effecls. (for single fauIts) has 

bepn sllccess[ll11y used in seyeral schemes proposed for estab lishing the quali ty of a ran­

dum test spI. a(, the cost uf a computational effort only /inear in the size of the circuit,. 

e.g., lI3rglcz 8'1j [Seth 85]. Not.e that in practice, truly mndom test patt.crns ar(' not 

appli<>d to a CUT. Pseudorandom test patterns generated from maximal-length LFSRs 

arE' usually applif'ù. In that case. because of the "samp/ing without replacement," typf' 

of process, Lp., non-repeatability of patterns, E does not actually remain constant,. IIm\."­

evpr. for t.est. SE'quence lengths that are relatively small compareù to the total number 

of possible patterns that mar he generated by the LFSR. i.e .. the LFSR's cycle length. 

tn'at.il1~ ( fur a particular fault as a constant does not incur a sub:o;tantial error in t.he 

analysis 1 \Vagner 8il [Î\lcCluskey 8il. Once the effect of a fault dt tS assumeù tu be 

charart,<,riud by a certain probability Et that any given bit of the out.put, rcspollSC 15 

in f'rror, titis impli{'s that the distribution of error sequences for that particular fault, IR 

hinomial \Vit.h probabilit.y of stlccess (or failure) El' That is. any error spqneTlce wif h J 

NrOT!<>Otls bit.s have a probability of occurrence E;(1- (1)n- J . SinC'e thNe are G) sudl 

~H'qIlPll(,(,S, t,hl' probabilit.y that an error sequence has j erroneous bits is G) (~ (1- €tt -) . 
A-,slllllinp; tltat. the Jist.riouti<m of error sequences resulLing from a part.icular faillI is 

hinomial, t.ht' problf'1ll is then t.o det.ermine what is the probabilit,y of an aliasing error 
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for a particular fauIt dl clmracterized by a certain probability or crror (,. 

ln [David 781. sorne results on aliasing assuming a binolllini distlihllt.i(\lI (lI 

error sequences were derived for a very specifie type of signa t \If{' alla 1 vsis 1 ('gist 1'1 H ~ l(ll (' 

reeently, more general results on aliasing for signature analnds IUHlPr t.his III 1 li "'1 (lf In\lll 

effeets were obtained br \\ïlliams et al. [Williams 86]. \\ho dl'fi\pd t111' importaltt It'~ndl 

that as the test sequence length tends to infinity, the prohahility nf aliasing applO1\1 111"; 

2-m for ail feeùback configurat ions and ail prohabilities of ('rror f T11I'\" also ohl ailwd 

the qualitat.ive restllt~ that signature registers charact.rrized bv prÎllIit i\ (' polvlloillioi 1., 

approach this 2- 111 asympt.ote more rapidly (shorter teRt leng! h,,) than do l'I·gi:.tl'I" 

characterized by non-primitive polynomials. IIowever, for obt,tÎlling 11I'Il-fl~\ Illptoi il 

results, the method of analysis used is Ilot computationally feasiblf' fOI 1 ('~ist.t·rs o! h'lIgi il 

of interest in practice, say nt > 4. Williams et al. tlH'rnseh'ps rpSOI !."d 1.0 si III ilia t iOIl 

methods to analyze longer registers 

ln Chapter 3, an alternative analysis technique is propo~.;pd Whll Ir l'lia Id" ... 

SOIlle 1l0n-asYlllpt.oLic resnlts tu be obtained unùer the binumial dist.,ihlll.ioll ,)f 1'1101 

sequences. ln Chapter 4. a completely general. heure mure powel rlli. t.('clr Il iqw' lOI 

calculat,ing the exad prubability of aliasing, given any fecdback cUilligu'al.ioll illl,! .II1V 

probabiliLy of error E, is given. The calculation techniquc tlescrilH'd in (;haptr>r ,1 al"o 

enables an extended model of fauIt-effect tü be analyzed ea..c;ily. TiraI i:'!. il. is pos~ildp 

to analyze aIiasing for signature analysis assuming ùisl [ibutions Ot.\H·1 thall binomial 

distributions of error sequences l\hre specifically, the tcchniqup permit:'! 1.1)(' probal>ilit y 

of aliasing t.o be calculateJ in the situation where the probability of ail prror III il Y dillpr 

for cvery bit. ThaL is. the technique may yield the prouability or aliasillg rOI il fi!',!\I('lI l f' 

characterizeJ by the prouabilities of error El, EZ,"" En. Eat.h prol,ability bf!illg d ilrPI l'lit 

may be an unlikely extreme situaI ion. but the situation where tirE' prol,ahilil.y 01 l'rI()! 

changes over the test sequence does arise in the case of bia.'wd randolll I. p sl.irrg ILi~mllkf' 

861 [vVunderIich 8il [Waicukuuski 88]. a scheme shown 1,0 be Vf'rv plTkh·!J1. for r"d\lf illl!, 

the required test. lCllgth for achieving extremely good faillI. COVPn1W' rf'slJlts. 

Here, the cale u !ation of D Fe ,prao under thp asslJ mpl.ioll of :t "illOIll ial d i:,­

tribution of error sequences Îs dÎscussed only for signat,urr~ an<tIYflifl fil [Ail.KPIl I{XI, 

:.n 
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this mensure is discussed for ones count compaction. It is important to analyze COrtl­

"action fllnctions under this error mode! because the binomial distrIbution cOllstitut('s 

il TlIore rca.'5onable characf.erizat,ion of E under which it is more acceptable lo aSSllTllP 

f.Ilat E :=. F sinre the binomial distrilmLÎon weighs the elements of E more reasonably 

fompared to the uniform distribution which assigns equal weight te, ail the el('m('11 tfl 

of E. The binomial distributioll assumptions enables measures biSed on DI"e to be 

useù in the saIlle way that D~rf would he used with classical fault coverage measures to 

esl,nblish the quality of a test set. 

2.4 Sumnlary 

The principal measures of information loss entaiIed by compact ion functions 

fOI UlST have oeen categorized jllto two broad categories: those based on Dl"1 and those 

hasf'd Ull D\ r~. \Yhen F is available. the measures based on DVf are the lIlost precise, 

and heuce most desirahle IIowever, in most cases. it is infeasible to find F. LI thal case. 

menSUf('S based on Dl"e must he used. The problem with measures based on D\ r~ is 

I.hal, t.hev may not generally be diI edly combined with c1assical fault fO\"f>fage measures 

tn daim a [ault coverage aner compaction. However, assuming a binomial distribution 

of <'!rror sequences constitutes a reasonable assumption 011 E that render the resulting 

measurps based on D'"e more justifiably usable directly with the c1assical fauit coverage 

measurt>s. Ullfortunately, few DIST compaction techniques have been analyzed under 

tlte binollliai distribution of error sequences. Most have been oIlly altalyzed for the 

Ilniform distribution of error s('quences. the major reason for this being the lack of 

~ood unalysis tools to handle the binomial distribution. The next two dtapters present 

<lllalysis tools t hat enable the signature analysis compact ion scheme t.o be analyzed 

1I11t!('r the binomial distribution of error sequences. 



Chapter 3 

3.1 Introduction 

Single- and ]\.tIult.i-Stage Probabilistir 

Analysis of LFSIl~ 

In the preceding chapter. it was briefly mentioned that ooU, IDavid iR! alld 

[Williams 86] reported the performance (in regard to aliasing) of signat.urp aJlaly~;i~; rl'f~ 

isters or lmear feedback sluft registers (LFSRs) under the binomial dist.rihutioll or NIIII 

sequences. David only studied a particular c1ass of signature analYRls r(lgiRt.('I~, IInll\('ly 

the configurations where only the lust stage feeds back to the input ~t.ag('. Wi"ialll<; 

et al. generalized the study to ail types of feedback configurations. Unfort.lll1al.ply, d .. -

spi te the originality of their analysis. the latter is severely hindcrcd hy t.hp PXPo/H'lItial 

size of the problem. In their analysis. \ViIliarns et al. model the LFSH by a Mall(ov 

chain [Trivedi 82]. Dy dernonstrating sorne of the stochastk propcrt,ies of th!' I1YI·;I,('III. 

Williams et al. derived t,he important asymptotic result that the probabilit.y or alia:iillg 

tends to Z-m for a register of size m when the test SC'111Pncc Icngl.lt t.pllds 1.0 i/tlillil.y. 

irrespectively of the fpedback configuration and the prohabilit.y of errol. For t.h(· Il''"­

asymptotic or dynarnic behaviour of the system, Williams et al. propmwd t.h!' WiI' 1)1 

the z-transforrn technique. The major problem with this proposai is t.hal. o"l.n.illill~ th,· 

inverse z-transform involves a complltational time complpxity of O(2'hll), wllf'rl' rn i'i 

the number of stages of the LFSR. This complexity al ise<> from thp fnd t.hat 1.11,· l\fa rl{/lv 

chain contains 2m states. and that the z-transform inversion req1Jiff~s tllf~ iIlV"/~lil)lI "f 

a matrix of size Zln /.. 2 111
• Assuming a standard matrix inversion alWJrit hm irnpli,.,; 



'3 1 Iutrodu<..tiull 

0(2'3711) co!Tlplexity. Such complexity renders the calculat,ion of the analvlic solution 

for LFSRs of sizes of interest in practice generally infeasible. Due 10 the overwhelming 

complexity nf the solution technique, the plots for the dynamic behû.\"iour of different 

signature analysis registers t hat appear in [vVilliams 86] \Vere not obtained using t.he z­

trallsfoflll I,pchniqlle. Instead. a fonD of simulation was used [vVilliams 8G], fOf which no 

d .. tails were givell. Due tu the limitations of their techniques for obtaining the dynamic 

solution of interesting LFSRs. Williams et al. subsequently proposed upper bounds for 

tlte prohability of aliasing [\Vil!iams 8ï]. which tIter claimed to ue valid for ail ranges 

of lest sequeme !engths. 

In this chapter. an alternative analysis techniqlle for obtaining bot,h the 

asymptot.ic and dynamic behaviour of a signature analysis register (LFSR), under the 

binomial prror mode!, is descrioed Other than providing new insight into the dynamic 

behaviollr of LFSRs, the principal advantage of tItis new analysis technique is tltat it 

is cornputationally inexpensive. However. in general. the problem at hanrl iJossesses an 

inherent exponelltial complexity (see Chapter 4) (though whether a lower oound on the 

rOlllplexily of the problem has formally been proven remains unknuwn 1,0 the authol) 

ThNPfurp, Hat. sUlprisillgly. the technique presented in Ulis chapter does Ilut yield an 

ilH'xpPlIsive solution in ail cases, i.e .. for ail types of feedback configurations. Npver­

theless. for the lases where the computational complexitj of an exact solution becomes 

illlolerahie. t.he technique presented here still yields useful heuristic (approximate) in-

format iOll, 

The essence of the technique presented in this chapter is to decompose an 

original problem of size 2tn int.o m smaller interrelated problems. The "work-hors('" of 

t. ht' f,('c h niq Ile pres('11 t.ed in det.ai! in su bsequen t. sect ions of this chapt er is t.lle 8111(/1 e­

.'1/11!/" ,~t(//t' l'robtdJlilty Sf'qUf'.71('e of an LFSR. Such sequences \Vere s(,\Iùipd in [Dflvid 

i~l. (n t.he lat.t.er howpwr. the sequences w€lre only st,udied for a part.icular typP of 

f('pdhark (onfiguration, whereas here the completely generaI theory, i.e., one applicabl(' 

tn ally fet'dba<.k conf1gllfation is presenteù, The single-stage state probability sequence 

lor él part.iclliar LFSR may oe oblained very easily. and may b€l used as a monitoring 

ht·urist.ic to det.pd, "reasonable" proximity 1,0 the asymptotic behaviour of the LFSR. The 

2ï 
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3.2 COlllputation ('If SiJl~Ie-Stal::e State PwhaJ,ilit\' St'qH"1I1 t't 

theory ùt>veloped for obtailling the single-st.age staLe prolmbilit it'S is latl'I gl'lli'1 alil.t'd III 

obtnin exact or approximate m-stage state probabrlrty sequences. Exnd 'lHil.agt' Rte,I,' 

probnbility equutions for a cert.ain type of fCE'tlback conl1gurntion arp d(,t'i\'('d. \\'hilp 

oounds are ùeriveù for 01 llE'f commonly tlset! conflgllrat ions. ln t mil. th is ~"1I1'1 a 1i711 1 iOIl 

to m st,ages yit>lds exact values for the lHohnbility of nliasing roI' 1 ht' fOI'IIlf'l' raSt'. \Vhilt' 

it yields use[ul bounùs fol' the lat.t.er casE', 

3.2 Computation of Single-Stage State Probability Seqtlel1(,(\~ 

3.2.1 Not.ation and Prelinllllaries 

The feeùbaek connections of a LFSH. eun be reprcsE'J1I.t'd by pol\'llolllials :11 

x with coefficients in the Galois fielù G F(2) [Co'cmo 821 [Petersofl ï21. For ('xalllpl,·. 

[or the gE'ueral LFSR depicted in Fig. 3.1. lhe ehame/ensile polYllolllinl f(./') or t.ht' 

structure is: 

f( x) - xm ill ft xm-l cL Il . xm-2 ll:> ••• ~E4 1 - w m-l = 711-2 'v , (:: Il 

where ht = 1 if there is a feeùbaek connection from stage Xl, and lit = () otllf'rwisf' 

Note that in this dissertation, only the external typ!' of LF'SH is sl.rit 1" 
considereù. The mternal type of LFSR, i.e., the one where the out.put of t.he last flt.a~" 

is [ed baek to sever al of the earlier stages, is not formally considered. The n'flHOII i'; 

that because of the isolllorphic relation that exists bptween the two l'YlwH of sf.r1H I.ur .. .., 

[Illawiczka 801, the analyses presented here can be showlI tu h.~ appli. abl" 1.0 pi th", 

types. 
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'3.Z Compllt al ion of Single-St <Ige St.at.e Prohnbility Seqllence~ 

For analysis p1Jrposes. it. has been shown in [David 78] thal, it is posf;ible 

tn consider the binary error sequence E(n) only: where E(n) = C(n)!:P FF(l1); C(n) 

beillg the binary sequence produced by the CCT and FF(n) the corresponding expected 

binary sequence of a fault-free circuit. Notice that in general. E(n) is not explkit/y 

prorluced in any BIST implernentation. Aiso. in the error domain analysis, the signature 

register is always assumed to be initially in the "alI-zero" staie. 

As shown in Fig. 3.1. let E(n) = {Et,Ez, ... ,En} denot.e the incoming 

f>rror seqllence. F(n) = {FI, F2 . ...• Fn} denote the feedback sequence, and 1\1(11) 

{1\I(,l\1.I., ... ,.\ln} denote the modulo-2 sum sequence of E(n) and F(n), i.e., M(l1) 

E(11) 'fi F(n). Assuming the "alI-zero
M 

state to be the initial condition of the LFSR, 

with El' Fp alld lUI denoting the l th element of the respec tive sequen<..es, AIt can be 

ex p ressed as' 

AIt = El !:P FI 
TH 

= El œ 2:= h)AI'_J: hJ = 0.1; hm = 1: Afa .. . ALm +l = 0; l > 0; 
(3.2) 

J=l 

w/tere the summation is rnodul0-2 addition. From here on in this dissertation, the 

expression "at Lime C' will dellote the situation after the bit Et has been shifted in the 

LFSIL 

In the present context. the assumption is that the exact (deterministic) 

knowledge of the binary sequences E(n), 1\1(n), and F(n), is not available because 

SlIdI SE'quences can only be oblained through exact fault simulation. Ilowever, Lhe bits 

Elof the error sequence are assumed to have a constant probability of being equal t.o 

one ralled the probability of error €. i.e .. pr(Et = 1) == L In the saille way tltat € is a 

st atistÏcal descriptor for the sequence E( n), € can a[so become a descript.or for lU (11) 

since E(71) and j\l(n) are related through a feedback equation. Tite key for achieving t.he 

pl'ohabilistic description of M(n) is ta consiùer the Et's of E(l1) a.1 boolean variables 

and then use tltt' concppt of the probabili t y of a boolean expr essiOll being truc from 

lPark('r i51, where l'roofs for the relationship between boolean operations and algelJlaic 

o(H'rations upon probabilities are pro\'iùeù. Based on this concept, a sequence of prob­

ahilitit's II(n) = {tLl,JL2, ... ,JLn} suc11 that ILl = pr(Alt = 1), is defined, and called the 

, , 
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3.2 Comput atioll nf Sill'lle-Stajte St al e PI ohahilit v !'\'qlll'IH t'~ 

E(nl
Ot "(nl~ 

Figure 3.2 Simple LFSR with chnrnc!E'lit't,ic polYII()l1Iinl I(x) = 1 + j2 f 1"
1 

single-stage state probabzlzty sequence of the LFSR. 

For example. conshler the LFSR ùepict.pù in Fig. a.2. For t.hnl I('~isl(',. 

assumillg an "ali-zero" state initial conùition. the equations for 1.11(> firs!. ~ix !.('rlllS of 1 Ir,· 

binary sequence J\[(n) woulù be (see Section 3,2.2 for more d<>t.ails): 

.11[1 = El: 

Af2 = Ez, 

Ah = E3 E!7 JUI = E3 E!7 El' 

Af4 = E4 6? A/2 œ 1\/1 = E4 œ Ez œ El, 

.11/5 = E5 E!7 .11/.3 œ 1\/2 = E5 œ (E:{ œ Ed EB E2, 

AIr, = E6E!71H4ŒJ\!1 = E()EP(E4IDEzif\Ed.p(E-!!-flEd = Eh'!i {,-,',Iil'E'r'j'!'; .. , 

Assurning th al. the binary sequence .M(n) is ilOt. knowll. !'he rcquireIlH'nt i:; 10 W·flf'rat. f • 

the corresponùing state probability sequellcP IL(n) for which the eqllal.iolls lor t.l1I' 1i,'.1. 

six tenns for the same example would be: 

ILl = pr(Afl = 1) = 10, 

IL2 = pr(Alz = 1) = E, 

IL3 = pr(1\!3 = 1) = 21':: - 2(Oz. 

IL4 = pr(A/4 = 1) = 31':: - 6E Z + ,.,'3, 

IL5 = pr(A/5 = 1) = 4( - l'Ze Z + H3( 1 - 8r'l, 

/l() = pr(l\!() = 1) = 4f - 12(Oz + lGf 1 - 8f4, 
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'32 Computation of Sill~le-Stal?:e State Prohahility Seqllelle!'!" 

The "ùelay" property of binary sequences \vhereby the sequence that. appearf: 

al, t.he input of a particular stage appears at the input of the succeeùing .:>tûé:e onf' 1 ime 

unit later also holùs for the probability sequences Therefore. in the way it \Vas defineù. 

IJ(n) (lenot~s the sequence that appf'ars at the input of the stage corresponding 1,0 xl in 

thf> polynomial r<'presentation of the LFSIl in Fig. 3.1. Because of the shifting proper!.y 

of LFSIls. clearly, the sequence of probaoilities at the input of any succeeùing stagf' xl 

is simply the same sequence f..L(n) shifted by J units in time. i.e .. the sequence at the 

input of stage xl is f..L(n - )). 

!teaders familiar with the work presented in [David 78j might hurriedly COI1-

clude that the same ideas are u('ing repeateù here. However. this is not the case. Those 

fnmiliar with the iùeas presented in [David ï8] will recall that the latter discussed the 

1101 iOIl of a single-stage state probauility sequence onlr for the polynominls 1 + :rm. 

H(>re. the theory for single-stage state probability sequences for any Iinear polynominls. 

i.e., LFSILc; dtaracterized by any feedback configuration. is defined and establisheù. 

3.2.2 Calculatioll of J..L(1l) 

Since an LFSR is constituted of memory elements and modulo-2 aùders (XOR 

gates), l,he calculation of t.he single-stage state probabilily sequence rests principally Olt 

the calculation of the signal probability [Parker 75] of the output of an XOR gate 

fundion giveIl the signal probabilities of the inputs. Assuming signal inùepenùencc at. 

t.he inpul.ll, if t.he input signal probabilities of a two-input XOR gate are a and b, t.hen 

tht' sigllal prohability of the output c is IParker nI: 

c = a + b - 2ab. (') ") <J.'" 

From th(' flssociati\'(~ property of modulo-2 sums, for functions of more t.han t.wo input 

varia I>I('s. the abov(' equation can be us('d itemt ively. 

To find f..L(n) for a given LFSR. recall that the assumptioIl is that each cr­

ror S{'qt\('llce bit El is an independellt event with possible out.come space 0 or 1, and 

prohability f t,ltat Et -= 1. Dy expressing each element AlI of t.he sequence f\,[(n) as 

11 
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a modulo-2 sum of the independent error bits Et .. El' then ('!\ch (,I(,!lII'nt Il, 01 th" 

probability sequence ,,(n 1 can he genernted tlsing the equat.ion fOI t.h(' t\\'o,input Iltll,­

tion (eq. (3.3)). Note that the expression for 1\f1 must he minimal (irt<'dulldilllt). il'. 

not contain more than one appearance of any error bit Er Suhs('qll('Ilt.lv. I.h<' Illlnilllni 

modulo-2 sum expre~sion of Jft in r,(>rms of t.he indepf'ndent. bit.s Et . 

ta as a canomcat expre!3~iOIl for JUt . 

l';, is 11'11'11".1 

Recursh'ely g~llerating the canonical E'xpressions for t.1lt' ('lellH'llt~, of ,\ 1 (II) 

is simple. Given the LF5R's feedback equation and the callol1iral (''(,)fI''1sioll~; IIlI 

.\[1 , .. l\ft-m+l' the canonical expression for t.he next sequence <'It'lIIt'nt,. !If, 1 \. (,Ill Il(' 

obtained by performing XOR operations. according to the f('E'dhack ('(!lIat.iol1. IH't.W('I·1I 

the m expressions corre!3pond!ng to the pr~vious sequenc<, bit.s. Thlts, t.o ohl.ai" t.1J(' 

single-stage state probability scquellc(> of lengt h n recursivf'ly, il. is 1 ('<\lIi,,'<I 1.0 gl'III'(­

ate linear expressions of up to n variables and 1.0 kep!> al. Icast. 1/1 of t.iI('sI' l'XP(('H~ii()Il'' 

stored aL aIl times to enablf' the generation of the subsequent. exprpssioll. This illlpli('L, 

a complexity of O(mn:!) logical XOR op('rations and O(mn) bit.s of ::>t.ornw' Fill:dh. 

gh'en t.he canonical expressions for the elernE'Tlts of J\/(n), t.h(' f('rllrsivp gf>Ilf'Jaf.ioll of 

the n elements of /.L(n) reql1ires a total of 0(17) floating point. o/H'ral.iol1s. 

Despite the abo\·e. the space anù time complexity for gellf'rat.iJlg tlrp (aIlO(1Î1 al 

expressions for the elements of J\l(n) can be proven to be less l,han wlrat. if! (JaÎIII .. d al/Ov,' 

This is shown next. 

The requirement is to generate callonicaJ expressions of 1,11f! t.yp'" 

n 

1\11 = L et]E] j i = 1. ... , n; Cl] = 0, 1. 
]=1 

(:: 1) 

Letting the elements of the binary sequcnces M(n) anù E(n) fmm 11-,,1"(1)1'111. Vl'II,O(' 

Le .. M = [AlI, Ah ..... J\l,d amI E = [El, E2 • '" ,En). and deOIl ing ail /1 ' 11 IIPll.rix "f 

binary coefIicients C. then the two vectors can be related through t.he JJlill.rix "qllal,j'lll 

M=CE. (., "'J ., ) 
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whith il! expancled forrn yields: 

(Ml J C" 
C!2 

Cl. J (El J Ah C~l C22 C2n E2 
(3.61 

, l\~Tt -

· .' · . · . 
, cnl Cn 2 Cnn En 

The rnatrix of binary coeHicienls C is hence what is required to generate ail the canonical 

expressions for the elements of the sequence AI(n). Given this matrix representation of 

I.he canonical expressions for the elements oi iH( n), the following lemma can ue pro\"l:ll. 

L"IIllU3 3.1: For the matrix C corresponcling to any LFSR, if the first colunm of co­

efficiellts Cll,C2l .... , Cnl, is interpreted as a binary sequence, the latt.er corresponds 

1.0 the sequence AI(11) obtained Gy initializing the LFSR to the "ail-zero" state anù to 

shilt the error sequence E(n) = {1. 0.0 .... , O} in the LFSR. Also. for any matrL,{ C. 

('t) = 1 for l = J, Ct) = 0 for J < l, and ct+l)+l = Ct] for J > i. 

l'roof: Since the first column of coefficients multiplies only the error bit El, the coef­

fident. cd, determines whether bit El is present or not in the canùnical expression for 

Aft. The bit El is shifteù in t.he LFSR at time l = 1. Subsequelltly, i.e., for l > L the 

presence or absence of Et in the canonical expression for ft,It depenùs on whelher E, 

"cancels" itself out, i.e., has oùù or ev en parity. To delermine this parity, consiùer the 

two possible cases: 

1) El = 0: The coefficients have no importance since ctJEl == O. Therefore an\' 

sequence, for CIl! ... , cnl is valid: 

2) Et = 1: It is cIear that the parity of Et, as a function of time 7, corresponùs 

exactly ta lU(n) that results when the error sequence E(n) = {I,O,O •.... o} 

is shifted in the LFSR. 

From eq. (:3.2), AIt = Et \:fl Ft! where Ft is a function of the previous bits El ... E1 - l 

only, i.e., Ft is not a function of bits EJ' j ~ L Therefore, c1early Ct) = ° for j < i and 

Ct) = 1 for i = j. Dy superposition, the scenario for bit El also holùs inclepenùently 

for tll(, othee error bits El., ... , En. Therefore. for j > i, the columns 2 ... tt of 
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C follow from the first. Thal is. the sequenCf> correspollùiIlg to litt' St'! (lnd COIIlIIlIl (lI 

coefficients is that of the first column shifteù ùown one position (d<,la,\'\'d hY 0111' tilllt' 

unit), with aOshifted in the vacant position (Cl:z) anù truncat.ed by olle ('lpllH'lIt (l'III) nI 

the oottoIIl. The seqlleIlce for the thirù column is a shiftetl an() tlllnralt'd \ {,fsioll or th!, 

second COIUlllll. and similarly for the oLller colulllns IIence. in ~('II(,I al. <'1' Il ! 1 - 1'1/ 

• 
Shifting the error sequence E(n) = {El.E;! . ... , o} = {J.o.n ... O} il1 

the LFSR is equivalent to illitializing the LFSR t.o the "100 ... 000" st.at.('. i.1' .• il1it.ializillg 

the stages associated with the different powers of x to xl = l, .r2 = x'l = .. _ .r lll 
_ o. 

followed by cycling the LFSR for n -1 cycles in the autonomous mode (\Vit.h 110 ('X!.!'III," 

inputs). LFSRs cycled in the autonomolls mod(> yield Jwriodir SPqtH'TlCPS 1(~()I()IIl(, H:!I 

Letting]J be the period of the alltonomous-mode seqllencp tltat reslIlt.s wlll'n Ut(' LFsn 

is initialized to the "100 ... 000- state. the following theorem can 1)(' prOV!'I1, 

ThcorClll 3.2: The total time anù space complexity required for generating t IH' (élIlOlli( fi 1 

expressions for aIl the elements of the sequence lU(n) is O(mm(n,p)). 

Proof: From Lemma 3.1. the matrix of C'oefficients C is c1mract.erist.ir of t.h!' LFS H 

only. AIl the information about C is conlained in the first column, and hy symml'!.ry, 

in the last row as weil. Moreover. as a result of the periodi<:ity of t./w rllw alld (O"IIIII! 

sequences, it foIIows tltat aIl that is requireù for gem·ra!.illg C and hell( (> titI' (,UIOlli( al 

expressions for the elements of ,\!(n), is the simulation of the LFSH for 711111(71,,,) (yr II', 

where 11 is the period of the autoI1'Jmolls-mode seqIJen< e t.hat. re~mlt.s whpll tlJ(' Lfo'S H 

is initiaIized to the state "100 .. ,000". It follows that thp spa( e requirf'lIIf'nts 1.0 slOIf' 

t.he enUre information containeù in the required malrix C is O(m711(I1.p)) il.'" \Vf'1I 

• 
As an example. consicler the following. If t.he partkulfll' LFSB t!ppi,l.,·d III 

Fig. 3.2 is initialized to the state "100", then in autonofllOWl mo.lf'. 1.J.f' [olll)willJ4 

sequence of states results (]J = i): 

100.010.101.110.111.011,001.100, (:L 7) 

: 1 
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Taking the leftmosi bits of the sequence of states yields tlte sequence 10111001. ... Frow 

this sequence. the following matrix of coefficients results for n = 7: 

1 0 0 0 0 0 0 

0 1 0 0 0 0 0 

1 0 1 0 0 0 0 

c= 1 1 0 1 0 0 0 (:L8) 
1 1 1 0 1 0 0 
0 1 1 1 0 1 0 

0 0 1 1 1 0 1 

Bence. in this exarnple. the gl."neration of the coefficient rnatrix requires ollly the simu­

lation of one period of the sequence of states that results \Vhen the LFSR is initialized to 

the "100" state. Furtherrnore. in this case. since the sequence 1011100 is a maxirnum­

length sequence. for n > 7 one can augment the matrix C by simply concatenating 

ihis rnaximum-Iength sPquence in the columns and rows of the matrix. Simple COIl­

catenation \Voult! ~Iso apply to non maximum-Iength sequences. However, il. shoulcl 

he stresspd lltat. although the mairix C must impiicitly be augrncnted ta the dimen­

sions ft " n for s('qucnccs of lellgth n. the matrix C of such dimensions never has to be 

explicitly generated due to its forementioned properties. 

3.3 Examples and Heuristic ;1~pplications of Single-Stage 

State Probability Sequences 

From the previous section. the single-stage state prouability sequence of an 

LFSH. is easy to generate. Figs. 3.3 - 3.8 contain plots of the sequences f.l(n) obtained 

fOf different polynomials and different values of t. The polynomial associat.ed \Vith 

Fig. 3.3 is non-{Jrimitive while those associated with Figs. 3.4 -3.8 are primitive. The 

polYllornials ~sociated with Figs. 3.5 and 3.6 are reciprocals of each otller. where the 

ft'cÎprocal !I(X) of f(x) is defined as [Peterson 721: 

(:J.n) 
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Figure 3.3 J.l(n) for the polynomial f(x) = 1 + xlf) 

There are several possible heuristic applications of singlc-o:;f.llll;(' st.nl,(- pro"­

abilit.y seq1lenc<,s. Given iheir easy gpnerat.ion, tlH'y may he part.h IIlarly hplpful for 

lIlaking snme important design ùecisions The ùynamÎf hf'haviour of t.hp singlp-<d agI' 

state probaLiiity sequence can be interpreteù as a first ùpgree approximat.ioll t,o t.hat 

of the m stages of the LFSn.. As a result of its close approximatif\I1 of t.hf' l",hil\'il)lI r 

of the 7f1. stages of an LFSR, the singlp-sl age sLate probability sequP!H (~ (ail 1)1' Il'1pd 

as a heurist.ic to deterrnine a lower bounù on the tec;i, seqtl~T1<'(l !l'lIgl Il r1('( ('S:i;HV II) 

"safely" assume the probabilit.y of ùliasing tu he close \'0 2- 111
• For (·x'1II1,,1,.. (Orllp;II I ' 

the single-stage state probabilit,y sequence plotted in Fig :3.8 wit Il "hl' pxad prol""I1I­

iI.y of aliasillg obl.ained ror thf> polynomial l + xi + x lO plot.t,~d ill Fig ·':1 /\ l'io, !.III' 

single-stage state probabilit.y sequences can he used 1.0 compare !.lu' r:oll\,prgPIII f' rall'''( 

differellt polynomials. lienc€>. sillgle-stage st.al.e probability se'l"en<.f'S llIay 1)1' IJsf·fl/l f"r 

choosing between dilferent possible feedback configurations. ~Iore spc('j(kally, for t.1t,. 

single-stage state probabilit.y sequences reporteJ in Figs 3.3 -3.ï, c!early, rll ail (a!if'<i. 
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Figure 3.4 J.I(n) for the polynomial f(x) = 1 + x + x7 + x lO + x l6 

a test length of 500 is insufficiellL tu reach close "proxillli~y'" tu the asymptotic value 

of J /2 when f = .001. IIoweyer. for f = .950 or t: = .010. 500 patterns is sufficient tu 

approach the asymptote quite c10sely in aIl cases except possib!y for the polynomial 

1 + X·II. This is in agreement with Williams et al. 's daim [Williams 861 that primi­

tive polynomials han> a faster convergence rate tü steaùy-state than do non-primitive 

polynomials. Another interesting behavioUl to noth:e from the plots is that the two 

primit.in' poh lIomials t.hat are redprocals \Jf each other do not converge t.o st.eady-statc 

at. t.ltI' sault' ratf>. The polYIlomial in Fig. 3.6 CDJlVerges faster t.han t.he Olle in Fig. 3.5. 

Furt.hermor<,. the plots re"eal that the degree of the polvnomials is nof. necessarily a 

pr<,dominant factor in the ratE:' of convcrgE:'nce ta steady-state; e g,. th(' po~ynoJllial of 

ch'grl't:' SO con'"('rges at approximately the same rate as does the polynomials of degree 

n or HL The type of feedhack polynomial. e.g .. primitive vs. non-primitive polynominl, 

is apparenth" more significant titan the degree of the polynomial. 
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3.4 .lVfulti-Stage State Probability Sequences 

As shown in the prE'vÎolls section. sing,le-st.ag!.' stat(· prohnlJilit.y ~{'qlj(l!l< (Hi 

have useful heuristic value. IIowever, to daim ')trong(>r rf':"ult.!1, (l.b , 1.0 derivI' f.lli' "XiI( t. 

probability of aliasing or non-trivial bounds on the latter, ilOt. only OJif~ hllt. ail t,lH' Rt.:l~('~ 

of the register have to be considered JOint/y. Thus, in I.h(' framewo! k d"vplo!)f!;J III' rI' , t,l) 

derive results that are quantitatively stronger than t.hos(> pro"Jidrd hy sill~II>-,·;t:lll,(' 'itat" 

prohability sequences, ml/ltr-stage statl' pro/wbl/lty .'H!f/llf'.71re.c; 111'.0,) 1.0 IlIl "t,lIflh'd III 

part.icular. assuming registers wit.h 111 stagps. rn-st.flge st,at.e Ploba"ilit.y ~1''1"fllll (,~i tlf·"d 

to be studied. 

3.4.1 Formulation as a Signal ProbaùHity Problem 

Since a register of m stages has Zn! differellt possihle f;t.at,ps, fl pmlmbilit,y 
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Figure 3.6 /J(n) for the polynomial f(x) = 1 + x + x2 + x22 + x12 

s('quence for each of these states can be defined. In the remainder of this section, t.he 

sl.al.e of part.irular interest is the "alI-zero- state. The reason for this ernphasis is due 

(,0 thE' importance (explaineù furt,her in the next subsection) of this stat.e when calctl­

laLing t,he probability of aliasingo Let Z( n) be the m-stcge "ali-zero" state probabilit.y 

fH'(}llencp. Therefore, Zn is the probaoility that the LFSR is in the "ali-zero" statc (] t. 

t.ilTJ(' Tl, io(1., art,er t1 error bits have been shifted in the LFSR 

The canonical equations for the elemen ts of the binary sequence lU (11) COfl­

st.it ut<, t he oasis from which the single-stage state probabiIity sequence l' (n) is dE'fiv<,d. 

Thp1i<' equat.iolls for M(n) can also form the basis for jointly analyzillg mor(' than 011(' 

stélg(' Bf'CaUSl' of tItt> shifting property of the LFSR. jointly analyzing spveral st,ag('s if; 

('qlli\'alpnt. tü jointly analyzing sC\"f'fal consequent values of a single stage. ThaL is, C'X­

amining t.he m canonical equations for th(" m stages at time n is equivalent. to examining 

tltt' <'qllatÎon'l for 1\((11) at times t1 - m + 1 to n, i.e., .i\fn-m+l,Afn-m+2'" ,Alno 
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Figure 3.7 I-'{n) for the polynomial f(x} = 1 -/- x2 + x'l !- x'l -1- xliO 

ln general. the m canonical equalions 1\/n-m+ 1 ••• M" do ilOt. (onn d", OH· 

pied equations. That is. the sarre error bit Et may appear mor(> Lhall OIlU' ill t.h" 111 

canonical f'quations. Therefore. in general, since the sta~(> equatiolls al" ilOt. dPI ou pl,'!) . 

the probability of the event of a stagt> being in either state 0 01 1 if! ilOt. indl'p"lldPII t. 

from the probabiIity of the same event for the oLher st.agf's. TII!'refure, for Zr"~ 

,n 

Zn i= fI pr( stage t = 0) (:1.1 Il) 

1=1 

or 

(:: Il,1 

In general. given Ulf> ('anollirnl rnodtrlo-2 ~:;urn NpHll.i(,IIS for 1 hl' 11/ '-lI "W", :,1 

one instance in time. say 11, an(l given the probabilit.y for individual i/lput. ("rr'n) IJlt~, 

to be one. i.e .. given f, solving for the prubability of a partklJla.r ~t.at.(' of l,Ir.> LVS Il . 

e.g., "ail-zero" state, at that instance in time Ci.m be considered as ar. irlRt.arH f' .,r t 11f' 

1 ri 
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Figure 3.8 Jl(n) for the polynomIal f(x) = 1 + x7 + xli) 

llt.andard problem of calculating a signal prouauility for a combinational circuit [Parker 

ï!)l. For f'xample. solving for the probability of the "ali-zero" state of the LFSR is 

f'qui\'ah'llt to sol\'ing for the prouability that the output G in the circuit. depicted in 

Fig. 3.U b(~ 0, with the number of inputs to the circuit corresponding t.o the sequence 

I<,ngt.h. Solving for the al/-one.'! st.ate wou Id correspond to solving for the prohahility 

that. t.ht' out.put. G be one, with the OR gate of Fig. ~{,g replaced hyan AND gate 

t\luch work has been done in de"eloping exact and approximû.te algorithms 

[(lI' E'~t.il1latillg signal probabilities given boolean eqnations or gnte-lE'vf'1 tlescription'5 or 

(olllbillatiollal circuits. ~.g .. IParker ï511Brglez 841IJain 8.5IISet.ll 851. For general net­

\\'0/ ks. t.1lt' problcm of calculaling the probability of a 1 or 0 at the cil cuit 's out put is part. 

of a dass of #l'-romplete problems IValiant i91 IKrishnammthy 861. The complexitr 

or #l'-colllplete problems is conjectured to be worse titan tltat of the well-known NP­

(lllllplt>te problems. for which no polynomial-lime algorithm is kllOWIl to exist [Garer 

4\ 
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Fignr{' 3.0 Example of the formulation of astate plOhabilily prn hlf'1II :11' .\ ·iRII • .! 
prouauilit)o pruulelll 

i8]. IIence. the #P-completeness of the signal probability prohlt'lIl for a (olllhillat.iollili 

circuit implies Lhat the best algorithms known for soldng il,. requin' il. t.iIlH' rOl1lpll'xit \' 

at least exponential in the number of inputs to the circuit.. 

\Vhell formulated as a signal probability problcrn. soh-ing for ail ('1('''11'11 t, /)1 

the probability sequence Z(n) requires finding the probability of a 1 or 11 () for il hooll'all 

formula expressed as a disjunction of rn parity equations. Thf' boolpall :mt.isliallilit v 

problem for general disjunctive formulae is solvable in polynomial t.illl('. Nf'Vf'rt.It(·lf";'>, 

solving for the probability of a 1 or 0 for sLlch formulae remaills a # p-( olllplptfl proldt'III 

[Valiant 791 [Krishnamurthy 86]. t ThesE' observations roulrl IE'ad t,o cOllj('f t.urf' t.hat 

computing an element of Z(n) is also #P-complE'te. and indfled, for t.llt> W'IH'lal f a'.I', 

the analysis technique prflsenterI :n this chapf.er Icads to SOlllf.iolls thal. al<' ('XI)()IIf'lIt i.1I 

in the sequence length. Howe\'f~r. the solution dfl!iCriIH'd in thfl sIII>Sf'qllf'llf, (hapft'I 

or this dissertation proves that the problem can be solvpd wil h (()lIJplpxity 1(·'iS f hall 

A!' ail altl'llJal i\'1' 1 n 1 he !'IRlJal prol.., bilil v I>I'lltl!'11I ['JI '"I1I.,t j"l1 of t h .. p'''' 01"11, .. f ' ""'1"111111' 

an elemelll of Z(n), 1t1\'('1J Ihe modulo-:.! "'lIn~ l'XPII''''''''lll'' r:'Jlr(',<p,,"d,1I1l tn ",,' h ,,, th.· 1/1 

stalte!.' for a !.'erl'Iellce nf 1t'IJ'!Ih "l, nlle ~tlail;htfl)rw:1"I ... )I"II"1I "PI',,,.,,1t ,~c'lIIplv 1 .. "VI' ,".1 
the di!'JlJllrtioll of the"e m expre~~il)lIs or O(n) vn"a"I .. ~ IIIto a 111111 1111 a 1 ·11'" .. 1 IIIII,t. 1 III" 

Sinet' l,he lIIilJte'lII~ fOrlll IIIlltllallv exclll!'ive l'venl!'. Il,1' p,ohah,IILv Ih,.t tl ... di"JI'"' t'''11 lOf 

the m morlllJo-2 exple!'t'iIJllt' will be 1 i~ t'HU ply the "11111 (JI tl ... p, .. h.dlllit 1.·u .. 1 Ih.· ,"dIVldu,1i 
mintt'rlll!'. Howl'ver,lII R"""ral. the II1l1llbpr I)f lIlilll.f'rl1l!.' rp,,",rpd I,t) pxpr.· .. Q t 1,1' d JnJl'"' t 1"" 

it' 0(2'1) Thllt'. titi!.' ~ullli iOIl appllJaclt illlplieq an 0(2 11
) '01111'1";'(11 V 



3.4 Multj-Sta~e SUIte Prohnùility Se'lllerlf'!'" 

(>XpoIIPTltial in the number of input variables, Le., the sequence length (The solul iOIl 

d"'sfI ilJed in Chapter 4 is exponential in the numuer of register 5tag~s and linear in 1 he 

<;equence leng i h.) Thus, the solution presenteù in the subsequent chapter proves tohal, 

the problem of computing an ~Iement of Z(n) is not #l'-complete. 

Thu5. a general anù computationally feasible algorithm for the m-stage state 

probahility sequences is ùescriueù in Chapter 4. IIowever. the solution in Chapter ,t ùoes 

lIOt. follo\\' ùirectly from an extension of single-stage state probability sequences. Prior 

1,0 ùescribing this alternative analysis technique, in the subsequent subsections of this 

chaplrr. solutions for Ill-stage seqtlenc~s (in particular Z(n)) that follow directly from 

extensions of single-stage state sequences are presenteù. These solutions are presenteu 

fur two da.c;s('s of polynomials: polynomials 1 + xnl. and primiti"e polynomials. 

3.4.2 Polynolllials 1 + xm 

LFSRs characterized by polynomials of the type 1 + xk form an important 

c1a.c;s. Surh LFSRs forrn the basis for a VE'ry interesting DIST scherne reporf.ed ill 

lIüasniewski 8il. Such LFSRs turn out to be easy to analyze because of tlle simple 

st.ructure that arises in the canonical equations for the m stages. The useful st.ructure 

is the uE'coupling (inùependence) of the equations. In the gate-level signal probahilit y 

formulai ion of the problem (Fig. 3.9), the uecoupling of the equations corresponds to 

the inputs to the equivalent circuit Ilot fanning out to several XOR gates. 

A study of the use of LFSRs with characteristic polynomial 1 + r m is report pd 

III IDavid i81. III t.he laLter. one call fillu general expressions for the ù('collpleu st.age 

(>qual ions that arise for polynol11ials 1 + xm. IIere. tlte form of the stage equatiolls is 

illustrateu through the matrL" of coefilcients C. For example. for the polynomial 1 + x 1 , 

a",,,sulIling Tl = 10. C i!J: 

. ') 
.~ J 



3.4 Multi-Sta~(' Stat~ Pll,(,,,btlit\ S"qllt'I\(\'~ 

1 0 0 0 0 0 0 0 () (1 

0 1 () () () () 0 0 0 0 
0 0 1 0 0 0 0 0 0 0 
L 0 0 1 0 0 0 0 0 0 

c= 0 1 0 0 1 0 0 0 0 0 
0 0 1 0 () 1 () () () 0 

(:: I~) 

1 0 0 1 0 0 1 0 0 0 
0 1 0 0 1 0 0 1 0 0 

0 0 1 0 0 1 0 0 1 0 

1 0 0 1 0 0 1 0 0 1 

From the above matrbc:. the following three equations are those r('qa irt>d t () all.II\'1'1' 1 h.· 

3-stage register after an error sequ~nfe of length n = 10 has been shift ('d in il: 

1\18 = E2 El El) EI.1 Es, 

j\1g = E1 œ EH $ El), 

1\110 = El œ [;4 ?B Eï œ ElO. 

As mentioned earlier, consideration of the equatiolls for thl' 111 'i1i1~I'''' al 

time n is equÎ\'alent to considering t.he equat.ions for A/n-rn +-1 •• ,\In ThiLi. ill 111111. 

is equivalent ta considering the m adjacent rows n ... n - nt + 1 ill Ih" [Ilalrix (; 

Examination of any m adjacent rows of the matrix C for t./lt> polYJlOnrials 1 1 .r"l, 

reveals thaL there is only one "1" per sub-column of size rH. rlïrf'rpfoff'. al ally 111111', 

each bit Et appears in the equation of only one of thp rH ,t,agf's ft. folioWLi tha 1 flll 

LFSRs characterized by polynomials 1 + xm, the joint prohahilil.y of all\ st aIl' or tI ... 

LFSR is simply the product of the state probabilities of the illùividllal sta.~("; fo.lor!·I/v'·I. 

since the variablés (error bits) are distribuled evenly among the tH stag'''i. Ih" 1111111111'1 

of variables in the equatioJl for one stage may differ from that nf ilnf)IIH'r hy at IIII1...,t 

one. ~lore prec isely, assuming n ta be the Ipllg th of lire NI or Sf'qu l'II ( ". 1. hl' "'111" t it" 1 

for m - 71 mod TH stages is a Illoùulo-2 sum of exadlv 111/111 J f'rf(}r bjtLi. \Vllil" tllat 'JI 

n mod m stages is the SUIn 0/ l"/mJ + 1 = rn/ml bit." wh"rp Il alld il rlt'lIol,' th .. 

malhematÎlal fluor and ceiling functions, rpspectively. 

Assume the interest t.o be in calculating the probabilit.y Qf t.h,. "all-7."r"" 'lt at t' 

after a sequence of length n is shifted in the LFS R, i.e , thp Ia.,t. t.NTII Zn ()f th" 'W'JlJI'II' ,. 

1 t 



3.4 Multi-St a~e St ale Probabilit y Sequences 

Z(l1) Ch'en the numoer of t~rror bits that appp.ar in each stage's equatioll and givcn 

the probability € that eadl of these bits is a 1. the next step to ootain an element uf 

the sequence Z(n) is to solve for the probability for one stage to be in the zero st.ate. 

J)pcause of t.hp associative propPfty of XOR functions. the probabilit.y t.hat. the logic 

value at the output Q of a q-input XOR gate he zero. given that the probahility of any 

input being one is fé. can he solved recursively from the equation for a two-input case. 

Solving the recursion yields the following closed form expression: 

pr (Q = 0) = 1 + (1 - 2 E) q . 
2 

From the aoove expression anù the independcm.e propcrty of the stage equa­

tiolls. it follows that for allY polynomial 1 + xm. the general expression for the term Zn 

is' 
ln 

Zn = II pr(8tnge l = 0) 
t=l 

= II pr(stage j =-= 0) 
J 

IIpr(stage k = 0), 
k 

(3.14) 

\\ IH're the produd overJ is over the m - n mod m stages that have ln / mJ inputs, and 

the prodllct m'er k is over the n mod m stages that have rn/ml inputs. Therefore, 

substituting eq. (3.13) into eq. (3.14), 

1 +- (1 2 ) lnlmJ 1 + (1 2 )rn/ml 
Z'l = 1 - f lm-n mvd m [ - E ln mad m 

2 2 (3.15) 
= 2 -mIl + (1 - 2€)ln/mJlm-n mad m [1 + (1 _ 2f)rn/ml]n mod m. 

lJere ernphasis was placed on the computation of the probability of the "all­

Zl'ro" st al,p. However. bf'cause of t.he independence of the stage equations for polynorni­

al~ 1 + r TII
• expressions for the probaoility of any or the 2m possible stal,p.s of the LFsn 

can ('asily 0(' obt.ained. 

3.-i.3 Primitiv(l Polynomials 

LFSRs charaderizetl by pri1llitive polynomials [Peterson 721 form anot./u>r 

intt>rt'st illg c1a.<;~. that. are much IIsed in BIST schemes both for test, pattern general,ion 

4'i 



(\Ild compact.ion [Bardell Si) Tht> st ruct.nH' thnt ari~(>f; in t hf' canollÎcal t'qllat iOI1;; fOI 1 Ill' 

elements of JI.!(n) when the lat.ter are generat.ed from prirnit.in> polynomialR pf'rl1lit~; Ih" 

deri\"ation of useful results. Primitive polynomials generat<, maximltlll-It'ngt Il I1l'qllt'l1( l"; 

[Colomb 82]. Therefore. when initializeJ to t.ht' "100. (JOO" :-üat.e and C'yrll'd ;11 t Ill' 

ant.onomous mode. the r(>~ultillg c;equ(>llce for ail ptimiti\'f> 1l(\1~ lIoltlials of df'glPf' III h .• , 

a peïÏoJ of length 2/n - 1. Hence. the matIix of coefficien t s C tif ail p l'illl i t. i \l' poh 1111111 j,d" 

have a common propert.y. tantamount to a considerable ordf'r in the C;UIOlli( all'qll,,1 Inll' 

generat ed from primi! ive pol~ 1I0mials. 

Assuming the length of an error sequellce to 1)(> that. of !'Iw lIIa'{iJllllrl1-kl1l~1 li 

seqtH'll('e of the LFSR. i.e., n = 2 111 -1. and assullling tltat li\(' mat.rix C for thi.., LFSII 

and for titis n is generateJ. then. examination of the 2'" - 1 sub-co\oJmllfl of Ipngt Il 1/1 

that result from the m last rows of the rnatrix re\'eals t.hnt. ail t.hest' sllb-rollllllll" afl' 

different. Examination of the corresponding ~ccnario in the gate-lcv<,1 signal prohal,IIit .. 

problem representation re\"eals that each of the 2 t1l -1 input. bits Et of t.h(' t'rrOl "'('qlll'l1ll' 

fans-out in a unique fashioll. Fur example, cOllsioer the mat.rix C for t.hp l'oh III""j,d 

f(x) = 1 -f x2 -1- x3 , with Tl = ï. i.e., eq. (:l.S). This pulynomial is prirllithl' and Ihll', 

has a maximum-Iength period of ï. The sub-matrix ronstituf.ed hy t.he rows!i. ri. and -; 

of C is reproduced below: 

(~ 
1 
1 
o 

1 
1 
1 

o 1 
1 0 
1 1 

o 0) 
1 0 . 

o 1 
( ., 1 (' , ., " 

The seven columns of the above sub-matrix ar(> ail difTNent. For this part.it IIlar l'V_ 

ample, the corresponding gate-Ievel signal probahilit,y rf'!Hesf>nt.at.ioJ\ of t.h" (ilIlOIlI( .Ii 

efl1tations is shown in Fig. 3.10. IIencE:'. as illllstraf.ed hy t.his f'xnmpll', for prrrlljtl"(' 

polynomials thefr exists a considerable uJd{'r in th(> St.ilgP ('filiations at lirrlf's that ,J'I' 

illlegraimuitiples of 2m - 1. This oroer is t.he basis for illlport.allt. r('~·lIllt ... kllflWII III Ill" 

context of coùing t.heury; onE such result bcillg an import.ant. l)olJJlrI 101 t.h,· prolndlil,' .. 

of unJetecteù efrors for cyclic llamming codes [Lin 8:JI (see Section!) :1 of t.his di ...... ,,'!.I­

t.ion for more disClssioll 011 codillg theory). This boulld fur Ilallllllillg 'odl''l is 11"'1''/ III 

[Gupta 88] to claim a result on the probability of aliasill~ in mST for tlw 1 W,I''l wll"p' 

1<, 



'3.5 Probability of AIii1sill~ 

the t efi t, sequence lengt h corresponds to the natural length of the Hamming code. In 

the prcsellt context. this order enables an important upper bound on Zn to be pro\"(~n 

for an}' n. This bound is in turn useful for deriving an upper bound on the probabilit.y 

of aliasing for primith'e polynomial:::. The bound on Z'l is expressed in the following 

.--- XOR1 
r--

-- XOR 2 OR - G 
1 

'--- XOR3 
1....-._.-

Figllr(' 3.10 Gate·level Jeple5entatioll for the polynomial 1-1- x 2 + x'
j

, n = 7 

ThpOf('lll 3.3: Assllllling a primitive feedback polynomial and an error sequence of length 

H. an upper bouud for Zn = pr("aIl-zero" state at time n) 1S: 

(
1 + Il - 2 f1 ln/mJ)m 

Zn < . - 2 (3.1 ï) 

where 1 1 denotes the "absolute value of". (For n/m :â> 1 this bound is essentially the 

<'llvelol'e of eq. (3.15)). 

Prouf: St>e A pl'enoix A. • 
A \lsf'ful application of titis bOUlld is discussed in the following subst>( tioll. 

Other applications are discussed in Chapter 5. 

3.5 Probability of Aliasing 

Aliasing occurs whenever the final signature of a fault.y circuit is the sallie as 

t.hat or tltt> fault-fret> circuit. H can be shown that for this to occur, the final signatllre 

,17 



3.5 Plohahility .. r \1i.l:<lIIlt 

of the faulty circuit must be the "ali-zero" state when only tltt' Olll.pllt. ,'rror st'qUt'lIf (' ,,1 

a eUT is cOllsidered [David ï81. Williams et al. used titis ob!'H'r\'at.ion in IWilliams ~(i: 

to define the prooaoility of aliasing at time 11. PAL.". as the probilhilit.y of t.ht' SiRlliI1 lllt' 

analysis register starting in the "ali-zero" state. lE'a\'ing this sl.at<" all.1 ri t1l!llill!', III 

it after an error sequence of length n is shifted in the signat.ur(' H'g isl f'r ( ; i\'f'1l IIH' 

probability of the "all-zero- state. aliasing requires the exclusion of t.1H' r(l:w WIt.'I1· th .. 

register never leaves this state [Williams 861. i.e .. aIiasing is not consiù('r<,d 1.0 0('( tII il 

no errors occur in the output sequence. The probability of t.his o(,{,lIrritl~ is (1 

Therefore. 

PAL" = pr("all-zero" state -" "all-zero"'state) - (1 _ ()rI 

= Zn - (1 - 1: r1 
• 

(:1.1 ~) 

The expression for Zn derived for registers dlaradE'rizt-'d by polynl>tlIla!:' 1 

xm (eq. (3.15)), was derived assuming tIta! the register is initiully in t/H' "a II-lt' 1 0" still ... 

i.e .. pr(Zo = 0) = 1. Therefore, tlte equation (3.15) can be diIPt-t.ly wwd lor Z" ill t'I! 

(3.18). IIeIlce. the following exact equalioll for the aliasing prolmbili!.y rOI JlOIVIIOllli,d" 

1 + xm resulls: 

PALn = 2-m[1 + (1 - 2t:)ln/mJ]m-n mad III [1 + (1 _ 2()f n/ mll lt mod TH 

-(l-E)". 
(:l.I'I) 

Several plots of eq. (3.19) for Jifferent values of Tt/. and diff('n·nt. valllf':; 01 

€ were obtained. Fig. 3.11 con tains plots for the polynorni~1 1 + x 3 , and Fig. :1.12 

contains those for the polynomial 1 + x 8• Such curvps W('f(' f('porl.('d in [Williillll'l 

86] and [Williams 8il. I1owever, whereas the curves in [WilliaHls 8()1 and IWilliillt", 

8i] were obtained through simulations. gi\'en the closeù-form allalyt.ic exples~iioll:l. tir,· 

generation of the curves reported here onlr required a computational pfforl. lilll'ar ill t hl' 

test sequence length. 

Regarding signature analysis registers characlf'rizcrl by prirnit ivf' /)f)lpIO/l1I 

aIs, from Theorem 3.3 and cq. (:l.18), an upper bOllnd for alia.'!ing is' 

(:: 21)} 
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Figure 3.11 Probability of aliasing for polynomial 1 + x'3. 

50 

In IWilliams 87], the following bound for primitive polynomials is st.ated: 

(3.21) 

Examples of Williams el al.'s bound (eq. (3.21)) and the one derived here (eq. (3.20)) 

were plot.ted. IJounds for primitive polynomials of degree 8 are shown in Fig. :U :3. 

and those fN pl imitive polynomials of degree 16 and 15 appear in Figs. 3.14 and 

3.15 respect.ivf'ly ln Fig. 3.15. for put'poses of comparison. the exact. values for t.he 

probability of aliasing were plot.ted for the polynomial 1 +.r + x 15 , along \Vit h the boullds 

ait hough t he technique Ilsed for obtaining the exact values is oniy d('scrihed ill t.he nexl, 

rhaptt'r. Notice t.hat. in Fig :U5. tht' logarithm ta the base 10 or t.ht' prohabilif.y of 

aliasing is givt>ll. In general. the bounJ derived here is tighter than Williams el. al.·s 

bOllllli for shortl"r test lengths. but is generaily flot as tight for longer test lengt,hs. 

Equatillg eq. p.21) wlth eq. (3.20). for m » 1 and f « 1, t.he intersection point 

(ail ht> shown 1.0 be Tl ~ 6m / toc and for f approaching 1, the intersect ion point is 
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3.6 SUlnmary 

In this chapler. an analysis technique for sludying lhe dynalllic 1",lmviolll 

of LFSRs \Vas proposeù. The basis for the analysis is the single-fll,a~f' fll.atf' plo"a"il­

ity sequence of an LFSR. The computation of sucll seqllcIIcPs was shoWII 1.0 rl'qllipl li 

complltational effort which is only linear in the sequence length. Thollgh 1I0!. prP fil'lltf'rI 

here, it shoulù oe clear that becallse of the lincarit.v of the operat.ions I,,·rloi Il)('d l,v 

LFSRs, t.he simple superposition principle can be uscd ta cornpllf. f1 silJgl(I-~~f.agl' '1I.al." 

prouabilit.y seqllences for lllult.i-inpllt LFSRs (MISRs) (St'~ Sprf,ioll :'.2 lOI IIIOlf ' d .. , aih 

on mufti-input. LFSRs.) 

Single-stage stat.e prabauility se<jllcnces can (wrve as a lirsf. d(lgrN ! flPIHIIXI-
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Figllr(' 3.13 DOlllld!" 011 t he Plobabilit.y of aliasillg for pluuit ive polynolllinlf' of 
deglee 8 "--" colle~pollds to eq (3.20) ami" ., cOlresponùs to eq. (121). 

mation for the behaviour of ail m stages of an LFSR. hence, single-stage state sequences 

muy hp Ilsf>(ul in guiding se veral important BIST design decisions. The notion of singlp­

stug(> stat.e probauility sequences was generalized to mulLi-st.age state prouauiliLy se­

qucHces. From this generalization, for LFSRs characterized by polynornials 1 + l·m. 

exact closed-form expressions for the prouauility of aliasing were derivt'd. In the case 

of LFSRs characl.erizcd by primit,ive polynomials. upper bounds were deri\'ed. 
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Chapter 4 

4.1 Introduction 

Iterative Technique for Calculatillg Statp 

Probahilities of LFSHs 

For LFSRs in genelal. the analytical technique d('\'f'lu(lpd 1/1 1 hl' pH'( (·dlll~ 

chapler has serious limitations. These are mostly du(' to lit.· ('xI)(J1J('lIt i.d (in <,PqIIPII' (, 

lcngth) complexit.y tltat arises in the IIlult.i-st.age analysis. ln this ( haplt.r. a !p.;.., ( (llii 

plpx technique for calculaling the single- and llluiti-st.agp statp pfobabdit! ',('qll('IH ,H, Il/ 

LFSRs is presented. In essence. the technique is based Ull a fP( mn'Ilu' fnr I,IH' prolli")!1 

ily of the "all-zero- state of an LFSR. From this reCUfff'IlU'. il, is showll that t./I!' alia:,I1\1.~ 

p robab ili ty arter a test sequence of length n is shifted in lhe L FS I< c an bl' ( " / ( 111;'1 ,·tI 1)\ 

exploiting the kno\""ledge of the aIiasing probability al lengt Il n - 1 t-.IOfP Pf PI Ispl). t /\1' 

technique is based on a set of ztn - l double rf'ClIrrpnrpc;. TI)(· fPCUrrp!wf' ('qllat jOli'; .1 P' 

douLle in that they express a [{'currentp in hoth the lime alld Spfl!''' dilllf'I1C,Jfll1'i. wlWf!' 

the Ume dimension is already understoocl [rolll the IHP\'iolls (hapt.er. \\ hd,. 1 1 If' ';Pdf (' 

dimension re[Ns to the number of stag<'s in\'ol\'ed in t.h ... rprllrfPllf f' Th1/'; 11111)1114 11 

these rE'currence equatiolls. il is showlI lhat thf' rrobahility thal ,UI\' ",.t nf "1' tfl III 

stages ue silllllitaneously in the zero statp al il. ~iH'Jl tinl'" ~If'p 1 f ail !JI' 1 ai, lI/d,,.rI /l'Ilfl 

the corr(>sponding probaLilit.y at the prcceJing time '5tep t - J. illld fmllJ l "il 1 Ilf t ';1)11',1" 

of the givE'n set of stages at t.he sarne lime st<,p t. A compact. lllltat.JO/1 i'i r!,.fillf',j Wllll Il 

enables each of t.hese 2111 
- 1 recllrrpnre ~qllati()ns to bp e;q)p''l'll'd thr"lIgh ,mlv t',',II 
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4 1 Int.rodllctioll 

W'II~rnl f'qualions. No c1osed-torm solutions to these recurrences are given. Instead. t.he 

!flrhl1iqll" prnn>f'ds by pprforming exact nump.rical iterat.ions from the set of rerurrellces. 

For a register of size m, the technique requires O(2nl
) spare and 0(71 2nJ

) 

! IIlIP to yield ail the 2 rP1 
- 1 possible Illulti-stage state probability sequences. From the"e. 

the (omputatiun of the probability of aliasing for aU \'alues of test length from 1 ta n 

follows directly Thus. t he technique in faet yields 2m - 1 solutiuns out of which ollly 

Ol!f' (the "ail-zero" state) is of particular illterest in regard ta the prouability of aliasillg 

1I(>lIce. thi" fpchllique pro\'iùes a solution to the aliasing proulem whidl is exponeJltial il! 

the /lumber of stages. i.e .. degree of the feeùback polynomial. anù linear in the sequeme 

Il'/lgth. inslead of being expoaential in the sequence length. This is a very signilicant 

rprludio/l in cumplexity compared to that of the technique de\'eloped in the pl eceding 

( hap! pr which is exponential in the sequence length. The faet the the solution sUII 

rf'qtlirps a cOrTlplexity expollential in the sequence length ruay appear 1,0 be a strung 

dptprrent. of its llsefulllpss. This may be true. howe\'er. the computations requirpd at 

('a( h it('ratioll step are simple enough to enaule registers of sizes of iuterest in pract.ier. 

(p g. )()) to I)f-' readily analyzed using today's computp.rs. e.g .. DEC's i\ficroVax. 

Apart irom its comput:- I ional feasibilit.y. another advantage of Lhe solution 

prp'wntcd in titis chapt,pr is that it is applicable ta a very general crror mode!. ThaL is, 

t ht> t.pchlliqne described in titis chapter can handle distributions of error sequences ot.her 

t han the hirlOlllial or uniform distributions. i\lore specifically. t.lt(' iterat.ive techrtiqllP 

ie; appli('ahlt' 1,0 the complete!y general error model wherein the probabilit.y of error on 

t'(1('11 of a CUT's output bit. may vary. This enables the study of tlte performance of 

allll."lIIg of signat.ure anal,vsis with respect to several interesting classes of errors, e.g , 

h11fsf ('[rors nnd dl'pt'ndent errors [Smith 8°1. This facet of t.he technique al::;o enahlps 

t hfl "llld\' of sf'\'('fal intt'resting BIST schernes. One example is the scheme whcrp f./w 

prohahilitv of t'rror changes as a result of changing the distribution of primary illpll!. 

prohahilitit's of the randolIl t.est pattern generator. Such a scheme has been shown 1,0 1)(' 

\Pf\ t'1Tt't tiv(' in rt'tlllcing the t.est. length required ta achie\'e very hi~h fnuIt, covNagl's 

11.1'1(\l\kt' 8HII\\'unJeriidl 8ïliWaicukauski 881. 

This chapter desrribes the iterative techIllque in detai\. and refluIts obLailled 

! 
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using the technique are presented. 

4.2 Preliminaries 

The saIlle notation as the one used in the preceding (hnplel is u<;pd III 1 III', 

c!tapter as weIl. For the sake of completeness of titis chapl.er. th" (,,,-'W,,t ial., of 1 hi·, 

notation are brieny repeateù here. along with the introduction of fllltllN lIotnt iOIl .11101 
.- . . prellllunanes. 

The feedback connections of an LF'SR eun bp r!'prf'st'Ill.pd h~ pnh 1I()llli.I1·, III 

X with coefficient.s in the Galois field G F(2) 1 Golomb .~21 lPf'tf'1 SOli n! For /,'{al1lpl.,. 

for the general LFSR depicted in Fig 3.1, t.he chrzradrrt.'itlr polYlloll1ial f(r) 01 th .. 

structure is: 

where ht = 1 if there is a feedhack connf'dioll frolT1 st ngp rI. alld hl Il fit 111'1\\1".' 

For analysis purposes. only the cnor seqUf'llct' E(n) is tll'atpd l'xpll! 111\ A,. 

shown in Fig. 3.1. let E(n) = {EI,E',! • ... , C n } d(->I\ot(-> thp ill< olllillg !'rPH 'if'qllf'lIfP. 

F(n) = {Fi. F2 . ... ,Fn} ùellote the feedlm( k :wqlll'Ilce. alld Af(/I) :- {"'l, "'2. 

AIn} denote the modulo-Z SUIll sequence of E(Il) anù F(n). i.e. A/(n) 

Assuming the "all-zero~ state to be the initial conùition of tilt> LFSH. \Vit h I~'" i'~. ,11It! 

AIt denoting the tth element of the respectivp seqllf'lltes. AIt ,'all 1)1' l''(PfI,,-;,, .. d a:. 

AIt = Et $ Ft 
m 

= Et IflL h)'Ut _); h)=O.l; II m =J; AfrJ ... /H_mf-I=-O; t 

)=1 

where the summation is modulo-2 additioll 

0: 
( 1 l) 

IIere t.he assurnpt.ion is t.hat. t.1H' pxn( t (dptprrnini<;f i( ) k nowl"dW' q( '11f' 11111;11 \ 

sequences E(n), A/(n), allù F(/I). i~ no!. avaiJahl" 1)I'(aus/' slIch <;/''1"('llfl''' f.11l qlli. 1". 

obtained through exact fault simulatioll. Illstead. thp asslImpt.i f Hl iH t.hal. t.h,· 1>11-, 1';, fil 

the error sequence each have a probability "t of hein~ eq1Jall.o on". i (' , pr( l';! - 1) , 1 
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4.2 Pl eliJllillnl je!' 

He< ail t,hat, i/l Chapter :J. each error bit, El was assumeu to have tIle saIlle probaiJility 

of error, i.e., ! wa:; assumeù tü be constant throughout the entire test sequence. Now 

howf~ver, ea<..h error bit is assulIleù to he characterizeù by a specifie probability lOI' 

The foIJo\\ing is ne\\' notation introduced because it facilitates the ùescription 

of the it..,rative technique that will be describeù next. 

SI is ùefined as a vector representing the state of the LFSR at, Ume 1,: 

M l +]-(m-I)' Therefore. 

SI = !SIO.5/ •.... 5
t

m
-

1j = !lUl - m+ 1.1\[t-m+2'· .. ,i\lzl. 

By 1 hf~ ~hiftillg propert\' of the LFSR. for 0 :S J < m - 1. 

) 1--1 
51+1 = 5; ; 

and for J = T7l - l (using eq.(4.2)), 

çm-l ~[ 
LI+l = il 1+1 

'11 

= El+1 '!' L hr\f, + 1-) 

]=1 
m 

- E m '"' h çm-J - 1+1 -" L- ]'"', . 
]=1 

(1 :~) 

( 1. 5) 

(01. (3 ) 

PI iar to formallr introùucing the prohlem of aliasing and the iterative t,ech­

Illque IJsing the newly introùuceù notation, the following two lemmas are stuted stnce 

1 ht>y are U!'H'd in the demünstral ion of the technique presented in Section .t.3. 

L.-lIl111a 4.1: Lt>t A and B Dt> two boolean expressions. ail'] let ,_, ùenote the [JOulean OH. 

opt>ral.ol t and + denole IlI0dlllo-2 adl1it.ion. then 

(A f:P B) u A = A 1_' B. 

t Tht' lE'aSOIl f(1r lI~illj:( the 5ylllhui LI to dellote the booleall OR opelato\' is 10 save the 5Ylllht.1 
+ tn t1t'lwlt' 1t'~lIlal ;uillulletic additlOlI, t.hereby avoidillg cunfut'iol1 ill tht' fOlt.lllOl1lillK 
eql1a~iolls wltere both bouleau and ru ithmetic operations are expl essed silllllitancousb 
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4,} Complltiull Sinie Plllbn',ilil.\ ~t'qtlt-Ill t-~ (lf I.FSII:< 

Proof: From the dennition of buolean connectives. • 
Lelllllla 4.2: Let A and B ue two uoolean expressions. and let A dellule t ht' "ollh-a Il 

COmplE'Illentation of A. then. 

pr(A'-' B = 1) = 1 - pr( A li il = 1) +- T'r (il :::: 1) 

Proof: Fol\ows from the corresponding Venn diagrarnR. • 

4.3 Computing State Probability Sequences ofLFSHs 

4.3.1 Motivat.ion and Dasis for the TechllÎtlue 

Here the primary motivation for cornpl1ting t.h(l stat.e prohabililip'1 of LI·SI/·, 

IS to determÎne the prouauility of aliasing for a given test Sf'qll('II('f' lellglh alld a gl\f'lI 

LFSR. The proLlem of aliasillg has alreaùy ueen ùiscusscd in prc-ceding ('h.tpl('f~i Fr"11l 

uefore. the probability of aliasing P ALn is defillE'ù as t.he proIHlhilit.!, of !.Il/' 'iigJlilf 111 l' 

regist.t'r starting in the "ali-zero" state, leaving this st.at.<" and ff't.ulning to il. afll'I hil\ ill~~ 

shift.ed in the LFSR an error sequence of lengt h n. With the Ht>W not.ation inl.lotllll (,tI 

in Se("tion 4.2. starting in the state Su = 0 is synonyrnolls wit.h st.ar t.ing ill IIJ(' "all·1.1'1 () 

stat.e". Similarly. returning to this state at lime n is expr('sspr! hy Sn =- () ÂSSlIlIll/lg 

that the prohability of errOf E is constant, excluding thp (a.<;P. wllf'f(' t.h" f('gl<;lf'f IIf'\'l'r 

leaves the initial "alI-zero" stat.e, then. 

PALn = pr(Sn = 0) - (1 - ft. (1 ï) 

Let S(n) denote the sequence of st.ates of th<, LFSH. 'l'liaI. i'l. (.'1 1 Il,. ,'h 
element of S(n), Le .. SI ùenote the state t.hat the LFSH is il' af!."f l l'rI'jf IJlh Il,IV'' 

ueen shifteù in the LFSR. 1'0 flllù PALn, the interesl. is in tltf~ "all,z('II)" .,1 al" 'J'II" 1 

is. the requirement is to finù pr(Sn = 0). Tu simplify notation, Z! is ,!l'fi,,,''' ';III Il 1 h:Jf 

Zt = pr(St = 0) and Z: :::: 1 - ZI Then, expressing St = 0 t.hfough it.s f;Ornp')""IlI" ) 1"ld·. 

(1 ~) 



41 COlllputill1{ Stnte Probn.bility SE''1l(el1ce~ of LFSH~ 

Frolll tlte IHPcedillg chapter. fiJlding pr(l\ft = 0) corresponds to the singl~-st,age annlysis 

iLlld il'; Itence easy for ail feedback polynomials. Also frorn the previolls chflpter, finrlillg 

pr(St = 0), which corresponds ta an rn-stage analysis, is straightforward for polynn­

mial., J + xm. lIowever. findillg pr(Sl = 0) for any polynomial. in particular primit h'e 

(loIYllolllials. is not straightforward due to the dependencies that exist. lH'tween tlte '5P­

qllellcP elements ,lit. IIlt-l' "', AI! -m+ l' IIowever, in this chapter. it is shown how the 

llIulti-slagr' probability sequence pr(S 1 = 0), pr(S2 = 0) .... , pr(S" = 0) can be obtaineJ 

ilt'ratÎ\·ely. for ally polynomial. Before describing this technique in detai!. a theorem 

wlrich cOllstitutes lhe oasis for iL is proven. 

Th(>Of('lll 4.3: 

Prouf: l'sing the definitions for the probability of boolean expressions frorn [Parker i5j. 

Zt = pr(l\[t U 1\[1-1 U··· '-' lUt - m+ 1 = 0) 

= 1 - "r(Mt U /1[1-1 Ij .. U 1Ut - m +1 = 1). 

ny dpfinition. ZI = - Z:. ther('fare. 

Suhst.it uting eq. (·4 2) inta eq. (·L lo) yields 

m 

Z: = pr( (Et œ L h/\[t_}) U 1\[1-1 U Aft-2 U·· . U A1t-m+1 = 1) 
}==I 

(.\. ()) 

(4.10) 

(4.11 ) 

\\'Ilf'r~ tht' summation is moGlllo-2. Using Lemma 4.1 repeatedly, i.e., as rnany timps itS 

t.11t'rt' an' nOIl-zt'ro hl's in thp ("haract.~rist.ic polynomial of the LFSn, yif'lds t 

(·1.12) 

Hl'fl'1I1lv, :\1, -,h~t'Ivnl't'll wa~ lIIatl!' 10 lite errect litaI E'II (4 12) cnlliri hl' ohlaillerl r'''1II 
til~t l'rillClple~ II\Ji~hunlllurthy 881 The n.r~ull1ent i.s the followilll'(. If any of the bit~ 

M1 _ 1 Mt-m+l is a olle after the ttlt bit is ~llIfted in, !.heu St will be one. Utherwi~l', 
il'. If ail ;\It_l . Mt-m+l ale zelo, St will be one if (Et If! Mt_ml il' a olle. 
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Given a boolean function J of n variables XI,X.!, ... • .In . SIHlIlIlOIl'S ('xpa":;io,, 1111'0-

rem [Kohavi iO] states that J(.Il . .I2, ...• X n ) can be expressed as il \JOolt'iln "11111 (111'11' 

denoted by the symbol 1_1) of two terms: 

f (x 1, xl. • ... , X n) = Xt f ( xI· .... .r l' •••• .I n ) 1 r t =0 U .rJ ( .r 1 ••••• .I,. . .• l PI) 1 rI _ 1 

= l't f(Xl .... •0 ..... Xn) UXJ(.rl'''·' l. .... In)· 

Therefore, perforrning such an expansion for the ex pressiun (fil net 1011) 

yields the following for eq. (4.14): 

Et ((Et 'P .H1- m ) 1_1 ."t-1 U '\[1-2 U ... 1_1 1\11_171_1) !E
I 

,::I} 

U 

Et ( (Et Œ' ,\J1_ m) LI ,\Jt _ 1 U 1\[1 _ 2 U ... u A ft - 171 + 1 ) 1 Et -= 1 

The expression in eq. (4.15) can be rewl'itten as 

Et((O'fl,Ht_ m ) U A[t-l UMt-ZI' .. 11.\/1-.11 • 1) 

U 

Et ((1 !p lHI _ m ) U /1,[1-1 u iHt - 2 u··· U A.f1-m-t 1) 

(1 1:1) 

(1 Il) 

(1 1 r,) 

(1 Il i) 

Since the two tenus of eq. (·1.16) constitute mul ually exclusive evp.nts, th .. ir proIHtlJilill'''' 

may be surIlIneù. ThereforE'. from eq. (4.12) anù the above. 

Z: = pr [Et ((0 If\ Alt-m) U '\!t-l 'J Mt-l. U ... U Alt_m+ 1) = 1] 

+ pr [Et ((1$ iUt-ml 1_' "[t-I IJ 1\1t_2 u··· U 1\1t_m+ 1) :::- 1] 
(,1 1 ï) 

FurthermorE', since El is indE'pendent of l\[z_I'" AIl-m. Pq. (1.1ï) rail IJI' ff'writtl'Jl .1'. 

Z: = pr(Et = 0) pr [(0 't M t - m ) 1_1 Mt_1 U Mt-2 Ij .. ,_, 1\1, -171 t 1 = ,] 

+ pr(Et = 1) pr[(1 ft '\[l-m) 1-' A[,_IIJ M'-2 Ij. '_1 M,_ '11+1 =- '1 

Since pr(Et = 1) = (t and pr(Et = 0) = 1 - (t. 

Z: = (1 - (s) pr(;\[I_1 U Mt - 2 u·· 1_1 M I _ m = 1) 

+ (1 pr(.Ht _ 1 U···IJ Alt_m+lIJ A/ ,_m = 1). 

(1 I}{ ) 

(1 I!J ) 



4'3 COllIputing State Plobability Seqllence!" of LFSR, 

t r.,il1g Lemma ·1.2 and eq, (·LlO), 

Z: = (1 - (t)Z:_1 

+ (t [1 - Z:_1 + pr(i\ft_l U··· U Aft-m+l = 1)] (4.20) 

= (t + Z:_I(1 - 2(t) + ctpr(}\ft _ 1 U··' U Aft-m+l = 1). 

Substituting Z: = 1 - Zl in the above yielùs: 

(,1.21 ) 

• 
Theorem 4.3 expresses a recursion in two dimensions: in time and in spnce. 

wlt<>re Lime refers to the sequence If'ngth while t,he space dimension refers to the numbf'r 

of st ngpc; involvf'd. Thf'orem"':3 c;tates that it is possible to calculate ZI from lOt, Zl-1 

and pr(Mt_t'J" IJJ\/t-m+l = 1) Expressing Zt From Zt-1 constitutes the recursion in 

the time dimension. while expressing Zt (which invoh'es the m stages) From pr(i\l,_1 '_' 

.. ·'-'M,_m-f 1 = 1) constitutes the recursion in the space dimension since pr(i\/7_t l-'" .'_' 

Mt -m+ 1 = 1) is a su hprohlem of the original problem. Le., pr( l\1t - t '-'· •• U Mt _ m+ 1 = l) 

is tltp prohahilit,y that only m - 1 instead of m stages Ilot, be simultaneously zero nt 

tinu' 1. .JII~t ac; Theorem 4.3 expresses Zt in terms of Hself at lime l - 1. and the 

prohahilit,v of a dis jUil ct ion of a fewer number of stages at time l, it is possible to express 

pr(i\l,_t U ... U Mt-m+l = 1) in terms of itself at Ume l - 1 and the probabiliLies of 

dirrNE'IIt. disjllllctions al, time l -1, anù similarly for the ot/1er possible ùisjullct ions of m 

stagf's Thus, if the probabilities of ail the possible disjunctions that can he formed from 

t.!H' s(>1 of tltt> m states of the corresponding m stages of an LFSR are known at time 

1 - 1. t1H'tl il is possible to compute the corresponding probauilities [or the subsequent 

lilllt' 1 This is shown formally in the nex!. subsection. 

4.3.2 Calrulating Proùahility Sequellces of Disjullctions of States of LFSR Stages 

In t.his subsection a general iterative technique for calculaLing the probability 

1'1l'l1ll('I1<'('1'1 of ail t.he possibl(' di1'1jullctions of the states of the m stages of an LFSR for nll 

HI 



4'3 C'ompllting Slale Prohahilil," ~e'1"t'nr!'" "f LI'f:l! .. 

sequence Iengths is presented. llsing Theorem 4.3 and eq. (.1. il. this lt'c!lIIiqtH' l'lInhlt,s 

the exad prouauility of aliasing lo Le ca!culated for ail tesL seqtlenr~ It'Il~t hs 

If each component 5;1 of the state vector SI of ail LFSH of 1t'llg1 Il 711 I~; 

considered as a uoolean variaule. then there are 2nJ -l possible non-llull d i.,jtllH t iOIl'i 1 h.,1 

can ue [ormeù with t Itese yariables. Tu ùistinguish the ùilferent possihlt' di'ijull! 1 i()II~. 

using a compact notation. let ["\Il. 1 s: a S 2m - 1 ùenolc the 2111 - 1 pal li( 11\.\1 

disjunctiolls. where U,ll is defineù as follows: 

(1 ~~) 

where a J = 0.1 depending on whether the particular variabie 5;1 is part or tht' di~,­

junctioll or not, and the space index (superscript) a of U,u is formeù ûrrOï<linR 1.0 t.hl' 

following: 
m-l 

a = L nJ21, 

J=U 

(,1 '2:1) 

where the summation and exponentiation of 2 are the regulûr oJH>ration'i 1)\'1'1 1.111' li .. ld 

of real numuers. Therefore. 

u2 = 51. 
\ l ' 

[Tl = 50 Ij 51. 
\ t t ' 

(,1 :2 1 ) 

This assignment of space indices (superscripts) cnahl,,') ('Hi( if_'nt. bil.wi~w Iflg;' 

operations to be performed 011 their binary rppreselltation". Ff'r (''{amplI'. 

U :t 1 1 [,5 = (cil 1 1 5 1) IJ (5° 1 152) = 5° 1) SIl J S'l 
1 - \ ·J t - l t - \ t l t 

(,1 :l".) 

Letting 0011 and 0101 be the binary representations of the space indicf!s of r 'li aJld ",", 

respectively. and letting v denote the bitwise OR operation, Ulf'n the inti"x f>r Il,1 1 1/1,'-' 



4.'3 Compllting State Probahility Se'I'Il'IH.es of LJi'SH .. 

i" "imply OUI J J 0101 = U111 which is the binary representation of i. Therefore, 

Similarh' to "'1. X" is ùefilled as the IIlodulo-2 sums of the saille variahlefl. 
. l , 

The 2/n - 1 possible surh SUlllS are denoled in the following way: 

(4.2i) 

\\ here the summation is modulo-2 and where a] = 0.1 depending on whether the 

p<trticular \'ariable S( is part of the modulo-2 sum or not, and the space inoex a. is 

forrnf'd acconling to eq. (·t.23). Therefore, 

-2 1 .\, = St ; 

-'l n 1 
'\1 = St œ St; 

\ -'f_52 . 
A t - t' 

('1.2R) 

· . · - . · - . 

Clearly. there is one X~ which corresponds to the characteristic equation of the LFSH 

("f't' f'q". (4.2) and (4.6)). Let that particular X: be labeled X;:. Thercfore, eq. (.I.n) 

fan he rewritten as: 

Sm-f 1 E .lI:> ",-G 
t+1 = ,+1 w.\., . ('1.2!J) 

The particular values that are desired are the probabilities l';' ùcfined a.s 

follows. 

~Iort' spf'cifically, it, is desireo to compute the P,~l's frorn the P,'I!S. The [ollowillg t,wo 

t.ht'orPITIs <{escribe how t.his can he done. 

Th('orNU 4.4: For 1 S: a <.... 2m-1, 

P I' p:la 
,+1 - , ' 



4.3 C'omputÎIlIt Stnte Prohabilit\' S"'1I1I'II('" ,,1 1.1'·8H~ 

where 2a imlJlies regular lIlUIt iplicalion over the field of renl l1ullllH'l's. Fol' 2/11- 1 fi 

2m - 1. 

where u = 2a-2m , and x = G \u', where" dE"notes the bitwise bool('11I1 AND opPlalÎoll, 

and' dellotes ones complemental ion. 

Proof: The case where 1 S: a <' 2111-1 implies that Sl~;/ is nol pnrl of (:)'\ 1 Ih litt' 

shifting propert.y of the LFSR. for 0 S:: J < k - 1 (eq. (·U;), 

51 = S1 -+ 1. ( 1 :: 1 ) 
1+1 t 

Therefore, an illcrement in time from l to i -+- 1 implies a d('crelIH'nt in 1 IH' RIHl('(' illdp'( 

of S from J + 1 to J. In turn. from the definit,ion of a. a derr(,fllf'nl. of OIH' for l'Hl Il olliit' 

\'alues of tlw space indices j implies the division of a hy 2. IIf'llcf'. for 1 /1 2m 1 

where 2a irI'plies regular multiplication over the fielù of r(lal numlJf'rs. 

as: 

[ Id = Sk-ll 1 pct_2
k- 1 

t+l t+l - "1+1 

Therefore. 

1) . ( l ') ')) 
• •• f 

From this theorem for 1 ::; a < 2171
-

1, 

1 2 2m 
P It _ ((;..m- 1 1 U 11- = 1) 

1 + 1 - pr .J t + 1 - t 
(.\ 'H) 

Using eq, (-1.29), 

( l ') ~ ) , .. 1 

Usillg Lemma 4.1, 

(,1 
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4.'3 Computing Slate Plobability Seqllencefl of LFSRs 

where u = 2a - 2T11
• and x = G . u'. Therefore. 

P;'-l = pr ((Et+l 'P Xn u U;J. = 1) 
= 1 - pr ( ( Et .Ll '? X:) ,_, U

1

1l = 0 ) . 
(4.3ï) 

'l'Ile boolean expression (IE'_l ~ Xn ,_, [-tU = 0) eall be eXIJamleù iuto a product of 

lIIaxtl:'rJIIs: 

(4.38) 

SiJJce the two maxterInS cannot both be satisfied simultaneously, they eonstitute mutll­

ally exclusive events. Therefore. 

P o.l _ 1 [(E ' , ,.-x, 1 1rt:. - 0) 
1 + 1 - - pr t+ 1 - .\., -' \... t -

+ pr(E'+l LI X: U Ut
U = O)J. 

ln t.Urtl, since X~ and C
I

U are independent of Et+1-

P:~l = 1 - !U - €t+d pT(X: u Ut

U = 0) 

+ fl+l pr(X: U L'lU = O)J 

= 1 - [(1 - fHr) (1 - pr(X: li Ut
U = 1)) 

+ft+1 (l-pr(X~UU,U=l))]. 

Using Lenmm 4.~_ the abo .... e easilr simplifies to: 

(4.39) 

(.t..lO) 

(4.41) 

• 
1'h<> equation for P:~1 for 2111

--
1 :s a :s 2'" - 1 in Theorem 4.'1 con tains the 

t.f'rm pr(X~ IJ fT
t
U = 1). The next theorem may be used to resolvf' this t.f'rm int.o P/JOs. 

Tht'Of(>lll 4.5: 

pr(X:'-' [T,tI = 1) = ((lxl + 1) mod 2)Pt
U 

Ixl 
+ (_1)lxl-1 I)·--2),,-1 L p/, 

11=1 



4.J Compllt.îng St.nl.t> Pr0hnhility S"qllel\( t'~ "t LF~Il:< 

where Ixl denotes the number of ones in the binary repres~lIt.at iOIl of t IH' jlldl'">; .r. alld 

where the indices t correspond la aIl the possible bitwise logical on of the indl'x 1/ with 

the indices of S other components of X.7:. 
1 

Proof: See Appendbc D. • 
Examples of equations described by Theorem 4.5 follow. 

Ixl = 1 : 

(-1. 1:2) 

Ixl == 2 : 

(-1 -1::) 

Ixl =- 3 : 

_ 2(puvq 'lr + p'J.'I?'I .• 
1 t 

+ pUvrV8) + 1pUV'lVr
1

/3 
t t' 

Summarizing what has been proven in Theorems 4.3. ,tA, and .I.!; is t.llal. il. 

is possible ta calculate the probability that any eombiuatioJl of Ill' to 111 stag('~ Ilot J)I' 

simultan€ously in the zero staie at time t from the correspollùing set. of p!oJ,al,ilil,il''i al 

time i - 1. Henee, the impleIIlprlial.ion of Lites€' theorerns cOlIst.itlJl.f>S ail fllgoril.lIIII t"al 

can be thought of as a dynamic progrdmming solut.ion approad. tl) t1H' pm"lplII IAho 

831. At e"ery time step. the 2nl 
- 1 eniries (prohabiliiies) of a table are ('0111(>111.1'1/ IrOIIl 

the elltries of the corresponding table at the previous Ume st.<'p. Frolll titis il.I'ral ivp 

procedure. it is possible to calculate the exact proba.bilit.y of alia!'lillg for ally Iflll~I," 11 

and for any constant or varying vaine of E in time 0 (n Zm). A det.ailf~d iLllalYHiH of t.!)f' 

Ume and space complexities of this algorithm follows in the nex" sulJHPdilHl. 
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4.3.3 D"":liIl'd Spacl' mul Timl' Complexity Allalysis of the Iterative Aigoritlwl 

III the rollowing. the 2 1n 
- 1 probabilities that are calculated at ench tiTn(' 

<jtpp ()f tflp algorithlll de~cribp,l above COllstitute the pntries of a t.able denoted by T 

Tlu'orl'Ill 4.6: For an LFSH. of size m. the space complexity of the iterative algorithm 

is ()(2H!). 

Prf)of: For a IPgi'iter uf size m. al every time step. the iterative algoritillIl descrilwd 

al,ove COIII pli tes 2 171 -1 new p/Ouabilities from those [rom the previotls time step. Helice. 

t111' space complexity of the algurithm is O(2 m ). • 

In regard to the time complexitr of the iterative algorithm. the following 

1 Irrpp theorPllls st ale upper bounds on thE:' time complexity. The second theorem is a 

[I·fiJwlllen t. of the first. amI the Lhird a refinement of the second. These are refinemellt s 

in thal. L1I P 'y rO/lsider lhe nUllllH'r of feetluack taps as a variable. 

Th.'or(1111 4.7: For a r<'gister of size m and a sequence of lengt,h n. if the Humher of 

fl'I'dba., k tnps, i.(' .. je';i, of t.he LFSR is cOHsidered cl. constant, then the time complexit.y 

of f.lu' it,('r;tt.i'.'(' algorithm is O(n 21n
). 

Proof: At each time stl'p. the iterative algorilhm computes 2 m - 1 new probabilities. 

If ('arlr uf t.!tes(' 2'" - 1 computations is assumeù to require a constant arnount of Lime. 

tlrt'Il for a s<>quellle of Icngt.h n, the algorithm requires O(n (2 m - 1)) = 0(71 2m ) Ume . 

• 
Flom Theorem 4.5. it is c!pal that the time complexity is Ilut the sallIe for 

ail (Ire 2m 
- 1 probabilities computed at every time step. A worst-ca~e <tnalYRis yields 

(lit, "l'pt'I bO\llld ~,t.atpd in the followillg theurern. 

TIH'or(,1Il 4.8: For an LF'SH of size m with g = ICI feedback taps. alld 11 seql1Pllce 

of It'lIg( Ir 11. t Irp t Itne complexit.y of the itPfutive algorithm is upppr hOllndpd br 

( ) ( Il Il 27/1 f !1) 

IIi 



Proof: From Theorems 404 and 4 .. j. the computation of Ihe Zltl - 1 IH-'\\' pl(I!JahilitH'''' i ... 

dominated by the computation of the term pr(X;I_Il:IH = 1). Notiu' Ihat ill lHtll,dil\ 

the computation of this term ollly arises for 2111-1 entIÏl's or T. From Tlrt'Olt'III 1 1 

the remainillg entries of T do Ilot require fioating point ralcllialiolls. hlll 011" shill:, n! 

indices. IIo",e\·er. for the derÏ\ ation of an lIpper hound. Ollt> (,élll aSSIlIIlt' tllal t hc' 11'1111 

pr(.Y~ '_' C;.l = 1) is computed for al! 2111 
- 1 entries of T. 11(>11(('. O(:!I1I) < 0111 pli t at.illll" 

of the Lerm pr(X; LI (Jtll = 1) are required. 

From Theorem 4.S. the number of terrns in thp expi pssioll f(ll lOlllpllllllg 

pr(.\= '_1 [:IU = 1) is 21xI or 21xl - 1. In turn. lhe indices for thp illdi\ III Il ,Ii tPI III" ni lit.",,· 

expressions have to he eomputeù as weil. The latter computat.ioll is IIppl'l hOlllldc'd il, 

OUxi) tim~ sinee up to Ixl + 1 indices ha\'e to be ORed t.ogetht>r t,o yi!'ld a IH'W illdp\ 

Hence. the evaluation of a terru pr('y;r ,_, Ut" = 1), re'plin"" O(lrl 2111; t.irrw Frolll 

Theorem 4.4. 

Ixi = C \ IL' 

s ICI =g 

Therefore. from Theorem -1.5 and the abo\"e. for a polyno!llJaI \Vit Ir " -: I( ,'1 f,·"d"011 Il 

taps. the comput.ation of pr(X~ ,_, '-"1" = 1) is Uppf'f bOUlld(·d by O(f :l") (OIllplltal.ioll 

steps. Since there are O(2 TTl
) slleh computations requirt>d, an Ilppl'r ),olllld Oll t!lf' lilllf' 

complexity of the algorithm is O(ng 2m+!I) for a st>quen('e of l(ll1gth 1/. • 
As mentioneù in thp proof of the preeeding theorern. frolll Tllf'OIPIIIS ,1 1 

and 4.5. the computation of the 2 TTl 
- 1 new probabilitics of T i:'l dOlllillat.f'd by t,\lf' 

computation of the term pr(X
t
X U U,u == 1) In actuality, thp comput.a.t.ion of "III< Ir I.('rlll~i 

only arises for 2m-l entries. From Theorem ,lA. tilt' remaining f'1It.,i(,s do 1101. 1""1'1"" 

fioating point talculaLÏons. but. ouly shifts of indice::; For esl.tlblisltillg 1.111' (Olllpl"'{II'" 

of the computation involved. a rpfineml'nl 1.0 the up!wr !Jolllld df-'rivf'd il! t.11t' Plf'f l'd i 1114 

theorem is ilOt. to assume that ail the 2rH 
- 1 ent.rip"l involv(' il (,olllplltat.ioll l'If 01 1 qf 

O(!l 29). Sneh assnmption yi(>lfls t.he foliowiJlg Ilppflr b()llnd on t.h" 1 irrlf' (nlllpl,.'(i l y 

Theorem 4.9: For an LFSR of size rn \Vith g = IG,! fp.edba< ft t.apfi. 1.111' t.illtf' , 'JIll 

plexitv of the iterative algorithm. for a sequence of Icngtlt n. if; IlPIWf Imllntl,.,j !'v 

O(ng 2n1 (3j2)!l) = O(ng:2 TTl+ 585!!). 



4.4 EXJl~ri/1l~lItal He~,,"ls 

Prf~of: S~e .\pp~ndix C. iii 

('ollsequpntly, the worst-case camplexity for the iteratin· aigoritlull is 

0(11'1:2 1 iR'im J. which arises when ail the stages are fecl back ta the first stage. i.e .. when 

'1 = 1r1 ln pmïtite howpver. titI' configurations with few fpedback t.ap., are prefel'rfld 

~il)( l' thp!" re5U 1 t in les5 area o\"er head 1 Barde Il 8,1 l\loreover. generally. t he prim i tivp 

[pf'1I ba( k polynomials are the preferred ones. anJ fOl Illost degrees. f here exist primit ive 

leedba( k configurntions 5uch that g = 2 [Bardel! Bi). 

4.4 Experimental Results 

The itprativp t.f'r11/1ique for computing exact prrJbabilities of aliasing ba."l('(1 

0/1 t h(> l'quaI ions glven in Sect ion 4 3 was implemented. ln Fig. 4.1 and 4.2. t1IP 

cxa( t probabilitics of aliasing for the non-primitive polynomial J(x) = 1 + x l1 + x lO are 

shown for riifferent values of error probability and different test sequence lengths. In 

Fi~s 4.3 and ·t 1. the prohabilit.ies of aliasing are platted for the primif h'e polynominl 

1 1-.r i 1 I!/l. For ail th(' values of probability of erraI' E for which thp probabilify of 

ali,J..c;ing is plOl tl'ù. the latter approaches its steaùy-state value 2- 171 raster. i.e. at short N 

S('quPllce lengths. in the case of t.he primitive polynomial 1 + x7 + x JO compared to the 

Il.>II-primitin> polynomial 1 +]"8 -1- xlV. Figs. 4.5 and ·(,6 are plots of the logarithm (ha.c;p 

10) of tlH' probahility of aliasing for a register characterized br the prirnitinè' polynominl 

J(r) = 1 f- l -t I
15 • ln titis case, the bounds from I\Villiams 8i) and those from Ule 

prpvio\ls rhaptC'r have been plotted as weIl. These plots show that for relatively short. 

Sf'(I'IPTH p Ipngt hs. th~ oOllnd propo5ed in [Williams 8il i~ Q\'erly p(>~,simisf.ic. wherpns 

1.111' OtH' from ,,'haptN :l of \.his diss('rtal.lon is much more informaI ivp. Fillally, in Fig 

-1.7. I.ht' proLability of aliasing is plotted for the polynomial 1 + xi + r lll for t.he (nsp 

when' f lit' \'alup of f is (UH for the first "l50 bits and is then o.qt) for t.hp rptllaint!p/" of 

tilt' t.t'st St'qIH'lIfP In pract.ice. such change in the value of E could occur wlH'n changing 

t.lH' dit,f rihnt ion uf test. pa\.t.ertl<;, whidl is dane in biaspd random testing ILisankp Rnl 
1\\'IIf1dprlirh R:-II\Vairukauski 881. 

Tht' principal pnrposp for including these curves !tere J" to demollst.rat.(' t.IH' 
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feasibility of the technique. To date. obtaining such probabilities for a Il'gis!t'1 or 1\'Il~t h. 

say 8. appeared virtually impossible [\\ illiams 8il. llo\\"~\"er, using tI\I' tt.'Chlliqlll' dl' 

scribed here. gellerating the \'alues for a sequence leng l h t,r WOo for a pol \'IHlItI in 1 (lI 

degree 10 takes less tlta Il t \\'0 min u tes of C' PlI t ime 011 Cl ~ 1 icro \. ax 
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IO 

4.5 Summary 

This dlapter ùescribed a completely new approach for (ail IIlai i/lg ,11f' pr"l, 

ability of aliasing for L FSRs dtaracterized br ally feedba< k pol) lIonlla/<:. A t!1J1I hl" 

recursion equation for the probahility of lIlP "ali-zero" st.atf> of ail LF~H iCi givl'fI 'l'l,,, 

recursion is double in thal the prohability of the "ali-zero" st.atl' al, t.irJlf' l iH pxprl','wd IfI 

terms of the corresponùing prohability at lime t -1 alld in tpf!Wl of tllI' ~t:tt,. /JlI)!Jallilit.v 

of a disjunction of fewer stages at lime L This rec1lfsion '~q1Jati()lI forrml I.h,. Im:;i~l /)1 .lfl 
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h.r ail\' fpeùbatk J.lOlynuIllial anù for ally test sequence length. The complete algolÎthm 

ill\"oh'f's 2111 
- 1 equatiolls. ho\\-ever. two theorems are proven thal show how tu express 

t.l!ese 2"1 - l ('qlla! ions through only two genE>ral equatiolls. Results using the technique 

art" presented ant! the complexity of the algorilhm is analyzed in Jetai!. 
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5.1 Detection Confidence and Te~t Len~th C'alc.dnti0115 

Chapter 5 Applications and Extensions 

5.1 Detection Confidence anù Test Length Calculations 

Several recent. research efforts have been aimed at the analysis of ranùom 

Gr I)seudon.ndolll testing in view of establishing the required test lengt h to obtain n 

certain test qualit.y, e.g .. a gh-en fault coverage with a certain degree of confiùence. An 

f'xcf'IIPllt rpference that sUlllmarizes the results to date is [\Yagner 8i]. IIowever, none pr 
the reported analyses are truly aimed at bum-in self-testable circuits since they do not 

assume a cOlllpaction stage at the output of the CPT. Probably the principal reason 

for titis laek of analysps that include the effeds of compaction is the lack of effitient 

analysis 1,0015 t.hat. enable the effects of compaction to be stuùied umler reasonahle erro[ 

models. Le., models otller than the uniforrn distribution of error sequences. USlng the 

tt'chniquE:'s for calculating the probability of aliasing for signature analyzers developed 

in Chapter,> :3 anù 4 of this di~,,,ertation. the prE:'viotls work on test confidence and t,t'st. 

It'Ilgt Il calt ulat.ions for ranùol1l testing can be extenùeù. i.e .. new expressions for tf'st 

l(lIlfidf'nce and t.est length that take into account compact.ion can be ùerived. This is 

dOIlf' in subsequent subsedions 

The assttl1lptions Ulaler whiclt the results are obtained are the following. The 

('lIT is asstllllt'd to be a single-out.put. circuit. In regard to the types of t.est. patterns 

t.hat arf' applied to the eUT. t.hese r..re assumeù to be random. i.e., to come frolll a 

SOli! ct> w ht'[t> t.hp sampling is done wit.h repla<.ement, a5 opposed to psellùoranùom pat.­

tl'rns. i.e" coming from a source where the sampling is ùone without replacement. The 

ïï 
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assumpt ion of true random patt erus enab les the fault Jrt ertabil i ty t \'al\l(, t 0 hl' (,ol1sid­

ered constant for the enUre test sequence Normally. pspudorant!tllIl tt'st.ill~ 1 \VagllN Hil 

is the applicable model when the test patterns applietl ta a circuit art' gP!H'1 aL"d fI 011\ 

a maXil!ldi-length LFSR. IIo\\e\-er. in the usual cast' wherp the IluIIIIH'r "f 1 psI pal t ('t Il:, 

applied ta the eUT is relath ely small compaled ta thl:' period of t.11l' L F~ H. t.hl'II 1 he' 

assumptionofrandom testing is agood approximation lt--kCluskpy ~81. III 1 ('!!;<lt Il 1.0 Ihe' 

single-output assumption. a genera[ization t.o multi-output circuits is dis(,lIs~wd 1" iplh 

in a later subsection. 

5.1.1 Detection confidence before cOlllpactioll 

There exist different probabilistic rneasures of randolTl or pSPlulorandolll tl"il 

quality (see [Wagner 87 j). Sorne are based on scts of faults while ot.ht'rs art' ha.'wd 011 

only singlc (often "worst-case-) faults. To avoid any loc;s of gflneralit.y. hen' t.[I(' lor w, 

of the ana[ysis is on a single fault. The results for single fault:" ,an iw pxl.pllr!,·d 1,1) 

measures that consider sets of faults. 

Since the assumption is that random patterns are applied t.o t.hl' CUT, ill 

the presence of a particular fauIt the probability of an error al, the out.put. of th(' CIIT 

when applying one pattern is equal to the prouability of det.f'ctioll of I.hat. failli.. "PI. 
this probability of crror be €. Given a fault's probability of c1el,ect.ioll. aJJd afmlltlllllg 

no compaction at the output. the required test Icngth Tt for c1f'tpcting !.II(' faillI. wil,IJ a 

certain confidence is ea..c:;ily caklliated. Lpt, 1.11(' det.ection ronfidl'l!cP L' hf' t.h" ptohabilil,y 

of cletecting the fault when apply in!!; 11 "PSt. pn.ttern~. L('f (' = 1 - r, 1.111'11 ,. i~1 f./If' 

probabilit.y of Ilot detect ing th .. , f;.ult wh('JJ applyinz t./w " 1.1'91. pattf'fIts altd i:; (a/l,·1/ 

t.he e.c:rapf! probabzMy [Savir R4J- Therefore. assltming 71 1,0 hl' Utl' llulJIlH'r of l "'il. pal.l. I ·t II~, 

appIied to the eUT and € to be the fault's single patt.f'rn rlptl'diol! ptfll,abilil.y, 1.11f'1I 

e = (1 - €(. Solving for n yielùs the following lowpr bOlllld 1.0 ohl.ailt 1 /rI' df'~)ill'd 

detection confidence: 
ln e 

ft> f----\ 1· - ln(l - (,1 
(r, 1 ) 

Since the next assumption is that compact.ion of t.Jw CUra Ollt pul. rl':lp(jtl~:1' 

7/\ 
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5.1 Detection Confidence and Test Leu\tt h Calculat iOlls 

is dOlle. let the above Jetection confidence G, the escape probability e, anù the calculaI ed 

test length n, be subscripted by "be" to denote "before compaction·'. Therefor(:>. e",: is 

the sperifieù escape probability before compaction and nhc is the calculated requin·rI 

tpsl 1f'lIgth for achieving the '31H'cifieJ escape probabilit? before compactioll. 

5.1.2 Dflt, .. rt.ion confidence au.) test length after compaction 

In the previous subsection, an expression for the required test length 1,0 

a( h if>\ ~ a (erl ain detectioll confidence assumÏng no compaction. is given. Now asslfllle 

t.ha! 1 Iw olltpllt. seqllellce of the Cl'T is fed to a signature analysis register t.hat compacts 

the Olltpl1t. It is ùesired to estimûle the effect of compact ion on the detectioll confidence 

anJ t he test length. 

Let Gur and e,lê denote the detection confidence and the escape probauility 

a/fer compactiofl, respectively. Given that the circuit is faulty. Cac is the probabilily 

that. a fault,y signature results. and eae is the probü,bilit.y that the result.anl. signatllfc 

is tltat of the fault-free circuit. Decause of the possibility of diasing, for a fixeù test 

st'qllt'Ilce ICllgth, Clle < Cnc' Altprnatively, eat: > ehc' If the CUTs out.put scqUf'mc 

is ~rror-free. then. assuming a correctly functioning cornpaction network. the result ing 

signatllfp will he that of the fault-free circuit. Hence, for a [ault to be det,pcl,ed aftrr 

fOlllpact.ion. i.e., for a faulty signature to result., the fault must first be dt'Leclcù be/ore 

rornpart.ion. 

In addition to being detected before compaction, for a fault to he dct.('ct.ed 

aftpr cOlllpactioll. /l0 aliasing can occur. From the ùefinitioll of the probauility of aliasing 

gi\'t'Il in Chapters 3 and 4. the case whele the LFSR starts in the "ail-zero" state and 

rel tlrtlS to this state after a test sequence of length Tl has been applied to the eUT is 

pn>cist'Iy thp situation where a fault would not be detected after cornpaction. Ilencf'. 

\'q (:3.I~) C<ln 1)(> rewri\.ten as: 

or. 

eac = ebc + PAL. ( 5.J) 
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5.1 De~ ect ion Con fidence and Tl·~t Lcn~1 h l 'a!culr.! ion, 

Alternatively. using the relat.ionship C = 1 - e . 

ClIC = C~c - PAL. 

Suosequently, two different valt:"'s for C'll' are distinguishcd dl'pl'Ilding 011 

whether the aliasing probabilit.y is assumed to be thf' 2- m asymptotir \'alul' 1)1 aillolI' 

precise llon-asymptotic value. Since the asymplOtic 2- m aliasing probabilil \' iH tlt .. ali.l "· 

ing probaoility in the limit as the sequence length tends to infinit!. Ipl c;;; (01 !('fi!lOlld 1 (1 

the case where the asympLotic value is assumed. and e,tC corrpspond 10 tlt(' 11\<11 (' IH 1'( j.;p 

case. 

Assuming the 2-m asymptotic probability of aliasing ) jplcls t.IIl' loll(m illg 

expression for the escape probability after corn pact ion: 

oc 2-m eue = epe + . (r; 1) 

lnsteaù of assuming the asYIIlptotic value for the probabilit.v 01 aliasillg. il 

the signature register is assumed tü haye a characteristic polynomial 1 + x"', 1.11('11 f'q 

(3.19) can be useù for PAL in eq. (5.3) to obtain an exact expression for C", .• From l'q. 

(3.19), and eq. (5.3), 

l\-1oreover, assuming that n/m ::â> 1, eq. (5.6) simplifies to: 

(r;. ï) 

Sorne numerical results obtaineù from the abovf> dprivations nrf' IPpOI t."d in 

Taule 5.1. Assuming two tliffercnt values of t: (0.01 and O.OOl), IJsillg f'q (1i.1), .... dllf"; 

for l1[,c \Vere calculateù for different chosen values 1)1' ehr' From t,J1f'~W, ill t.1l11l, ll:;illg f"I" 

(5.5) anù (5.6), values for e~ antl ef"; \Vere obtail1pd for difler~r1t. valllf"l 1)1 III Wh"l, 

is most significant in the presentl~d results is that in SOUlf' Ca..·]f~S thHP is ail ()/ dPI ,,1 

magnitude difference bet.ween e~ and e.,,;. e.g .. when m ::::: IG and ( =- .001. 

><11 
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5.1 Detection Confidence <lad Te~I, Lt'lI~t Il ( ';-th 1l1a11"11~ 

Escape Proùaùilit,y and Test, Lellgth 

Pol~'nolllia Is: J+xf1l 

nt eb~ 11 hl 
00 ellc Cac "'1(-

f = .01 

16 10-1 23U 1.00 " 10- 1 1.1ï . 10- 1 2 I~) 

10-2 459 1.00 '<. 10-2 1.90 '<. 10- 2 551 

10-4 91i 1.15 Y, 10-4 12.15 ' 10- 4 1(j,IR 

10-11 13ï:ï 16.32 " 10-ll 205A9 " lO- il --

:32 10 -L 2:10 1.00 " 10- 1 1.0R . JO 1 2:n~ 

10-2 459 1.00 ", 10-2 1.:n • JO -- '.! ·l9n 
10-4 91ï 1.00 x. 10-4 3.58 ',10-'\ llUO 

10-6 13ï·5 1.00 '< 10-G li.:Hl y tu-Il Iql ') 

f = .001 

16 10- 1 2302 l.00 " 10- 1 I.IR . JO - 1 2,I!JI'i 

10-2 4603 1.00 y 10- 2 1.92 y 10- 2 5:',. 1 

10-4 9206 1.15 X 10-4 12.:W ~ 10- 4 l()(HO 

10-6 13R09 16.26 '( lO-o 20R.9S ' 10-1) -

32 10-1 2302 1.00,,: 10- 1 1.09 ' 10 -1 2:)91 

10-2 4603 1.00 .< 10 -2 ] .:N ,< 10- 2 4<JW) 

10-4 9206 LOU x. 10-4 :U39 of W- 4 1 lORi 

10-1l 13809 LOU,,: lO-ü li.99 y 10- 0 w:nl 

Table 5.1 E~cape ProbaOllity and Test Lenlo:t h· Pulvnomial!' t + :Tm 

The results indicate that for LFSRs with charaderistic polynollli,d 1 1 Tm, 

compact ion may in sorne cases significantly decrpilSP the confidence of d(,!.('rt,ing a rnllit. 

IIence, one natural question to ask is "vhat happ.>ns 1.0 tllP. e~("np(l probnbilit.y r,It aft,l'r 

compaction if the test length is increasf'd. Solving for 71 in Nt. (S 7) yif'ldA 

(
, 1/111 ) m L11 2C'LC - 1 

[11(1 - 2() 

Therefore, similarly to eq. (5.1) which relates test length and es<..ape IH()I!tdJilit.y it~~ilJJII­

ing no cornpaction, eq. (5.8) reln.les the sarne quantities assuming rornpa( t.iOII by ail 

LFSR with characteristic polynomial 1 + X 111 • In Table !j ], the (,()11J1Jl1J H'1I h tl:p valll!' 

of te:;t lengt,h obtaineù using f'q (!j.8) taking P.uc = eh,. 'l'hl' pnf.rif's mnrkl'd by a " .. 

K J 



5.1 Detection Confidence and Test Len~th C'nlculatiom 

indicate that the confidence is not achievable. i.e., even if n is increased r.ithout bound. 

ln the case of LFSRs characterized by polynomials other than 1 + xm, no 

closed-form expressions can reaJily ue outaineJ for the probai:i1ity of aliasing. Bence. 

110 doseJ-form express:oIls can reaJily oe ooiained for e'le. IIowever. for primitive poly­

flomiais, c1oseJ-form expressions for uounds on eaC. can be derived using the expressions 

for t.he upper bounos OIl aliasing obtaineJ for primitÎ\'e polynornials (Spctioll 3.0). In 

gf'neral howevel, i.e .. for any 1\ pe of feeJback polynomials. the iterati\'e technique Je­

s(fibed in the previous chapter can Ge used to calcula te e,jC directly. since the basis 

for the technique is precisely the calculation of pr( "alI-zero" state -" "ali-zero" state) 

which is also preC'isely e,le. 

Sorne values for e'le and nac were calculated assuming that the LFSR \vas 

characterized by the primitive polynomial f(x) = 1 + xi + x9 + x 12 + xlG adopted br 

lIewlet1. Packard for its signature analysis schemes [Frohwerk iij. Results are presentf'd 

in Tahle 52. Clenrly, in regnrd t.o test. confidence ann test length. t,he lise of S\lcl! 

primit.i\'e polynomial yiclds much more desirable efTects compareo to that. of polynomials 

1 I-.rHl . The vailles calculatcd for ClIC using exact techniques are very near those obtained 

asstlmirtg the asymptot.ic prohabilit.y of aliasing 

5.1.3 Suullllary 

Much work has already been aimed at deriving expressions that can be used 

t.o estimat.e the nlll11Uer of test patterns that should be applied to a eUT to achievf' 

a cert.ain degr(>e of confidence. 1\1ost of these techniques are based on the detection 

probabilities of the different faults of a particular eUT. However, until now, none of 

t.hesp expressiolls had been derived taking into account the effect of compadion. From, 

t.ht' tpdllliques clevploped in the preceding chapters for calculating the proGabilit,y or 
aliasing, test. length and test confidence calculations Lhat specifically Lake into account 

(·Pl1\pact.ioll oy a signature analysis register can now ue performeù. This was briefl" 

illllst ra !.t'd in the above subsedioll. In turIl, based on the analysis for single faults, using 
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5.2 Extell~ioll!' to l\lnhi-(),«I'1\( t'n(lIi(~ 

Escape Probaùmty and Tl'st. Lengt.h 

PoIYl1ornii'\l: 1 + r 7 + .T
g + :r 12 + .r lH 

rH 1 fhc 11 PC 
oc 

t'a.: t'tIC 11 tiC 

€ = .ù1 

1G 10- 1 2:JU 1.UO " 10- 1 1.00 ' LO --1 2:10 

10- 2 459 1.00 '<- 10- 2 1.00 '<-
'1 

lO-~ ,150 

10-4 917 1.15 '( 10--' 1.15 x, 10-'\ H:~:l 

1O-r. 1;~75 t632 .. IO-(l 17.:W y lU 
li -

€ = .00t 

16 10- 1 2302 1.00 " 10- 1 1.00 '. 10-- 1 2:lO2 

10-2 4GO:~ 100 '( 10-2 1.00 " JO - '2 -1 (lO!') 

10-4 92U6 LIS '( lU-4 Il() 10 .j 
~n71 

1O-r. ]3~O9 16.26 " 
]O-r. lG.20 , 10-11 -

Table 5.2 E~cape Prubabilitv and Te~t Lell~th HP POIVlIlJl\li,d 1 1- rï t rI) 1 
xl2 + zIG - -

the measures ùiscusseù in Chapt.er 2. differenL probabilistic faillI, rO\'f'ragr> ml'aSIlIf'S / "II 

be ca\culateù. Nonetheless. moslly duE' to the differ(>llce bpt\Ve~~ll faillI dOlllaill alld 

error domaIn ùeception volumes, the quality of the derived probabilistil failli, (OV('! n~f' 

measures remains an open issue, Finally, an immediaLe apparent. dra.whal k 01 l,hl' a.boVI· 

analysis is ils limitation lo single-output circuits. The following sllb~p( t.ioll dis( IlS~PS ail 

extension ta multi-outpllt cÏlcuits. 

5.2 Extensions tu Tvlulti-Output Cir~uits 

Most applications of DIST woulà Ilormally be intenùed for lllulli-ou!'PIII (11-

cuits. Se\'€ral ùifferent schemes have iJeen proposeà for the compactioJl of f.I)f' rflS!H}Wi/' 

of multi-outpul circuits. Readers interested in the variolls I>fOpo'litiollS ilia.!" in tlll' pa:;t 

are referred ta [Zorian ~il or [Dardell 871 for discussiolls and 1I(IlJl(~r()IIS r"[l'n'lIl f':l 

In the case of signature analysis. one straightforward optioll j~ !'o hav,' il 

register cornpacting each one of il circuit's outputs. ln [David ~41, sllch " 'H Il/'mp a:i w/·Il 

as sorne variations of it are studied for t.he case where the siglla!'Ilf(~ ilJlalY9is rp gi<;I,I'!'l 
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5.2 ExtensiollS to M \lit l-/)Iltpll! l'ircUlI f' 

are chararterizE'd by polynomials 1 + xm. Of course, the overhead of such schemes is 

high. Allot her alternative is to multiplex a single-input signature analyzer 10 the C1J1'"s 

various outputs, one at a time. and to repeat the test sequence for eaeit out l'lit . 

An interesting altemative to multiplexbg is possible in \'he case of botllld­

arr scan designs [Maunder Si] fLagemaat 8i]. In sueh designs, in test mode. eaclt of 

a circuit's inputs and outputs may be connected to form a shift register. For a chip 

with boundary scan, a lllST ')cherne such as the one shown in Fig ·5 1 is a posf:ihil­

ity. In t,hal s( heme, a test consisls of loadillg the scan register with a pf:eudo-randolll 

tes!. pattern. applying the pattern to the eUT, collecting the CUTs out put respollse 

in the scan register, and finally sliifting out the response in a signature analysis reg­

ister Ilpnce. for such a scheme, the analysis techniques developed in Chapters 3 and 

-1 rur "!/!:."<>-input signature registers can oe used for multi-out put cir(.uits The iter­

ative tedlIlique of Chavter 4 i5 J:<l.rticularly suited since it can handle \'ariable \'alues 

of L Suell would be the case here sillce the sequence [ed to the signature analyzer 

would originate from severa! different outputs of a eUT The techniques developed t.o 

est.imate fault ùetedabilities [Drglez 84] [Jain 85] [Seth 85], i.e., E. can gpnerally be 

lIseù with lIll/Hi-output circuits as weil IIowever. for the rnulti-olltput circuils. these 

algorithms calculate multiple single-output probabi~ities of fault detection. but do Ilot 

calculatp truly multiple-output (joint) fnult ùetection probabilHies. IIence. givp'l this 

drawback. the simplest assumption to make is to assume tltat the errors appearing on 

ully gi\ en output are indepenùent from those appearing 011 any oLller vulput., hpllce 

are uncorrplat",J. Thus, assuming of independence or errors at a CUT's outputs. and 

asfiullling lita!. il. particular fault proùuces an error at output 1 with probahility (l, at 

OUt.pllt. 2 witll probability €2, .. , at output m with probability €m, the sequence of 

el ror probabilities corresponùing to the error sequence shifted in the signature analrzer 

would periodic of the form: 

€I, (2" , .• €m, €I. €2,"', €71l, €I, €2,·". €m ' , .. (!;,U) 

Sudl a t.ypt> of spquellu' of values of € is reaùiIy hanùled by the iterat.ive technique of 

Chaptt'r t. If the inùcpendence assumption wer~ not considereù reasollable. oUler types 

or Illlllt.i-Olltput error moùels coult! also be studied with the iterati\'e technique sint.e it 
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can handle any value of E on an~· bit of a sequence. 

Z L~""""--'-""""'-'-.., 
<t 

b5 eUT 

SA reg. (LFSR) 

Figure 5.1 Multi-output circuit with a WUl chain and an LFSn rl" SA 

Anotl.er BIST scheme for multi-output circuits that IIsee; c;igllatuff' illlilh''ii', 

for compaction is one where the outputs of the circuit. arp fed dirprt.h t.o ,\ 1 li" ,,11,·1 

input signature register or mulfl-Input sloft reglster (M ISR), a,':; showlI in FiR fi ~ 1"01 

such cases. the analysls technique., deH~loped in the prec('dil1g (!laptN., for ..,iI1RI,,-inpllt 

signat ure analyzers can also hl' used sinn' il has 'W('JI <;hown hy 'ipvl'rnl ''''''1',11111''1', 

[Srid.har 82) [IIa,<;san 831 [Oardell 8i) that tht' parallel COll1pa( t.iOIl or tlt" II':-'pOIl:-'" 01 " 

multi-output CUT by a MISR can be retluced 1,0 t.he compaction of an (,Ifluvall'Ilt. ~H'lial 

sequence fed ta a single-input LFSR characterizetl by th<> same fcpdhack cOllligurat.loll ,l'; 

that of the MISR. In each of the cited references, the redll( t iOIl i<; 'ilrowll for t.h" il1l.('1 Il,11 

type of MISR (and hence LFSR), i.e., the type where the last. "it agp of thl' LFSH f""d:-. 

back to several EXOR gates that lie between the stagf's. Thl' illf.<'rllal t,yp" 1)1 Mlsn 

is the most attractive in regard 1.0 area overhead. llowl'vPr. t!)(, allaly",~ f.(l( hlliql"'" 

developed in Chapters 3 and" apply 1.0 tilt' external t} pt-'.., I)f ff'f'dhil( k (oldiRlrr ,d.joll:, 

IIowever, as rnentionetl in Chapt.er 3, isolllo!phk trallsforlllatioll:-' lJf'tWf'I''' 1.111' f,WI) ty!,''', 

have been <.Iemonstrated IIllawiczka 8(31 Hell(.e. IJsiIl~ thf' tW!) I.vP% of 1.1 il,,~rl)r Ilia l.i')J1'l , 

the process of parallel cùmpactlon by ail int(>rnal type of MiSa «lll hr> n'dl!("d 1.1) tlt.' 

seriai compaction by an external type of LFSH 

The aforementioned formai retluctions are not. presp.llt.ed lu'[1' ]foW(OV('I, 

an example is given ta illustrate the Ilature of the transfOl 1Jl:tt.ioll t.hat n'dlll (On t 1,.. 
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5.2 Extensions to Multi-Output (,ircuil~ 

TPG 

eUT 

MISR 

Figure 5.2 t-.I"ltl-olltpul ClTClIIt wlth il MISR for SA. 

parallel compactioll process hy an internai r-..USI1 to the compaction of an equi'mlent 

SNi al R(l(l'J('l1ee by a singl(l input LFSn with the same feedback configuration as that 

of t.hp rvlISR. Fig S.3a illustrates the eompaction of six 5-bit veetors bv a 5-hit ~rrsn 

with a feedhalk polynomial J(x), while Fig. 5.3b illustrates the functionally equivalellt 

COfllpaction of a s('rial Git seqllf'J1ce, deriveù trom the six vectQrs, by a single-input LFSIl 

characteriZf'd by thf' same feedhaek polynomial J(x). The eqllivalent seriai seqllenep 

is silllply ri hlt-wise modlllo-2 SUIn of shifted versions of the output Vf'ctors from the 

eUT. IIenfp, a.'lsllll1ing that (ladJ Olltp1Jt bit from a given output l of t.he ClTT has a 

cOllst.ant. probability of crror (l' anJ is inùepenùE,>nt of every oUler output bit. then the 

probahility of ('fror of eat.h of t he bits in the equivalent sequence can be calculated using 

l'ct (33) rpcur"i\(lly Civen thl:' f'qtlivalent. probability of error, €eq for the equivalent seriai 

sequl:'J1re. th" t.ee hniqlles developpJ in the pr(lceding clIapt.ers ean be IIsed to analyze 

t.he cffcct of lOmpactioll with lllulti-o'tLput circuits. 

lIcnle. the generalization of the analysis of compaction of Lhe response of 

Illulti-out,put circuits hy LFSHs or r-..llSHs ean be considered rather sf.raightforwald 

since the anulysis techniques developed for analyzing single-input signature registers 

can hl:' applied 1,0 thl:' l11ull.i-output cases. Based on the assumption of the independellce 

of ('rrors at t.he outputs of multi-output CUTs, techniques ta llntl equivalenL € values 

lta\'(' ln'en sllggesLt'd ab'_H'e. The problem that remains open is determÎning whet.her 

surI! a..,stlIl1pt.ions are reasonable. 

1 
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5 '.1 ('ollin~ Thl'N\" "l'l'IiI nt '''11' 

o 0 , , , 

1 0 0 0 , 
1 1 1 1 1 
o 1 010 
o 1 0 0 1 
1 0 0 0 0 

s 
(0) 

o 0 1 1 
000 1 

1 1 1 1 1 
o 1 010 

o 1 0 0 1 
CP 0000 

1010011001 

s 
(b) 

Figure 5.3 (a) A MISR. allll (h) ils eqllivalellt sill~le.ilJpllt LFsn ISII.thal 1121 

5.3 Coding Theory Applications 

5.3.1 IlltrOÙllr~ioll 

The aliasing problem in the cont<'xt of DIST is c10sely relatf'd 1,0 tht' pro""'111 

of an unùetedeù error in codillg tlteory Thollgh tf'sl.ing f'xpf'rt s hav .. oft l'Il PX ploll l'd 

the results from coùing theory for making daims in legarù to their tesl.ill~ J)1()"I"!Il~. 

few have explkitly stateù titis relationsltip, anù consequcntly, equivalf'nt II'~tdtH haVI' 

of'casionally ut'en ùerived independently For example, the rpsllit hy Williallls 1'1 al 

[\Villiams 861 statillg tltat the probability of aliasill~ lpllds 1,0 2- rn as th" 'Wql/"ltf f' 

length tenùs ta infinity, fOI ail LFSR configuratiolls, alld for ail vahlf's or I.Il1' l'fr 01 

prohability, haù previously been ùeriveù in the tontext of corlillg t/H'ory, i.I'., ill :Witzil l ' 

851. Recent/y, in [Gupta 881, Gupta allù Pradhan pxpli( illy statf~d titI' n·Jal.io".,hip 

between the lesting and f'oding thf'ory prohlellls. Gupta alld l'radllalt lI'if'd a w .. l1-

known expression for the probability of an und('Leded error fOI ( V( lie JJallllllillJ4 f od,"., 

and derived [rom it an expression for the prob,lbility of aliasillg in Bi~T IIow(·v('r. 1 Il''il 

result applies only ta the aliasing probability of test seqIlPIlC('S who'H' IpJlgl 11" f 01 If'~q)l,"d 

to naturallcngths of I1amming ('O(}"S III t1l(~ [ollowillg, aftpr df~'if riiJlllg Iltl' II·J,llifllt·,"I!, 

hetween the proLmuility of aliasing in t.estillg al1ù tltt> plobability of ail '1I11/f'l !'ct.!'d fOr ffll 

in coùing theory, the iterat,ive technique developeù for cOlllptlt.illg titi' probal,ilit.y f,r 
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5 '3 C'odillg Th(>ol"Y Applicnt,if)lI~ 

aliasing is shown to be useful for computiIlg the probability of undetected errors for élllV 

Crcl!C code and éln}" shortf'lIed \'ersion of the latter. 

5.3.2 Prohability of au Unù('teded Error 

C'yrlzc codes. as weil as shorfened cyclic codes, also kuown as polynomial 

codes or cyr/lc redundancy check (CRe) codes [Lin 83J. are widely used for error delec­

{ioll in data communication systeIIls. The particular appeal of shortened cyclic codes i'5 

tltat thcir encoding and decoding may be performed using the same simple circuit.s as 

thf> ollee; emp,oyecl for the original code. A number of crelic codes have bct>n adopt('d 

as standards. (l.g .. the CRC-12. CHC-ANS!. and CRC-CCITT codes [Tanenbaum 81]. 

An (n.k) binary cyclic code C is a set of Zk code words of Tl bits defill('d ()~ 

a suhspace of a v€'ctor space o\'€'r GF(2), For ail code words CEC, the C'orresponding 

code polynomial c(r) is cli\'isiblp 0:1 a polynomial g(x) of degree m = n - k. ralled l,hl' 

g"npral,or pol! nomial of C, Supposing t hat a code ward is transmitted, let. r(x) dl:'lIole 

the codf' polynomial of t!le rec€'ind word, Decause of the channel noiRe, the Tecein'd 

codf' polyno1llial may 1)(' difft>relll from tbe transmitted cod€' polynomial. III t.he decoding 

of a linf'ar COOf'. f.he first st.f'p is 1.0 compute the syndrome, The syndrome computat ion 

can !w pt>rformed by dividing r( 2:) oy the generator polynomial g(x). Hence, an LFSR 

Wh05(, di\'isor polynomial corresponds to the code generator polynomial g(,c) can IH' 

\l5t><I t.o compute the syndrome If the syndrome is zero. r(x) is a code polynomial and 

tht> df>codN accppts r(r) as tltt> transmit.tt>d code polynomial. If the syndrome if; i10!, 

Zt>ro. t.!tfln r(r) is ilOt. a (ode pol}l1omial. alld the presence of error is detecf.ed. 

IIowever, in the case where the syndrome is zero. there is a possibiIity tha!. 

tltt> pleSellll' of errors is ulltleleded, This octurs when the error polynomial e(:r) COf­

ft>sponds lo a code ward of C'. Thal is. if the error polynomial is also divisible by t.!w 

rode ~(,Iwrator polynomial g( x). then the computed syndrome will oe zero oespite the 

prl'51:'1ICf' of t'rrolS in the received word. Usually, the possibility for st/ch undetected 

t>rror<; is allalyzed for the binary symmetric channel (OSC), and is characterized by a 

probability. d<'l1oted hert' by Pli' 
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5.3 ('olliIlR 1'11<'''1 \' "l'l'lirai \l'''" 

The probability of an undetected error can be comput ('d if t 1)(> \\ f'i~hl di"t 1 i­

bution of t.he code is known. Theoretically. the \\'f'ight distribut.ion cf <lll (ll_k) lill"HI 

code can be computed by examining its 2k code words or ln' pXéllllilling t hl' ~rr k cod,' 

words of ils dual anù then applying tilt' Î\[nc\\ïlliams idt't1t.ity [Lill R:~I !lO\\"\I'!' ,1:-' 

stat.ed in [Lin 83]. except for sorne short linear coùps and fi f('w dns~w'i of lillt'tlr ('(ld,'<' 

the w!;>ight distribtltions for many known linear cOIIps art' still unkllowll ht'C.\II'H' fin.! 

ing such distr;lmtions is computat.ionally infeasible. Conseqllf'1I1 Ij, il i" gt'IlPI al" \'f'l \ 

diffieu!t. if not impossible. to compute Pu for many knowll codf'S 

Nevertheless. the undetected error probability for various (n.k) lilwar ('orl.'" 

used soleiy for error detection on a ose channel with bit ('rror raIl' (or Irall'iitinll 

probabilit.y) E. E S: 1/2, has been discassed in nU1l1f'rOIlS [('('l'III. pap!'l" ILt'lIllg-) all­

Cheong 76] [Leung-Yan-Chpol1g 7<)] [Wolf 82] [Ka.'HlllIi R:lJ ! \Vi I.zk" w'l !FllJiw,II,1 x -" 

[t<.Iiller 85] [Fujiwara 86]. Earlif'r. l(orznil. [Korznik 13,')1 provf'd LitaI, t.lwrf' l''<I'iI:-. (/1,/,) 

linear codes whose probability Pu of an IlIldE'tectt'o error satisfit,'i t.llP followlIlg IIPP"I 

bound: 

(.s 10) 

for ail n, k. and ~ such that 0 ::; f :s: 1/2. l(orznik's proor is an existelll (' l'roof Sil!l f' 

then no generaI method has been found for generating coùes that sal.isfy ('q, (ri 1 ()) 

However. a few classes of known codes have been shown to satisfy a wPilkPr hOlll1d nll 

Pu., nalnely: 

P ,,- 2-(n-k) 
u -=: • (:-, 1 1) 

Examples of such codes are Hamming siJlgle-~rror correcting coc!f's, Iwrff'd hillilry (nd,Ui. 

and double-error-correcting primitive oeil codes of naturallength ILpllfl~- Yall-( :11"0111', 

7G][Leung- Yan-Cheong 79]. 

IIence, IIanuIling codes of natural length do <;atisfy the IIppl'r bnllnd l'" 

2-(n-Ic). Moreover, f0r small values of €, J7
'l 

is mll('h smallf'r than 2 (n k) "')W­

eVE'r, shortened IIamrning codee; do not Ilccessarily ollf'y tlli., bOlllld 1\0.; Illl'lIf i'lfl"" 

in [Fujiwara 85], the rea50fl for the illferpst in the perfOrlll<Lllfe, IIIf!a:lll!f>d tllll'"KII 

Pu., of short.eneù codes (not necessarily IIalIllIling codps) is thal t1H' nal.lJral "'II K' Ir ,)f 

1"/ 
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some of the si andarrl codes may be quite long. e.g .. the length of the CCITT coùe is 

ft = 215 - 1 = 32 767. lIowever. in practice. the length of a data packet is often no more 

than a few tholl~and bits. whkh may be rnuch '5horter than the natural length of the 

adopl et! t ode (·t)lIsequeflll~. "horl elleù versions of a coùe must often be used [Fujiwara 

Rr,J Sill( p the Ipllg' il o[ a dalil pa( ket also orten varies from say a few hundred to a ff'w 

thou~afld~ bits codes must also be shorteneù by variotls degrees. Alreatl\' in [Leung­

Yan-(;IH'ol1g 761. shortening lias been proven to affect the performance of a crelic code 

wit.h re.,pf:'c! to f he pmbaLilit \. of an undetected error. This performance is precisely 

tltt' [0('11S o[ numerous recPllt paper'i. e.g .. fFujiwara 85) [Witzke 85), and presentation 

abstrat t5. (' g. l~liller 8jl IFujiwara 86). 

Il! [Fujiwara 85], Pu as a function of f. for shorteneo versions of the CCITT 

codes obtainerl from two ùirrerent. polynomials is discussed, while in [\\ïlzke 8.5), t.h(-' 

sltol tened \,prsions of the CRC-12. CRC-ANSI and the CCITT coùes are examined. 

ln hoth cases. the resulls ale obtaineù b.\' c~ nputing the weight ùistribut iOIl of I.IH' 

dual code anù then making use of the ~la.,::\\ illiams iùentity ln [\Vitzke 85i. so-called 

"dirett" rnethods were useù to compute the weight distributiolls of inlerest. Onlyeighl 

dilferellt shortened nrsiolls (k = 5, 10. 20. 50. 100. 200. 500, 1000) of the codes were 

sl.udied for difTt'rent values of L 

III [Fujiwara 851. two iterat.ive rnel.hoùs tItal. are generally more efIicient th an 

titI' dirpct melhod are proposed for computing the weight distribution of shorlcIlpJ 

llalllllling coùes. One of the major strengths of these iterative rnethoùs is that their 

itt>rative nature t!tWS Ilot requin> the lengths of the shorteneù codes of Înterest. ta he 

fixed bl'forehand. i.e .. the melhods enable the weight distributions for the q coùes of 

lt'I1~! hs T. for ail l '- 11 :.:: q to !w obtained. IIowever. once the weight dis! ributions for 

1 ~ Il ::.:. q ha\·t> bt>en oblaineJ. the !\lac\Villiams iùentity 1 hen Iras 1.0 Of> used 1.0 comp1ll.e 

t.IH' dt'sirpd prohability P'I l1sing their iterati\'f' methoùs. the auLhors rt'ported cllrves 

lor Pli as a fUIle! 1011 of ( for a ùozt>I1 ùilferenl lcngths [rom n = 2,. to n = 32 iGï. They 

alsn rl'port('ù Iht' peak \'alues of Pu for different. values of n and different values of L 

tr~lÎn.,?, t ht'ir ilerath'f' tt'lhniq\w. the orùer of the computation time ta compute Pu fol' q 

dirfl'f('ltl cmlt> lengths. for a generator polynomial of degree m, is O( q 2 711
) (considering 

l)f) 
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the number. p. of non-zero cOf>mciellts oÏ the generator polrnomial lo hl-' a (011"1.1111. 

olherwise. the complexily is lineat in p). IIowe\·er. the itt>ratÏ\p t{'dllliqlll's dt";, lih,'d :1\ 

[Fujiwara 85] relv OIt properties of maximal-Ienglh sequences. i.e. 011 5P('( ifk pl 0IWI t il''' 

of sequences gellerated by primitive POIYllolllials. I1PIH·P. the !,('chniqll('" d(\ Il (lI .IPI'" 

to any coue generator polynollliais. 

ln the context of coding theory. for an ttndeteclrd error lo OCCllr, tll!' t,l'''' 

where no errors OClur must bp extluded t, and the pOI~llOllIial di\'idt'I (I,F~H) 11111' i 

have st<.lrted in tHe "all-zero- stale and relurlled to titis state aftN th('" hlt <;; ni t II!' • (Id" 

word have been shifted in the LFSn.. This condition for an Illldrt.t'dpd errol (O!II".pt1!\lI, 

exactly to the defillition of aliasing (eq. (·I.i)). hence. Pu =- PAL. 1'111'1('10\1', tilt, 

no\'el iterative technique described in the preceding chapter for compllt ing t h" alirl'nll~ 

proLaLility PAL can "ls() be 'Ised fOf cOlllplIting p,. for, ~(li, (od .. " of ail\' 1"lIgtlt ... ,'11.1 

generated by an)" polynomial. If the ilerative lechniqtte dpsrrilJPd ill ('haptf'r 1 i~. Il:'I·d 1 Il 

compute Pu, the Lime complexity of the algorilhIIl wdl lH' 0(1/ 2F11
) fOf (O!lil)ut "Ig l'" Ill! 

q difTerent coue lengtlis from 1 lo q (see Set! iOIl ,1.3 :; for lIIor'~ dpt ails Ofl !,III' ,llgt)! il 11111 '. 

complexity). Using tlte iteratin' techniq1le of Chapter 1 to rOlllput p l'" fOI \;111011:-; (flcl,", 

(polynomials) and \'ariOllS code lPIlgths cOlIst.il\Jt~s a fundalIlcntallv dilff'rl'Ilt. appro;\( h 

from ail the knowll previous al_tempts in that titis iterativ(> t('( hniqlll' dop,; !lot :mplv .111 

expIicit computation of thé weight distribution of the codes. !lOf tltat. of t.lw dual (0""', 

Moreover, the iterati\e technique from Chapt.E'f 4 enahles t'H' comput at 1011 of /"1 rO! 

challnels other than the BSC. e.g .. channels for which the prohabilit.y of l'rrOf ( lIIay 1,.. 

different for every trr..nsrnilted bit. 

5.3.3 ru for Various COfle G(,llerator POIYllollliaIs 

The plots of aliasing probahilitif's a5 a fllllet ion of tf'St. '1('fl'!prH f' Il'lIg! Ir, !"­

port.f>u in the IHf>vious rhaptf'r for dirrerf'rtt. fpedback poly"omials. r .. n 1", in!prprf'I,·d .1'. 

plots of Pu as a function of co,!(' length for t.he code'! gpneral,ed by t.l11' (orr'''ipolldlllg 

gellerat.or polynomials. 

t The prohahility of 110 prr'Jr~ occ IIrrillg for a (o"e w(ml (Jf n hil ~ j .. (1 _,) Il 

'" 
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5.3 Coding Theory Applicatinll~ 

In [\\Ïtzke 8.j1 and 1 Fujiwara 80;' the curves for the probabilit,y of an unde­

tcr:ted error for various '5hortpned versions of st andard cyelie codes arf' rpported as a 

functioll of t11(> bit error probahility €. \vith the code length as a parametf'r. Il w()lfld 

Itavf'o bflf'1l p()~sible to do similall .... Itere. hut ta illustrate an éllternath e \VRy or rf'port ing 

the ,wrformance of a shOJ tenetl code. instead. the prvbability of an ulldPLecteù error 

fur sholl.ened versIOns of the CCITT code as a funetioIl of the code lengt h, with € as a 

paralllf'tcr. is rpported. These clHves for Pu for the shortened versions of the CCIT'f 

(odes W'lIerated by the polynomial 1 + xr; + x I2 + XlI) appear in Figs. 5.4 and 05.5. for 

variOllS values of E 

IJI f FlIji\vara 8:;;. the \'alues of € which ma..ximize Pu. for a given code I<>Jlgt h 

arp rpport.eù. lIere. the lt>ngth for which Pu. is a maximum. for a given €, can be fO'llId 

direct.ly from the curves. 

o .0002 -
Probability of an Unuetected Error 

E = .25 

€ = .10 

0.00015 € = .05 

0.0001 
'. 

5e-05 

o 0 50 100 150 200 250 

sequence length 

Figl1rf> 5." Prl'babilily uf ail t1udelecteo error; ('('ITT code, g(x) = 1 + x5 + 
x \'.! + .r \fi 
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1 

1 
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Q 



2e-05 r 
1.:e-05 

le-05 

5e-06 

o 0 

Probability of an Undetected Error 

1000 2000 3000 

5.3 Cmling Tht'ol" Al'plic nl,i,,"~ 

(= .0100 

f =.0010 

4000 50011 

sequence lengtl1 __ 1 

Figur{> 5.5 ProbabiIity of an ullùetecled elTOI, ('('lTT code, g(x) =: 1 t x'i t­
:c 12 + x 16. 

These plots of Pu are ail curves of the ùynamic oehaviollr of m parit.y ( 111'( k 

equations. ThaL is, for the CClTT generator polynomial, Pa is plotted iUîSlllllilJg I.hal. 

16 parity check bits are appenùeù ta the 0riginal informat.ion bits. [Juwl'vpr, O/l!' 1 nilld 

also be interesteù in finùing, also for vario\ls coùe lengt.hs, the vallll' of l'IL f.hil 1. p"1IIII', 

if difft>rent numbers and ('ornbinaLions of parit.y check bits an~ aplH'ndpd 1.0 1 Itl' 01 igill.d 

information bits. while keeping the same code genel at.or polYllomial. Fl1r (',{illll"II', ill 

the case of CCITT, if ouly say R pari!'y che/~k bits w~re 1.1) 11f> aplH'l1dpd to t,It" III iglll." 

information bits. one coulcl be intE'rested in generating t.hosf' bits lJsing t.Ilf> <;;11111' (:( :l'I''r 

polynomial insleacl of gellerating them \Ising a polynolIlial of "pgl!'f' ~ 1" 1.I1t11. ("',1'. 

without any aùùitional cOlllputational efforts, the iterative U'r!1I1J 1 fll(l pl qpllH!'d 111'1 l' 

enables the analysis of ail ('i) ways of choosing 8 parity eqllal,ions Ollt. or 1.11" Ifi "!Jal. <II Î:l" 

with the given generalor polynomial. ThaL is, ill the case of a CCITT 1 Odf! ~f'lll'r .d.1I1 

polynomial. in lime complexity O(q 211i), for each code length fwm 1 to ", t11f' if.Na.l.ivp 

f) 1 
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technique proposeù here yields 2113 - 1 \'alues of Pu where each value corresponds to one 

olle of the possible non-trivial combinatiolls of the 16 parity equations that the gh'en 

rode polYllomial generat.es. Given ail the possible choices, the combinat ion yielcling t,he 

IIJinimum Pu coulù be aùopteù. 

5.3.4 SUll1l11ary 

Shorteneù cyclic codes are much useù in communication systems. Unfortu­

Ilntelv. herause of their variable lengths. shorteneù coùes are part of a c1ass of codes 

for which the code ùistributi011 cannat be known in general. However. from the rccent 

Iiterature, there is a neeù and thus interest in computing the probability of undetecteù 

error for variolls shortened cyclic coùes. In fact, such probability is used as a measure of 

th(' performance of a particular code. However. ta date. no particularly effective met.hod 

for computing sllch probabilities had been proposed. This thesis contributes an efficient 

technique for computing the probability of an undetected error for any shortened version 

of a cyclic code. 

The funùamental difTerence between the technique proposed here and eyery 

other known approach for achieving the same end is that the technique proposed here is 

not baseù on an explicit calculation of the weight distribution of the code for calculating 

the prohahility of an ulldetectcd error. On the other hanù. if one is indeeù interest.f'ù 

in finùing the weight distribution of a coùe for a given length. il. can be done from t.he 

calculated values of Pu for differcnt values of (. Thal is, given the values of Pu for 

a giv(>n codp lengt.h for 1 different values of E, a system of 1 Iinear equations can be 

sr!. up and solved to find the wcight distribution of the code for that length. Ot.hcr 

t.han it.1i simplicit.y and efficiency, the technique proposed here is also attractive for its 

capability of handling rhannels more complex than BSC, i.e .. channels \Vit.h varying 

prohabilit.iE's of ('rror rnay be handled at no extra analysis cost. !\[oreovN. t.ltis cont.rol 

on the prolmbilit.y of {'rror f of individual bit.s enables different codf' p()lynomials 1,0 I)p 

"t'ry easily E'vaillated fOI t.lreir pE'fformance in ïegald to the ùef.ectioll or hllrst errors 

Finnlly, the propos<,d iterative technique possesses anot,her important, faret. 

(1l1E'llt iOIH,d only hriefly). Giv('11 a code gf>nerator polynomial, this important facf't. iR 

J 
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that the technique does not onlr yielù t.he full dynamic behaviollf of ru !t'stdt illil. rlOll1 

increasing the code length in the case where the Humber of parity dlt't k bit:> is kl'pl 

constant, i.e,. equal to the degree of the gellerator polynomial. G i \'en tltt' ('odl' !l.t'III'I ill 01 

pol.\'nomial. the proposed iteratÏ\e tedlllique yields lhe fOlllplett> d~nallli( ',,,lra\'ioHI 01 

Pu resulting frolTl increasillg the coùe length for the sit.uatiolls \\'1IPI(' dil!!'I(·lI!. 1\1111111"1" 

of pariLy check bits are appenùeù to the origiual infolIIJat.ioll bit.s. IlPI\( l', 101 1\ y,i\'('11 

code generat or polynomial. the lechnique enables two dimensiolls f.() h(' rt'ad il\' IIIt.dn'"d. 

the coùe length Tt itself. anù the number and choice of parity cht'ck bils 'l'Iris fa( 1'1 01 

the technique seems \'ery promisillg for its potential usefulness in <!psigJlillj!, j!,()od (od(':;. 

and hence deserves to be explored further. 

'),i 
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Chapter 6 Conclusion 

Several different design for testability (DFT) techniques aimetl at reducing 

t.he soaring costs associatetl with testi.lg large and complex logic circuits have recently 

been proposed. Ullilt-in self test (ElST) is one particular DFT approach that is gaining 

increasing support l'rom the design, test, and manufactllring commllnities. In tllrn. 

several differenL BIST schemes have been proDosed. One popular ELST seheme for 

unstructured combinational logic is one where pseudorandom test patterns generated 

by a maximal-Icngth Iinear feetlLack shift register (LFSR) are applied to the circuit 

und(>r t.pst (eUT), and wltere the latter's response is compacted also using an LFSR. 

LFSIl-uased compaction is well-known umler the Ilame of "signature analysis·'. This 

ùissertation focusetl on suc Il DIST schemes. More specifically, the assessment of the 

qllalit,y of UIST schemes that use signature allalysis cOllstituted the global motivation 

for the work presented in titis tlissertation. 

Depending on the test st.rategy adopted antl the analytical and/or simulation 

tools available. tlifferent measures of the quality of a test strategy are possible. One 

frequt'ntly used measure of quality is the fault coverage. Bence, as for any other test 

strat<'gy, the (>stablishment of the fauIt coverage achieved by a given BIST scheme is 

('fucial. For UIST circuits, it is desirable to report the test quality Ilsing the salTle fa1Jl~ 

('()\'('rage 1llt.'é\Surps as thosp usetl in more conventional tlsting strat.egies. tTnfortunatplr, 

t 11(1 ("olllpactiull sta~(> in DIST complicates the matter. In some cases il prevents t.he 

tlsllal fault CO\'(>rage measures from being used as they woultl be in non-DiST cases. 

Th(> reasons why the usual fault coverage measures cannot ",Iways be used 
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was explained in Chapter 2. The possible aliasing in UlST is tlll' SOllrlP 01 (lit' plo'dl'1I1 

The amount of aliasillg must be measureù before an)" claim on faull W\'('\ (\V,I' ilia \' tH' 

made, In the same way t.hat several definitions of fault co\'eragf' exist. ~P\'f'lnl IIlf'<lSIII'''' 

of aliasing also exist, 111 t.he pas! howe"er. thf'se measures of ,tliasillg ha\!' 1'1(1'11 1""'11 

misullderstood amI hence misuseJ, The intention in Chapter 2 WIl:-l (n p[(w\<k ( h',11 

deflnitions of aliasing meaSUl'es Two broad classes of measllrps W,'''' d!'lilH'd; 1 Il,,·,,' 

based Oll the fault domain deception volume. and thost' based 01\ IIIf' 1'1101 1I01II<lill 

decepLion volumè. 

The measures of aliasing baseù Oll the fault domain deceplioll VOllllllP • lit , 

those that may be directly' useù with usual fault cQ\'erage men.."i1lf('5. lIo\V!-'vp r,lIIl'llslIr­

iug the fault dOlllain deceptioll volume generally requires the USf> o[ full raul!, "il1llll.ll inll 

The high cost of the rault simulation or large circuits Illay in SOlllP (<l!-.I·S 1''''( l"dt' t Iii" 

approach entirely. Proposeù allernatÎ\'e techniques to fault simulatioll arp I)/olm('ili<;( J( 

in nature. In the case of DIST. probabilistic fault cov('rage measurp'i ill\ply 11\\,,1:-'1111'" 

of aliasillg based on the error domain df'feptiull \'01 ume. Ty pi( ,dly, a pari if Il Lu t.VlH' ni 

statistical assumption was made on the error ùomain dpcppl.ioll VOIIIlIlI', alld fr011l 1 hi.., 

assumptîon, daims on the fault coverage [o!loweù. Unfortuolately, this il..'i<HlllIpt.ioll, i e . 

the assuming of a uniform distribution of error sequences, is generally not. just.iliahl" 

:More justifiable is the assumption of a binomial distriblltion of f'fror SP!JllI'II('(''i. SII( Il 

an assumptioll had already been used for calculating the probabilist.ic f<tult, (OVl'raR" 

in testing strategies that do not include circuit respollse c1Jmpadioll. Il o\Vf'\' ('f, al. (1)(' 

lime of the initiation of the research reported in this ùissertation, unly V(lry ff'w fPsparr Il 

attempts had been aimed al. analyzing the problem of aliasillg IlndN th!' binollliai di<,­

tribution of error sequences. For signature analysis. an asYlllpl.ol,ic n'sidt. had ff'f Plillv 

been proven. along with olher quali tati\'e results. IIowever. no corn p Il ta' iOIl allv If'ilhi l ,l,· 

technique exist.ed lo measure the aliasing of signature analvsi.., Sdlf'fI\(''i 1111<1,,1' 1,1\1' a!i 

sumption of a binomial distribution of error sequences. S1Ieh l,{'dllliqlH"i fortfl f 1Ji' 'I)r" 

of this ùissertat.Îon. 

Two basic techniques for calculat.illg the probability of aliasillg f)f Si~'tat.1JTf' 

analysis regisLers were ùeve!opeù. In Chapter 3, the first one was preselltl!f1. 'l'II(> I.l'f Jr-

*)7 



( 

COllclUf"iflll 

nique essPJltiallv consists of capturing the behaviour of the signature analysis register 

thrtJugh a boolean equation for cach of its stages. Such equations can be obtained in 

Iinear time and "pace complexity The equatiolls for a single stage were shown to COI\­

st il Il f e good flr<.ll-degree approximat.ions to the joint behaviour of the multiple stages 

of the signature registcr. Therefore. the analysis of the behaviour of sipgle stages of 

a signature rpgister prm'ides heuristics that are useful for making important design 

decisions. e.g" the typP of feedback that should be adopted. or what number of t('st 

patterns shollld he appIied to the eUT for the signature allalysis register ta approach 

its asymptot.ic hehaviour. 

For making quantitatively more accurate and stronger daims on the aliasing 

problem. the anulysis of only one stage is insufficient. To make such daims. the joint. 

bcltaviour of ail the stages of a signature analysis register must be studied. Given the 

boolean equations for the individual stages of a signature analyzer. solving for the liroba­

bility of aliasing \Vas shown to be transformable to a standard signal probability problem 

for a combinat ional circuit where the number of inputs to the circuit correspOTlIls Lo 

t.h(' S('ql1('IICP ICIlgt h. For the g<,neral case. i e .. for signature registers chararterized hy 

ally feedback polynomials. solutions t.o this prohlem require a computat.ioTlal fomplexit.y 

that is exponential in the sequence lengdl. Howe,,~r. for feE'dback configurntions chnrar­

t.erized by polynornials 1 + x tH
, whE're m is the number of stages of thE' signature register. 

r1osed-form ('xprpssions were ohtained for the probability of aliasing, as a function of 

t.hree paramf>f,('rs: the SE'quence length. the number of stages of the signat.ure regist.er. 

and t.he probabilit.y of error. III the case of registers charact.erized by primit.ive polyno­

minis. expr('ssions fot' upper hountls on the probability of aliasing, also as a function of 

t.h(' fl('qlll'II(,(, lellgt.h. the number of st.ages, and the probability of error. were deriv('cl. 

In Chapter 4. a completely different. approach for the compllt.at.ion or the 

prohahility of aliasing \Vas proposed. This approach is iterative in nat.ure. If. is IH1R('d 

on rccursion ('quations in two dimensions; one dimension being the s('quence lengt.h 

(tinw). and thE' sE'C'ond being t.he number of stages of the register Îllyolv('tl (spn(·c). 

TIll' colll!)I('t(' t.<,chniqu(' proposE'd for H,eratively computing the probahilit.y of aliasing 

involn's 2171 
- l recursion equations. for a register with m st.agE's. IIowever, Ilsing 



- the proposed notation. titis exponcntial numLE'r of E'quatiolls \Vas redllcl'd to ollh' t\\O 

relatively simple general equat ions. valid for any feedback polynomial. 'l'hl"=;(' ~(,IH'1 ni 

equations make the soft'ware implcmentation of the techniquE' part.icularh' t~fUW Bt'('nll';\' 

of ils iterative nature and the E'xponcntialnumLer of rcctIrRi'J!l l'<!uat.ioll<; ill\ol\'f'd. Ih\' 

technique yields a soluI ion for the alinsing prohaLility- Ilnpnr in thl' St'Q1H'11( t' 1(',q~llt. 

and exponen t ial in the signal, ure reg is ter's Il ulllber or st agl's. 01 comsp. 1 Il t' (H. pOllPtll inl 

complexity prevents signature registers of any size from bpillg allah 7.('<\ NOIH,t 1\1,11><.:. 

the rela.tive simplicity of the calculations illvoh'ed E'nablcR ft'gi<;t ('r~ or <:iz\'<; (l( inl 1'1 1><,1 

in practice to be analyzed readily. Examples were given in Chapt cr 1 

ln regard to their respective cornputa(,ional complexiti('s. an inten''lt illg JlHI­

allel call be drawn between the techniques developed in Cha pt NS :1 and 1 and t.ht' 

Mac\Villiams iden(,j(,y, a well-kno\\n iùelttity rur code \\'f'ight. di:-,t Ii'JlJt ion:-. i:"tl ~cl A·. 

seen in Chapter 5, the proLlem of aliasing in the context of IJ IST pa 1 allf'(c; Iltp 1'1'11,­

abiiit,y of an undetectcd crror in the context of coding theory. Th(' usual I1wl htHI<; (Of 

dctermining the probability of an undetect.ed error rerttlirE' t1w (kt ('rTninnt iOIl of 1 hl' 

weight distribution of tlH' coùe d('terrnined by the feedback (onflguratioll of 1 1 If' L"~~H 

Inf,erestingly. whilc the technique in Chaptf'f:~ rNluires n C'ornplf'xity t.hal iR l''<POllt'fll.i,d 

in the sequence length i.e .. 0(2"). that of the technique in Chapt.pr 4 is l'xpolll'nt.iai ifl 

the size of the signature r('gister. i.e .. O(2T7l
) The Î\lacWilliams idpllt.Jf\ 1)('rtIl1t~, t.h!' 

same sort of redttcLion for deterlllining t.he wC'ight. distrihut.ion of rod!''i Tlttlt. is. wltil!' 

the direct. approach for determil1ing t1H' weight dist.ributiolJ of an (rI.k) (ot!P, wltt·rt· 

m = n - k. is to analyze the 2k code wortls. the alternat ive is to allaly7.e t.ht' 'ln - k .:: 2"· 

code words of the dual code and then use the Î\lac Williams idp/lt.it.y. TIlf'n~ror(', !.III' 

MacWilliams idell(,ity permit.s a reduction in complexity of t.h., :'HlIrlP. ord!'r I.hat. th,. 

it.erative technique procures 

atIter thun ils computaLÏonul feasilJility when compart-'d t.o allv ot l!f'r k/lOWfl 

approach. the advan(,age of the itprative tel hnique devploppd in Chapt ('r -1 i'i t.ha!. il 

l'nables distributions of error seq1lences olher than the brnt)!llinl dist.rih1J I.IOfl 1.0 !,f' ')11, 

alyzcd at no extra computational cost That. is, t.he itf'ftltivf' nat.IHf' of t.11f' t.('( hlliqlll' 

permits ('very bit of an crror seqllence 1,0 he charactcrizf'd hy it~ own partir IIlal prol"l-

')', 
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Cond u!'ioll 

bility of error. This enables se'.eral types of errors or distributions to he allalyzeù. e.g .. 

different ùep~nùent errars. or uurst errors. This variauility also enables the stuùy of 

aliasin~ in IJiased random testing applications. 

Applications of the analvsis techniques in regard to test length calculaliolls 

anù test confluence were discussed in Chapter 5. The lack of efficient analysis teclt­

niqu{'s for calculating the probability of aliasing under error sequence distributions. 

other than the unreasonable uniform distribution, previously pleventeù t.he efTeds of 

LFSR-baseù cornpaction from being justifiably taken into account. Thus. this ùisscrt a­

tion tOntributes analysis tools that are essentié'.l for establishing the fault coverage using 

probal>ilistic approaches. i.e .. when deterministic methods such as full fault simulation 

are l10t possible or feasible. 

The analysis techniques developed in Chapters 3 and 4 \Vere essentially for 

sillglp-inpllt signature registers. and hence apparently mor~ particularly Slli1.0d for single­

output circuits. IIowe\'er. extensions of the proposed analysis techniques 1,0 mult,i-ou1.pu1. 

Cirftlits \Vpn' discussed in Chapter .5. 

Finally. the techniques developed for computing the probability of aliasing in 

the context of BIST have important ramifications in the context of coding theory. That. 

is. the iterative technique for computing the probability of aliasing may be tlsed a.c; an 

pmdent technique for computing the probability of an undetected error for shofl,01H'd 

cyclic codes. The technique enables the computation of the probability of an undetected 

crror for the st.anuard binary symmetric channel, as weil as for more g('neral channel 

lllo(h,ls if nf'f'd hf'. Finding efficient algorithms for compllting the probabilit.y of unùe­

t,prt {'(l f'frors of shortenpd codes con tinues to attract several researchers' a t.t.entiûl1. In 

t.his ff'SIH'ct.. this dissE'rtation makes an important contribution. OUter coding theory 

applicat ions of the technif}uP remain to he explored. 

ln rpganl to otlter suggest.ions for further work. it may be possible to rind 

ways of rf'ducing the complexity of the iterat.ive technique for ail or only cert.ain t.ypes 

of ft'f'dback configurations. Abo. finding different types of approximat.ions tltat, would 

f('dllcP the cornplexity of the it.erat.ive technique from exponential to polynomial may 

1110 



- be possible. For BrST applications. much interest has rerently bet>n (''<Pl ('sst'd lor 11011-

tinear compact ion structures Iike cellular automata [Hort.ensius 8il, 01' Ih., romplH tioll 

st.ructure that arises in the cirrular self test scheme [Krasllit'wski Ril 'l'hlls. dt'If'Illlill­

ing if and how the iterative tt'chnique of Chapter ·1 coulcl tH' g('nern.li7pd lor hillldlilll!; 

Hon-Iinear compaction st.ructures wouk! also constit.ul(' ail illlpr('still~ Plll')lIit (lI th .. 

work presenled here. \Vith respt'ct, 1.0 mort' global hllt. pNhC\(ls nlso 111011' 11 ') "fil 1 '''Sil'''' 

more empirical work should he pelformt'ù 1.0 establislt t.llt' validit.y or 1 hl' a:-slIlIlpt 'fil' 

of the binomial distribution of error sequences SlIch empirital fl'Slrlls, (olllbilll'd wit h 

analytical work of the type presented in this dissertation shollld I)('r[('( , prohahiliq i, 

fault coverage analj'sis tools, and cOllsequently make them trwlI.wort.ltr ail PI llitf.i,·('o.. 1 (1 

c:osLly deterministic approaches such as those based on fault simlliation 

If' 1 
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A. Ploof 'Jf Theorelll :; 'J 

Appendix A. Proof of Theorem 3.3 

Prior te pro .... ing Theorem 3.3. two lemmas are proven. The sl.ntement and 

proof of t hese first requires a few preliminaries. 

Assumillg a particular LFSR characterized by a primitive polynomial of 

ùegree rll. and assun1ing a tesL sequente of length n, the ft x n malrix of coefTi­

dents C ùefined in Chapter 3 can easi\y ue found. For example. for the polynomial 

f(x) = 1 + x2 + x). \Vith Tt = G. C is: 

c=n 
0 0 0 0 0 
1 0 0 0 0 
0 1 0 0 0 

(A.l) 
1 0 1 0 0 

\~ 1 1 0 1 0 

1 1 1 0 1 

Ghen C. for TI 2: m, cOllsider only the nt " n su hmatrix of C formeù Gy 

taking the lasl m rows of C. Le., lOWS n, Tl - 1. ... , Tt - m + 1. Let this resultant matrix 

of m rows and n coluffins be denoteù by Cmn • For n < m, C mn is not ùefineù. For C 

giv(,11 in eq. (A.l), Cmn is: 

0 1 0 1 0 n C mn = 1 1 0 1 (A.2) 
1 1 1 0 

Oefine a two dimensional tvl7ldow W to be any nt ~ nt submatrix of Cmn 

forlJl('d by taking anv m cons('cutive columns of Cmn . For a matrix V nm , ther(' is ft 

t.ot.a! or TI - m + 1 possible window::;. Of tollese n - m + 1 windows, on Ir ll1/m J nOI1-

o\'('rlappillg (t.ha! haH' no comlIIOIl collltnns) windows cali he round. FOI Cmn givf-'II in 

t'q. (A.2), tht'rp art> G - 3 + 1 =., possible wilHlows. These are: 

1 
1 
1 

(A.3) 

t t fi 
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A Pro('( 1'( Tht'orPIIl l :l 

0 0 

D W2= 1 (A..I ) 
1 

0 1 n W3= 0 (/\,;;) 
1 

(A (i) 

Among W 1 • W2, W3, W4, only lG/3J = 2 non-overlapping windows can 1,,· fOllnd, il', 

W 1 and W 4. For the polynomial of this particular example, thf' S<'qIlPIIC (' of st.at.p:-l 

(of periodicity i) that the LFSR goes through when initialized t.o th(· "IO()" ::;t.at,,, and 

cycled in the autonomous moàe is: 

100, 010, 101. 110. 111. 011, 001, 100, '" 

Notice that from the properties of C thaL follow from its d('finit.ion given in Clwpt,PI :1, 

the m rows of any window W of Cmn obtained from a primit.ive polynomial corrpspolld 

to m consecutive states of the LFSR when the latter is cycled in the aut.onO!llOmi /lIOdi' 

Moreover. for primitive polynomials, these m states are distinct be{'all"ip tJJ(' Iwriod 1)/ 

the sequence generated by a primitive polynomial is 2nl 
- 1. Hem.e, no statp ( ail rf'p .. a 1. 

within only m shifts. 

Consider each row of a window W ta bf' an m-f.llplp ovpr <l ri"lcI fi'. Sill! l' 

every window W is made up of m rows. every window W of Cmn is const,it.lIt.r~d by a fll't. 

of m m-tuples. Now the foilowing lerruna can be proven. 

Lemma A.l: The set of m rn-tu pies that constitute every window W or anv Cmn obl.aill(·" 

from a primitive polynomial fOfTns a basis for an m-dimensional V(·dor spa! f' ')V('r a /i,·ld 

F. 

Proof: Consider the first m states that any LFSR characterized by a primif.ivp POIYIII)­

mial goes through when the latter is initializr:>d to the "1000 ... 00" state. Jj(·f·aww of tllI' 

III 



( 

A. Proor of Theorelll '1 '3 

shift,illg propert.y of the LFSR. the latter sequence of states SI,S2.S'3, ...• sm' in matrix 

fUfm. will he: 

51 1 0 0 0 
82 X 1 0 0 
93 - X X 1 0 (,\. i) 

Sm X X X 1 

wh(lrp X dcnotes 0 or 1. Clearly, hecause of the ones in the main diAgnonal, the m 

11l-t.llplcs form a basis for an m-dimensional vector space 

In the autoIlOmOtlS mode. at every shift, the current state of the LFSR is 

mnpIH·d ont,o a unique sllccessor state. This one-to-one and onto m(lpping from (In 

clement in a space onto another clement in the same space is a Iinear transformat.ion 

that may be described by an m :< m matrix. where m is the number of stages of the 

LFSn [Colomb 821. Letting that matrix he A. if the state of the LFSR al. time l IS S", 

tlIen the state at time i + l is sz+ 1 = StA. 

If the linear transformation destribed by the matrix A is applied j tillH'S 

to cadl of the states SI, S2,' .. , Sm, the set of m consecutive states t,hat rcst'.lts is: 

(~IA),!'IzA),S3A), ...• slllAJ), where A) denotes the J th power of A. ln genem!. 

any window W of C mn is constituted by such m consecutive states, i.e., for each 

Willdow, there exists a J such that the m rows of W correspond to the stat.es: 

(~I Al, !'IzAJ ,sJAl, ... ,SmA)). From linear algebra [Bloom j9], applying a one-to-0np 

lillC'ar t.ransformat.ion to eaeh of the m elements that form a basis for an m-dimensional 

vC'cl.or spaf<' yÎ(·lds a set of m unique elements that also form a basis for an tn-dimensional 

v(·ctor spa("P. ThereforE'. since the set of states SI,SZ, ... ,Sm form a bélSis for ail 711-

dimclIsional VE'ct.or space, so does the set of states (SIAl. s2Al ,s'lA), ... ,!'!mA'). HE'lIce. 

the m. m-t,nples from every willdow W of Cmn obtained from a primit.ivp polynomial 

COIlSt.itUt.E' a hagis for an m-dilIlC'nsional vector space. • 
Dpfine a COller for a particular window W to be a set of element.s wt ] or W 

surh thnt tilt) = 1 a.nd eXllctly one element from each colunm of W is selected. For 
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example, for W 2 above. the elernents U'u. IL':!:! and W{:l constit,lIt~ a CO\·('r. No", d,'fitll' 

a perfect COl'er as a co\'er that con tains exactly one pleIllpnt from each lOW 01 W Fnt 

the window W 2 above. 11'11. fi'.!:! and Il'n dops Ilot constil.lIt.e a p(3rf('( t. COVf'r 1)('( li """ 

no elements come from the third row, while t.\Vo come from lhe tirst. IOW IIowP\·t>I'. t.h" 

set. of elements Wl1, U'2:.! and rc1~ does constitute a pprf('d COH'r for W.!. 

Lelllllla A.2: For ail n and rn such that 11 2:: m. for tlH' sublllalrix C mn fOrJlIPd \Iv t..lkiI1J\ 

the last m rows, i.e .• rows n.n -l.n- 2 .... ,n - m + 1. from tlu> mat,ix 01 (OI'IIi( ipl1h 

C generated from a primith'e polynomial. a perfect cover is guaranteed 1,0 exist. fot P<l( Il 

of the n - m + 1 possible windows W of Cnm . 

rroof: For the lemma to hold. n must be greater or equal to m sinn> thp c1t'lillit.ioll ni 

the matrL"{ Cmn , and hence also the definitioll of a window W, rl'quirps titi" (ol1dit.iol1 ln 

be true. From Lemma A.1 e\"pry window W contains a set. of m-t.uplps I.h.11. (Ollst.il.lIl", 

a basis for an m-dimensional vedor space. Dy tlte definitioll of a hasis for a V('( t.ot 

space. it follows that at least one perfect caver for e\"(~ry willoow is ~lIar:tllt('l'd 1,0 

exist [Dloom i9j. For example. by performing eleml'ntary row o~wrat.i()lIs, i.(' , sitllpll' 

Îuterchanging rows of W. the main diagona.l of W can ),p made 1.0 I)(~ ail O!l!'H, i.1'., 

tL't 1 = w22 = ... = wmm = 1. The elements of titis diaglj,ml const,itut.(, a. Pl" rp, t. 10\"'1 

for W. • 
Theorem 3.3: Assuming a primitive feedback polynomial and an error sequence or 1f'lIgt.h 

n, an upper bound for Zn = pr( alI-zero state al. time n) is: 

/' (1+11-2€ lln/m J )m 
Zn .::: 2 ' (A H) 

where 1 1 uenotes "absolute value of." (For n/m :?> l titis bOIJnd t~ f'H~;PJ1t.ially t.\", 

envelope of eq. (3.15)). 

The proof relies on the Full Range Cutting AIgrHit.hlll ISavil R:q. 0", (' t IJI' 

aH-zero state probability problem is formulated as a signal probahilit.y "rl)"It'Ill, t.lfI' 

t 1~lIlflill~ a. r~rf~d c""~r j .. l'IJllivall'1I1 10 Ihl' prohll'lI1 of fi,,"jll~ a .'fl "1 ,(,.,trn. 1 T~l'T~.,,'nl"'llIr' 
frolll a collection of slIbsets. or fiJltlin~ a maximal ",.fltchlnlJ in a bip:u t.itl' ~I apI! 1'1'11' hl Roi 
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A. Proof of Theorem '3 '3 

objp( 1 ivp is 1.0 find an upper bound on the probability of a zero at the output G of 

the <..Ïrtuit in Fig. 3.9. For primitive polynomials. the circuit in Fig. 3.9 con tains 

n'convergent fanout lines. For such circuits. the Cutting Algorithm yields bounùs for 

the circuil,'s output signal probabilities. The procedure of the Cutting Algorithrn is 

lo lea .... p UJlcut only one of the branches from a stem line and to eut aIl the remaining 

ones. The uncul brandI lines retain the signal probabiIity of the stem, and the rlll. 

branches are assigneù the full range probability interval [0.11. Once a circuit is eut 

il. heromes a trec. Henre. from l~_, n on. the signal probability bound calculations are 

sl,r~ighlJorwnrd. The rlllec:; for basic gates are gh-en in [Savir 831. 

CUJ1centrat.ing on only one of the m stages. assume the scenario shown in Fig. 

A.l where t.he XOR gate has as its inputs q uncut tines and r eut lines. The q tlneuL 

lines ea.( h ca.rry a I-probabitity of 1:, and the r cut tines carry the signal prohabilil.y 

inter'mls 10, Il. FlOm the associative property of the XOR gate, this (q + r)-input gaf.e is 

eqnivalcnt t.o a two-input XOR gate where one of the two inputs has thp O-probability 

llr(O) = I+(1i 2()'l (from eq. (3.13)), and the other input has the O-prohahilit.y inlNval 

[(), II· 

q uneut lines 

[ e, e. ] 

r eut lines 
[0,1] 

• 
• 
• 

XOR 

• 
• 
• 

FigurE" A.1 xC> n gat.t' wiLh q nneu! Iille~ ami r eut. lille~. 

From [Savir 831, one can calculate the following O-prohability interval at, t.he output of t.he 

• '. 1 • () - [1+(l-2~)'/ 1+(t-2~)'11 _ [1+(1-2')'1 1-(l-2~)'11 t.wo-mput. eqm\:n pnt gat.e. pr 0 - 2 ,1 - 2 - 2 ' 2 . 

A::I::ItllIling that. ail /Tt stages have such O-probabiIit.y intervals and t,hat, t,hey feed inl,o ail 

11 ,1 



OR gaLe (as in Fig. 3.9). the lat.ter has the following O-pl'ubabilit.y bounllR nI i1~, 0111 plll 

Assumillg the length of the input error sequence to 1)(' Il. t.ht'Il nt ronlill~ 1o 

the Cutting Algorithm, 71 tines l branches) can remain ullcnt. and t.hu", aSSlIlIH' 1IIt'il 11111' 

signal probabilit.y. For a seqlleJlte of length 11, if tlw lllal.tix Cmn is fOIIll .. d. 11\('11 tltt' 

positions of the ones in ail\" row ] of C '1ltl correspond \'0 the E,'s thal fp('fi illl () sf .".~t· 

J. AlternativeI)", the position of the ones in the column 1 of C mll rornH,pollds 1.0 1.11" 

fanout pattern for each error bit El Consider for exampIe Cmn giH'1l in (Oq (A. 2) 

1 0 
1 1 
1 1 

1 0 
o 1 
1 0 

(A 10) 

Letting the last row of C71ln correspond to the first (Icftmost.) stage of t.h .. LF~H. t.ht' 

second row of Cmn correspond ta the second stage of the LFSH, "'Hl t.h(' fimt. row of 

Cnm correspond to the thin! (rightmost) stage of tht' LFSn, t.!Jpn !.his part.it 1I1ar Cl/ 11/ 

reveals that for the test sequence length Tt -= 6. the error bit, El is ail illpllt, t.o st.a~l'''' '2 

and 3. Ez an input to stages 1. 2. and 3. El an input to stages 1 and 2. E., ail illplll. 1.0 

stages 1 and 3, E5 an input to stages 2. and El) an inpl!t to stage 1 ollly 

Each window W of C mn corresponds ta a stJb~lf't of m Et's that. falloul. 1.0 

the rn stages of the LFSR. The Cutting A!goritbm states thaf. m !ines (lHa\l! l!('s) 'ilil 

remain uncut. From earlier, a cover correspol1ds ta choosing exactly Ollf' "II'Jlwlll. for 

each column of a window W. Therefore. a royer for W is eqllivalcllt to sel!'! tillg wlli, Il 

brandI of Et not to eut. Then flnding a per/cet ('()I)er for W corresj}fmds to nlldill~ il 

cutting pattern such that. wch of the TH stag~s geLs p.xartly olle 1111('111. lill!' /-;, /\ tofal 

of l ni m J windows ovcr the maf.rix C mn can be forrned. From IA'rnlTla A 2. a ",'rf,·, f. 

caver can be round for cach of thcse windows whcn Cmn is gcncrat.f'tl by a. primit.ivl' 

polynomial. Therefore, n uneut lines can be distribut.ed arnong the m fita~"'l ~11J( Il ,liaI. 

each stage receives at [cast. l nlm J uncul Hnes. 

Il'ï 
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.As an example. consider the circuit in Fig. 3.10. In the latter, inputs E,. 

El; and Eï do not fanout and hence do not have to be eut. This yields one uncut line 

for {'(lch c;t agp • Then. for example. the input branch stemming from E2 of gaLe XO Tf, 

(Duld remain Illlrulo and similally for E-.l for XORz, amI E4 for .'<0 R-;. [JerKe, in t.itis 

case, caLh .\'0 Il gate can have at least l7/ 3 J = 2 uncut Iines as inputs. This example 

ilillst.rates the maximal lengt h case. i.e .. n = 2/11 - 1. IIowf>ver, for non-maximal lengt.hs, 

Lemma .\.1 gtlarantees that alleasi ln /m J li Il es per stage can retain !.heir spedfic sigllal 

prohabilit.ies. i.e .. remain unLUt. 

Consequently. if each stage receives ln/mJ Ullcut Iines. from the e(luations 

for a iwo-input xon gale [Savir 83). the O-probability interval for the output. of t.he 

circuit (output of on gate) is: 

(A.11 ) 

lien cc. an upper bount! for the probability of the "ali-zero" state for primit.ive polyno-

mials is: 
~ [(1+(1-2E)ln/tnJ)nl (1-(1-2E)ln/mJ)I7l] 

Zn :::: max , 2 ' 2 . (A.12) 

The above can be simplified to: 

(A.t3) 

• 

, IIi 



-
il l'Ioof or '1' "t'''1l'III , '; 

Appendix B. Proof of Theorem 4.5 

Prior to giving the statement of Theorem 4.3 and pro\'iding Il proo[ [(Ir lt. 

three lemmas are proven. 

LeWllla B.l: Let A and B be two boolean variabl~s. and let '-P d<'no!.t' 1.111' II\(HI\lI(\-'~ 

addition and u denote the boolean OR operator, then 

[1r(A!Il B == 1) = 2l'r(Au il == 1) - pr(J == t) -!,r(B = 1). 

Proof: From the definitions in [Parker 75], 

pr (A. ~ il == 1) = 1 - pr (A $ B = 0). (IL 1) 

The function A EB B == 0 cau be expressed as a product of booleau SUIJIS: 

(A ~ B == 0) == (11 u B == O)(A u B == 0). ( Il.:?) 

Since the two terms are mutually exclusive events, Le .. both cannot. h(> '=mt.isfi"d silllltl­

taneously, 

pr(A $ B == 0) == pr(A U B == 0) + pr(A '_1 B = 0). 

Also, 

pr(A u B == 0) == 1 - pr(A U B = 1), 

and 

pr(.4 U B == 0) = 1 - pr{A U B == 1). 

Using Lemma 4.2, 

pr(ll U B == 1) = 1 - pr{A U B = 1) + pr(B == 1). 

Since pr(B == 1) == 1 - pr(B == 1), eq. (8.6) ,can be rpwriHen as: 

pr(A U B == 1) == 2 - pr(B = 1) - pr(A 1) B == 1). 

Using Lemma 4.2 agaill for the term pr(A U B == 1) yields: 

pr (A U B == 1) = 2 - pr (B = 1) - [l - pr (A 1) il == 1) + pr {Ji = l)j 

= 1 - pr ( T3 = 1) - pr (A = 1) + pr (A Ij B = 1). 

(B.:\) 

(0 1) 

(Il fi) 

(H i) 

( Il X) 
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B. Proof of Th eorem ,1. 5 

lIence. using eqs. (U.l)-(D.8). 

pr (A !fi B -= 1) = 1 - pr (A !fi B = 0) 

= 1 - [pr(A 1J B = 0) + pr(A U B = 0)] 

= 1 - [1 - pr( A ,.) B = 1) 1 - [1 - pr (A U B = l) 1 

= 1 - [1 - pr( il U B = 1)] - [1 - (1 - pr (B = 1) 

- pr (A = 1) + pr (11 u B = t))] 
= 2pr(A ,_, B = 1) - pr(A = 1) - pr(B = 1). 

(B.9) 

• 
Let Si, S2, ... Sn and be a set of boolean variables, with 0 :::; pr (S' = 1) :: 1. 

A Iso let. (T be a boolean variable with 0 :S pr( Li = 1) ::; 1. To simplify the notation. let 

l'r(8' = 1) simply be denoteù by pr(S'), and)et L represent moùulo-2 aùùition. Then 

t.he fullowillg lemmas can be proven. 

L .. mma D.2: 

for odd n: 

for ev en n. 

Prouf: Assume U = 0. Clearly. the function L~l st = 0 can be written as a prodllct 

of 2n-l boolean sums (maxterms) of n variables, Le., 

n 

[I: SI = 0] = [J/Ol\ft ... AI2n-l_1 = 0], (il.JO) 
1= 1 

whNf' lUt denotes a maxterm. If U =f:. 0. the expansion for [(2:::~=1 S') u UI = 0 in 

t,f'rms of n set of difTerent maxtcrms lU: or in terms of the original maxtf'fms M,. sim ply 

bt'colllf'S 

[[ d= 5') LI (Tj ~ 0] ~ IM~M: ... M~"-I_1 = 01 
1= 1 (B.l1) 

= IPlo U U)(Alt u U) ... (Af2n-l_1 U U) = 01· 
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Dr definition. the max.terms in eq, (D.11) forrn mutually exclusi\"(> E'\'('nts. Tht>rt'!oll'. 

pr[(~~=IS1) uU = 1] can be written as: 

n n 

pr [(2: st) ') u] = 1 - pr [(2: SI) ,_, C = 0] 
1= 1 1= 1 

2n - 1_l 

= 1 - L pr(,H: = 0) 
1=0 

2'1-1_1 

=1- L pr[(·\l1'_'U) =01. 
1=0 

(III:.!) 

\Vhen n is 0<1<1, the product of SUl115 expansion for C~=:': l S') ,_, U := 0, dol's nol (0111 alll 

-1 -" -n the term (U LI 5 u S~ u " , LI 5 ), That is. for Tt odJ, ail the nmxtt'rrtls t.h,t(, al (' 

part of the expansion have al least one uncomplemt'nteo variault>, !lPilet'. ~illll' ail 

t.he terms contain at least one uIlcornplernentf'd \Oariable. a new va.riaIJIf'!i' - ,"0' , , f' 

can replace Olle or any number of the original \'ariables S', and t!u· p:q)ff':')<Jiolls rOI 
pr(lH: = 0) = pr[(.Aft LI U) = 01, in ternlS of the variablf's SI rPlllain t!H' sali,.. as t ho"" 

for pr(.\ft = 0). Note that changing only one variable is equinllent \.0 (ha.lIgillg .tI! 1)( 

them because of the associathoe propf'rt.y of the sum operatioll (U). For ('x'lIJ1p!('. ill 

the case of two variables SI and S1, transforming only st is equivalent. to I.ransfOrlllill/4 

bath st and S J because 

st Ij 51 = (U US') IJ 51 

=(UUSt)IJ(UUSJ) 

= st U 51, 

Therefore, the final expression for prl(2=~=1 st) u el in the caS(l WhN~ " is odt! ISO 

n n 

pr [ (2: st) Ij U] = pr (2:: SI) 
1=\ .=1 

n ( r J 1 1) 

= pr(2::(SI U U)), 
1=1 

For Il even. the product of sums expansion for I(L~=l st) U (JI = 0, ronLai/l:i th .. 
1 -1 -2 -n 1 

term Mo = (U u 5 u Su· .. US). Ali other maxterrns . . M
t

, contain al. leas!' ()/11' 

JI ') 
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B. Pro of of Theorem ,1.5 

1Il1fOlllplenH'nted variable other than C. IIence. as in the case where 11 is odd, 1."(> 

expressions for prpf: = 0) for t = O. in terms of the variables st = st U u. ~emain the 

sarnc a..c; those for pr(M, = 0) in tenns of the original variables S". Howc\'cr, for the 

tPrIll '''/1 -= (U 'j S·I U S·7 IJ ... 1_' sn), which. apart from U, contains only complement eù 

variablfls. thp expression for pr( ,H~ = 0) in terms of the transformed variables S' is 

the same as t.hat. for pr( j\ll) = 0) in terms of the original variables S' excf'pt. for ail 
-1 -" -3 -n 1 addit,ional t.crm. Let A = 5 LI 5~ U S + ... + S . Therefore, Alo = [' IJ A, and 

1,r(M() = 0) = pr[(U U A) = 0] tTsing Lemma 4.2, 

pr(U Ij il = 0) = 1 - [1 - pr(L" Ij A = 1) + pr(U = 1)]. (D.I:;) 

Therf'fore, 

pr (U u A = 0) = pr ( C LI A = 1) - pr (U = 1). 

I1cncc. the cxpression for pr(M(~ = 0) in terms of the variables st is the saUle as that 

for pr(iHo = 0) in terms of the \'ariables 51. except for the adùitional Lerm pr(U = 1). 

Consequelltly, for n even, the final expression for pr[(L~=l st) u Ul is: 

L('lllllla D.3: 

n n 

pr[(2::51) '_lU] = pr(U) +pr(LSt
) 

&=1 t=1 
n 

= pr(L') + pr (L(st U U)). 
1=1 

n 

pr (2:: 5') = 2rt - 1pr(SI1' S2 u··· U srt) 
t= 1 

n 

+ ... + 4( _l)n-'3 L pr(S' U SJ U S~) 

n 

&,J,k=1 
t<.]<k 

+ 2( _1)'1-2 L pr(St U SJ) 

l,}=! 
l<} 

n 

+ (_I)n-l L pr(S'). 
1=1 

(D.IG) 

• 
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- Proof: The ?fOor is by induction. Clearly, the theorem holùs for n = 2. i.('., it. rI''' Il Il ~ 

in Leffilna D.l. Assume that the theorem is true for Il = 1: it will Ilt' shown I.hnl. il j" 

also true for n = l + 1. 

It is a5sumed that 

1 

pr(I: S') = Z/-l pr (SI U S2 u··· U Si) 
1=1 

1 

+ .. , + 4( _1)1-3 I:: pr( SI '_1 Sl U S~) 

1 

1,},k= 1 
l<}<k 

+ 2 ( -1 ) 1-2 L pr ( S' uS)) 
1,}=l 
1<} 

1 

+ (_1)1-1 L pr(S') 
1=1 

is true, and the oùjective is to show that 

1+1 
pr(I: st) = 2lpr(Sl U S2 U '" U SI+1) 

1=1 
l+1 

+ ... + 4( _1)l-2 L pr(S' U SJ U Sir) 

1+ 1 

1,},k= 1 
t<}<k 

+ 2{_1)1-1 L pr(st US}) 

1+1 

t,}= 1 
1<} 

+ (-1) 1 L pr ( S' ) . 

Using LelIlIlla B.l. the following can he written: 

1+1 1 

pr(I: S') = pr [(I: S') 'B 51
+ 1

] 

1=1 t=1 

1 1 

= 2pr[ (I: SI) 1_151+1] - pr(I: st) - pr(SI+J). 
t=1 1=1 

(JI 1 ï) 

(II.IH) 

(II le}) 

III 
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B Proof of Theorem 4.5 

From Lernma B.2. eq. (D.19) can be rewritten as: 

/-11 st {' 2pr[2:::~=1(st Ij 8 l+1)) - pr(~;=l 5") - pr(Sl+l) odd l; 

I
Jr(!; ) = 2(pr(Sl+1) + pr[I:!=l(SI,-, S;-l)J) - pr(L~=1 st) - pr(Sl+l) even [. 

(D.20) 

Silice ollly the sign of the term pr(SI .. q) diITers [or the two cases, eq. (D.20) can be 

rewri tt.en a.':;: 

1+ III 
pr(I:st) = 2pr(I)st uSl+l)) -pr(LS') + (_I)lpr(Sl+I). 

t=l 1=1 1=1 

Substituting eq .. (B.li) for pr(I:~=l 5') into eq. (B.2l) yielùs 

l+ 1 1 

pr(L:S') = 2pr[I)S' U 5 1+ 1
)] 

1=1 1=1 

- [2l-1 pr(Sl U S2 li ... U 51) 

1 
+ ... +4(_1)1-3 L: 

1 

t,},k=l 
t<]<k 

+ 2(_1)/-2 L pr(St LI S}) 

l.}= 1 
t<..} 

1 

+ (_1)1-1 Lpr(S')] 

t=l 

+ (-l)lpr(SI+l). 

(U.21) 

(B.22) 
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Bnt 

1 

pr[I:(Sl U 5 1+1)] = 21-1pr( (51 LI 5 l+ 1) li (52 U SlH) U ... li (Sl LI SI-1 ')) 

1=1 

l 

+4(_1)1-3 L pr((SluS1+1)U(5J US1+1)11(.t.,·/.:ll • ..,.11 1)) 
l,J,k=l 
l<]<k 

1 

+2(_1)1-2 L pr(51uSl+l)U(SJuSI+t)) 
l,J= 1 
t<] 

1 

+ l_l)l-l Lpr((Sl li 5 l+1)). 

t=1 
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B PrrJrJf of Theorl'III -1 ') 

alld eq. (D.22) becomes 

1+ 1 

pr(I: S') = 2 [21-1pr( (SI U Sl+l) U (S2 U SI+I) u .. · U (Si li S[+I)) 

t=1 

+ ... + 
l 

+4(-1)l-:j L pr((StuSI+l)U(SJUSI+l)U(SlruSl+l)) 

t,J,k=l 
t<J<k 

1 

+2(_1)l-2 L pr((Si uSI+l)U(SJUS l+ 1)) 

t,1=1 
t<1 

1 

+ (_1)l-1 Lpr((St u SI+1))] 

t=l 

- [21- 1pr(Sl U S2 U ..• U Si) 

1 
+ ... + 4( _1)l-3 L pr(S' U 5 J U Sk) 

1 

~,J,k=l 
t<J<k 

+ 2(_1)1-2 L pr(S' li S1) 

t,J=1 
'<J 

1 

+ (_1)1-1 L pr(5 t
)] 

t=1 

+ (_l)lpr(SI+l). 
(D.24) 
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..... 

Eq. (13.24) can be rewritten as: 

1+1 
pr(I: st) = 2I]>r(S1 U 05 2 U ... IJ SI ,_\ sl~l) 

1=1 

1 
+ ... + 8(_1)1-3 '" pr(~" 1 ç;} Il ç;k-" C'l+l) L-.-, L-...., l.' - L ~ ,:) 

1 

l.).k= 1 
l<J<k 

+ 4( _1)l-2 L pr(St ,_, 5J '_' SI+1) 

1,)=1 
t<) 

1 
+ 2( _1)1-1 I: pr(Sl U 5 1+ 1) 

1=1 

+ (_I)lpr(SI+l) 

- 21- 1pr(Sl U 52 LI·· .,_, S') 
1 

+ ... + 4( _1)1-2 L pr(SI ,_, SJ L' Sk) 

1 

l,),k= 1 
l<J<k 

+ 2( _1)l-1 L pr(S' US)) 

l 

1,)=1 
t<) 

+ (_I)l L pr(S!). 
1=1 

B. PI'oQf of Theol t'III .( 'i 

(IJ.2;') 

l~'i 
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Of 

B. Pro of of TheOl em ,1.5 

l+1 

pr(I: s~) = Zlpr(Sl U S2 u··· U Sl U Sl+l) 

1=1 
l+l 

+ ... + 4( _1)l-2 L pr(S! US) U Sk) 

l+1 

t,1,k=1 
1.<J<k 

+ 2(_1)l-1 L pr(Sl U 8 1) 

l+l 

1,)=1 
l<J 

+ (-l)l:L pr(SI). 

1.=1 

(B.26) 

Clearly, eq. (D.26) is equal to eq. (B.18), which proves the lemma. • 
Given Lemmas B.2. and D.3, the proof of Theorem 4.5 is rather straightfor-

warù. 

Theort>ll1 4.5: 

pr(X: U U,u = 1) = (Ixl + 1) mod 2 )pt
U 

Ixi 
+ (_1)lxl-1 2.)-2)S-1 L Plt , 

s=1 

where Ixl denotes the number of ones in the binary representation of the index x, anù 

where the indices t corresp'Jnd to ail the possible bitwise Jogical OR of the index u with 

tltt> indices or S ot.her components of XIX. 

Proof: The d('sired pr(X~ U (TIU = 1) is a t('fm which is essentially ident,ical t.o the 0I1t> 

in the stat.CIlH'rlt or Lernma B.2. i.e., the probability of a union of a moJulo-2 sum wit.h 

an additional s('t or function. Here, the variable U in Lemma B.2 is replaced hy [TtIL , 

and t.he mor(' compact term X: replaces the term L~=l S1 in Lemma il 2. L(3rIlma 0.2 

states thal. th(> expression for this probability is the same as that of only the proh .. \bilit.y 

of tilt' lllodulo-2 sum with a new set of variables. Thal is. here the snrne expression 

r(3sldts whe!l replacing ail the original variables S1 bv the variables 5 J U U IL
• The onlv 

! . t t 

difft'rell('(3 in Iht' expression arises when Ixl (n in Lemma B.2) is even. For Ixl ev<>n, 

tilt' addit.ipllal tprm pr(F
t
U = 1) = PlU must. be added to t.he original expression. In t.he 

12G 
1 

j 
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statement of Theorern 4.5. the factor ((Ixl + 1) mod 2) takes cart> of thf' appt>amnre of 

this additiollal tenu when Ixl is even. and its disappf'arance when l:ri is odd. Tht' 01 hN 

terrn, i.e .. 
l:rl 

(_1)lxl·-1 L(-2)1'-1 L,p
1

t • 

t'=1 

in the stat,ement of Theorem 4.5, is just another \Vay of writing the statement or 1,('/11111.1 

B.3. • 

ln 
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C' prrJ()r ()f Theorelll 4. CJ 

Appendix C. Proof of Theorem 4.9 

Theoreru 4.9: For an LFSR of size m with g = ICI feedback taps. Lhe lime COIIl­

plexil\' of the iterath'e algorit.hm. for a sequence of length n. is upper boundeù by 

O(ny 2111(3 2)'}) = O(ng21n+ 585y). 

Prouf: The complexity of the algorithm is dominated by the computat.ion of the Lerm 

l'r(X: ,_, el'l = 1) where x = G ,\ u'. for 2m-l ::; a ::; 2 m -l, u = 2a - ?,m, and 

x = G :, u'. If lx: = k. frolIl Theorem -l.5. an upper bound on the computal,jon of 

the term pr(.Y~ 1-' F
1
" = 1) is O(k 2/''). This is because there are 21<- indices to be 

compuled and the sarne number of tenus to be surnmed. and an upper bound on the 

time cOfl'plexily for compuLing eadl of the 2k indices is O(k). Let Ck denote the Lime 

tu compute the Lerm pr(X; U Ut" = 1) when Ixl = k. Therefore, 

(C.I) 

Thus. the complexity of the computation of the term pr(X; U U;). = 1) is a 

f\lndion of Ixl. Consequent/y, to establish the complexity of the algoritlun. lt. is required 

1.0 find thE' distribution of Ixl for a fLxeù C (i.e., number of cases where Ixl = 1, 2. 3. 

ete.). with a varying from 2m-l to 2m - 1. 

ConsidN the binary representations of the indices u for 2m-l ::; a :S 2m - 1. 

These are ail the following combinations: 

000 ... 0000010 

000 ... 0000100 

111 ... 1111110 

lIt'nee. the binary representations of tt' are: 

111 ... 111101 

111 ... 111011 

000 ... 000001 
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Therefore, u' takes on ail the odd values less than 2P1\ - 1. Throllldlolll 1 hi" 

dissertation. il is assumed that the last stage of the LFSH. always [{'('ds bark tilt ht' iiI';! 

stage. Hence. the binary representatioll of Ga/ways has a olle ifl thE' pm·it ion or th!, Ipif!'! 

signiflcalll bit. i.e., the binary representat ion of ail litt' 1'ossil>l(' [{'('(!Ill\( k (ollfiglll ill iOIl" 

is XXX ... XXXI. where X can be either one or zero. 

From the above ohservations. for a given G, tht' distribut.ion of I.rl i1~ .1 

function of g (and hence G) can ensily bf' df'tf'rmineù. Assunl(3 9 = 1. whirh irnpli.>'1 t !t,II 

G = 000 ... 01. Then, for a Il a stH.h that 2111-1 :.:::: a ::; 2 111 -1, x := C;·\ IL' ::..- OO!) () 1 ( .. 

Therefore Ixl = 1 in ail casf'S. Consequently, for g = 1, the complexi!y 01 t.hl' al;1;oIitlllll 

is 0l2m - 1Cd for which an upper bound is: O(2m - l ) = 0(2 711
) 

Assume g = 2, which implies that G has a \.me as ils Ipas!. sigllificallt. "it 

and a one in one otller bit. posit.ion. In turn. tItis implies that for thp rang" of I)(l'lsihll' 

u"s. the value of Ixl can be either 1 or 2. Without 1088 of gpnefCllit.y• a~!"lIl"\I' "hal. 

G = 000.,.011. Then. from the possible \'alues of u', Ixl ::::: 2 arisps for al! C(l.'WS whl'II' 

u' = XXX ... XII. Since therc are 2 171
-

2 sneh case::;. in the gi\"Pll rangl' of fT. I.rl '2 

in 2m-2 occasions, The cases where Ixl := 1 arise when 1(' ::::: X X S .. SOI Sirli (> t,I!!'!'1' 

are also 2m-2 such cases. the number of tirnes that Ixl := l is also 2m-l, H(lru'(', for 

9 = 2. the complexity of the algorithm is O(2 m
- 2( Cl + Cl))' 

Assume g = 3. Without Joss of generality, assume that G = 000 ,.Ol". (/1 

this case. Ixl = 3 arises in 2m-1 situations Ixi = 2 arises whell IL' -= X X X ... SOli or 

u' = XXX ... X 101. There are therefore (i) / '2m - 1 cases wherp Ixl ==- '2 Thp (il"I"; 

where Ixl = 1 arise when u' ::::: XX X ... X001, for whitll thCff> arp 2m - '1 pmmilJilil il'" 

Ilence, the complexity of the algorithm when 1/ = 3 is o (2m-'I(":'1 1 (î)Z1ll 'I(:! 

2m -'JCd· 

Let Tg denote the Ume compll'xity ofthp algorithrn as a fllllltioll of Il Ih 

induction. the general expression for T'.l can be showlJ 1.0 Iw: 

T. = O( (g - l)zm- gc + (g - 1) 2m -!JC: + (9 -2) 2m -f}(: . 
g l '.1 1 y-l ') '.! - 'l. g - 9 - 9 - .J 

+ ... + (g~1)2m-gC1 
u: '2) 

12" 
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which is c:an be rewrit ten as 

g-1 , 

Tg = O(I: ( g -1 .)2m - 9CI ) 
g -1- t 

t=O 

Stlbst.it.uting the upper bounds for Ct (eq. (C.1)) in eq. (C.3) yields 

g-1 

Tg:::; o(I: ( g -1 .)2m - 912t
). 

g -1- t 
t=U ' 

III I.um. an upper bOUlaI on the above expression is: 

y-l 

Tg :::; O(g2m - g ,( g - 1 .) 2' . 
L- g-l-t 
1=0 

Eq. (C.S) can be rewritten as: 

g-1 

T. '" o( 2m - Y2g- 1 , ( g - 1 ) (1/2)g-l-l) 
g..::: g L- 1'· . g- -t 

,=0 

whkh simplifies to the following by let.ting j = g - 1 - t: 

By the binomial tht>ürem. for Ixl < 1, 

SlIbst.ituting eq. (C.8) into eq. (C.7) yields 

which can easily be simplified to 

Sincp 3 = 2 1 5~\ eq. (C.lO) cun be rewritten as: 

(C.3) 

(CA) 

(C . .) ) 

(C.G) 

(C.i) 

(C.8) 

(C.D) 

(C.IO) 

(C.ll) 

• 
1::0 


