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Abstract

Increased levels of distributed energy resource penetration in distribution systems, includ-

ing renewable generation, introduce several challenges that hinder safe and efficient system

operation. Among them are the protection issues of distributed energy resource inter-

connection, including unintentional islanding detection, protection of distribution feeders,

coordinating distributed energy resource protection relays with inverter fault ride through

capability and protection coordination among them. It is generally understood that tra-

ditional protection philosophy in distribution networks requires reconsideration. This idea

determines the scope of this thesis, which focuses on the above issues of distributed energy

resource interconnection protection with the presence of renewable energy sources.

This work utilizes established pattern recognition methods to put forward intelligent

protection schemes. A data-mining-based multifunction intelligent relay method is firstly

proposed. It includes different protection aspects of distributed energy resource intercon-

nection. To enhance the data utilization, a comprehensive intelligent relay training and

testing strategy is developed. The generated relay logic demonstrates enhanced perfor-

mance in terms of dependability, security and speed in inverter-interfaced systems.

Secondly, the detection of unscheduled islanding, i.e. separation of the distribution net-

work from the main substation, under the condition of small power mismatch at the point of

disconnection is efficiently resolved by the proposed non-detection zone reduction methodol-

ogy. This methodology takes into account different distributed energy resource technologies

and controls, topological changes of distribution networks and fault ride through functions.

The utilization, assimilation and recognition of simulation data are effectively improved.

Thirdly, in addition to regular fault scenarios, the thesis addresses the high impedance

fault detection issue by introducing a feature selection technique and contributing an ef-

fective feature set that is suitable for both batch and online machine learning. A detection

logic based on those effective features and simple logic circuits are also proposed.

Lastly, part of the intelligent relay functions is validated through hardware-in-the-loop

technique. The generated detection logic is programmed into a microprocessor-based relay,

which is then connected to a real-time simulator through their analog interfaces. It is

shown that the detection time and non-detection zone areas of the intelligent relay decrease

significantly in each target location comparing to standard relay elements.



ii

Résumé

Les niveaux accrus de pénétration des ressources énergétiques distribuées dans les systèmes

de distribution, y compris la production d’énergie renouvelable, présentent plusieurs défis

qui entravent un fonctionnement sûr et efficace. Il est généralement convenu que la philoso-

phie de protection traditionnelle dans les réseaux de distribution nécessite un réexamen.

Cette idée détermine la portée de cette thèse, qui met l’accent sur les problèmes cité

ci-dessus et notamment la protection de l’interconnexion des ressources énergétiques dis-

tribuées en présence de sources d’énergie renouvelable.

Ce travail utilise des méthodes de reconnaissance de tendances établies pour proposer

des schémas de protection intelligents. Une méthode de relais intelligent multifonction basée

sur l’analyse de données est d’abord proposée. Pour améliorer l’utilisation des données,

une stratégie complète de formation et de test pour les relais intelligent est développée. La

logique de relais générée démontre des performances améliorées en termes de fiabilité, de

sécurité et de vitesse pour les systèmes à base d’onduleurs.

Deuxièmement, la détection de l’̂ılotage non planifié, c’est-à-dire la séparation du réseau

de distribution de la sous-station principale, sous la condition d’un faible déséquilibre

de puissance au point de connexion, est résolue efficacement par la méthodologie pro-

posée pour la réduction de la zone de non-détection. Cette méthodologie tient compte

des différentes technologies et contrôles de ressources énergétiques distribuées, des change-

ments topologiques des réseaux de distribution et des fonctions de détection des défauts.

L’utilisation, l’assimilation et la reconnaissance des données de simulation sont effective-

ment améliorées.

Troisièmement, en plus des scénarios de défauts réguliers, la thèse aborde le problème

de détection des défauts à haute impédance, en introduisant une technique de sélection des

fonctionnalités et en offrant un ensemble de fonctionnalités adapté à l’apprentissage par

machine en service et hors service. Une logique de détection basée sur ces fonctions et les

circuits logiques simples sont également proposés.

Enfin, une partie des fonctions des relais intelligents est validée à l’aide de la technique

de hardware-in-the-loop. La logique de détection générée est programmée dans le micropro-

cesseur du relais, qui est ensuite connecté à un simulateur en temps réel via leurs interfaces

analogiques. Il est démontré que le temps de détection et les zones de non-détection du

relais intelligent diminuent de manière significative comparativement à un relais standard.
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Joós, whose support, guidance, wisdom and stringent requirements have reshaped me not

only in knowledge but also in personal qualities. His insightful, valuable and meticulous

comments are always thought-provoking. He is a believer and practitioner of ”no one can

be successful without industriousness”, which has always been an inspiration to me.

Meanwhile, a profound note of appreciation must go to my co-supervisor Dr. Khalil

El-Arroudi. My thesis could not be accomplished without his help. His immense knowledge

in power system field and rich experience in industry nourish me with knowledge beyond

books. His kindness, constructive feedbacks and practical suggestions on writing are of

enormous benefits to my future career.

Furthermore, I am very grateful to my manager Mrs. Shijia Li and Mr. Jean-Nicolas

Paquin during my internship in OPAL-RT Technologies Inc. It is my honour to work in

their team, where I realize how is industry different from academia. Thanks a lot for the

opportunity as well as the insights, patience and helpful discussions. I feel so lucky to be

part of the MITACS research internship program in OPAL-RT in my last year of Ph.D.

My gratitude goes as well to all the colleagues from OPAL-RT.

Special thanks to Professor Anthony Rodolakis who guided me in the first stage of

my Ph.D. I would also like to thank my labmates at McGill Power Lab for the great

time that we shared: Shamwilu Ahmed, Sayed Qaseem Ali, Farah Awan, Subhadeep Bhat-

tacharya, Harmeet Cheema, Martine Chlela, Juan Clavier, Qiyun Dang, Navdeep Dhaliwal,

Aboutaleb Haddadi, Quanrui Hao, Yuchong Huo, Haihao Jiang, Amir Kalantari, Xinyun

Lu, Samah Mansour, Sijie Qin, Dmitry Rimorov, Michael Ross, Omar Saadeh, Sourabh

Sharma, Ali Shojaei, Alexey Sokolov, Chu Sun, Mike Quashie, Can Wang, Fei Zhang and

Zhiqi Zhao.

I would like to dedicate the dissertation to my family. I can never repay them for

what they did for me. Their perpetual love always gives me the impetus to move forward.

Last but not the least, to my wife Jie Gao. Your company, tolerance, encouragement and

support have percolated through this thesis. The gratitude to you is beyond words.



iv

Contents

1 Introduction 1

1.1 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2

1.1.1 Distributed Energy Resources . . . . . . . . . . . . . . . . . . . . . 2

1.1.2 Challenges with High DER Penetration Level . . . . . . . . . . . . 3

1.1.3 Protection Requirements Associated with DER Integration . . . . . 5

1.2 Problem Definition . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12

1.2.1 Thesis Statement . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

1.2.2 Research Objectives . . . . . . . . . . . . . . . . . . . . . . . . . . 13

1.2.3 Methodology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14

1.2.4 Research Tools . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

1.2.5 Experimental Validation . . . . . . . . . . . . . . . . . . . . . . . . 15

1.3 Claims of Originality . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16

1.4 Dissertation Outline . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16

2 Architecture of Multifunction Intelligent Protection Schemes 20

2.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20

2.2 Data Mining Based Intelligent Relay Method . . . . . . . . . . . . . . . . . 21

2.3 Multifunction Intelligent Relay Scheme . . . . . . . . . . . . . . . . . . . . 24

2.3.1 Islanding Detection Function . . . . . . . . . . . . . . . . . . . . . . 25

2.3.2 Fault Detection and Fault Type Recognition Functions . . . . . . . 25

2.3.3 FRT selective blocking function . . . . . . . . . . . . . . . . . . . . 25

2.3.4 Comprehensive IR training and testing strategy . . . . . . . . . . . 26

2.4 Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27

2.4.1 Performance of Multifunction Relays . . . . . . . . . . . . . . . . . 27



Contents v

2.4.2 Intelligent Relay in Small Power Mismatch . . . . . . . . . . . . . . 31

2.4.3 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

2.5 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36

3 Islanding Detection Function 38

3.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38

3.2 The Concept of Non-detection Zones . . . . . . . . . . . . . . . . . . . . . 38

3.3 Decision Tree Learning Algorithm . . . . . . . . . . . . . . . . . . . . . . . 40

3.4 The Proposed Non-detection Zone Reduction Methodology . . . . . . . . . 41

3.4.1 Establishing NDZ . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41

3.4.2 Reducing NDZ Band . . . . . . . . . . . . . . . . . . . . . . . . . . 43

3.4.3 Generating Intelligent Relay Logics . . . . . . . . . . . . . . . . . . 43

3.5 Case Study . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

3.5.1 Benchmark System and Relay Settings . . . . . . . . . . . . . . . . 44

3.5.2 Simulation Events . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

3.5.3 Off-line Simulation Results and Analysis . . . . . . . . . . . . . . . 47

3.5.4 Hardware-in-the-loop Validation Results and Analysis . . . . . . . . 49

3.5.5 Under-trained DT Logic . . . . . . . . . . . . . . . . . . . . . . . . 51

3.6 Discussions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52

3.6.1 Comparison with Other Methods . . . . . . . . . . . . . . . . . . . 52

3.6.2 DER Technologies and Controls . . . . . . . . . . . . . . . . . . . . 54

3.7 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 54

4 High Impedance Fault Detection Function 56

4.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56

4.2 HIF modeling . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

4.3 Feature Selection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

4.3.1 Variable-importance in Feature Evaluation . . . . . . . . . . . . . . 60

4.3.2 Pool of Candidate Features . . . . . . . . . . . . . . . . . . . . . . 60

4.3.3 System and Event Under Study . . . . . . . . . . . . . . . . . . . . 62

4.3.4 Effective Feature Set . . . . . . . . . . . . . . . . . . . . . . . . . . 64

4.4 Typical Waveforms . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 64

4.5 Fault Scenario Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 64



vi Contents

4.5.1 Fault Impedance Variations . . . . . . . . . . . . . . . . . . . . . . 64

4.5.2 Fault Inception Angle Variations . . . . . . . . . . . . . . . . . . . 66

4.5.3 Fault Location Variations . . . . . . . . . . . . . . . . . . . . . . . 68

4.6 Pattern Recognition Based HIF Detection Method . . . . . . . . . . . . . . 69

4.6.1 Testing Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 70

4.6.2 Discussions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 72

4.7 HIF Detection Logic . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 72

4.7.1 System Characteristic Averager . . . . . . . . . . . . . . . . . . . . 74

4.7.2 Comparison Logic . . . . . . . . . . . . . . . . . . . . . . . . . . . . 74

4.7.3 Decision Logic . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 75

4.8 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 76

5 Real-time Hardware-in-the-loop Validation 77

5.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 77

5.2 Real-time HIL Simulation Setup . . . . . . . . . . . . . . . . . . . . . . . . 77

5.2.1 HIL Setup . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 78

5.2.2 Relay Logic Implementation . . . . . . . . . . . . . . . . . . . . . . 79

5.2.3 Performance Acquisition Using IEC 61850 Communication Protocol 80

5.3 Method for Generating HIL-based IIR Logics . . . . . . . . . . . . . . . . . 81

5.3.1 Defining the Boundary Limits of the NDZ (Stage A) . . . . . . . . 82

5.3.2 Creating IIR Training Database (Stage B) . . . . . . . . . . . . . . 83

5.3.3 Training and Testing of IIR (Stage C) . . . . . . . . . . . . . . . . 83

5.4 Case Study and Result Analysis . . . . . . . . . . . . . . . . . . . . . . . . 84

5.5 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 89

6 Summary and Conclusions 90

6.1 Thesis Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 90

6.2 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 92

6.3 Recommendations for Future Work . . . . . . . . . . . . . . . . . . . . . . 93

A Benchmark Systems 95

A.1 Benchmark System 1 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 95

A.2 Synchronous Generator Modeling . . . . . . . . . . . . . . . . . . . . . . . 96

A.3 Wind Turbine Modeling . . . . . . . . . . . . . . . . . . . . . . . . . . . . 96



Contents vii

A.4 Training and Testing Events for Islanding Detection Function of the Multi-

function IR . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 97

A.5 Training and Testing Events for Fault Detection Function of the Multifunc-

tion IR . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99

A.6 Benchmark system 2 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 101

A.7 Selected intelligent relay features . . . . . . . . . . . . . . . . . . . . . . . 101

A.8 Minimum description length based algorithm . . . . . . . . . . . . . . . . . 102

References 107



viii

List of Figures

1.1 Single line diagram of a typical distribution system with embedded DER. . 6

1.2 A schematic classification of IDMs. . . . . . . . . . . . . . . . . . . . . . . 8

2.1 Data-mining based intelligent relay setup procedures. . . . . . . . . . . . . 22

2.2 Multifunction Intelligent Relay Scheme. . . . . . . . . . . . . . . . . . . . . 24

2.3 Comprehensive IR training event set. . . . . . . . . . . . . . . . . . . . . . 27

2.4 Functional diagram of multifunction IR scheme. . . . . . . . . . . . . . . . 28

2.5 IR logics of (a) islanding and (b) fault detection functions in the one-WF

system. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29

2.6 IR logics of (a) fault detection and (b) fault type recognition functions at

WF1 in the two-WF system. . . . . . . . . . . . . . . . . . . . . . . . . . . 29

2.7 IR logics of (a) fault detection and (b) fault type recognition functions at

WF2 in the two-WF system. . . . . . . . . . . . . . . . . . . . . . . . . . . 30

2.8 IR logics in the one-WF system under small power mismatch study. . . . . 32

2.9 IR logics in the two-WF system under small power mismatch study. . . . . 33

2.10 IR logics in the hybrid system under small power mismatch study. . . . . . 33

2.11 IR DI and SI under different DER systems. . . . . . . . . . . . . . . . . . . 34

3.1 Typical boundary limits of system operating conditions. . . . . . . . . . . . 39

3.2 NDZ shapes of Over/Under Frequency and Voltage (OF/UF and OV/UV)

functions in (a) synchronous generator and (b) inverter based systems. . . 40

3.3 Methodology for creating islanding IR with reduced NDZ. . . . . . . . . . 42

3.4 Decision logics of IR at the PCC of SG with WF in power control mode. . 47

3.5 Decision logics of IR at the PCC of WF with WF in power control mode. . 48



List of Figures ix

3.6 NDZ of the standard relay and IR functions at (a) the PCC of SG in power

control mode and (b) the PCC of WF in power control mode. . . . . . . . 49

3.7 NDZ of the standard relay at the PCC of SG and WF with WF in voltage

control mode. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50

3.8 HIL experimental NDZ of digital relay programmed with IR logics of Fig.

3.4 at the PCC of SG with WF in power control mode. . . . . . . . . . . . 50

3.9 An example of the under-trained DT. . . . . . . . . . . . . . . . . . . . . . 52

4.1 HIF two anti-parallel dc-source model. . . . . . . . . . . . . . . . . . . . . 59

4.2 HIF current waveform. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

4.3 HIF V-I characteristics. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 60

4.4 Typical waveforms under HIF. . . . . . . . . . . . . . . . . . . . . . . . . . 65

4.5 Variable-importance of all features under each type of fault in a grounded

system. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66

4.6 Variable-importance of all features at different fault inception angles. . . . 67

4.7 Variable-importance of LLLG fault features at different fault inception angles. 68

4.8 Variable-importance at different fault locations. . . . . . . . . . . . . . . . 69

4.9 The proposed pattern recognition flow chart of HIF detection. . . . . . . . 70

4.10 The proposed HIF detection logic. . . . . . . . . . . . . . . . . . . . . . . . 73

4.11 Comparison Logic in the proposed HIF detection logic. . . . . . . . . . . . 74

4.12 Decision Logic in the proposed HIF detection logic. . . . . . . . . . . . . . 75

5.1 HIL functional diagram and standard relay logic settings . . . . . . . . . . 79

5.2 Relay real-time simulation performance recorder. . . . . . . . . . . . . . . 81

5.3 Method for creating HIL-based IIR with reduced NDZ . . . . . . . . . . . 82

5.4 Decision logics of IIR . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 85

5.5 HIL experimental NDZ results of IIR . . . . . . . . . . . . . . . . . . . . . 86

5.6 HIL experimental NDZ of IIR at R1 (PCC of SG) . . . . . . . . . . . . . . 87

5.7 Non detection zone area comparison . . . . . . . . . . . . . . . . . . . . . . 88

A.1 Single line diagram of distribution feeder under study. . . . . . . . . . . . . 95

A.2 Wind turbine control scheme. . . . . . . . . . . . . . . . . . . . . . . . . . 97

A.3 Single line diagram of the two parallel distribution feeders under study. . . 105



x

List of Tables

2.1 FRT Selective Blocking Scenarios in Radial Feeder. . . . . . . . . . . . . . 26

2.2 DG locations in different systems under study. . . . . . . . . . . . . . . . 28

2.3 Standard relay settings. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

2.4 HIL validation results. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31

2.5 DG locations in different systems under study. . . . . . . . . . . . . . . . 31

2.6 Frequency relay performances in 1WF system under small mismatch condi-

tions. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

2.7 Frequency relay performances in hybrid system under small mismatch con-

ditions. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

3.1 Simulation events in islanding detection. . . . . . . . . . . . . . . . . . . . 45

3.2 Relay performance comparison of different relays (SG: Synchronous Gener-

ator, WF: Wind Farm, DI: Dependability Index, SI: Security Index). . . . 51

3.3 Comparison with other methods. . . . . . . . . . . . . . . . . . . . . . . . 53

4.1 HIF model settings. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 58

4.2 Candidate Feature Pool. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 62

4.3 System Configuration under Different DER Technologies. . . . . . . . . . . 62

4.4 Event Category of System Under Study. . . . . . . . . . . . . . . . . . . . 63

4.5 Effective Feature Set of HIF Detection in Three Types of Distribution Systems. 64

4.6 Batch learning performance of HIF detection with the full feature set. . . . 71

4.7 Batch learning performance of HIF detection with the effective feature set. 71

4.8 Online learning performance of HIF detection with the full feature set. . . 72

4.9 Online learning performance of HIF detection with the effective feature set. 72



List of Tables xi

5.1 An example: relay variables of relay function output . . . . . . . . . . . . . 81

5.2 Performance comparison of the proposed approach . . . . . . . . . . . . . . 87

5.3 Relay performance comparison at two DG locations . . . . . . . . . . . . . 88

A.1 Synchronous generator parameters . . . . . . . . . . . . . . . . . . . . . . 96

A.3 Training and Testing Events for Islanding Detection Function of the Multi-

function IR . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 97

A.2 Wind turbine parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . 100

A.4 Training and Testing Events for Fault Detection Function of the Multifunc-

tion IR . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 100

A.5 Intelligent relay features . . . . . . . . . . . . . . . . . . . . . . . . . . . . 101



xii

List of Acronyms

AFD Active frequency drift

ANSI American National Standards Institute

API Python Application Programming Interface

APS Auto phase-shift

CB Circuit breaker

CHP Combined heat and power

DER Distributed energy resource

DFIG Doubly fed induction generator

DFT Discrete Fourier transform

DG Distributed Generation or Distributed Generator

DI Dependability index

DT Decision tree

DWT Discrete wavelet transform

EFS Effective feature set

EPS Electrical power system

FCWT Full-converter wind turbine

FRT Fault ride through

GOOSE Generic Object Orientated Substation Events

HIF High impedance fault

ICD IED Capability Description

IDM Islanding detection method

IEC International Electrotechnical Commission

IED Intelligent Electronic Device

IIR Intelligent islanding relay



List of Terms xiii

IR Intelligent relay

KF Kalman filter

LAN Local area network

L/HVRT Low/High voltage ride through

LLL Three-line fault

LL Double-line fault

LLG Double-line-to-ground fault

MDL Minimum description length

MM Mathematical morphology

NDZ Non-detection zone

O/UF Over/under frequency

O/UV Over/under voltage

PCC Point of common coupling

PLL Phase-Locked-Loop

PMV Protection Math Variable

PSV Protection SELogic Variable

PV Photovoltaic

RF Random forest

ROCOF Rate-of-change-of-frequency

SEL Schweitzer Engineering Laboratories.

SFS Sandia Frequency Shift

SG Synchronous generator

SI Security index

SLG Single-line-to-ground fault

SVM support vector machine

TACS Transient analysis of control systems

WF Wind farm

WTG Wind turbine generator



xiv

List of Symbols

I Current, p.u.

V Voltage, p.u.

t Time, sec

P Active power, p.u.

Q Reactive power, p.u.

f Frequency, Hz

R Resistance, Ω

θ Angle, rad

pf Power factor, 1

H Inertia constant, sec



1

Chapter 1

Introduction

Power system protection is of paramount importance for power system operation since

it protects the personnel safety and power equipment. While trying to provide reliable

and continuous power supply, protection devices are seeking for improvement with respect

to speed, sensitivity, security and selectivity (the 4S). Since the 1990s, there has been

an increasing number of generation units being connected to the distribution systems.

These units, often referred as distributed generators (DGs) or distributed energy resources

(DERs), play a more significant role than before in modern power systems. Consequently,

DG interconnection protection is becoming an indispensable part of distribution protection

with deep renewable energy penetration.

Fault protection and islanding protection are two major challenges of DG interconnec-

tion protection. According to IEEE 1547 Interconnection Standards [1], as well as other

grid codes [2], [3], rotating-machine-based DGs and inverter-interfaced DGs shall be aware

of both faults and islanding events and cease to energize the distribution feeder. Therefore

the fault and islanding detection in distributed generation is imperative. Currently, differ-

ent types of conventional relays such as over/under-voltage, over/under-frequency, vector

shift, over-current, etc. [4], [5], are utilized for fault detection and islanding detection.

However, these conventional methods are not sufficient and reliable in the context of high

renewable energy penetration level. This thesis is seeking for an innovative technique on

solving DG interconnection problems. Before formulating the problems and proposing an

advanced technique, some background information on DGs, islanding and fault detection

is presented in this chapter.
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1.1 Background

1.1.1 Distributed Energy Resources

Distributed Energy Resources (DERs) have experienced rise and fall for the past few

decades. In 1978, in response to the 1973 energy crisis, the Public Utility Regulatory

Policies Act (PURPA) in the US made its first attempt in utility deregulation and pro-

vided favorable terms to companies that produced electricity from renewable resources.

However, DER owners became inactive as the act expired in the mid-1980s. DERs became

popular again at the mid-1990s in areas of US where the power cost was high, but it did not

last long because of the soaring natural gas prices in the late 1990s. The mid-2000s were

marked by an increased interest in renewables and DER research due to policies, fossil fuel

prices and the concerns of global warming. By 2014, wind power saw an increase moving

from a total installed capacity of 48 GW in 2004 to 318 GW, and solar photovoltaic power

generation grew by a factor of 70, from 2.6 GW in 2004 to 139 GW [6].

DERs include the application of small generators, typically ranging in capacity from

15 to 10,000 kW, providing electric power to customers [7]. Ordinarily, these distributed

generators are scattered throughout a power system, and can be either located in the grid

or at an isolated site not connected to the grid. Traditional DER technology involves re-

ciprocating piston engine and gas turbine engine. Energy resources that utilize this type

of technology usually consume fossil fuels such as diesel and gas, which contribute signifi-

cantly to greenhouse gas emission. Other energy resources – such as fuel cell, small-scale

hydro and biomass – are much cleaner energy but have limitations that hinder their large-

scale installations. Among conventional DER technologies, conventional DER technologies

mostly include:

� Diesel generators.

� Combined heat and power (CHP) plants.

The main electrical part of both applications is the synchronous generator (SG). The

operating characteristics and fault behaviours of SG are fully modelled and investigated [8].

On the other hand, since the integration of some renewable energy resources requires

converters prior to connecting to an electric grid, these DERs are called inverter-interfaced

DERs. Inverter-interfaced DERs utilizing clean energy such as photovoltaic and wind

turbines have gained popularity in distribution networks in recent years. Among inverter-
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interfaced DERs, two typical technologies have witnessed a remarkable cost drop and in-

stallation increase over the past decade:

� Wind turbine generators (WTGs).

� Photovoltaic (PV) systems.

The inverter is the key element of grid-connected WTG or PV power systems. The main

function is to convert the AC power obtained from WTGs or the DC power generated by

PV panels into grid-synchronized AC power.

1.1.2 Challenges with High DER Penetration Level

Challenges with high DER penetration level in active distribution systems include but are

not limited to the following:

� Limited fault current contribution — 130%-150% of inverters nominal current. With

conventional power generation, synchronous machines can output approximately 6

times of nominal current during a three-phase fault, and the fault contribution is

related to the machine voltage regulation, for example, high contribution to the fault

current is directly related to the performance of high-ceiling exciters of SGs. Since the

fault contribution is more deterministic therefore it is easier to set the corresponding

protective elements. On the other hand, with inverter-interfaced DERs, a limited

fault current level is injected upon fault occurrence, which varies with wind/solar

available units, and the duration of contribution varies with the fault ride-through

characteristic as well as the voltage dip during the given fault. The timing and

the possibly low fault contributions can make the issue of coordination of protections

more complex, meanwhile, the superior selectivity of protective devices becomes more

difficult to achieve.

� Bidirectional power flow in distribution feeders – due to the introduction of DERs.

Bi-directional power flow and the use of inverter-based DER brings the following

challenges:

– Concerns about the voltage quality (voltage regulation patterns along the feed-

ers [9] as well as harmonic content).

– Limitations of the maximum hosting capability of the existing distribution in-

frastructure/thermal characteristics.

– Power system stability/frequency regulation can be at risk if DER penetra-
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tion is deep. There will be needs to develop adaptive schemes that allow proper

frequency ride-through characteristics, power modulation or droop to avoid cas-

caded trips and eventual blackouts.

– Since some DERs can contribute to faults upstream of the PCC (point of com-

mon coupling) breaker, coordination of the protections can affect the continuity

of service if the feeder needs to be tripped.

� Intermittent availability of renewable energy – nature of wind, solar resources. The

stochastic nature of solar and wind energies adds more complexity to modern dis-

tribution systems. For example, the voltage-current curve of photovoltaic panels

depends on the solar irradiance level. The output current and power of PV arrays

also depend on solar irradiance.

� Low system inertia during islanded mode – inertia of the machine is isolated by its

inverters. The high penetration level of inverter-based DER may decrease the system

inertia. Take type-4 wind turbines for example, the inertia dynamic is isolated by

back-to-back converters. Frequency deviation in the system will be influenced by

the total available inertia that can damp the destabilizing effects of fast frequency

response. Questions such as how to set frequency relay in order to allow frequency

ride through might be asked.

� Advanced DER function modes and grid code requirements. Advanced DER func-

tions are required. These control modes pose more challenges on system modelling,

testing, control and protection. For instance, Hydro Quebec grid code has the low

voltage ride through/high voltage ride through (LVRT/HVRT) requirement since

2009 [10]: if there is a fault in the distribution system, in order to avoid cascading

outages of generators, wind turbines are required to remain connected as long as its

terminal voltage is within the prohibited disconnection zone. Even though a severe

short-circuit happens next to the wind turbine PCC, the wind turbine is required to

be connected to the grid for at least 0.1 second. In addition, other advanced DER

function modes such as volt-var mode and frequency-watt mode are also included in

grid codes.
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1.1.3 Protection Requirements Associated with DER Integration

The integration of DERs to distribution networks is altering and reshaping the design and

operation of the protection schemes. Given the challenges discussed in the previous sec-

tion, it is justifiable that 1) the limited fault current contribution from inverter-interfaced

DERs blinds the overcurrent relay during a fault, 2) the bidirectional power flow in distri-

bution lines affects the torque-based approach implemented in the directional element and

3) the fact that the angle of fault current is independent of the pre-fault voltage desensi-

tizes distance relay [11]. The aforementioned issues require developing new approaches to

protection design.

Prior to demonstrating the existing solutions, it is necessary to identify the protection

requirements regarding DER interconnection:

� Unintentional or intentional islanding detection that prevents DER units from island-

ing operation without utility’s regulation.

� Protection of the distribution networks to avoid fault current contribution from the

DERs.

� Coordinating DER protection relays with DER controllers’ ”ride through” capabil-

ity that circumvents cascading generator outages and supports grid stability during

external disturbances.

� Protection coordination among islanding detection, protection of faulty networks,

fault ride through capability and existing protection strategy.

These protection requirements intend to address protection issues imposed by the in-

creasing employment of renewable DERs. Meanwhile, it is aligned with the IEEE 1547

Standard [12]. However, in order to validate the relay selection and the proposed protec-

tion scheme, a clear identification on protection requirements is not sufficient; a preliminary

study should be undertaken by the distribution system operator to model the steady-state

and dynamic system performance [13]. Considerations from system perspective should be

included:

� System topological change.

� DER type and control.

� System loading conditions.

� DER interconnection transformer configuration.

� System grounding.
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� Coordination requirements with utility protections.

� DER dynamic response to faults and disturbances.

Some proposed solutions in the literature are demonstrated in the following sections

from different aspects of DER interconnection protection.

Islanding Detection

Islanding is an electrical phenomenon that occurs when part of the electric power system

is isolated from the main power grid. Islanding phenomenon can be explained as shown in

Fig. 1.1. When CB-1 is open, the local electric power system (local EPS) becomes islanded

immediately. The protective relay of the islanded relay should detect the islanding event

and trip the DER within a certain time.

Utility B-1

CB-1

B-2 B-3 B-4

L-1

CB-2

L-2 L-3

DG

CB-3

B-5

Area-EPS Local-EPS

DG interconnection 
protection relay
(Location of the 
Multifunction 

Intelligent Relay)

F1 F2

ΔP
ΔQ

Fig. 1.1 Single line diagram of a typical distribution system with embedded
DER.

When one or more DERs are in the isolated electric power system, they are called

islanded DERs. According to IEEE standards [12], [14], islanded DERs are required to be

detected within two seconds. Therefore, DERs are required to be equipped with islanding
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detection functions.

In distribution systems, the protection for synchronous machine based system has been

extensively studied in the past years. However, it has been found that, in the absence of

the synchronous generator (SG), the resulting frequency and voltage at the terminals of

all DERs will follow, upon main grid disconnection or faults, different variation patterns

as compared to the ones exhibited with SG present. The reason is that the synchronous

distributed generator (DG) possesses rotor mechanical inertia, even in the absence of sec-

ondary frequency regulation, which tends to arrest frequency decline depending upon the

active/reactive island mismatch. This is, however, not true for the virtually inertia-less

inverter interfaced DERs (assuming no inertia-emulator) given that the wind turbine rotor

is isolated from the fully-rated power electronic converter.

Islanding Detection Methods (IDMs) have been studied by researchers in both syn-

chronous generator (SG) and inverter-interfaced DER systems. IDMs can be grouped into

the following categories [15] according to the detection techniques: communication-based,

passive and active. A schematic classification of IDMs is illustrated in Fig. 1.2.

Telecommunication-based techniques, such as transfer trip [16], power line carrier [17],

require additional infrastructures, especially in vast distribution networks with multiple

feeders, laterals and DERs. Even though the cost and speed of communication might not

be an issue to this technique in the future, the development of communication capabilities

has opened up new possibilities and vulnerabilities in power systems [18]. In addition, it

is reported in [16] that implementation of a transfer trip scheme is complex if the feeder is

reconfigurable.

Among active IDMs, impedance measurement method [19], active frequency drift (AFD)

[20], Sandia Frequency Shift (SFS) [21], auto phase-shift (APS) [22] and their variations

have been utilized for SG-based systems, as well as inverter-based systems [23], [24]. In

addition, due to the existence of inverter and the easy access to its controller, islanding

detection can be realized by modifying the inverter control schemes. This type of meth-

ods either injects different inverter current [25], [26] or introduces enhanced real power

reference [27], reactive power reference [28], inverter DC-link voltage [29]. Besides, posi-

tive feedback of voltage or frequency is used in inverter-based DER islanding detection as

well [30], [31]. However, the drawbacks of the active detection methods are 1) complex con-

trol loop modifications on the inverter-based DERs; 2) system instability and undesirable

transient behavior; 3) islanding detection performance deteriorates with multiple inverter-
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Fig. 1.2 A schematic classification of IDMs.

based DERs [21], [32]; 4) reduced power quality; 5) the NDZ in SFS method highly depends

on its design parameters, improper tuning of these parameters may result in failure of this

method [33].

Passive IDMs can be classified into time-domain, frequency-domain and pattern recog-

nition based detection methods. In time-domain detection, standard passive islanding

detection relays (such as under/over voltage and frequency functions, also called Standard

Protective Relays [34]) are widely employed in the industry. Moreover, rate-of-change-of-

frequency (ROCOF) relay [35], adaptive overcurrent relay [36] and rate of change of voltage

phase angle [37] are proposed. However, they may suffer from a relatively large NDZ when

the amounts of generation and load power are close to each other in the islanded area.
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Frequency-domain analysis of anti-islanding patterns is attracting researchers’ attention in

recent years. Different analysis tools or methods have been successfully applied to extract

frequency domain islanding patterns, such as discrete wavelet transform [38], harmonic

distortion [39], mathematical morphology [40] and duffing oscillators [41]. Passive methods

have remarkable performance when the power imbalance between load and generation of

the islanded system is noticeable. However, if this imbalance is small, the superiority of

passive IDMs diminishes [42]. Fortunately, with the rapid development of signal processing

and artificial intelligence, pattern recognition can help solve these issues. Pattern recog-

nition technology relies on different time/frequency domain analysis and extracts data of

voltage, current or frequency at the DER location then identifies desirable signatures for

detection and classification. Different data mining classifiers are utilized, for example de-

cision tree (DT) [43], random forest (RF) [44], support vector machine (SVM) [45] and

neural network [46].

Moreover, real-time simulation and HIL technique are widely adopted in different fields

of power system [47], [48], [49], [50]. In islanding detection, a variety of methods are pro-

posed using HIL technique. The study results of [51] proposed a model of frequency-based

protection functions, which presents a similar behavior as the commercial relays in island-

ing detection of synchronous DGs. The work in [52] validated the effectiveness of power

HIL based islanding detection approach using discrete hardware-based test configurations.

Whereas in [53], the idea of testing islanding by using real-time HIL was brought up in

search of a more rigorous and realistic functionality level. A hybrid synchrophasor and

GOOSE (Generic Object Orientated Substation Events)-based passive islanding scheme is

implemented using real-time HIL in [54]. It is reported that NDZ is reduced to half or

two-third if the proposed scheme is used. However, the sensitivity of the proposed scheme

is not evaluated to demonstrate the associated security performance. Meanwhile, the plot-

ted NDZs seem more conceptual than realistic [55]. A hardware prototype and real-time

validation of a satellite communication based loss-of-mains protection method are proposed

and tested in [56], where both sensitivity and stability are considered. However, relying

on the satellite communication, this method could be expensive and insecure due to the

reliability of satellite. In sum, after reviewing different proposed methods on islanding

detection in literature, HIL is utilized more than before to validate the feasibility of the

proposed IDMs [57], [58].
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Protection of Faulty Distribution Feeders

Protection of faulty networks is another important branch of DER interconnection detec-

tion. Standing DER interconnection guidelines require immediate disconnection of DERs

upon the inception of any fault since it is required to avoid distribution feeder from in-

jecting current to the fault. In fact, fault features in conventional synchronous machine

distribution system differ from those in inverter-based system.

Similarly, if there is a fault along the distribution feeder, no matter at upstream (F1

in Fig. 1.1) or downstream (F2 in Fig. 1.1), DER interconnection protection relay should

also detect it and be able to coordinate with other protection devices in order to isolate the

faulty section selectively as required in IEEE Standard 1547. However other issues arise

since inverter-based DERs normally have limited fault current contribution to the fault,

therefore conventional relays have limitations in detecting such kind of cases.

In the synchronous-machine-based distribution system, fault detection is relatively easy

and widely known in conventional protection practice. Due to the machine flux dynamics,

fault situation is prolonged and exacerbated by the machine and its exciter control system.

In distribution generation with purely inverter-based DERs, symmetrical component ele-

ments of both current and voltage are no longer as significant as in conventional systems

because of the following reasons: 1) limited fault current contribution by the resident in-

verter controls [59]; 2) inverters, at least for type 4 wind turbines, are designed to generate

balanced current regardless of the type of fault in the industry [60]. However, the total con-

tributions of many small units may alter the fault current level enough to cause overcurrent

protection mis-coordination and nuisance fuse operation or hamper fault detection [61].

In distribution systems, high impedance fault (HIF) occurs when a conductor breaks

down and falls to the ground or some other object such as trees and grass. This phenomenon

is hazardous to public safety and utilities. Since normally the impedance at the fault

point is high, an excessive change in current is not noticeable. Consequently, conventional

overcurrent relays are not able to detect such type of faults. While it is likely that only a

few percentages of all faults are high impedance fault [62], it is estimated that one-third to

one-half of downed conductor faults are HIFs [63].

The studies on HIF have been conducted since the 1970s with the hope of finding

reliable and practical indicators to detect HIF [64]. However, it is still a challenge in

distribution systems, especially in rural distributions feeders. HIFs are associated with
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downed conductors or unwanted electrical contact with tree limbs, road surfaces, grass and

so on. Upon occurrence, HIFs may cause fire hazards or jeopardize public safety.

HIF is characterized by its low, non-linear, asymmetrical and random fault current.

The conventional over-current relay is unlikely to detect most of HIFs. A number of HIF

detection methods are proposed to address this issue. The first category of HIF detection

is related to the time domain analysis. It includes many different methods such as propor-

tional relaying [65], ratio ground relay [66], fractal techniques [67], signal superposition [68],

and residual variation analysis of line and phase asymmetries [69]. Methods involving the

enhancement of conventional relays are proposed at the early stage, including proportional

relaying algorithm [65], impedance-based method [70] and PC-based fault locating and di-

agnosis algorithm [71]. However, these methods are not effective in detection HIFs when

the fault current is low.

Frequency domain analysis is another important area of HIF detection. Third harmonic

and its angle [72], third and fifth harmonics [73], burst noise signal [74] and interharmonic

[75] based methods are proposed in the past decades. The wavelet-transform-based methods

are a significant branch of frequency domain analysis. Selection of mother wavelet affects

the HIF detection effectiveness [76], [77]. Other improved versions of wavelet transform

analysis such as energy spectrum of wavelet coefficient [78] and the border distortion of

wavelet coefficient energy [79] are also proposed. On the other hand, harmonics patterns are

utilized to capture the characteristics of HIFs. For example, there are key detection features

such as magnitudes and angles of 3rd and 5th harmonics [73], even order harmonic power

[80], interharmonic currents [75] utilize the harmonics pattern to detect HIFs. Besides,

the work in [81] proposed a Kalman-filter-based method to monitor harmonics so as to

detect HIFs. The high frequency spectrum is employed as well to detect HIFs. This type

of methods actively injects higher than fundamental frequency signals like positive/zero

voltage signals [69] into the grid to detect HIFs. Furthermore, another frequency domain

analysis method of detecting HIF called mathematical morphology [82], [83] is attracting

researchers’ attention.

Thirdly, time-frequency domain analysis of HIF pattern concentrates on both domains

simultaneously. Time-frequency analysis with statistical joint moment calculation is pro-

posed in [84]. Moreover, wavelet transform [77], [85], [76], fuzzy logic [86], genetic algo-

rithm [87], mathematical morphology [83] and power line communication [88] are proposed

to detect HIFs.
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With the advancement of artificial intelligence, methods on expert systems [89], [90],

neural networks [91], [92] and machine learning are gaining popularity in recent years.

Decision tree learning method is proposed in [93]. The paper [94] uses wavelet transform to

extract data and Bayes classifier to differentiate fault cases. The wavelet transform is also

used in [95] and the classification method used is nearest neighhourhood rule. The wavelet

transform is also combined with fuzzy inference to detect HIFs in [87], [96]. Originating

from the analysis and processing of geometrical structures, mathematical morphology (MM)

method is presently gaining popularity in data extracting upon the inception of fault, [83]

proposed a method based on MM alone to detect HIFs, while [82] combined MM with

the neural network, and [97] combined MM with the classifier of support vector machine

(SVM). Principal component analysis and SVM are proposed in [84]. The analysis in

either time or frequency domain focuses on the extraction of key features associated with

HIF, whereas pattern recognition based methods address the issue of classification. This

category comprises neural network [82], expert system [89], decision tree [93], Bayes [94],

support vector machine (SVM) [97], etc.

Protective relays are usually tested and validated by real-time simulation and HIL. The

work in [98] proposes a real-time low-latency hardware digital distance protective relay on

the field programmable gate array (FPGA), taking advantage of inherent hard-wired archi-

tecture of the FPGA. In [99], a multi-function power system protective relay is designed and

implemented in HIL. Detailed emulation of several relay elements and the signal processing

functions are presented in this proposed relay that is fed with instantaneous fault data. On

the other hand, HIL has become a powerful tool in distribution network protection with

the presence of DERs. Different protective schemes and method validation are based on

HIL [5], [100], [101], [102].

1.2 Problem Definition

Due to the cost reduction of renewable energy and incentives from government policies, the

deep penetration of DERs, especially inverter-interfaced DERs (wind and PV), is changing

the dynamic response of distribution networks upon external disturbances, and therefore,

altering the design of protective schemes. Unlike synchronous-machine-based DERs that

have good frequency regulation because of the inertia of a synchronous machine, inverter-

based DERs reflect low or no inertia on the grid due to the interfaced power electronics.
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This might be beneficial to islanding detection due to the large frequency deviation. Nev-

ertheless, the role of frequency and voltage features needs to be re-defined in islanding

detection. Moreover, when the power mismatch at the point of disconnection is small, it

becomes difficult for frequency and voltage relays to detect the subtle variable changes.

Thus, detecting islanding conditions solely based on over/under voltage and frequency

relays becomes impractical, especially in the context of increased penetration levels of

inverter-interfaced generation.

On the other hand, as a result of the limited fault current contribution from the inverter-

based DERs, conventional fault detection relays like over-current relay might not be effec-

tive to detect faults energized by both the utility and the DERs. The exploration of

supplementary detection features to existing protection elements imposes tremendous chal-

lenges. Situations are even worse for HIFs, where fault current is low and may be very close

to heavy load currents. For this reason, the investigation on the logic combination of ef-

fective features in modern distribution networks becomes indispensable in order to protect

distribution feeders. In addition, as mentioned in the protection requirements associated

with DER integration, a protection scheme considering the coordination among islanding

detection, protection of faulty networks and fault ride through capability is also one of the

tasks in this thesis.

1.2.1 Thesis Statement

The thesis recognizes the limitations of the conventional protection elements to tackle

difficult conditions, and argues that many of them can be effectively addressed using pattern

recognition based intelligent approaches. This premise is further developed into a concept

of the multi-functional intelligent relay. Some of the proposed functions that constitute an

intelligent relay are validated to be implementable using commercial off-the-shelf relays.

1.2.2 Research Objectives

The research objectives of this thesis contain three aspects of DER interconnection protec-

tion:

� Design a machine-learning-based multifunction protection scheme that aims at ad-

dressing major protection issues associated with DER interconnection and enhancing

the utilization of big data from various scenarios. The protection scheme is expected
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to detect fault and islanding phenomenon in distribution systems to protect DERs.

However, the performance of, for example, the fault detection can be improved if the

proposed solution can provide fault type classification, which helps protection engi-

neers on fault identification and fast clearance of the faults. Furthermore, in order

to support the stability of the grid with a deep renewable DER penetration level,

the possibility of including coordination with fault ride through capability is under

study.

� Develop an islanding detection method that is effective under small power mismatch

at the isolated location. It is well known that conventional islanding detection relays

have difficulties in detecting islanding when there is a reduced power mismatch at

the point of common coupling (PCC). If plotted in the active and reactive power

coordinate, the malfunctioning area is called non-detection zone (NDZ). An enhanced

protective relay that is able to cover entire NDZ is fully investigated in this thesis.

Additionally, in order to guarantee relay security, designing an islanding detection

relay that is immune to different operational changes, such as load switching, parallel

feeder islanding, network topological change, and fault ride through requirement,

becomes imperative for the future distribution grids.

� Solution to detect HIF in distributed networks with the integration of renewable

energies. Besides regular faults, high impedance fault is threatening the operation of

distribution networks and a technical challenge to solve. From the pattern recognition

based aspect, the exploration of reliable features that can capture the meaningful

pattern of HIF in a modern distribution network is one of the key tasks in this

research objective. Afterwards, the approach of detecting HIF utilizing the discovered

features is expected to be established. This approach needs to be a feasible solution

in the synchronous machine based and inverter-based systems and for different types

of faults.

1.2.3 Methodology

This thesis fully adopts the pattern recognition approach to address the challenges men-

tioned in the previous part. Meanwhile, real-time simulator and hardware-in-the-loop tech-

niques are employed in order to obtain the added value from the combination of pattern

recognition technique and real-time simulation. This is carried out through theoretical
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methodology and model-based simulations. Practical scenarios in the present and future

distribution networks are simulated to establish sufficient data sets (including training and

testing data sets) for data mining. Connecting with a real-time simulator, microprocessor-

based commercial relays are utilized to provide conventional relay’s elements. Moreover, the

commercial relays employed are able to be programmed with customer-defined relay logics.

Experimental results from the hardware-in-the-loop simulation are therefore expected.

1.2.4 Research Tools

The software packages used to perform the aforementioned researches are as follows:

1. Matlab Statistics and Machine Learning ToolboxTM [103]: data mining analysis and

decision tree acquisition.

2. Matlab/Simulink: distribution feeder modelling and data processing.

3. Hypersim/RT-Lab1: power plant modelling, power hardware-In-the-Loop validation

of the proposed approach.

4. SEL software AcSELerator Quick Set and Architect: setup SEL relay and configure

its IEC 61850 setting.

The hardware used to perform the aforementioned researches are as follows:

1. OPAL-RT OP5600 real-time simulator.

2. SEL 421 relay.

1.2.5 Experimental Validation

The proposed fault and islanding detection functions are validated in HIL simulations. The

OPAL-RT simulator is employed to model the 25 kV three-phase distribution network in

real time, and the microprocessor-based intertie protection device SEL-351S relay from

Schweitzer Engineering Laboratories Inc. is programmed with custom-developed logic to

represent an intelligent relay for DER interconnection protection. The conventional re-

lay elements are available in the commercial relay, therefore, their performances can be

extracted. An Analog I/O card OP5110 from OPAL-RT Technologies, Inc. is used to

connect the relay and the real-time simulator.

1Real-time simulation software of OPAL-RT Technologies Inc.
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1.3 Claims of Originality

The contribution of this dissertation provides the original solutions in DER interconnection

protection field in distribution networks with the integration of renewable energies. The

originality, as shown in the referenced peer-reviewed papers, consists of the following three

perspectives:

� A comprehensive intelligent relay training strategy that improves data utilization and

a pattern recognition based multifunction intelligent relay that incorporates islanding

detection, fault detection, fault classification and coordination with fault ride through

capability [104].

� A methodology for reducing the boundary limits of Non-detection Zone (NDZ) in

pattern recognition based islanding detection scheme [105], [106]. This methodology

1) improves the utilization, assimilation and recognition of simulation data and helps

in efficient decision making, and 2) considers different DER technologies, topological

changes of distribution networks and fault ride through functions.

� A feature selection technique that generates the effective feature set (EFS) suitable for

both batch and online machine learning [107] as well as a high impedance fault (HIF)

detection method. The feature selection technique screens the features according to

variable importance, while the HIF detection method is based on those effective

features and simple logic circuits.

1.4 Dissertation Outline

Chapter 1: Introduction

The background of this thesis is discussed in this chapter. DERs are defined in the be-

ginning. The challenges brought by the DER penetration are then demonstrated in five

aspects. Next, the protection requirements associated with DER interconnection are iden-

tified. Meanwhile, the system level considerations are listed to narrow down the scope of

this research. Then some proposed solutions from the literature are demonstrated accord-

ing to the identified DER interconnection protection requirements. In problem definition,

the problems under study are clarified. The scope of the research is further emphasized

in thesis statement, followed by the research objectives, methodology, research tools and

experimental validation. The contribution of this research work is illustrated in claims of
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originality. In the end, it shows dissertation outline of each chapter.

Chapter 2: Architecture of the Proposed Intelligent Protection Schemes

The data mining based intelligent relay method is explained firstly in this chapter in four

procedures. Its mathematical formulation and the classification principle are presented.

The following functions are incorporated in this proposed multifunction IR architecture:

islanding detection, fault detection, fault type recognition, FRT selective blocking and HIF

detection. To enhance the data utilization in the context of big data, a comprehensive IR

training and testing strategy is proposed. The generated IR logics of the multifunction are

exhibited in one wind farm and two wind farms systems. The performance of multifunction

relays is compared with standard relays. Moreover, the IR’s performance under small power

mismatch is studied in different types of distribution systems. A thorough discussion is

included and the physical limitations of passive islanding detection schemes are emphasized

when the substation bus power mismatch is small.

Chapter 3: Islanding Detection Function

Following the discussion in the previous chapter, this chapter presents a solution under

small power mismatch at the point of network disconnection. Typical boundary limits

of system operating conditions are depicted and the physical and mathematical formula-

tions of the boundaries of NDZ in synchronous generator and inverter based systems are

analysed. A new methodology is proposed for reducing the boundary limits of islanding

detection schemes using an NDZ-based training/testing strategy to generate DT logics.

The proposed NDZ reduction methodology is presented and explained in three steps: es-

tablishing NDZ, reducing NDZ band and generating intelligent relay logics. Case studies

consider the advanced inverter control of fault-ride-through, distribution networks’ topo-

logical change and parallel feeder islanding scenarios. Simulation results and analysis are

provided, meanwhile, the case that fails to respect the recommended methodology is added

with the subsection title of under-trained DT logic. Prior to the conclusions, the com-

parison analysis with other methods from literature as well as the DER technologies and

controls is discussed.
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Chapter 4: High Impedance Fault Detection Function

This chapter incorporates a HIF detection approach into the concept of the multifunction

intelligent relay and extends its functionality. The variable-importance in feature evalua-

tion is introduced for HIF study. This concept is established on the theories of information

gain and minimum description length algorithm. A large pool of candidate features, which

comprises 246 elements from conventional features to some self-defined features based on en-

gineering experience is created. In the meantime, a comprehensive system and event study

is conducted to incorporate as many cases as possible. Consequently, through the attribute

screening method, the author acquires an effective feature set (EFS) of HIF detection. In

addition to the presented typical waveforms, fault scenario analysis is studied. The analysis

contains the variable-importance scores of each proposed features in three scenarios: vary-

ing fault impedances, varying fault inception angles and varying fault locations. The effect

of these scenarios on the variable-importance scores gets better understood. With the EFS,

a pattern recognition based HIF detection method is proposed. The author explores the

possibility of both the batch learning technique and the online machine learning one. The

comparison is made between the performance using full feature set and the effective feature

set. Different classifiers in batch learning and online learning are investigated. Moreover,

a simple and practical HIF detection logic is developed. The function of each block is

explained in this chapter.

Chapter 5: Real-time Hardware-in-the-loop Validation

This chapter firstly details the real-time simulation setup using the research tools mentioned

in Section 1.2.4. The HIL connection is presented. Additionally, the procedures of setting

standard relay elements and the obtained logics from data mining method are explained,

followed by the elucidation of performance acquisition using IEC 61850 communication

protocol. Inspired by Chapter 3, an HIL-based NDZ reduction method is proposed. In the

meanwhile, this method provides a validation to the proposed NDZ reduction technique

in islanding detection. In the case study and result analysis, the HIL experimental NDZ

of standard relay functions, the NDZ of Simulink modeled IIR and the HIL experimental

NDZ of IIR are presented through software/hardware tests. The practical detection time

of the standard relay functions and the proposed IIR programmed in SEL relay with HIL

is measured and compared.
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Chapter 6: Summary and Conclusions

This chapter summarizes the whole thesis from the research motivation to the originality

and the contribution of each proposed method/scheme. Furthermore, potential directions

for future work are discussed.

Appendix A: Benchmark systems

The section of Appendix includes the benchmark system 1 and 2, synchronous generator

modeling, wind turbine modeling, training and selected testing events of the multifunc-

tion IR, the selected intelligent relay features and the minimum description length based

algorithm.
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Chapter 2

Architecture of Multifunction

Intelligent Protection Schemes

2.1 Introduction

Inverter-based DERs such as wind turbines, photovoltaics are widely implemented in mod-

ern distribution networks. Although widely used, standard islanding schemes become insen-

sitive when power mismatch at the isolated location is small. On the other hand, standard

fault detection functions such as over-current, over/under-voltage and directional element,

have also limitations in fault detection because of the limited fault current contribution in

various system configurations.

In addition to Section 1.1.3, which illustrates the islanding detection methods (IDMs)

in general, lots of research has been done for inverter-interfaced DERs. Typical active

IDMs including impedance measurement method, slide-mode frequency shift, AFD, SFS,

APS and so on are applicable in inverter-based systems as well, where the small power

mismatch problem disappears but power quality of the electric grid is jeopardized due to the

introduction of perturbation at predefined intervals. Moreover, active IDMs cannot avoid

the problem that when there are multiple inverter-based DERs, positive perturbations can

interfere with each other and eventually lead to islanding detection failure [108]. The passive

IDMs have remarkable performance when the mismatch between load and generation of

the islanded system is noticeable. However, if this mismatch is small, the superiority of

passive IDMs diminishes [42]. Fault features in conventional synchronous-machine-based
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distribution system differ from those in inverter-based system. In distribution generation

with purely inverter-based DERs, symmetrical component elements of both current and

voltage are no longer as significant as in conventional systems because of the following

reasons: 1) limited fault current contribution by the resident inverter controls [59]; 2)

inverters, for example, type 4 wind turbines, are designed to generate balanced current

regardless of the type of fault in the industry [60]. However, the total contributions of

many small units may alter the fault current level enough to cause overcurrent protection

incoordination and nuisance fuse operation [109] or hamper fault detection [61].

Since deep DER penetration level is presenting an altered system performance there-

fore requiring some different DER interconnection protection schemes from the conventional

ones, this chapter proposes a multifunction IR scheme for DER interconnection protection

in the inverter-based distributed generation. The proposed IR scheme originally combines

islanding detection, fault detection, fault type recognition and fault ride through (FRT)

selective blocking functions in data-mining-based protection schemes. Comprehensive IR

training and testing event set is, therefore, proposed making the data utilization in an

efficient way. The novel FRT selective blocking functions coordinate with the islanding

and fault detection logics in order to avoid overriding these logics in the context of FRT

in inverter-interfaced systems. Section 2.2 explains the data mining based intelligent re-

lay method. The multifunction intelligent relay scheme is proposed in Section 2.3, which

includes islanding detection function, fault detection and fault type recognition functions,

FRT selective blocking function and comprehensive IR training and testing strategy. The

performance of the multifunction intelligent relay is illustrated in Section 2.4 Results, fol-

lowed by Section 2.5 Conclusions.

2.2 Data Mining Based Intelligent Relay Method

Data-mining based IR has shown its effectiveness in islanding and fault detection for syn-

chronous DGs [110, 111]. There are four procedures to setup the IR as shown in Fig.

2.1.

The data mining based intelligent relay method uses decision tree (DT) learning al-

gorithm to obtain the IR logic and threshold settings. Comparing with other pattern

recognition methods like SVM, neural networks and etc., the DT relies on well-known de-

tection features, simple decision logics and simple if-then classification rules (open systems)
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Problem Identification
   Islanding detection
   Fault detection

Data Preparation
Set system operating 
conditions
Define training events
Perform training simulations
Data sampling & 
transformation

Performance Analysis
IR testing
Model interpretation

Data-mining
Feature extraction
Optimal DT generation
IR decision logic and 
setting

Fig. 2.1 Data-mining based intelligent relay setup procedures.

that can be implemented very easily using the modern numerical relay. Hence, protection

engineers can quickly learn, configure and debug. Furthermore, DT is more reliable and

implementable using modern microprocessor-based digital relays.

A DT is a hierarchical model for supervised learning whereby the local region is identified

in a sequence of recursive splits in a smaller number of steps [112]. Let i, j and tk represent

DG number, event number and time index, then the row vector X̄ represents the monitored

n features for the ith DG at the jth event of time tk:

X̄j
i (tk) = [xj

i1(tk), x
j
i2(tk), ..., x

j
in(tk)] (2.1)

Therefore a time-domain matrix can be structured according to the following format:

[T j
i ] = [X̄j

i (t1)
T
, X̄j

i (t2)
T
, ..., X̄j

i (tn)
T
] (2.2)

Besides time domain matrix, each vector X̄ is also arranged in an event-driven way

therefore the database expands over each time cycle. Assuming there are l system events,

the event-driven matrix becomes:

[Ej
i ] = [X̄1

i (tk)
T
, X̄2

i (tk)
T
, ..., X̄ l

i(tk)
T
] (2.3)

Once the data matrix is established in terms of features, time index and simulated

events, it is processed by the CART algorithm that uses Gini index to build the DTs.

Gini index [113] is used as the impurity measure to quantify a good split in the DT-

based classification technique. In this particular case under study, DT node at each layer

originates from the 12 features (refer to Appendix A.7) in the vector X̄ and the split

provides two paths during decision-making at this node. Those islanding or fault events

are marked as ”1” and non-islanding or non-fault events as ”-1”. The ultimate goal of DT
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is to classify as many ”1s” from ”-1s” as possible.

The employed algorithm searches the complete hypothesis space. Let there be J classes

numbered 1, ..., J and denote the proportions of the classes at a given node m by p =

p1, ..., pJ . The prior Gini-index is defined as follows:

GINI(m) = 1−
∑
j

[p(j|m)]2 (2.4)

Note that p(j|m) is the relative frequency of class j at node m. The splitting criterion

here is to minimize Gini index of the split. When a node p is split into k partitions

(children), the quality of split is computed as:

GINIsplit =
k∑

i=1

ni

n
GINI(i) (2.5)

where ni and n are the numbers of records at child i and node p. With Gini splitting

criterion, the DT firstly grows to its entirety. It is then trimmed in a bottom-up fashion to

avoid over-fitting and pruned using a 5-folder cross-validation function.

The time-dependent DI and SI [110] are adopted to quantify the performance of relays:

DIi(tk) =
DIE

NIE
, SIi(tk) =

DNIE

NNIE
(2.6)

where DIE is the number of detected islanding or fault events that are correctly identified

as such, NIE is the total number of islanding or fault events, DNIE is the number of detected

non-islanding or fault events that are correctly identified as such, NNIE is the total number

of non-islanding or fault events and tk is the time index of the time-dependent DT.

Then the optimal DT is selected according to the following equation:

DT ∗(tm) = maxSIi(maxDIi), ∀tk (2.7)

Equation (2.7) guarantees that the islanding or fault detection is reliable and achieves

the least possible nuisance tripping.
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2.3 Multifunction Intelligent Relay Scheme

The proposed multifunction IR scheme utilizes data mining based pattern recognition

method to generate functional prediction and classification models as its relay logic. The

installation location of the IR is shown in Fig. 2.2, which is the functional block as well.

Micro-
grid

Utility

Local 
load

Islanding Detection

FRT Selective Blocking

VPCC

IPCC

Fault Type Recognition

Hybrid

SG

Inverter 
DG

Fault Detection

Multifunction IR Scheme

Local EPSArea EPS

Fig. 2.2 Multifunction Intelligent Relay Scheme.

Two lists of islanding and fault events (refer to Appendix A.4 and A.5) are simulated in

order to obtain the classification patterns. Selected key features (see Appendix A.7), such

as the rate of change of frequency, voltage, and the rate of change of active power, at the

DG PCC are measured and utilized to form the decision making models. Therefore two

complementary detection logics for islanding and fault detection can be obtained using the

aforementioned method. This section firstly elaborates on each function in the proposed

scheme, then a comprehensive IR training and testing strategy is proposed and discussed.
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2.3.1 Islanding Detection Function

In islanding detection function, the relay logic is trained from myriad types of system load-

ing scenarios in order to cover different system conditions and to minimize its non-detection

zone. Fault and circuit breaker open events can also be recognized by the islanding func-

tion. Furthermore, the islanding detection function can as well prevent nuisance tripping

since all possible non-islanding events like load shedding, load adding, capacitor switching

are part of the training scenarios. Therefore the islanding detection logic is built with

sufficient information to distinguish islanding conditions from non-islanding ones.

2.3.2 Fault Detection and Fault Type Recognition Functions

The fault detection function is designed for the inverter-based DERs in order to overcome

the problem of limited fault current magnitude. It detects all types of faults (symmetrical

and asymmetrical faults) within its zones of protection. Unlike standard fault detection

functions, the IR fault detection function employs different combinations of DER features

to detect fault event for the inverter-based DERs.

With the classification capability of data-mining method, fault type recognition function

is able to identify the following four types of faults: single-line-to-ground fault (SLG), line-

to-line-fault (LL), three-phase-fault (LLL) and line-to line-to-ground fault (LLG). Besides,

for ground fault, variable fault impedances are considered in the IR training period to

enhance the adaptivity of the fault detection function.

2.3.3 FRT selective blocking function

This function fulfills the advanced grid code requirement of fault ride through (FRT),

particularly for inverter-based wind turbines. The proposed FRT selective blocking function

is designed to coordinate with the FRT requirement [114, 115] in distribution systems with

radial feeders. The communication-based technique of blocking the uncoordinated fault

tripping has been proposed for the purpose of FRT [116]. However, communication measure

is not required in the proposed function.

In order to avoid overriding the FRT capability in the system, fault detection function

is supervised by FRT selective blocking logic with certain time delay according to the grid

code. This logic is also obtained through data-mining method by differentiating “blocking”

from “non-blocking” scenarios. For example, the faults occur upstream the DG and on the
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main branch of the radial feeder are supposed to be cleared by the upstream main branch

circuit breaker and therefore FRT is not necessary for the islanded DG. Furthermore, FRT

capability should be coordinated if the fault occurs at either downstream of the DG or

on the load branch which does not involve islanding operation of the DG. Different fault

scenarios are shown in Table 2.1.

Table 2.1 FRT Selective Blocking Scenarios in Radial Feeder.

FRT selective blocking Faults on main branch Faults on load branch

Upstream Fault Non-blocking Blocking

Downstream Fault Blocking Blocking

2.3.4 Comprehensive IR training and testing strategy

To acquire a high security performance, the islanding detection function should be able

to distinguish non-islanding events and the fault detection function to recognize non-fault

events. Since a common non-tripping event set (as shown in Fig. 2.3) is shared by both

functions, a comprehensive IR training and testing strategy is proposed with the following

three advantages: 1) reduced offline computational resource consumption; 2) easier multi-

function integration; 3) better inter-function coordination. By far in the implementation

of this chapter, non-tripping events contain normal operating condition, load adding, load

shedding and capacitor switching operations.

Only one-time training within the event set in Fig. 2.3 is required in the proposed

strategy. Based on the simulation data from the comprehensive IR training set, logics of

all functions can be obtained at the same time. Fig. 2.4 illustrates the functional diagram

of the proposed multifunction IR scheme. The islanding IR logic is asserted when the

islanding decision tree criteria is satisfied with 100 ms time delay. Fault IR logic indicates

the fault (output 1) and non-fault (output 0) events with instantaneous/time delay tripping.

Meanwhile, the fault IR logic is supervised by the FRT selective blocking logic through an

AND logic. In non-FRT scenarios, also known as “non-blocking” cases in this chapter,

the output of the FRT selective blocking logic is 1, while it is outputting 0 when the

blocking decision logic is triggered and latched for 9 cycles according to Hydro-Quebec grid

code [114]. Moreover, the fault identifier reports fault types as its output.
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Fig. 2.3 Comprehensive IR training event set.

2.4 Results

This section firstly demonstrates the results of the multifunction relay, then the performance

analysis of IR and a conventional relay in small power mismatch is conducted.

2.4.1 Performance of Multifunction Relays

Based on the proposed methods, results are shown in this section. The benchmark distribu-

tion system comes from a real distribution feeder (refer to Appendix A.1 for more details)

in a remote Canadian community. Firstly, IR logics are presented below for each function

in the benchmark system, where two inverter-interfaced systems are presented: one-WF

(wind farm) and two-WF systems. The WF locations can be found in Table 2.2. The

IR logics of fault and islanding detection functions, fault detection and fault type recogni-

tion functions at different DG locations are compared. Secondly, the comparison is made

between 1) the proposed IR islanding and fault detection functions and 2) the standard

islanding and fault protective elements through HIL real-time simulation.

Islanding and fault detection function IR logics in the one-WF system are shown in

Fig. 2.5, where V2 stands for the negative sequence voltage, P is the active power at

the PCC, and df/dt is the rate of change of frequency. Decision logics of fault and fault

type recognition functions for the two-WF system are presented in Fig. 2.6 and Fig. 2.7,

where Va is the phase A voltage, V0 is the zero-sequence voltage, V1 is the positive-sequence
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Fig. 2.4 Functional diagram of multifunction IR scheme.

Table 2.2 DG locations in different systems under study.

Location Location
System

A B
1WF WF N/A
2WF WF1 WF2

voltage and dP/dt is the rate of change of active power. The FRT selective blocking logic

of WF1 in the two-WF system is of 41 decision nodes and the extra difference of this logic

from other IR logics is the classification type “blocking” and “non-blocking” as explained

in section 2.3.3.

HIL validation setup can be found in Section 5.2. IR logics in Fig. 2.5 are programmed
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Fig. 2.5 IR logics of (a) islanding and (b) fault detection functions in the
one-WF system.
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Fig. 2.6 IR logics of (a) fault detection and (b) fault type recognition func-
tions at WF1 in the two-WF system.
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Fig. 2.7 IR logics of (a) fault detection and (b) fault type recognition func-
tions at WF2 in the two-WF system.

into the digital relay as its islanding and fault detection logics in the one-WF system.

Relay settings of standard islanding and fault detection elements are shown in Table 2.3 as

advised by IEEE standard [1]. Similar to standard elements, the time delay for IR islanding

detection function is 100 ms and for fault detection function is instantaneous.

Table 2.3 Standard relay settings.

Device Setting (time delay)
Over freq. 60.5 Hz (100 ms)
Under freq. 59.7 Hz (100 ms)
Over volt. I V > 1.2 (100 ms)
Over volt. II 1.1 < V < 1.2 (500 ms)

Islanding detection

Under volt. V < 0.8 (100 ms)
Inst. Overcurrent Ipickup ph=1.2×Inom.Fault detection

Inst. Ground Overcurrent Ipickup gnd=0.25×Inom.

26 non-tripping events, 8 islanding events and 21 fault events are implemented and

tested. Detection results are obtained through GOOSE messages and they are summa-

rized in Table 2.4. The performances of the IR and the standard protection elements are
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analyzed in terms of dependability index (DI, the ratio between the number of detected

islanding/fault events and the number of total islanding/fault events) and security index

(SI, the ratio between the number of not detected non-islanding/non-fault events and the

number of total non-islanding or non-fault events). Average detection times of islanding

and fault for each device are also provided, considering the dynamics of the DERs.

Table 2.4 HIL validation results.

Device DI SI Avg. detection time (s)
IR 99% 92.30% 0.23

Islanding detection
Standard 98% 88.50% 0.257

IR 99% 88.50% 0.0215
Fault detection

Standard 99% 88.50% 0.0389

2.4.2 Intelligent Relay in Small Power Mismatch

The benchmark distribution system can also be found in Appendix A.1. Three types of

systems are investigated in this section. According to the DG locations at A and B, three

systems are presented in Table 2.5, namely, hybrid, 1WF and 2WF systems.

Table 2.5 DG locations in different systems under study.

Location Location
System

A B
Hybrid SG WF
1WF WF N/A
2WF WF1 WF2

All of the relays for DER interconnection protection are mounted on the high voltage

side of the step-up transformer between DG and the distribution feeder, as indicated at

buses B-9 and B-20 in Appendix A.1. The protective relays are set up to meet the DER

interconnection requirements in IEEE Standard 1547 [12], and their parameters can be

found in Table 2.3. In addition, ROCOF relays with a time delay of 50 ms are tested as

well, under the thresholds of 0.1, 0.25, 0.5, 0.75, 1.0 and 1.2 Hz/s.
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This section demonstrates firstly the decision trees obtained upon the islanding events

of CB-1 (see Appendix A.1) open, and fault and CB-1 open in the three types of systems in

Table 2.5. Following are the DI and SI of all relay functions, compared to the three types

of systems. Moreover, relay performances are investigated in depth under small power

mismatch conditions in the substation.

Decision trees

To understand the intelligent relay’s performance under small power mismatch, decision

trees are obtained in this subsection in three categories: import, export and close-mismatch.

The decision trees are shown in Figures 2.8, 2.9 and 2.10. Operating conditions such as

import and export in the following figures are referring to the power flowing into and out

of the distribution feeder; while close-mismatch stands for the small power mismatch at

the utility substation.

Fig. 2.8 IR logics in the one-WF system under small power mismatch study.

DI and SI under different DER systems

The quantification of DI and SI are shown in Section 2.2. The performance indices of the

intelligent relay, frequency relay, voltage relay and ROCOF relay are all listed. Since there

are 12 settings for ROCOF relays, only ROCOF with the best indices are shown in the

figures. Relay performances are shown in Figure 2.11. It needs to be noted that the DI

and SI of location A (DER1) are presented here in the two-WF systems.
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Fig. 2.9 IR logics in the two-WF system under small power mismatch study.

Fig. 2.10 IR logics in the hybrid system under small power mismatch study.

Small power mismatch performance

Due to the frequency-dominated nature of the obtained decision trees, the frequency relay

is investigated in particular. In operating conditions of very small power mismatch at the

substation, performances of frequency relays and IRs are presented for 1WF and hybrid

systems in Table 2.6 and 2.7 respectively. These results are only used to signify the fact

that standard relays cannot detect islanding events under small power mismatch. In reality,

the power mismatch values are limited by the measurement accuracy under small power

mismatch.
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(a) IR dependability index in the one-WF system. (b) IR security index in the one-WF system.

(c) IR dependability index in the two-WF system. (d) IR security index in the two-WF system.

(e) IR dependability index in the hybrid system. (f) IR security index in the hybrid system.

Fig. 2.11 IR DI and SI under different DER systems.
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Table 2.6 Frequency relay performances in 1WF system under small mis-
match conditions.

Pin Qin Freq. Relay IR
Case

(kW) (kVar) (DI%/SI%) (DI%/SI%)
Note

1 -22 -6 99/99 99/100 All cases detected by FR
2 -1 -2.6 88/99 98/99 FR failed at only CB-1 open event
3 -22 -2.6 88/99 99/100 FR failed at only CB-1 open event
4 -1 -6 99/99 99/100 All cases detected by FR

Table 2.7 Frequency relay performances in hybrid system under small mis-
match conditions.

Pin Qin Freq. Relay IR
Case

(kW) (kVar) (DI%/SI%) (DI%/SI%)
Note

1 6 -52 88/99 99/100 FR failed at only CB-1 open event
2 66 -54 99/99 99/99 All cases detected by FR
3 6 -81 99/99 98/100 All cases detected by FR

Inertia increases by 5 times;
4 66 -81 63/99 99/100

FR failed in more cases

2.4.3 Discussion

The islanding detection capability of intelligent relays in synchronous DG systems is studied

in [110]. This section is corroborating the ability of IR in inverter-based DER systems and

hybrid systems. In synchronous DG system, high inertia exists because of the rotating mass

of the synchronous generators, while in inverter-based DER systems, although there is a

permanent magnet synchronous machine in the wind turbine, inertia response is isolated

by the back-to-back converter in some of the wind turbine applications such as type-4 wind

turbines. Therefore, frequency deviation becomes obvious in pure inverter-interfaced DER

systems. It seems that conventional relays are performing very well in hybrid systems or

even pure inverter-based systems, however, in some special and realistic cases, conventional

relays may fail to detect islanding events whereas IR has better dependability and security.

The main findings from the previous results comprise the following points:

� Decision trees of IR are mainly frequency-based in pure inverter-based and hybrid

systems. From Figures 2.8 to 2.10, among the three systems, the frequency is the
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dominant feature for islanding detection. In high power mismatch, export or import,

some other features such as V, dV/dt may appear. Yet in close-mismatch cases,

frequency deviation is the most effective feature.

� Relay comparisons. As shown in Figure 2.11, IRs are performing the best in both DI

and SI. Conventional relays (frequency relays) are also performing well in most of the

cases. As an example, 1.2 Hz/s ROCOF with delay is very dependable but not very

secure as in the SI figures. Instead, voltage relays are secure but not dependable.

� Small power mismatch performances. As indicated in Table 2.6 and 2.7, when the

power mismatch is small enough, as most of the possible conventional IDMs, fre-

quency relay falls in its NDZ. The conventional relays can no longer detect islanding.

From Table 2.6 and 2.7, it is clear that frequency relay could not work in some of the

feeder operating conditions. In Table 2.6, as the reactive power mismatch decreases,

frequency relay fails at islanding event of CB-1 open. In contrast, the performance

of frequency relay would not be affected if active power mismatch at the substation

decreases to a certain value. This is validated by [117], and quoted as reactive power

mismatch dominates the boundaries of over/under frequency relays. Similarly, in

hybrid system frequency relay also reaches its NDZ but at a higher reactive power

mismatch -54 kVar, instead of -2.6 kVar in one inverter system. Meanwhile, if one

increases the inertia of the synchronous generator in the hybrid system and keeps the

same power mismatch at the substation, the performance of frequency relay becomes

worse because of the high inertia and less obvious frequency deviation. The DI drops

to 63% since the inertia in the system increases by five times.

� Frequency relay works well for substation islanding when power mismatch is not very

small; whereas intelligent relay can detect both substation islanding and downstream

islanding, as long as these operating conditions are trained before getting the optimal

DTs.

2.5 Conclusions

Multifunction IR protection scheme can be modelled and tested using comprehensive strat-

egy to get multiple function blocks to integrate islanding and fault detection, fault type

recognition and FRT selective blocking functions in the same IR. Results also show that the

proposed islanding and fault detection functions can be programmed in existing protective
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relays, and the relay responds as expected. HIL real-time simulation results illustrate that

both proposed IR and standard protective elements are effective in detecting islanding and

fault events in inverter-interfaced distribution systems. However, the proposed IR is able

to avoid more nuisance tripping events comparing to standard elements. In addition, the

detection times of IR are faster than standard elements by 10.5% and 44.7% in islanding

and fault detection.

This chapter discusses as well the performance of IR method in islanding detection

of inverter-based DER and hybrid distribution systems. The proposed IR is capable of

detecting islanding events in inverter-interfaced systems using frequency and some other

features such as rate of change of frequency, each symmetrical component of voltage, phase

voltage, rate of change of active power at PCC in its DTs. The performances of other

conventional relays, for instance, frequency relays, voltage relays, ROCOF relays are studied

and compared with IR. Among them, although performing well in high power mismatches,

conventional relays fail in low-power mismatch operating conditions. As the inertia of

the system increases, frequency relay is becoming worse in detecting islanding events. In

contrast, IR has good performance since it is trained to be intelligent enough to detect

these extreme cases. However, the enhanced method needs to be proposed to solve the

insensitivity issue of the islanding IRs. In Chapter 3 a novel IR-based islanding detection

method which improves the islanding detection under small power mismatch is proposed.
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Chapter 3

Islanding Detection Function

3.1 Introduction

This chapter covers the islanding detection function of the proposed IR. A new methodol-

ogy for reducing the boundary limits of islanding detection schemes using an NDZ-based

training/testing strategy to generate DT logics is proposed. In other pattern recognition

based islanding protection studies, training effort is equally distributed according to ac-

tive and reactive power imbalance. Those training strategies are inefficient not only in

NDZ reduction but also in utilizing computational resources. In addition, the obtained

DT logics is successfully implemented in a real digital relay. The proposed methodology is

validated using hardware-in-the-loop (HIL) technique. This chapter is organized as follows:

Section 3.2 presents the background of NDZ in islanding detection. Section 3.3 develops

the proposed model and the performance indicators required to analyze the decision tree

learning algorithm. Then the methodology for reducing the NDZ is elaborated on in Sec-

tion 3.4. Section 3.5 demonstrates the case study and testing results. The discussions and

conclusions are shown in Section 3.6 and Section 3.7.

3.2 The Concept of Non-detection Zones

The NDZ concept is an index to evaluate the performance of islanding protection [117]. This

performance index is defined by power imbalance (measured at distribution system point-

of-common coupling (PCC)) and plotted in ΔP-ΔQ space as shown in Fig. 3.1. Usually,

at the PCC between the local electric power system (Local EPS) and area EPS, power
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mismatches both in active and reactive power vary within a certain range, depending on the

generation of DERs and the system loading. When power mismatches are large enough prior

to grid disconnection, most widely-used standard functions, such as under/over voltage

and under/over frequency functions can easily detect such islanding events. However, in

scenarios of small power mismatches, voltage and frequency deviations after islanding are

not significant enough to be detected by those standard relay functions.

Fig. 3.1 Typical boundary limits of system operating conditions.

In different types of distributed generation, NDZs are of different shapes. In synchronous

generator (SG) based systems, the NDZ of the voltage function is influenced by reactive

power imbalance (Fig. 3.2(a)), which at the same time defines the top and bottom bound-

aries, and also by active power imbalance level to a lesser degree [55]. Meanwhile, active

power mismatch determines the performance of frequency function, which results in the

left and right boundaries.

As for the inverter-based systems, the size of the NDZ, in terms of active power and

reactive power mismatch at PCC, depends on the inverter control strategy. For a constant

power control strategy, the following relationships define the boundary limits of the NDZ

[117]:

(
V

Vmax

)2 − 1 ≤ ΔP

P
≤ (

V

Vmin

)2 − 1 (3.1)
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Qf · (1− (
f

fmin

)2) ≤ ΔQ

P
≤ Qf · (1− (

f

fmax

)2) (3.2)

where ΔP and ΔQ are the power mismatch before the grid is disconnected. P and Q

are the power output of inverter-based DER. Vmax, Vmin, fmax and fmin are the over/under

voltage and frequency limits respectively. Qf is the quality factor of the local load circuit,

defined as Qf = R
√
C/L in a parallel RLC circuit.

Fig. 3.2 NDZ shapes of Over/Under Frequency and Voltage (OF/UF and
OV/UV) functions in (a) synchronous generator and (b) inverter based sys-
tems.

3.3 Decision Tree Learning Algorithm

The details of the IR training process can be found in Section 2.2. According to the dis-

tribution feeder configuration, typical islanding events are simulated off-line. During these

simulation events, the voltage and current measurements at the DG point of common cou-

pling (PCC) are captured and stored for data-mining analysis. Based on the data obtained,

additional features that may have clear variation patterns or characteristics during island-

ing and fault conditions are calculated, such as frequency, rate of change of frequency, active

and reactive power, etc. After the data is processed and organized, the data-mining tool

Matlab Statistics and Machine Learning Toolbox [118] is utilized to find the determinant

features and the detection logics in the form of Decision Trees (DTs). The optimal DT

with the highest Dependability Index and Security Index is chosen to be embedded into

the IRs. IR performance analysis will be conducted with independent testing events.

The proposed methodology uses the classification and regression tree algorithm to train

IRs and obtain IR logics. More than 30 electrical features are tested in the inverter-based,



3.4 The Proposed Non-detection Zone Reduction Methodology 41

SG-based and hybrid systems, while in the end, 12 features (see Appendix A.7) are selected

using sequential feature selection method. In order to capture the skewed characteristics

of NDZ (explained in Section 3.2) under different DER technologies, features x9 to x12 are

included. Therefore, there are 12 elements in the vector X̄ according to Eq. (2.1). It also

means that the nodes in any acquired DTs are limited to the 12 types. It is assumed in

this thesis a maximum permissible DER islanding protection tripping time of 734 ms [2].

Thus, for a certain event, either islanding or non-islanding, 44 cycles of the monitored

12 features (which are also the elements in the vector X̄) are stored in the matrix T j
i

upon the occurrence of one event. Furthermore, a number of events are simulated and the

obtained vector X̄ is expanded in such a way. This process is also called training of the

DTs. These training events are substantial and determine the capability of the final DTs

when differentiating islanding from non-islanding events.

In order to quantify the NDZ performance graphically, the concept of non-detection

zone area index RNDZ is introduced in this chapter. It simply calculates the ratio between

the area of NDZ and the area of the zone that defines all operating conditions.

RNDZ =
ANDZ

AOC

× 100% (3.3)

where ANDZ and AOC are defined as the area of NDZ and operating conditions as seen

in Fig. 3.1.

3.4 The Proposed Non-detection Zone Reduction Methodology

In this section, the proposed NDZ reduction methodology is presented and explained in

detail, namely: Establishing NDZ, Reducing NDZ Band and Generating Intelligent Relay

Logics.

3.4.1 Establishing NDZ

The flow chart of the proposed methodology is shown in Fig. 3.3. This is a complete

methodology from defining the target DG to generating IR logics, then to the testing and

verification of the proposed IR while reducing the NDZ.

As shown in Fig. 3.3, once the target DG is specified, a load change is applied to emulate

various load and generation scenarios in a real system. Load change could be realized
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Fig. 3.3 Methodology for creating islanding IR with reduced NDZ.

by a small increment or decrement in active and/or reactive power [119]. Meanwhile,

it is needed to emulate islanding events by disconnecting the area electric power system

substation at the PCC. This step helps define non-critical operating conditions as shown

on the side. Actually, the smaller the change is, the more accurate the NDZ boundaries

are, however, the computational cost gets higher. The next step is to monitor and record

the islanding features at the target DG. The simulation is then continued until all of the

possible operating conditions are covered in the course of defining the NDZ boundaries.

After all of the operating conditions are simulated, the islanding detection responses of

standard voltage and frequency elements of the relay are defined and plotted for the target

DG. Subsequently, the NDZ boundary limits are defined and plotted (refer to the shape in

Fig. 3.1). It also defines the critical operating conditions at the target DG location, which

can not be detected by a standard relay. The proposed methodology uses this identified

NDZ boundary as an initial pattern (boundary limits) for reducing NDZ consequently.
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3.4.2 Reducing NDZ Band

Once the NDZ of a standard relay is defined, the goal of creating IR training database

is clear: minimizing the NDZ area. Critical operating conditions are delimited already

by the NDZ of standard relay functions using the proposed method in the previous steps,

while a general range of system operating conditions can be obtained in the ΔP-ΔQ space

according to local load variation data and DG generation. Explicitly, the following two

types of system operating conditions need to be determined first in the IR training stage,

and some training criteria are suggested:

� Critical operating condition corresponding to the small power mismatch within the

identified NDZ band. This operating condition is hard to detect due to small de-

viations in frequency and voltage. IR training should be focused here so that NDZ

could be largely reduced.

� Non-critical operating condition including system operating condition outside of the

NDZ band but inside the system operating boundaries. This operating condition is

easy to be detected due to large deviations in frequency and voltage. IR training

points should be covered in all of the four quadrants to guarantee a good overall

performance.

Generally, in non-critical area, the further the operating condition is from the origin of

ΔP-ΔQ space, the easier it is to be detected. Therefore a detailed knowledge of boundary

limits of non-critical operating conditions is not required and the system operating condi-

tions can be acquired from estimation. In other pattern recognition methods [38], [110],

the two-dimensional training/testing strategy is not established. Training effort is either

distributed according to active power imbalance or equally delivered in the ΔP-ΔQ space

with certain ΔP and ΔQ combinations. Those training strategies are inefficient not only in

NDZ reduction but also in utilizing computational resources. With the proposed training

criteria, IR training set can be selected in an effective and optimal way that reduces the

NDZ.

3.4.3 Generating Intelligent Relay Logics

In addition to training criteria, in order to achieve good dependability and security per-

formance, the islanding response data at the target DG location is tested under all types

of islanding and non-islanding training events. The purpose here is for the IR to adapt to
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more realistic events than only CB opening event seen in the NDZ plot.

Then the captured IR data of target DG location is processed by the data-mining

engine. According to the algorithm and implementation principle discussed in Section 3.3,

the decision logics and threshold settings are generated and well pruned.

The last step in the flow chart is IR testing and verification. Testing operating conditions

are placed in a larger range than in IR training and in more islanding and non-islanding

events. The IR performance is evaluated according to the following performance indicator:

DI/SI, RNDZ and HIL. DI and SI indicate whether the relay is dependable and capable of

avoiding nuisance tripping. The NDZ area index RNDZ illustrates the quantified area of

the relay’s NDZ. Since the generated relay logics and threshold settings are based on real

electrical features, they can be modelled and programmed in a digital relay for real-time

HIL testing.

3.5 Case Study

This section is divided into four parts: Benchmark System and Relay Settings, Simula-

tion Events, Off-line Simulation Results and Analysis and Hardware-in-the-loop Validation

Results and Analysis.

3.5.1 Benchmark System and Relay Settings

The benchmark system under investigation in this chapter can be found in Appendix A.6.

In this chapter, standard islanding protective functions and IRs are implemented at the

high voltage side of the DG transformer (see R1 and R2 in Fig. A.3). The setting of

the standard relay functions is according to [120] and the work in [110], [121]. They are

with the same setting as the islanding detection device in Table 2.3. The feasible system

operating conditions are defined between 36%-96% of total system loading and the time

delay of the IRs is set to be 100 ms.

3.5.2 Simulation Events

The events that are used for IR training and testing are listed in Table 3.1. These events

can be classified, according to their nature, into 9 types: normal operating conditions,

load shedding, fault and load shedding, load adding, fault-ride-through, topology change,
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parallel feeder islanding, circuit breaker open, and fault and circuit breaker open. Some of

these events are explained in the following:

Table 3.1 Simulation events in islanding detection.

Event Type
Cases
Trained

Cases
Tested

Event Description

Normal
operating
condition

6 3
9 different steady-state operations, within the
power range of 30% to 100% of total system
loading.

Load shedding 60 30
Load shedding at main and branch buses,
include shedding of single and multiple loads.

Fault and load
shedding

45 45
Fault and load shedding at main and branch
buses, include shedding of single and multiple
loads.

Load adding 60 30
Load adding at main and branch buses,
include adding of single and multiple loads.

FRT 45 27
Delayed fault events for the future FRT
capability of DGs.

Topology
change

18 9
Topology A: CB-15 open; Topology B: CB-10,
11 or 12 is open, CB-15 is close.

Parallel feeder
islanding

18 9

When the islanding occurs at the shorter
parallel feeder, IRs of DG1 and DG2 should
detect it is not an islanding event for
themselves.

Circuit
breaker open

45 27

Circuit breaker open at main and branch buses
feeder, some of these events might be an
islanding event to one DG and a non-islanding
event to the other.

Fault and
circuit breaker

open
45 27

Fault and circuit breaker open at main and
branch buses feeder, same as above.

Fault-ride-through (FRT)

Various delayed faults scenarios are conducted to train the intelligent relay to learn the fault

events which it should ”ride-through” without tripping DGs. This thesis uses the typical
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Canadian FRT curve suggested in [10]. What the IRs are capable of, learning from the FRT

training events, is not to violate the FRT requirements of grid codes within a predefined

time associated with the FRT curve. In other words, the IRs are trained to recognize any

delayed fault and keep their protected DGs connected to the grid in collaboration with

the DG FRT controller. Consequently, during the IR training, the events of delayed fault

(marked as ”-1” since they are non-islanding events) are simulated and corresponding data

of the monitored 12 features are stored for further processing. In the trained FRT events,

delayed faults at various locations and with different fault types (three-phase, single-line-to-

ground, double-line and double-line-to-ground) are incorporated into the FRT capability.

The integration of advanced inverter function – FRT/LVRT capability with the pro-

posed methodology can be achieved through predefined setting logics that provide responses

corresponding to particular sets of parameters, which has potential to restore a temporary

ride-through condition and to remove the need for disconnections during under/over volt-

age and/or frequency conditions. The proposed IR is applicable in and compatible with

the context of grid code requirements [120], [122] on advanced inverter functions such as

Low-Voltage or Low-Frequency Ride-Through (LVRT/LFRT). Since the inverter control of

the inverter-based DER is designed to respect a certain Voltage/Frequency Ride-Through

curve according to local grid code requirements, the key to islanding detection relay is not

to override such scenarios by false tripping of DGs. This can be easily realized through IR

tripping logics with inverter LVRT/LFRT controller’s supervision.

Topological change and parallel feeder islanding

The proposed NDZ reduction methodology is able to detect scenarios such as topological

change and parallel feeder islanding. In the loop-type distribution grid of Fig. A.3, high

service reliability is guaranteed by connecting CB-15 when there is an upstream permanent

fault resulting to an islanding at the short feeder. During the transition from Topology A

to B (see Table 3.1), the IRs should view this as a non-islanding event. On the other hand,

islanding events that occur at a parallel feeder are not islanding events of the other feeder.

The parallel feeder islanding events are simulated at the shorter feeder, therefore the IRs

at R1 and at R2 should differentiate those non-islanding events from real islanding events

that occur at the same feeder as the IRs.
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3.5.3 Off-line Simulation Results and Analysis

Using the benchmark system of Fig. A.3, 360 power mismatch conditions are simulated to

describe overall system operating conditions. For the IR training database of the benchmark

system, 11 system operating conditions are chosen according to Section 3.4. Each operating

condition is consistently trained in 342 cases and tested in a disjoint set of 207 cases

according to Table 3.1.

The obtained DT at the PCC of SG is shown in Fig. 3.4, where frequency deviation

is the dominant feature. The root threshold on frequency deviation is much stricter than

that of a standard frequency relay. Thus, the three-layer DT makes an accurate islanding

detection model. However, for the WF, DT is more complicated because of its inverter-

based characteristics and further location in the feeder (location B of Fig. A.3). Its DT

logic is shown in Fig. 3.5. The effectiveness of the IRs is tested in a larger range than the

feasible system operating conditions—from 30% to 100% of total system loading.

Fig. 3.4 Decision logics of IR at the PCC of SG with WF in power control
mode.

At the target DG locations, shown as A and B in Fig. A.3, comparisons are made

between standard islanding relay functions and the IRs. In Fig. 3.6, the NDZs of standard

relay functions are delimited with the WF having constant power control. Boundaries

corresponding to OF/UF and OV/UV functions are marked as well. In this thesis, under-

voltage function is not violated in the system under study.
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Fig. 3.5 Decision logics of IR at the PCC of WF with WF in power control
mode.

Different voltage control strategies of the WF have been considered as shown in Fig.

3.7. It exhibits a wider power mismatch area under the same load variation level. It means

that, upon the inception of islanding, WF with constant power control has stricter power

generation and consequently less NDZ area compared to WF with voltage control that tries

to maintain the collapsed voltage by increasing reactive power resulting in less reactive

power mismatch. P/f (active power and frequency) control of DER is not considered in

this thesis because the frequency is assumed to be maintained by the main grid in this

study.
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Fig. 3.6 NDZ of the standard relay and IR functions at (a) the PCC of SG
in power control mode and (b) the PCC of WF in power control mode.

3.5.4 Hardware-in-the-loop Validation Results and Analysis

The proposed methodology is validated in a real-time simulator by connecting a real digital

relay in the loop. Chapter 5 provides more details of the setup. According to the available

digital relay’s word bits, IR logic in Fig. 3.4 is programmed in the digital relay logic. The
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Fig. 3.7 NDZ of the standard relay at the PCC of SG and WF with WF in
voltage control mode.

HIL simulation results of reduced NDZ in the case study are demonstrated in Fig. 3.8.
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Fig. 3.8 HIL experimental NDZ of digital relay programmed with IR logics
of Fig. 3.4 at the PCC of SG with WF in power control mode.

The proposed IR logics are tested and compared with standard relay functions. Table

3.2 shows the RNDZ values of standard relay functions and the proposed IRs at different

target DG locations according to Fig. 3.6. This table indicates that the NDZ areas of the

proposed IR decreased more than a half of those of standard relay functions for SG and

WF. When tested in HIL, the IR result is even better, only 2.78% of the entire area is not

detected. Note that N/A here results from the fact that some of the elements in Fig. 3.5
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are not supported by the employed commercial relay.

Table 3.2 Relay performance comparison of different relays (SG: Syn-
chronous Generator, WF: Wind Farm, DI: Dependability Index, SI: Security
Index).

Performance
indicator

Standard relay
functions

The proposed
IR

The proposed
IR tested in

HIL

RNDZ SG [%] 9.11 (Fig. 3.6a)
4.19 (Fig.
3.6a)

2.78 (Fig. 3.8)

RNDZ WF [%] 8.14 (Fig. 3.6b)
2.00 (Fig.
3.6b)

N/A

DISG [%] 98.1 99.8 98.5

SISG [%] 95.0 99.7 96.6

DIWF [%] 97.8 99.5 N/A

SIWF [%] 80.0 99.9 N/A

The dependability and security performance results of the standard relay functions, the

proposed IR and the IR in HIL are also provided in Table 3.2. It is seen that the proposed

IR is exhibiting a higher DI/SI than standard relay functions. IRs at the WF PCC show

a similar performance as ones at the SG PCC. From the perspective of standard relay

functions, they are less dependable than the proposed IRs, while the SIs of the standard

relay functions represent an undesirable nuisance tripping behavior at both locations.

The HIL validation of the proposed methodology exhibits practical applicability. The

advanced industrial technology of numerical relay algorithms has realized the implementa-

tion of custom protection functions using relay logic programming. Therefore, intelligent

decision tree logics obtained can be programmed into a standard industrial numerical relay

as shown in this subsection, which also reduces hardware requirements. Future develop-

ment of signal processing algorithm will allow the implementation of even more complicated

logics than the one in Fig. 3.5.

3.5.5 Under-trained DT Logic

If the IR is not trained appropriately according to the proposed methodology, the resul-

tant NDZ would have a significant area (its RNDZ might be even larger than the one of
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standard relay functions) outside of the NDZ boundary of the standard relay. Under this

circumstance, the active and reactive power mismatch would be so large that the associated

voltage and frequency deviations upon islanding violate the IEEE 1547 Standard [14]. The

DT, in this case, is called under-trained DT logic.

With the same system setting as the one in Fig. 3.6 but different DT training strategy,

an example of the under-trained DT logic can be found in Fig. 3.9. The DT behind

this figure lacks training in the fourth quadrant of the ΔP-ΔQ space, The outcome is the

undetected triangle-like area in that quadrant. A corrective measure to solve this problem

is to add an extra training condition located in the middle of this triangle-like area in the

fourth quadrant. As long as the training strategy follows the proposed method in Section

3.4.2, a newly trained DT logic with negligible NDZ can be generated while satisfying the

IEEE standard, as shown in Fig. 3.6a.
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Fig. 3.9 An example of the under-trained DT.

3.6 Discussions

3.6.1 Comparison with Other Methods

This subsection compares the proposed method with other intelligence based methods. The

results can be seen from Table 3.3.
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Table 3.3 Comparison with other methods.

Method
Measure-
ment

Feature DI, SI
Events &
DG types

Hardware
Realization

In [38] V, I

8 (wavelet
coefficients,
wavelet
energy)

> 95%,
> 96%

6,
conventional

DER,
inverter-
based
DER

Difficult, need
to design a mi-
crocontroller

In [123] V

3 (wavelet
coefficient,
wavelet
energy)

N/A,
accuracy
> 98%

7,
conventional

DER
N/A

In [110] V, I
11 (basic
physical
quantity)

> 98%,
> 48%

5,
conventional

DER
N/A

In the
proposed

methodology
V, I

12 (basic
physical
quantity)

> 99%,
> 99%

9,
conventional

DER,
inverter-
based
DER

Easy, can be
integrated into
digital relays

The comparison is made among four DT based methods. All four methods measure

voltage and current except for the one in [38] measuring only voltage. The work in [38]

and [123] utilizes discrete wavelet transform (DWT) to obtain islanding detection features

and DT to classify different events. Same mother wavelet (DB4) is selected in the two DWT-

based papers, but [38] uses 4 levels of voltage and current wavelet decomposition coefficients

(8 features) and [123] uses 3 levels of voltage wavelet decomposition coefficients (3 features).

While the work in [110] and the proposed methodology in this chapter take advantage of

only discrete Fourier transform (DFT) and DT. Fewer features are used in [123] due to

the fact that inverter-based DER is not under investigation. The inertia-less characteristic

of inverter-based DER increases the difficulty of islanding detection and therefore requires

more features for detection. Besides DG types, the event type under study also alters the

detection difficulty level. All of the four methods have the following two types of islanding
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events: circuit breaker opening and circuit breaker opening after a fault. For non-islanding

events, there are 4 types of them in [38], 5 types in [123] and 3 types in [110]. While in this

thesis, extra events such as FRT, topological changes and parallel feeder islanding are taken

into account. The proposed method in [110] was tested using these non-islanding events,

showing a low SI value. Moreover, the work in both [38] and this chapter is validated in a

laboratory environment. However, the proposed methodology in this chapter is promising

due to the following reasons: 1) it requires low computational burden and its calculation is

more reliable comparing to the DWT-based method; 2) the IR can be easily programmed

into digital/numerical relays and does not require any micro-controller design and 3) the

proposed islanding detection methodology has a reduced NDZ comparing to other decision

tree based methods.

3.6.2 DER Technologies and Controls

The proposed methodology can be utilized for both SG-based and inverter-interfaced DERs.

As illustrated in Fig. 3.6, both SG and WF have similar shapes located in the ΔP-ΔQ

space. Which DER technology results in the NDZ shape is not necessary information for

the proposed IR training technique. The technique focuses on the delimited NDZ shapes

obtained from the NDZ establishing procedures in Section 3.4.1, followed by the NDZ

reducing criteria. Once the IR gets trained/tested appropriately, a negligible NDZ can be

achieved. The results can be seen in the IRs’ NDZ boundaries of Fig. 3.6(a) and (b). Their

non-detection zone area indices are both below 4.2%, as indicated in Table 3.2.

Similarly, this NDZ reduction methodology is feasible for DERs with various control

strategies. Section 5.4 demonstrates the NDZs of WF with power control mode in Fig.

3.6 (b) and with voltage control mode in Fig. 3.7. After both NDZs are delimited, crit-

ical and non-critical operating conditions can be identified. IR training strategies can be

subsequently designed, without the need to know the specific DER control modes.

3.7 Conclusions

This chapter proposed a complete procedure for constructing intelligent islanding relays

while reducing non-detection zones. It firstly proposed a methodology to establish and re-

duce NDZ in islanding schemes. IR decision logics and threshold settings can be obtained
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through this methodology to achieve a superior relay performance. In addition, the pro-

posed NDZ reduction method is applicable to both DER technologies and different DER

control strategies due to its pattern recognition nature. Besides the reduced NDZ perfor-

mance, the proposed IR is capable of detecting a myriad of islanding and non-islanding

events using decision tree learning method.

The generated IR logics are proved to be effective in reducing the NDZ boundary limits

at target DG locations as shown in Fig. 3.6 - 3.7 and Table 3.2. The concept of non-

detection zone area index is introduced as well to quantify the NDZ performance. This

methodology reduces more than 54% of NDZ area comparing to standard relay functions,

without jeopardizing dependability and security performance. It is also concluded that the

IR using proposed methodology has a much smaller NDZ and higher dependability and

security index (as indicated in Table 3.2) in the overall performance. Extensive field tests

and fault recorder data would be considered and applied in the future work to compare

the simulations with real-world conditions, and to see the efficacy of the proposed pattern

recognition methodology under field data. Furthermore, this thesis managed to implement

intelligence in a standard numerical relay with decision tree logics. The proposed pattern

recognition methodology is also realized and validated in the laboratory HIL environment.
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Chapter 4

High Impedance Fault Detection

Function

4.1 Introduction

This chapter extends the functionality of the multifunction intelligent relay by incorporating

a HIF detection approach. It has been decades for researchers and engineers to seek a

solution to high impedance fault (HIF) detection. HIF is associated with the downed or

undowned conductor. The downed conductor is the one that falls on the poorly conductive

surface, while undowned conductor involves contacts with the tree limb, sand, asphalt,

grass, soil, concrete and so on. HIF produces little or no fault current. Typical fault

currents range from 10 to 50 amps, with an erratic waveform [64]. Hence, it is hard

to detect HIF since its current is usually too low to reach overcurrent relay’s pickups.

Besides, with the irregular, non-linear and asymmetric attributes, HIF detection becomes

more difficult and challenging.

HIF normally exists in distribution power systems with voltages ranging from 4 kV to

34.5 kV. Upon the occurrence of HIF, its immediate vicinity is imposed with potential

danger, which is hazardous to public safety. Therefore effective HIF detection is required

to detect all of the HIFs while avoiding false tripping to maintain the continuity of power

supply. In addition, HIFs cannot always be recorded in the fault report to relay engineers

and the reported cases are therefore less than what line crews observe from the field. It

was revealed in [64] in one case study that conventional protection cleared only 17.5% of
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staged HIFs.

A high-impedance fault looks very similar to a small, noisy, poorly behaved single-

phase load [89]. Meanwhile, some normal system events such as capacitor switching or

motor starting are possible to mislead the detection of HIFs. It is therefore very difficult to

find unique characteristics to discriminate HIFs from non-HIFs. Different system loading

conditions, amount of local generations, weather conditions such as humidity and temper-

ature, type of materials in contact with the conductor are all variables that can have a

subtle affect on HIFs behaviours. Machine learning method is working well to detect what

it has been trained to detect, but the inexhaustible uncertainty and stochasticity of HIFs

require an online learning or adaptive HIF detector to achieve satisfactory performance.

4.2 HIF modeling

There are mainly three ways of modeling HIF. The first one is called transient analysis

of control systems (TACS) controlled switch, which was proposed in [124]. This model

emulates arc conduction, re-ignition and extinction. The advantage of this model is the ad-

justable phase difference between the applied voltage and fault current. Some modifications

of the TACS controlled switch are shown in [125], [78].

The second way of modeling HIF is the employment of two anti-parallel dc-sources

connected via two diodes, plus two variable resistors. The primitive model came from a

fixed resistance at the point of fault [126]. The nonlinear impedances was then included

to add the non-linearity of fault current [73]. Later on, the model is extended with two

anti-parallel DC-sources connected via two diodes [127], which modelled the asymmetric

nature, as well as the intermediate arc extinction around current zero. The above model

was then modified by adding one [93] or two [95], [96], [128] variable resistances in series

with the DC sources. This kind of model is able to model the effective impedance and thus

the randomness of the resulting fault current.

The third way originates from the Kizilcay model [129] which utilizes a dynamic arc

model derived from the viewpoint of control theory based on the energy balance in the

arc column [130]. A branch with an arcing fault can be modeled as an arc in series with

a constant resistance R0, where Rarc(t) is the time varying arc resistance. Let garc(t) =

1/Rarc(t) be the arc conductance, which is also time-varying. Thus,
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vf (t) = if (t) ·R0 +
if (t)

garc(t)
(4.1)

The arc model that connects garc(t) and the current of the arc branch if (t) is as follows:

dgarc(t)

dt
=

1

τ
(

|if (t)|
u0 + r0|if (t)| − garc(t)) (4.2)

where u0 is the characteristic arc voltage, r0 is the characteristic arc resistance, and τ

is the arc time constant.

This chapter employs the second way of modeling HIF since it fully captures the random,

irregular and unsymmetrical characteristics of HIFs. Fig. 4.1 shows the HIF model used

in this chapter. This model connects one phase of the power line to the ground. Two

variable resistors are both changing randomly and model the dynamic arcing resistance.

Two sets of diodes and DC sources are connected in an anti-parallel configuration. The

two DC sources are randomly varying as well, which model the asymmetric nature of HIF.

The positive half cycle of HIF current is achieved when Vph > Vp, while negative half cycle

when Vph < Vn. When Vn < Vph < Vp, the current equals to zero, which represents the

period of arc extinction. In order to generate a fault current between 10 and 100 A in the

25 kV benchmark system (discussed in Section 4.3.3), the model settings are provided in

Table 4.1. The obtained HIF current waveforms and V-I characteristics are presented in

Fig. 4.2 and 4.3. Testing results of this HIF model reveal a good modeling performance

and are validated in the simulation and field test results of [83], [131] and [132].

Table 4.1 HIF model settings.

Component Value range Values change every

Vp 5 ∼ 6 kV 0.1 ms

Vn 7 ∼ 8 kV 0.1 ms

Rp 200 ∼ 1500 Ω 0.1 ms

Rn 200 ∼ 1500 Ω 0.1 ms
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Fig. 4.1 HIF two anti-parallel dc-source model.
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Fig. 4.2 HIF current waveform.

4.3 Feature Selection

Feature selection significantly affects the performance of pattern recognition based methods.

This chapter has studied 246 candidate electrical features by measuring the current and

voltage at the point of common coupling (PCC). These features include discrete Fourier
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Fig. 4.3 HIF V-I characteristics.

transform and Kalman filter estimated features. In addition to all conventional features

in protection, some artificial electrical features such as the rate of change of frequency

over active power, the rate of change of power factor, the angle difference between voltage

harmonics, and so on are also included. Prior to the proposed HIF detection features, the

benchmark system and event under study are presented.

4.3.1 Variable-importance in Feature Evaluation

Decision tree based algorithm in machine learning can provide protection engineers with

optimal relay logics and settings in distribution network protection [133]. However, it is a

significant challenge to find out the key features to HIF given the fact of its randomness

and irregularity. In another word, an effective and unbiased feature evaluator is required to

calculate the merit of each tested feature before the classification between HIF event and

non-HIF event. The proposed method takes advantages of the information gain and mini-

mum description length (MDL)-based discretization algorithm to select important features

during HIF. The MDL score is called variable of importance in this chapter. A detailed

mathematical formulation of the MDL-based algorithm is presented in Appendix A.8.

4.3.2 Pool of Candidate Features

In this study, 246 features are investigated as candidate features. These features are ex-

tracted through two techniques: discrete Fourier transform (DFT) and Kalman filter (KF).
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Both techniques appear simple and reliable to engineers. Many applications utilizing these

techniques can be found in engineering field [134], [135].

The candidate feature pool contains conventional features and invented features as

shown in Table 4.2. In DFT-based features, conventional features include frequency (df),

rate of change of frequency (df/dt), active power (P ), rate of change of active power

(dP/dt), power factor (pf), rate of change of power factor (dpf/dt), reactive power (Q),

rate of change of reactive power (dQ/dt), power angle (φ), rate of change of power angle

(dφ/dt), harmonic magnitude of voltage from the first order to the sixth (HV 1 ∼ HV 6),

harmonic magnitude of current from the first order to the sixth (HI1 ∼ HI6), three-phase

voltage (Vabc), sequence component of voltage (V012), three-phase current (Iabc), sequence

component of current (I012), rate of change of three-phase current (dI/dt), rate of change

of three-phase voltage (dV/dt), line voltage (Vll), angle of sequence component of voltage

(θV012), angle of sequence component of current (θI012), angle of sequence component of

voltage at its first order harmonic (θHV 1 012
), angle of sequence component of current at its

first order harmonic (θHI1 012
), angle of sequence component of voltage at its third order

harmonic (θHV 3 012
), angle of sequence component of current at its third order harmonic

(θHI3 012
). While the invented features in DFT-based technique consist of: rate of change

of frequency over active power (df/dP ), rate of change of frequency over reactive power

(df/dQ), rate of change of voltage over active power (dV/dP ), rate of change of voltage

over reactive power (dV/dQ), rate of change of harmonic magnitude of voltage from the

first order to the sixth (dHV 1/dt ∼ dHV 6/dt), angle difference between negative and zero

sequence voltage (θV2 − θV0), angle difference between negative and zero sequence current

(θI2 − θI0). The invented features are designed according to literature and a great number

of experimental simulations.

In KF-based features, conventional features include the in-phase component of current

from the first to the sixth order (KF I cos H1 ∼ H6), the in-quadrature components of

current from the first to the sixth order (KF I sin H1 ∼ H6), the in-phase component

of voltage from the first to the sixth order (KF V cos H1 ∼ H6) and the in-quadrature

components of voltage from the first to the sixth order (KF V sin H1 ∼ H6) estimated

from KF. While the invented features in KF-based technique consist of: DC component

of voltage (KF V DC), 10 Hz inter-harmonic element of voltage (KF V 10Hz inter −
harmonic) estimated from KF. The implementation details of KF-based features can be

found in [136].
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Table 4.2 Candidate Feature Pool.

Feature Type Conventional Feature Invented Feature

DFT-based

df, df/dt, P, dP/dt, pf, df/dP, df/dQ,

dpf/dt,Q, dQ/dt, φ, dφ/dt, dV/dP, dV/dQ,

HV 1 ∼ HV 6, HI1 ∼ HI6, dHV 1/dt ∼ dHV 6/dt,

Vabc, V012, Iabc, I012, dI/dt, θV2 − θV0 , θI2 − θI0

dV/dt, Vll, θV012 , θI012 ,

θHV 1 012
, θHI1 012

θHV 3 012
, θHI3 012

KF-based

KF I cos H1 ∼ H6, KF V DC,

KF I sin H1 ∼ H6, KF V 10Hz inter

KF V cos H1 ∼ H6, harmonic

KF V sin H1 ∼ H6

To be noted that harmonic phase angles are in harmonic degrees and are the phase

difference between the zero crossing of the fundamental frequency reference and the next

zero crossing in the same direction of the harmonic.

4.3.3 System and Event Under Study

Benchmark System

The benchmark system utilized can be found form Appendix A.1. The system configuration

under different DER Technologies is presented in Table 4.3.

Table 4.3 System Configuration under Different DER Technologies.

System Type Location A Location B

Synchronous machine based system SG N/A

Inverter-based system WF N/A

Hybrid system SG WF
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Events Under Study

Comprehensive scenarios are considered in the event category (refer to Table 4.4). A loading

condition ranging from 30% to 100%, in a step of 10%, is simulated. Furthermore, eight

loading conditions and three DG technologies are examined respectively on top of the base

case scenario. Therefore, the number of fault and non-fault events are calculated as follows:

1. Fault event: since two types of fault, summing up to 13 cases, are included, the

number of fault events with one fault impedance, one fault location and one fault

impedance is (10 + 3) × 8 × 3 = 312. Given 6 simulated fault impedances, 4 fault

inception angles and 3 fault locations, the total number of fault events add up to

312× 6× 4× 3 = 22464.

2. Non-fault event: it comprises normal state, load switching (adding and shedding)

and capacitor switching events. Therefore the total number of non-fault events

equals to (1 + 6 + 2)× 8× 3 = 216.

The simulated events result in an imbalanced dataset, as calculated above. With im-

balanced datasets, an algorithm could get insufficient information about the minority class

to make an accurate prediction. Therefore, the synthetic minority over-sampling technique

(SMOTE) is employed to generate synthetic samples and shift the classifier learning bias

towards minority class [137].

Table 4.4 Event Category of System Under Study.

Event Category Event Type Number of Events

System Operating Condition
Loading Condition (30%-100%) 8

DER Tech. (SG, inverter, hybrid) 3

Fault Event

Type 1: SLG, LLG, LL, LLLG 10

Type 2: Downed conductor 3

Fault impedance 6

Inception Angle (0�, 30�, 60�, 90�) 4

Fault location 3

Non-fault Event

Normal State 1

Load Switching 6

Capacitor Switching 2
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4.3.4 Effective Feature Set

In the end, after mining the collected data, applying the feature ranking algorithm and

selecting the effective feature set (EFS) by considering the comprehensive performance in

different distribution systems, an EFS is proposed in Table 4.5.

Table 4.5 Effective Feature Set of HIF Detection in Three Types of Distri-
bution Systems.

Fault Type Feature

SLG, LL, LLG
V2, I2, (θV2 − θV0), (θI2 − θI0)

KF V cos H3, KF V sin H3

LLLG
Vll, Vph, HV 1, θHV 1 1

KF I cos H1, KF I sin H1

4.4 Typical Waveforms

Typical waveforms of the proposed EFS upon HIF are shown in this subsection. A single-

line-to-ground HIF is applied in a hybrid distributed generation system (refer to Section

2.4.2 Table 2.5) when t = 0.3 second. The exemplary waveforms of all effective features are

illustrated in Fig. 4.4.

4.5 Fault Scenario Analysis

In this section, the EFS is evaluated in terms of different fault impedances, fault incep-

tion angles and fault locations. The quantifier used in the evaluation is the variable of

importance explained in Section 4.3.1.

4.5.1 Fault Impedance Variations

The variable-of-importance values are plotted under different fault impedances. Fig. 4.5

depicts the variable-importance performances of each feature in EFS upon single-line-to-

ground (SLG) fault, line-to-line (LL) fault, line-to-line-to-ground (LLG) fault and three-line

(LLLG) fault. It is concluded from this figure that:
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Fig. 4.4 Typical waveforms under HIF.

1. The negative sequence of voltage and current are most reliable features that can

keep unaffected during any unbalanced fault upon a varying fault impedance.

2. The feature of the angle difference between negative sequence voltage and zero se-

quence voltage is reliable under LL and LLLG fault but vulnerable to high fault

impedance.

3. The third harmonic components estimated from KF gets deteriorated when the fault

impedance increases.

4. The proposed three-phase HIF detection features are all performing very well except
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for the fundamental in-quadrature component of current estimated from KF.
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Fig. 4.5 Variable-importance of all features under each type of fault in a
grounded system.

4.5.2 Fault Inception Angle Variations

The affect of fault inception angle is examined as well in this study. The results in unbal-

anced fault and three phase faults are shown in Fig. 4.6 and Fig. 4.7 respectively. The

results in both figures include a varying impedance from 30 Ω to 500 Ω.
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(d) Feature of θI2 − θI0
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Fig. 4.6 Variable-importance of all features at different fault inception an-
gles.
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Fig. 4.7 Variable-importance of LLLG fault features at different fault in-
ception angles.

It is seen that in general, the fault inception angle is not a significant factor that can

perturb variable importance. The angles of 30�and 60�may result in a subtle decrease in

the variable of importance of the KF estimated third harmonic, but the change is limited.

For a three-phase fault, the first order harmonic components of current estimated by KF

have a performance drop in non-zero angles.

4.5.3 Fault Location Variations

The variable-importance of the features in EFS is presented at three fault locations (refer

to Appendix A.1):

� Location 1: Fault near Bus B-3;

� Location 2: Fault near Bus B-11;

� Location 3: Fault near Bus B-19;

The result is demonstrated in Fig. 4.8, including all fault impedance in Section 4.5.1

and all fault inception angles in Section 4.5.2. As indicated from this figure, the feature of

negative sequence current keeps being unaffected at each location, however, the negative

sequence of voltage is so low at location 1 and 2 that the variable of importance becomes
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very low. The reason for that is the strong voltage source from the substation is ideally

balanced; therefore the negative sequence voltage deviation contributed from the HIF is

weak. At location 3, since it is far from the substation, the negative sequence voltage

becomes a good HIF indicator again. To a negligible extent, it is similar for the variable

of importance performance of other features that the further the fault location is, the less

compromised the features are.
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Fig. 4.8 Variable-importance at different fault locations.

4.6 Pattern Recognition Based HIF Detection Method

The proposed HIF detection method follows the flow chart in Fig. 4.9. It comprises

three parts: data collection, feature selection and determination of classifiers. Data col-

lection is also viewed as training as in other pattern recognition based methods. In this

chapter, HIFs are applied to the types of single-line-to-ground fault, line-to-line fault, line-

to-line-to-ground fault and three-phase fault at different locations and/or with different

fault impedances along the benchmark distribution feeder. Non-HIF events contain normal

operating conditions, capacitor switching and loading switching. Moreover, this chapter
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investigates the HIF pattern in three types of distribution systems (explained in Section

2.4.2) before coming up with the EFS.

Data 
Collection

Feature 
Ranking

Effective 
Feature Set

Determination 
of Classifier

Feature Selection

Fig. 4.9 The proposed pattern recognition flow chart of HIF detection.

The details of feature processing will be mentioned in the next subsection. The third

part in Fig. 4.9 is about the selection of classifiers that can achieve the best performance in

accuracy, dependability and security. Besides pre-programming the selected classifier model

into the HIF detector after learning the entire dataset at once (this is called batch learning),

one could as well design the HIF detector that is capable of online machine learning. It

means that the HIF detector receives the current and voltage signals in a sequential order

and updates its prediction model (classifier) at each step. Thus, the proposed method

explores classifiers of batch learning and online learning.

4.6.1 Testing Results

The benchmark system is shown in Appendix A.1. Two distributed generators (DGs) can

be connected at location A and B respectively. Three types of distribution systems can

be therefore modelled: (1) The synchronous generator (SG) based system is developed by

connecting an SG to location A and no DG at location B; (2) The inverter-interfaced system

is with only type-4 wind turbines at location A and no DG at location B; and (3) The hybrid

DG system has a SG connected at location A and wind turbine generators at location B.

The proposed method is tested in grounded SG-based systems, inverter-interfaced systems,

and hybrid systems, with the 246 features (discussed in Section 4.3) implemented. 1944 HIF

events and another 1944 non-HIF events (they may not be necessary with the same number)

are simulated for the training and feature processing. The types of testing events are

similar to those of training events, but the events are different (either at different locations

or with different parameter values). There are totally 972 HIF and 972 non-HIF events

in the testing in the aforementioned three types of distribution systems. The detection

performances are tested firstly with the full feature set and then with EFS. In addition,

five classical classifiers (Naive Bayes, Support Vector Machine, k-nearest neighbour, J48
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and random forest) from Weka [138] are compared in order to find the best classifier. The

performance results with full features available are shown in Table 4.6, while the results

with proposed EFS are shown in Table 4.7, where the accuracy is defined as the ratio of

the number of correctly classified events to the total number of events, dependability index

(DI) is the ratio of the of detected HIF events to the total number of HIF events and

security index (SI) is the ratio of the of detected non-HIF events to the total number of

non-HIF events. To limit problems such as over-fitting and inaccuracy in prediction, each

classifier model in Table 4.6 is acquired through 10-folder cross-validation.

Table 4.6 Batch learning performance of HIF detection with the full feature
set.

Classifier Accuracy (%) DI (%) SI (%)

NaiveBayes 86.7 86.1 87.4

LibSVM (Gaussian kernel) 76.3 69.1 80.8

k-nearest neighbour 97.6 97.6 97.6

J48 99.0 99.0 99.0

RandomForest 99.1 99.0 99.1

Table 4.7 Batch learning performance of HIF detection with the effective
feature set.

Classifier Accuracy (%) DI (%) SI (%)

NaiveBayes 80.3 76.8 82.9

LibSVM (Gaussian kernel) 93.7 93.6 93.9

k-nearest neighbour 98.6 98.6 98.6

J48 99.1 99.1 99.1

RandomForest 99.1 99.1 99.1

The proposed EFS and HIF detection method are tested in four online machine learning

classifiers as well. Table 4.8 and 4.9 demonstrate the online machine learning performance

of the proposed HIF detection method with full and effective feature sets, respectively. The

mean DI and SI are calculated and listed in the two tables.
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Table 4.8 Online learning performance of HIF detection with the full feature
set.

Classifier Mean DI & SI (%)

Naive Bayes 89.9 & 97.9

Online Accuracy Updated Ensemble 98.6 & 89.9

Hoeffding Adaptive Tree 97.9 & 98.6

k-nearest neighbour 83.8 & 97.9

Table 4.9 Online learning performance of HIF detection with the effective
feature set.

Classifier Mean DI & SI (%)

Naive Bayes 80.4 & 95.7

Online Accuracy Updated Ensemble 97.0 & 80.4

Hoeffding Adaptive Tree 95.7 & 80.4

k-nearest neighbour 96.9 & 97.0

4.6.2 Discussions

According to the batch learning testing results, the proposed method with the EFS has

similar performance as the one with the full feature set. Therefore it comes to the conclusion

that the EFS requires a very small number of signal channels without compromising the

overall detection performance. At the same time, tree-structured classifiers such as J48 and

random forest present much better performance over other classifiers in batch learning. The

online learning result tables reveal the fact that the number of detection features does affect

the performance of the classifiers. However, the classifier of k-nearest neighbour shows a

satisfactory performance with the EFS, which is almost as good as the best performing

classifier Hoeffding adaptive tree when detecting with full feature set.

4.7 HIF Detection Logic

Inspired by the tree structure of the machine learning classifier model, the author further

explores the decision tree structures. A HIF detection logic, based on the previously iden-

tified EFS, is proposed. Statistically, since three-phase faults take up only 2%-3% of the



4.7 HIF Detection Logic 73

fault occurrences [139], a HIF detection logic is designed in this regard for unbalanced HIF

only. As for LLLG type HIFs, a simple and feasible logic pattern is difficult to generalize

after observing and analyzing the obtained decision tree structures. Therefore a decision

tree based classifier model is recommended for the detection of three-phase balanced HIF

– although relatively rare.

The proposed HIF detection logic is targeted to be implemented in a microprocessor

based digital relay. Similar to conventional digital relays, the proposed relay technique

takes the voltage and current signals as its input. In addition, DFT and KF are required

for corresponding feature extraction. Before the explanation of the proposed HIF detection

logic, the logic circuit is presented first in Fig. 4.10.
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Fig. 4.10 The proposed HIF detection logic.

As indicated in the detection logic, three-phase voltage and current signals are sent to

DFT and KF for feature extraction. The utilized features are based on the EFS explained

in Table 4.5 in Section 4.3.4. Therefore, the extracted instantaneous signals after the DFT

and KF blocks are:

S̄DFT = {s1, s2 s3, s4} = {V2, I2, θV2 − θV0 , θI2 − θI0} (4.3)

S̄KF = {s5, s6, s7, s8, s9, s10}
= {KF Va cos H3, KF Vb cos H3, KF Vc cos H3, KF Va sin H3,

KF Vb sin H3, KF Vc sin H3}
(4.4)
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4.7.1 System Characteristic Averager

The System Characteristic Averager has a memory that stores the signals for a predefined

duration of T̄ = {t1, t2, t3, t4, t5, t6, t7, t8, t9, t10}. In other words, T̄ is the time constant that

is a vector of ten elements associated with S̄DFT and S̄KF . To avoid signal spikes, a limiter

is implemented for each signal channel. Meanwhile, the time constant T̄ is set according

to the system characteristics of each individual signal. A small ti (i = 1, 2, ...10) can avoid

severe step change of signal but a large ti costs more data storage and computational efforts.

The output of the System Characteristic Averager block provides the reference value si ref

(i = 1, 2, ...10) for the Comparison Logic. A reliable average value is a prerequisite to

successful detection.

4.7.2 Comparison Logic

The block of Comparison Logic is depicted in Fig. 4.11. Based on the feature extraction

technique discussed in Section 4.3, the extracted instantaneous signal si can be understood

as the system background signal superimposed by the extra signal contributed from the

HIF behaviour. The comparison is therefore made between the extracted instantaneous

signal si and its reference value si ref .

Sign

ki

si

si_ref

x y bi

Fig. 4.11 Comparison Logic in the proposed HIF detection logic.

The sensitivity gain of ki is incorporated in order to 1) set the margin of detection and

2) add a handle to the detection sensitivity. Where the undefined parameter of K̄ stands

for:

K̄ = {k1, k2, k3, k4, k5, k6, k7, k8, k9, k10} (4.5)
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After the summation block in Fig. 4.11, a Sign function is employed to provide the

following decision making:

When x > 0, y = 1;

When x � 0, y = 0.

The output of the comparison logic is the comparison assertion bit of bi (i = 1, 2, ...10),

the B̄, which is the input to the decision logic.

4.7.3 Decision Logic

The decision logic, as shown in Fig. 4.12, is the execution part of the HIF detection logic.
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b4
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b10
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ANDOR

OR

Time Delay
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Fig. 4.12 Decision Logic in the proposed HIF detection logic.

The AND gate before the time delay has four inputs:

1. The ANDed signal of all four DFT-based assertion bits. If any of the four signals

are not asserted, the decision logic will not trip.

2. KF-estimated in-phase components of third harmonic voltage. If none of the three-

phase in-phase components of third harmonic estimated from the KF gets asserted,

the decision logic will not trip.

3. KF-estimated in-quadrature components of third harmonic voltage. If none of the

three-phase in-quadrature components of third harmonic estimated from the KF

gets asserted, the decision logic will not trip.

4. The blocking bit bblock. If this bit is 1, the detection logic is blocked and none of

HIF events can be detected; if this bit is 0, HIF detection is enabled.



76 High Impedance Fault Detection Function

A time delay of TD is implemented. The appropriate selection of TD can effectively

avoid the false tripping resulting from normal switching, which might contribute to third

harmonics.

4.8 Conclusions

The pattern recognition based method is conducted for each and every system separately

with different training and testing sets, similar to other pattern recognition methods in

Section 1.1.3 . Conventional relays are widely used for their universality; however, they have

their own limitations on detecting HIFs (dependability and security performance issues).

On the other hand, the proposed pattern recognition method demonstrates an excellent

HIF protection performance for a specific system based on Table 4.7 and 4.9 , given the

fact that machine learning and big data processing capability will no longer be a problem

in the future.

The EFS has included critical features that are capable of differentiating HIF and non-

HIF events in distribution systems with different groundings and DER technologies. The

features in the EFS originate from engineering estimation method of Kalman filter and

signal processing technique of discrete Fourier transform, therefore it is simple and reliable

in power system protection. The results show as well the possibility of an online learning

HIF detector. The embedded classifier model could learn incrementally at each step to

detect any HIF that it has learned in the past.
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Chapter 5

Real-time Hardware-in-the-loop

Validation

5.1 Introduction

The development of real-time digital simulators has made HIL testing accessible. An HIL

simulation is often used to minimize the risk of investment through the use of a prototype

once the underlying theory is established through a real-time simulator [140]. This cost-

effective technique brings protection engineers and researchers the following benefits [141]:

1) rapid simulation speed for large grid network studies; 2) automated repetitive testing in

a variety of normal and disturbance conditions and 3) protection algorithm development

and evaluation.

This chapter demonstrates the real-time HIL setup of the proposed multifunction IR

in Chapter 2 and the NDZ reduction methodology in Chapter 3. Since the results of the

former method are already shown in Section 2.4, the rest of this chapter focuses on the

method of generating HIL-based islanding intelligent relay (IIR) logics – a real-time HIL

method derived from Chapter 3, concentrating on the hardware-based NDZ reduction.

5.2 Real-time HIL Simulation Setup

With a real relay connected in the simulation loop, the proposed intelligent islanding relay

(IIR) can be implemented and validated through hardware experiment. On the other hand,

the advantages of the real relay can be fully explored. The generated IIR logic can be
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programmed into any existing proprietary numerical relay. In addition, GOOSE function

inside such a relay is utilized for IED (Intelligent Electronic Device) communication, which

makes the integration of the proposed method with electric substation automation systems

easy.

This section describes the laboratory hardware and software setup of the proposed

method. The present section includes three parts: the HIL setup, the relay logic im-

plementation and the detection performance acquisition using IEC 61850 Communication

Protocol.

5.2.1 HIL Setup

The proposed method is implemented on a real-time platform. A real-time digital simulator

and a digital relay are required. The electric network is emulated on the real-time simulator.

The simulator employed in this study is equipped with a Xilinx ML605 board for analog

signal outputs. The analog signals of three-phase currents and voltages at the target DG

location of the distribution feeder are sampled and sent through a band cable from the

simulator’s analog I/O card. The other end of the band cable is connected to the calibrated

input interface of the main board of the digital relay. This interface is called low-level test

interface, which bypasses the relay’s internal transformer and is accessible by removing the

relay front panel [142]. The real-time simulator’s analog output has a voltage range of

±16V. For each phase at a particular DG connection bus, there are two channels, one for

voltage and the other for current. Therefore at one DG location, six wires are required to

transmit the signals. Those wires should be connected to the relay by respecting the low-

level test interface connector configuration. Besides, before setting the CT and PT ratios

of the relay, the scale factors for input module need to be calculated properly according

to input channels, input channel nominal rating, input values and corresponding output

values. This information can be found in the manual of the relay. In order to acquire a

reliable and accurate detection time, both the real-time simulator and the commercial relay

are connected to one local area network (LAN) through a network switch using Ethernet

cables. The above setup contains the electrical layer of the HIL simulation in a laboratory

environment. Its functional diagram is illustrated in Fig. 5.1 (a).
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(a) Hardware-In-the-Loop functional diagram (b) Standard relay logic setting

Fig. 5.1 HIL functional diagram and standard relay logic settings

5.2.2 Relay Logic Implementation

Relay logic functions are programmed into the relay using available word bits, timers and

basic logic functions. The relay logic functions contain two parts: standard islanding

protective relay functions and IIR function. The standard relay functions are enabled

and set according to Fig. 5.1 (b) using the built-in elements of over/under frequency

and voltage. The protective logics are programmed in the Protection Free-Form Logic

Settings in AcSELerator QuickSet [143]. As shown in Fig. 5.1 (b), the relay’s measured

system frequency and voltage values are stored in two variables. Along with the other

predetermined threshold values, these two variables are stored in the Protection Math

Variable (PMV). These PMVs are then built through logic operators to represent each

standard element. Time delays in the relay logic setting of Fig. 5.1 (b) are realized by the

timer function and the timer provides an output of the established relay elements.

On the other hand, IIR function originates from the decision tree (DT) logics by ap-

plying the proposed method (described in Section 5.3). The obtained DT logics are pro-

grammed into the digital relay using the available elements and logic operators. The output

of standard relay functions and IIR is assigned to particular variables of the relay for dis-

playing and tripping output. For example, relay logic variable PSV01 (Table 5.1) represents

the first Protection SELogic Variable (PSV). It is used to monitor time keeping status of
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assigned function – intelligent relay corresponding to PSV01.

5.2.3 Performance Acquisition Using IEC 61850 Communication Protocol

IEC 61850 communication protocol is utilized in this HIL application for transmitting the

trip signal. GOOSE is one of the IEC 61850 protocols that define the communication

rules among IEDs in electric substation automation. Utilizing of GOOSE adds a practical

dimension of IIR implementation in modern distribution systems. Benefits of using GOOSE

are listed as follows: 1) Provide standard storing/transferring/exchanging data packages

from the proposed relay for event recording and future analysis, 2) Potential of relay-relay

or relay-substation communication and coordination and 3) High interoperability of devices

from different vendors.

Data acquisition of the proposed method is realized through appropriate setting of

hardware devices and various GOOSE message blocks. An Ethernet switch is employed to

connect the host computer, the relay and the real-time simulator for information exchange

using GOOSE message in this application. Once an islanding event occurs and the relay

detects it, a tripping signal associated with the programmed relay function output gets

asserted. As shown in the first column of Table 5.1, certain PSV (as programmed in Fig. 5.1

(b)) becomes asserted if its logic equation is satisfied. Meanwhile, a GOOSE message with

the updated status becomes available in the LAN. This GOOSE message is from a GOOSE

publisher and contains information such as element status and tripping time. The output

of GOOSE subscriber will follow the relay logic output PSV if the GOOSE subscriber gets

correctly configured through an IED Capability Description (ICD) file. The ICD file not

only defines the complete capability of an IED (here it is the protective relay) but also assists

on establishing control signal tailored for GOOSE message communication by utilizing the

specified multi-cast address and identifier of the IED. Meanwhile, the subscriber in the

simulation model of the simulator interprets the GOOSE messages according to the ICD

file obtained from the IED.

Fig. 5.2 shows the relay real-time simulation performance recorder. It comprises of an

IEC61850 GOOSE Subscriber and Publisher as well as other logic controllers. The output

of the subscriber (shown in the second column of Table 5.1) is associated with the assigned

PSVs. Followed by a flip-flop after each subscriber port, the output of the performance

recorder, in other words, the status of monitored functions, is stored in a separate file for
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Table 5.1 An example: relay variables of relay function output

Relay Logic Variable GOOSE Subscriber Output Port Function
PSV01 Ind01 Intelligent Relay
PSV14 Ind14 OUF
PSV15 Ind15 OUV
PSV16 Ind16 Standard elements (PSV14 OR PSV15)

further result processing, for instance, plotting NDZs and other associated performance

indicators. The triggering control of file writing block helps saving data storage space.

Opal IEC61850 GOOSE
Subscriber

Ind01

Ind14

Ind15

Ind16

Opal IEC61850 GOOSE
Publisher

Control logic

Flip-flop OpWriteFile

OpTrigger

Fig. 5.2 Relay real-time simulation performance recorder.

5.3 Method for Generating HIL-based IIR Logics

The proposed method starts by identifying the targeted DG location, and is followed by

three core stages (indicated in Fig. 5.3), namely: A) Defining the boundary limits of the

NDZ, B) Creating IIR training database and C) Training and testing of IIR. The output of

stages A and B is the IIR training database. Lastly, in stage C, the generated IIR detection

logics are tested and verified using a real digital relay for further analysis and performance

comparison with standard relay functions. The three stages are explained in details as

follows.
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Fig. 5.3 Method for creating HIL-based IIR with reduced NDZ

5.3.1 Defining the Boundary Limits of the NDZ (Stage A)

The boundary limits of NDZ are determined by frequency and voltage functions under

prescribed detection time and type of DER technologies. Therefore, a systematic method

is required to define the NDZ boundaries taking into account various possible operating

conditions and system configurations. The entire process is run in HIL environment so

as to get an accurate NDZ area. A script of Python Application Programming Interface

(API) that controls the simulations in the real-time simulator is created to automate all of

the events.

As shown in Fig. 5.3 Stage A, once the target DG is specified, a load change is applied
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to emulate the actual load change at the normal operating condition in a real system.

Load change could be realized by a small increment or decrement in active and/or reac-

tive power [119]. The smaller the change is, the more accurate the NDZ boundaries are,

however, the computational cost gets higher. The next step is to emulate islanding events

by disconnecting the area electric power system substation at PCC using a real-time sim-

ulator. Meanwhile, the frequency and voltage functions are monitored and recorded at the

target DG location with a real commercial relay connected in the loop. The simulations

are then continued until all of the possible operating conditions are covered in the course

of defining the NDZ boundaries. After all of the operating conditions are simulated, the

islanding detection responses of standard voltage and frequency elements of the relay are

defined and plotted for the target DG. Subsequently, the NDZ boundary limits are defined

and plotted, which is the output of Stage A. It also defines the critical operating conditions

at the target DG location.

5.3.2 Creating IIR Training Database (Stage B)

The proposed approach for creating HIL-based IIR training database in order to minimize

the produced NDZ is given in Fig. 5.3 Stage B. There are two factors that affect the power

mismatch levels in an island: one is the daily variation of the feeder load and the other is

the location of islanding formation. Feasible system operating conditions can be obtained

from the daily load variation data. Whereas critical operating conditions are delimited by

the NDZ of standard relay functions using the proposed method in the previous subsection.

The two types of system operating conditions are defined in Section 3.4.2.

It should be noted that critical operating conditions are within the NDZ boundaries of

standard relay functions (refer to Fig. 5.1 (b) for relay function settings). However, for

non-critical operating conditions, their frequency and voltage deviations are large enough

to be detected by standard relay functions. Once the above two types of conditions are

identified, one can choose a good number of points within the system operating condition

boundaries as the training sets.

5.3.3 Training and Testing of IIR (Stage C)

The third stage of the proposed method is the training and testing of HIL-based IIR. The

islanding response data at the target DG location is captured accordingly under all types of
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islanding and non-islanding training events, such as CB opening, faults with CB tripping,

load adding, load shedding, fault with load shedding, capacitor switching, etc. [144], to

adapt for more realistic events than only CB open event seen in the NDZ plot. The

following islanding events are included: 1) all possible tripping of circuit breakers that

are liable to assume the conditions of islanding formation; 2) islanding formed in the area

EPS transmission system; 3) events that could trip all breakers and reclosers that could

island the DG under study; 4) faults on the PCC bus with instantaneous and delayed fault

clearing times.

12 IIR features (see Appendix Section A.7 for details) are proposed in this IDM. The

feature of the rate of change of frequency over reactive power is included as well according

to [145]. The resulting database is then processed by a data-mining engine [118], which

generates an optimized DT. A DT is a hierarchical model for supervised learning where the

local region is identified in a sequence of recursive splits in a smaller number of steps [112].

This section employs classification trees, where Gini index [113] is used as the impurity

measure to quantify a good split in the DT based classification technique.

In IIR testing, operating conditions are tested in a larger range than in IIR training and

in more islanding and non-islanding events. The generated DT is the islanding detection

logics and threshold settings which can be implemented in a real-time environment and

programmed into a real digital relay. Thus, performance verification of HIL-based IIR is

made possible in the HIL environment. Relay performances in terms of islanding detec-

tion time, dependability and security index (DI/SI), as defined in [110], can be obtained.

In addition, performance comparison with real standard relay functions can be therefore

conducted.

5.4 Case Study and Result Analysis

The benchmark system can be found in Appendix A.1. In this section, standard islanding

protective functions and IIRs are implemented at the high voltage side of the DG trans-

former (see R1 and R2 in Fig. A.1), according to standing standards, operating practices

and protection coordination requirements [120], [146]. The feasible system operating con-

ditions are defined between 36%-96% of total system loading. Using the benchmark system

stated in the previous section, 360 power mismatch conditions are simulated to describe

overall system operating conditions. For the IIR training database of the benchmark sys-
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tem, 11 system operating conditions are chosen according to Section 5.3.2. Each operating

condition are consistently trained under 34 events (8 islanding events and 26 non-islanding

events). Therefore it sums up to 88 islanding and 286 non-islanding events in total. The

training events are located at CB-1, 3, 6 and 8 as shown in Fig. A.1). For each CB loca-

tion, there are CB opening as well as Fault with CB tripping events, therefore there are 8

islanding events associated with each operating condition. The obtained HIL-based DTs

at two target DG locations are shown in Fig. 5.4.
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Fig. 5.4 Decision logics of IIR

The HIL experimental NDZs of standard relay functions (real relay) are shown in Fig.

5.5 (a) for location R1 and Fig. 5.5 (b) for location R2. The NDZs of Simulink modeled

IIR are shown in Fig. 5.5 (c) for location R1 and Fig. 5.5 (d) for location R2. The HIL

experimental NDZs of standard relay functions are delimited by the over/under frequency

relay (O/UF) and over/under voltage relay(O/UV), which are marked near their associated

boundaries respectively in Fig. 5.5 (a) and (b). In addition, the cases that are detected by

frequency relay (FR) and voltage relay (VR) are marked differently as shown in the figure.

It can be seen that the HIL experimental NDZ of standard relay functions at R1 is larger

than the one at R2. The voltage response tends to deviate more at the PCC of WF than

SG. The NDZs of Simulink modeled IIR at R1 and R2 represent a significant change in

NDZ areas — IIR trips in a larger area in the ΔP-ΔQ space than standard relay functions
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which can be seen in Fig. 5.5 (c) and (d).

According to the available digital relay word bits of the digital relay, IIR logic in Fig.

5.4 (a) is implemented in the digital relay logic. The HIL experimental NDZ results of

IIR are shown in Fig. 5.6. This result also indicates a similar performance as in Fig. 5.5

(c). The resulting NDZ area is negligible. Meanwhile, the irregular NDZ shape reveals the

non-ideal simulation environment due to the connection of a real digital relay in the closed

loop. Results of islanding relay detection time are extracted from GOOSE messages. Table

5.2 reveals that by taking the average time of all detected cases (more in the proposed IIR

than in standard relay function, out of 70 testing islanding cases), the detection time of

standard relay functions and proposed IIR are 0.588 second and 0.425 second respectively.
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Fig. 5.5 HIL experimental NDZ results of IIR

In order to quantify the NDZ performance graphically, the concept of NDZ area ratio

RNDZ is utilized again as explained in Section 3.3. It simply calculates the ratio between

the area of NDZ and the area of all operating conditions.
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Table 5.2 Performance comparison of the proposed approach

Relay function
Percent of detected

cases
Detection

time

Standard relay functions 77.1% 0.588

The proposed IIR programmed in
SEL relay with HIL

97.1% 0.425

IIR not detected IIR detected

Fig. 5.6 HIL experimental NDZ of IIR at R1 (PCC of SG)

The proposed IIR logics are tested and compared with standard relay functions. Fig.

5.7 shows the RNDZ values of standard relay functions and the proposed IIRs at different

target DG locations according to Figures 5.5. This table indicates that the NDZ areas of

the proposed IIR decreased from 6.24% to 2.9% for SG and from 5.46% to 2.55% for WF,

comparing to standard relay functions. When tested in HIL, the IIR result is even better,

only 1.91% of the entire area is not covered. Note that N/A here results from the fact that

some of the features in Fig. 5.4 (b) are not supported by this digital relay.

In the case study of this chapter, 5 operating conditions within the critical area of NDZ

obtained from standard relay functions are randomly selected, and 10 operating conditions

are randomly chosen within the non-critical area of NDZ. For each operating conditions, 54

events, which include 8 new islanding events and 46 new non-islanding events, are tested.

In sum, there are 120 islanding events and 690 non-islanding events tested under different

levels of system operating conditions and scenarios.

The benefits of using HIL setup compared to the Simulink one are 1) higher simulation
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Fig. 5.7 Non detection zone area comparison

speed and therefore better fitting into machine learning method, 2) added value of real

relay connection, implementation and validation.

The dependability and security test results of the standard relay functions, the proposed

IIR and the HIL-based IIR are provided in Table 5.3. It is seen that the proposed IIR is

exhibiting a higher DI/SI than standard relay functions, whose results are obtained from

HIL experiments. IIRs at the WF PCC show a similar performance as ones at SG. From the

perspective of standard relay functions, they are less dependable than the proposed IIRs,

while their SI represents an undesirable nuisance tripping behaviour at both locations.

Table 5.3 Relay performance comparison at two DG locations
Device @R1 (%) @R2 (%)

Standard relay functions
DI 96.7 95.8
SI 88.7 88.3

The proposed IIR modelled DI 98.3 98.3
in Simulink SI 94.2 94.8
The proposed IIR programmed DI 99.2 N/A
in SEL relay with HIL SI 95.5 N/A
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5.5 Conclusions

This chapter proposed a real-time HIL based IDM to minimize the NDZ by adding a

realistic dimension. This method employs decision-tree-learning algorithm to detect and

differentiate islanding and non-islanding events, meanwhile, with the help of real-time sim-

ulator, defining the NDZ boundary, generating IIR logics, training and testing the IIRs can

all become efficient. Consequently, the proposed method gets well fitted into the context

of pattern recognition based method, making it more realistic and applicable in massive

and complex training/testing scenarios. The generated HIL-based IIR logics are validated

to be effective in reducing NDZ areas. Numerically, the NDZ area ratios drop by more

than 53% in both DG locations. Moreover, a hidden advantage of the proposed NDZ re-

duction method is its universality to both DG technologies due to the pattern recognition

nature. Besides, testing results show that the proposed method has also achieved a superior

dependability and security performance as evidenced in Table 5.3. The combination of real-

time HIL simulation and advanced pattern recognition algorithm have been proved to be a

prosperous technique that takes full advantage of the real-time simulator’s computational

capability on a large amount of simulations and the HIL technique.

The proposed IIR shows promising dependability and security besides a reduced NDZ,

however, the proposed method is limited by the network modeling and real-time simulation

techniques. On the other hand, extensive field tests and fault recorder data would be

considered and applied in the future work to compare the simulations with real-world

conditions, and to see the efficacy of the proposed pattern recognition methodology under

field data.
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Chapter 6

Summary and Conclusions

6.1 Thesis Summary

The goal of this thesis is to address DER interconnection protection problems with the

integrated renewable energies. As observed from practical applications, conventional relays

have difficulties in detecting islanding and high impedance fault events in some circum-

stances. Particularly, with a deep penetration level of DERs, new distribution network

behaviours, different from the ones in conventional networks, arise, such as: limited fault

current contribution, bidirectional power flow, intermittent availability of renewable energy,

low system inertia and the advanced DER function modes and grid code requirements. Con-

sequently, a series of pattern recognition based intelligent protective schemes is proposed

to address the DER interconnection issues in this background. The thesis defines the prob-

lems and scope in DER interconnection protection. The scope of this work is defined in

two categories: islanding detection and protection of faulty distribution feeders.

Multifunction relay is not a new term for protection engineers, however, this thesis

proposes a data-mining based intelligent protection method in modern distribution net-

works. The method includes problem identification, data preparation, data-mining detail

and performance analysis. Importantly, the architecture of the proposed multifunction IR

scheme is presented. The classification algorithm that utilizes Gini index to build the DTs

is implemented in the proposed scheme. With Gini splitting criterion, DT firstly grows

in its entirety, then trimmed in a bottom-up fashion to avoid over-fitting and pruned us-

ing cross-validation. The idea of big data is introduced to the intelligent relay’s training

and testing stages. To improve data utilization, the non-tripping events, differentiated
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from islanding and fault events, are defined as non-tripping events and obtained at one

attempt. Training and testing strategy is refined and combined for a better inter-function

coordination possibility. The proposed multifunction IR scheme is simple and versatile. By

extracting all necessary signals from a common bus, each function has its own detection

logic. It can detect not only islanding but also identify different fault types. Furthermore,

the fault IR logic is supervised by the FRT selective blocking logic which effectively avoids

false-tripping and coordinating with inverters’ FRT function.

To improve the utilization, assimilation and recognition of simulation data and elevate

the islanding detection performance in the most challenging scenarios — small active and re-

active imbalance at the point of disconnection, an NDZ reduction methodology is proposed.

Through the study of NDZ behaviour in the synchronous generator and inverter-interfaced

distribution systems, the limitation of conventional standard relays is characterized. This

limitation is quantified and plotted as the preparation of the proposed methodology. Tradi-

tional data-mining based methods do not address the islanding problem utilizing the NDZ

plane or just equally distribute the data training selection, however, this methodology de-

fines critical operating condition and non-critical operating condition, then allocate train-

ing effort accordingly. During IR training, different DER technologies, advanced inverter

functions and topological changes of distribution networks are integrated. The concept of

non-detection zone area index is introduced here to quantify and evaluate the performance

of IRs and standard relays. Moreover, in the discussion section, the proposed methodol-

ogy is horizontally compared with three other intelligence based methods from literature.

Comparison is performed in terms of signal measurement, number of features, DI and SI,

simulation event and DER type and hardware realization.

HIF has been a challenging task to detect in distribution networks. To capture the

randomness and irregularity of this certain type of fault, a two anti-parallel dc-source model

is implemented with proper HIF model settings. The fault waveform and V-I characteristics

are validated by other work. A large candidate feature pool is created. The proposed feature

selection method utilizes information gain and minimum description length to evaluate

the variable-importance of each feature. The acquired top features are named as EFS in

this thesis. Through fault scenarios analysis, the EFS presents a satisfied performance

under different fault impedance, fault inception angle and fault locations. The variable-

importance scores of some features might drop during some scenarios: for instances, the

angle difference between negative sequence and zero sequence voltage decreases when fault
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impedance gets larger, or the negative sequence voltage that is affected by the substation

voltage. However, the variable-importance of other features is very stable and reliable in the

same scenario. The general performance is not compromised. A pattern recognition based

HIF detection method is then proposed. The batch learning method is firstly validated

to be an effective tool using the proposed EFS. Batch learning classifiers such as J48 and

random forest achieve a larger than 99% performance in terms of accuracy, DI and SI. The

dimension of online learning applicability of the proposed EFS is demonstrated as well.

Using the k-nearest neighbour online classifier, the mean DI and SI reach 96.9% and 97.0%

respectively. Besides, a simple and practical HIF detection logic is proposed according to

the EFS. This detection logic utilizes DFT and KF for reliable feature extraction. Through

the system characteristic averager, a reference feature value is obtained and then sent to

comparison logic. Through the sensitivity gain K̄, the summation block and the sign

function, the assertion bit of a particular feature is set high or low. The EFS features are

then ANDed with a delay to make the tripping decision.

One of the advantages of employing decision tree based pattern recognition method

is its applicability through HIL. The hardware connection is realized through a real-time

simulator that models the 25 kV distribution feeder with hybrid DGs, and a commercial

relay that is programmed with IR logics. Meanwhile, since standard relay elements are

available in the commercial relay, results comparison can be accomplished within the same

run of simulation. Relay logic, either from the standard elements or from the IIRs, are

programmed using the commercial relay’s setting software. Simultaneously, the embedded

GOOSE message function of the relay is sent from the message publisher to the subscriber.

An HIL-based IIR with reduced NDZ is proposed. This method validates the proposed

simulation-based NDZ reduction method from the hardware perspective. The correspond-

ing NDZ, NDZ area index and detection time are therefore the results of real-world mea-

surement. Practicality and applicability of the proposed islanding detection method are

therefore validated.

6.2 Conclusions

Solutions to DER interconnection protection are proposed in this thesis using pattern

recognition based intelligent relay schemes. It is concluded that:

� A pattern recognition based multifunction intelligent relay scheme is designed and
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realized. This scheme successfully combines the training of islanding and fault events,

reducing the training data set. The proposed multifunction IR scheme outperforms

standard islanding and fault detection relays as indicated in the dependability and

security indices. Meanwhile, the average detection time of the proposed detection

scheme is much smaller than that of the standard relays. Cases that the DGs should

”ride-through” are blocked during FRT tests. Fault types are well differentiated

during fault type tests. HIL simulation validates the fault and islanding detection

functions and shows the dimension of applicability.

� The proposed non-detection zone reduction methodology introduces the critical op-

erating condition and non-critical operating conditions in the ΔP-ΔQ space. The IR

training strategy is designed according to the non-detection zone results, independent

from DER control and interconnection technologies. Therefore the decision making

efficiency is improved, so are the utilization, assimilation and recognition of the sim-

ulation data. Indicated by the testing results, the NDZ area ratio is greatly reduced

while the DI and SI are increased. Through the comparison with other methods, the

proposed methodology demonstrates its feasibility in various event and DG types.

The hardware realization is proved to be superior to other methods.

� The proposed high impedance fault detection features are selected through advanced

attribute selection technique from a large feature pool. The combination of features

under balanced and unbalanced faults are original features to HIF detection. Utilizing

these simple and practical features, the proposed HIF detection logic is effective

in detection HIF events and capable of avoiding malfunctioning. Furthermore, the

proposed logic can detect HIF occurring at any location and with a wide range of

fault impedance in various type of distribution networks.

6.3 Recommendations for Future Work

Based on the established methods, contributions and conclusions, the following areas of

interest are recommended in the future work:

1. Big-data based deep learning for distribution network protection with a large amount

of DER integration. The major issues of distribution networks with deep DER

penetration, including advanced inverter functions, complex topological change and

the plug-and-play of DGs, are expected to be resolved by this advanced algorithm.
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Big data obtained from IEDs is facing challenges including storage, analysis, search,

sharing, transfer, visualization, querying, updating and information privacy. The big

data analysis can shed new light on fault detection and network behaviour prediction.

2. The inclusion of other functions to the multifunction IR scheme. Since the future

distribution networks are evolving to become more intelligent, islanding and fault

detection are getting more challenging and complicated. The rapidly developed pat-

tern recognition technique might be a solution to DER interconnection protection

in the future. The multifunction IR scheme can be incorporated with other ad-

vanced inverter technologies such as advanced inverter control techniques, volt-var

management, dynamic reactive current support, voltage-watt management. The

non-detection zones and dynamic responses are influenced by this inverter tech-

niques.

3. Adaptive intelligent relays for DER interconnection protection in grid-connected

and microgrid mode. The microgrid operation of distribution feeders is out of the

scope of this thesis. However, it will be interesting to include the mode transition

and microgrid mode of distribution network where DER interconnection protection

is still favourable and necessary. Meanwhile, the coordination of the protective

schemes should be maintained in each mode.

4. The proposed online HIF detection method can be extended to the development

of an online intelligent relay. This relay performs online learning algorithm which

is incrementally learning as required and updating its detection criteria as it is

learning. The learning process can be based on both field events and data sent from

a real-time simulator that models the network and fault cases. By the time artificial

intelligence application gets reliable in a real-time system, a novel machine-learning-

based relay will be commercialized. This kind of relay does not have straightforward

protective logics. The decision making is achieved through its sophisticated internal

classification rules. Hundreds of thousands of contingency scenarios, uncertainty

from the renewable energies and advanced inverter functions can all be managed to

provide the best protection decisions at its current state.
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Appendix A

Benchmark Systems

A.1 Benchmark System 1

The benchmark system (Fig. A.1 [147]) is a 60 Hz distribution feeder energizing a nominal

load of 11 MW at a nominal three-phase trunk line-to-line voltage of 25 kV. It contains

SG rated at 4.17 kV, 9 MVA and WF rated at 575 V, 6.6 MVA. A shunt capacitor bank

(1.2 MVAR) is located on the main distribution line as means for voltage regulation. The

substation, WF and SG are connected to the 25 kV network through their own dedicated

transformers. The substation transformer is delta-connected at the 120 kV utility. The

line parameters and load profile can be found in [147].
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Fig. A.1 Single line diagram of distribution feeder under study.
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A.2 Synchronous Generator Modeling

The SG employed in the thesis is represented by a full 6th order SG model. The excitation

system of the SG is configured to operate in power factor control mode. In addition,

the mechanical power input of SG is assumed to be constant. These assumptions meet the

standard of IEEE 1547 [1] and represent SG in compliance with standard transient stability

analysis practice. The parameters of SG can be found in Table A.1.

Table A.1 Synchronous generator parameters

Parameter Value

Capacity (MVA) 9

Voltage (kV) 2.4

H (s) 1.07

Tdo′ (s) 3.7

Tdo′′ (s) 0.05

Tq′′ 0.05

Xd (pu) 1.56

Xd′ (pu) 0.296

Xd′′ (pu) 0.177

Xq (pu) 1.06

Xq′′ (pu) 0.177

Xl (pu) 0.052

Rs (pu) 0.0036

A.3 Wind Turbine Modeling

The wind turbine model employed in the thesis utilizes type 4 full-converter wind turbines,

which contain permanent magnet SG and a back-to-back converter. The current controlled

voltage source inverter (Figure A.2) employs constant power control and uses Phase-Locked-

Loop (PLL) as synchronization measure. The active power control is realized through DC

link control loop to maintain a constant DC link voltage. The parameters of the wind

turbine can be found in Table A.2.
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Fig. A.2 Wind turbine control scheme.

A.4 Training and Testing Events for Islanding Detection

Function of the Multifunction IR

Table A.3 shows the training and testing events associated with islanding detection in

Chapter 2. The training set and testing set are two supplementary subsets from this table

without overlapping. Be noticed here that for a certain event, it might be a different event

type for each DG, such as the event 4 in this table.

Table A.3: Training and Testing Events for Islanding Detection Function of the Multi-
function IR

# Event Event Type at Location A Event Type at Location B

1 CB-1 open islanding islanding

2 CB-2 open islanding islanding

3 CB-3 open islanding islanding

4 CB-4 open islanding non-islanding
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5 Fault at B-2, CB-1 open islanding islanding

6 Fault at B-4, CB-2 open islanding islanding

7 Fault at B-7, CB-3 open islanding islanding

8 Fault at B-9, CB-4 open islanding non-islanding

9 CB-5 open non-islanding islanding

10 CB-6 open non-islanding islanding

11 CB-7 open non-islanding non-islanding

12 CB-8 open non-islanding islanding

13 CB-9 open non-islanding islanding

14 Fault at B-8, CB-5 open non-islanding islanding

15 Fault at B-12, CB-6 open non-islanding islanding

16 Fault at B-13, CB-7 open non-islanding non-islanding

17 Fault at B-18, CB-8 open non-islanding islanding

18 Fault at B-21, CB-9 open non-islanding islanding

19 Shed L-1 non-islanding non-islanding

20 Shed L-14 non-islanding non-islanding

21 Shed L-15 non-islanding non-islanding

22 Shed L-18 non-islanding non-islanding

23 Shed L-19 non-islanding non-islanding

24 Shed L-20 non-islanding non-islanding

25 Shed L-23 non-islanding non-islanding

26 Shed L-24 non-islanding non-islanding

27 Shed L-25 non-islanding non-islanding

28 Shed L-26 non-islanding non-islanding

29 Shed L-2, L-4 and L-5 non-islanding non-islanding

30 Shed L-7 and L-8 non-islanding non-islanding

31 Shed L-9 and L-10 non-islanding non-islanding

32 Fault at L-1, CB-1 open islanding islanding

33 Fault at L-14, CB-6 open non-islanding islanding

34 Fault at L-15, CB-6 open non-islanding islanding

35 Fault at L-18, CB-6 open non-islanding islanding
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36 Fault at L-19, CB-6 open non-islanding islanding

37 Fault at L-20, CB-6 open non-islanding islanding

38 Fault at L-23, CB-6 open non-islanding islanding

39 Fault at L-24, CB-6 open non-islanding islanding

40 Fault at L-25, CB-8 open non-islanding islanding

41 Fault at L-26, CB-8 open non-islanding islanding

42 Add L-14 non-islanding non-islanding

43 Add L-15 non-islanding non-islanding

44 Add L-18 non-islanding non-islanding

45 Add L-19 non-islanding non-islanding

46 Add L-20 non-islanding non-islanding

47 Add L-23 non-islanding non-islanding

48 Add L-24 non-islanding non-islanding

49 Add L-25 non-islanding non-islanding

50 Add L-26 non-islanding non-islanding

51 Add L-1 non-islanding non-islanding

52 Add L-2, L-4 and L-5 non-islanding non-islanding

53 Add L-7 and L-8 non-islanding non-islanding

54 Add L-9 and L-10 non-islanding non-islanding

A.5 Training and Testing Events for Fault Detection Function of

the Multifunction IR

Table A.4 shows the training and testing events associated with fault detection in Chapter

2. The training set and testing set are two supplementary subsets from this table without

overlapping.
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Table A.2 Wind turbine parameters

Parameter Value

Number of wind turbines 3

Capacity (MVA) 2.2

Voltage (kV) 0.575

H (s) 0.62

Tdo′ (s) 4.49

Tdo′′ (s) 0.0681

Tq′′ 0.0513

Xd (pu) 1.305

Xd′ (pu) 0.296

Xd′′ (pu) 0.252

Xq (pu) 0.474

Xq′′ (pu) 0.243

Xl (pu) 0.18

Rs (pu) 0.006

Grid-side converter maximum AC current (pu) 1.1

Table A.4 Training and Testing Events for Fault Detection Function of the
Multifunction IR

# Event Event Type

1 Normal loading no-fault

2 all CB open events no-fault

3 Shed different load(s) no-fault

4 Add different load(s) no-fault

5 Fault (LL,LLG,SLG,LLL) at different bus(es) fault

6 Fault (LL,LLG,SLG,LLL) at different bus(es) with
ground impedance of 0,5,10,15,20 for ground fault

fault
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A.6 Benchmark system 2

Originating from Fig. A.1, the benchmark system 2 (Fig. A.3) comprises two parallel

distribution feeders. The first feeder energizes a nominal load of 11 MW at a nominal

three-phase trunk line-to-line voltage of 25 kV, 60 Hz. It contains an SG rated at 4.17 kV,

9 MVA and a type 4 inverter-based wind farm (WF) rated at 575 V, 6.6 MVA. A shunt

capacitor bank (1.2 MVAR) is located on the main distribution line as means for voltage

regulation. The second feeder is shorter and one SG with the same rating as the one in

the first feeder is connected at the end. The substation, WF and SG are connected to the

25 kV network through their own dedicated transformers. The substation transformer is

delta-connected at the 120 kV utility.

A.7 Selected intelligent relay features

The selected intelligent relay features are shown in Table A.5.

Table A.5 Intelligent relay features

Feature Definition

x1 = Δf Frequency deviation, Hz

x2 = ΔV Voltage deviation, pu

x3 = df/dt Rate of change of frequency, Hz/s

x4 = dV/dt Rate of change of voltage, pu/s

x5 = dP/dt Rate of change of active power, pu/s

x6 = pf Power factor

x7 = dpf/dt Rate of change of power factor, pu/s

x8 = dQ/dt Rate of change of reactive power, pu/s

x9 = df/dP Frequency vs active power change, Hz/pu

x10 = dV/dQ Voltage vs reactive power change

x11 = df/dQ Frequency vs reactive power change, Hz/pu

x12 = dV/dP Voltage vs active power change
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A.8 Minimum description length based algorithm

The MDL-based method relies on the information gain (also known as entropy). Once the

information gain of each feature is calculated for the classification variable, those features

that contribute more information will have a higher information gain value over others,

whereas those that do not add much information will have a lower score and can be removed.

The entropy and information gain are defined as follows [148]:

Entropy(S) = −
∑
i

filog2fi (A.1)

where fi is the frequency of the value i appearing in the dataset. If considering the

entropy when subset T has been partitioned in accordance with n outcomes of one feature

test X, then

Entropyx(T ) = −
∑
i=1

Ti

T
Entropy(Ti) (A.2)

InfoGain(X) = Entropy(S)− Entropy(T ) (A.3)

Therefore, the information gain of the test feature X when partitioning subset T , can

be computed.

The score of variable-importance [149] is a type of selection measures in machine learn-

ing. The problem of selecting the best attribute can be stated as the problem of selecting

the most compressive attribute [150]. Assuming that all features are discrete, the objective

is to find the best features that maximize the selection measure. Let C, A and V denote the

number of classes, the number of features and the number of values of the given feature.

Then the entropy of the classes (HC), the values of the given feature (HA), the joint events

class-feature value (HCA) and the classes given the value of the attribute (HC|A) can be

expressed as follows respectively:

HC = −
∑
i

pi.logpi. (A.4)

HA = −
∑
j

p.jlogp.j (A.5)
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HCA = −
∑
i

∑
j

pijlogpij (A.6)

HC|A = HCA −HA (A.7)

where pij = nij/n.., pi. = ni./n.., p.j = n.j/n.. and pi|j = nij/n.j. Specifically, n.. denotes

the number of training instances, ni. the number of training instances from class Ci, n.j

the number of instances with the j-th value of the given attribute, and nij the number of

instances from class Ci and with the j-th value of the given attribute.

The information gain is defined as the transmitted information by a given attribute

about the object’s class:

Gain = HC +HA −HCA = HC −HC|A (A.8)

The approximation of the total number of bits that are needed to encode the classes of

n.. is:

Prior MDL′ = n..HC + log

(
n..+ C − 1

C − 1

)
(A.9)

and the approximation of the number of bits to encode the classes of examples in all

subsets corresponding to all values of the selected attribute is:

Post MDL′ =
∑
j

n.jHC|j +
∑
j

log

(
n.j + C − 1

C − 1

)
+ logA (A.10)

The last term (logA) is needed to encode the selection of an attribute among A at-

tributes. However, this term is constant for a given selection problem and can be ignored.

The first term is equal to n..HC|A. Therefore, the MDL’ measure that evaluates the aver-

age compression (per instance) of the message by an attribute is defined with the following

difference Prior MDL’ - Post MDL’ normalized with n..:

MDL′ = Gain +
1

n..
(log

(
n..+ C − 1

C − 1

)

−
∑
j

log

(
n.j + C − 1

C − 1

)
)

(A.11)
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However, entropyHC can be used to derive MDL’ if the messages are of arbitrary length.

If the length of the message is known, the more optimal coding uses the logarithm of all

possible combinations of class labels for given probability distribution:

Prior MDL =

(
n..

n1., ..., nC.

)
+ log

(
n..+ C − 1

C − 1

)
(A.12)

This gives a better definition of MDL:

MDL =
1

n..
(

(
n..

n1., ..., nC.

)
−

∑
j

log

(
n.j

n1j, ..., nCj

)

+log

(
n..+ C − 1

C − 1

)
−

∑
j

log

(
n.j + C − 1

C − 1

)
)

(A.13)
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