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ABSTRACT

The purpose of this thesis is to clarify what the
international regulatory techniques governing Transborder Data
Flows (TDF) should be. This thesis deals mainly with the
concepts and implementation of rules relating to the protection
of pravacy and transborder flows of personal data, as adopted
by two international organizations, namely the OECD and the
Council of Europe. The focus of this study is on the influence

of two instruments adopted in 1980, (namely the OECD Guidelines

and the CoE Convention,) on the national data proctection

policies of the member states. A further section is devoted to
reviewing their impact on Japanese public and private sectors.
Employing the flndings, arising from the activities of
these two organizations, the concluding chapter 1links the
theoretical and empirical components of the study to indicate
certain conditions necessary for establishing an effective

legal regime over a rapidly emerging field of telematics.
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RESUME

Le but de cette thése est de clarafier ce que devraient
étre les techniques régulatrices régissant les flux
transfrontiéres de données. La presente thése traite
prancipalement des concepts et de 1'exécution des regles
concernant la protection de 1la vie privée et des flux
transfrontieres de données & <caractére personnel, telles
gqu'adoptées par deux organisations i1nternationales, a savolr
1'OCDE et le Conseill de 1'Europe (le Conseil). Cette étude se
focalise sur l'influence de deux instruments adoptés en 1980, a

savolr les Recommandations de 1'0OCDE et la Convention du

Conseil, sur 1la politique des Ftats membres concernant la
protection nationale des données. En ocutre une section est
consacrée a la revue de leur impact sur les secteurs prive et
publique Japonais.

Enfin, en employant les constatations qui ressortent des
activités des deux organisations precitées, le chapaitre
concluant renoue les composantes théorigues et empiriques de la
présente étude afin d'indiqguer certaines conditions nécessailres
pour établir un régime 1légal efficace relatif a la télématique,

une discipline en rapilde croissance.
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INTRODUCTION.

Objective, Focus of tais Taesis, and Method of Research

It was 1in the sphere cf protection of privacy and personaau
datax*l that, the phenomenon  that came to e  known as
"Transborder Data Flows" (hereinafter TDF) tfirst gave rise to
international concern.

Respondaing *to this 1szue, on 17 September 1980, tne
Council of EBurope (nereinafter the CoE) adopted the Convention
for tne Protection of 1individuals with Regarda to Automatac

Processing of rersonal Data*? (nereinafter the CoE Convention}.

Yet, at almost the same time, another international
organization, tne Organization for gZconomic Co—-operation ana
Development (nereinafter the OECD), eignteen of whose member
states a.lso belong to the CoE*3, adopted an instrument on tne
same subject: on 23 Septeuber 1980. 1t aaopted tne
Recommenaation of the OECD Council GConcerning Guldeiines
Governing the Protection ot Priavacy and Transborder [Flows of

Personal Jata*4 (nereinafter the OECL Guidelines),

From these facts, some gquestions can be asked.
1. Given the overlap in membership of the two organizatiuns,
why were two i1nstruments needed on tioe same subject?
2. Are there any aifferences between the two 1nstruments?
3. What i1s tne significance of the difrerence 1n Lhe forms

of the two 1nstruments, namely tne recommendation and
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the convention?
Ail these questions will be approached along with the overall
problen of what the international regulatory techniques
governing TDF, being one of the rapidly emerging field of
telematics*5, should be. The objective of this thesis is to
find a solutiocn to this problen.

This thesis deals mainly with the legal regime relating to
the protection of privacy and transborder flows of personal
data, because . to date, 1t is this field among alil
TDF-associated problems which provides the greatest quantity of
materials for examinaticn, at both international and national

level. The focus of this s*tudy is on the influence of the OECD

Guidelines and the CoE Convention on the national data

protection policies of the member states.

In the presentation, Chapter 1 takes a general view of the
issues anvolvaing TDF, and defines the term "TDF" for the
purpose of this study. Chap.er ¢ analyzes national laws and
policies ccncerning data protection, with emnphasis on the
different approaches taken by the U.S5. and Europe, at tThe time
the O0ECD ana the CoE adopted their respective irules in 1980.
Chapter 3 consists of a comparative examination of the measures
taken by the the OECD and the CoE towards the harmonization of
data protection laws. In Chapter 4, the achievements of the
two 1nternational organizations are evaluated, and compared to

the analysis resuits 1in Chapter 2. A further section 1is
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devoted to reviewing their impact on Japanese public and
private sectors. Finally, employing the findings made in the
preceding chapters, Chapter 5 links the theoretical and
empirical components of the study to indicate certain
conditions considered necessary for establishing an effective

legal regime over a rapidly emerging field of telematics.

3



Footnotes to INTRODUCTION

k1 "Personal data' means any information relating tc an

identified or identifiable indavidual (data subject) {the OECD

Guidelines para. 1(b), the CoE Convention art. 2{(a)l.
*2 28 January 1981, E.T.S. No.1:08, reprinted in 20 I.L.M, 317,

The text of the CoE Convention 1s contained in ANNEX 2 of this

Lhesi1s.
*#3 Austria, Belgium, Denmark, France, Federal Republic of

Germany, Greece, Iceland, Ireland, :italy, Luxembourg, the
Netherlands, Norway, Portugal, Spain, Sweden, Switzerland,
Turkey, and the United Kingdom. Since in May 1989 Finland
acceded to the Council ¢f Europe, as of Apral 1990, nineteen
member states are overlapped between the OECD and the CoE.
*4 QECD, Guidelines Governing the Protection of Privacy and

Transborder Flows of Personal Data (Paris. OECD, 1981) at 7-12

[hereinatter The OECD Guidelines]. The text oi the OECD

Guidelines 1s contained in ANNEX 1 of this thesis.
*5 “Telematics" means the phenomenon which is the result of
the merger of telecommunications and :znformatics, 1.e. the

study and/or the phenomenon of how data Aare processed and

transmitted through digital-processing equipment. See Figure 1

Ireproduced from. X.?. Sauvant, [nternational Transactions in
Services: The Polatics of Transborder Data Flows (Boulder,

Colo.: Westview Press, 1986) at 61]. See also Thapter 1 [sec.

1.2.137 of this thesas.




Figure 1. Telecommunications, informatics, telematics, and TDF
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CHAPTER 1.

Transborder DatAa Flows-

An Overview nof the Issues Involved

1.1 Defaining the Term "TDF"

1.1.1 Craigin of the Term "“TDF"

The oarigin of the term "TDF" can bhe traced back to a
seminar on privacy protection held in June 1974 by the OECD.
There the term was used at an international level for the first
time. And 1n the seminar, the possibility of danger was
pointed out, that national data protection laws would be
circumvented 1f data concerning 1i1its nationals were transfered
and held in computers iocated in other countries having data
protection laws with lenient standards or none at all*l.

fince then, the expression TDF has been given a variety of

definitions by policy—makers within the private sectors and the

academic worldhr?2. For examp le, W. Fishman speaks of
"electronic movement of data between countries*3". E. HNovotny
discusses "units of information coded electronically for

processing by cne or more digital computers which transfer or

process the i1nformation i1n more than one nation-statex4". Pool
and Solomon refer to "computer communications,
telecommunications networks. .[dlzgitalized transmission




enab[ling] veice and data traftic to be handled i1n a single
mixed stream of data*5."

For the purposes of the OQECD Guidelines, the term

"transborder flows of personal data” was defined 1n paraaraph 1
(C) as "movements of persounal data across national borders'.

On the other hand, in the CoE Convention, aftter defining

"automatic processing", for the purposes of the Convention, Jas
including "the following operations 1f cartied out in whole or
in part by automated means. storage of data, carrying out of
logical and/or arithmetical operations on those data, their
alteration, erasure, retrieval or dissemination" f[art. 2{(c)].

Article 12(1) proviries-

The following provisions shail apply to the transter
across national vorders, by whatever mediunm,

of personal data undergo:ng automatic processing or
collected with a visw to their being automaticaliy

processed.

1.1.2 Defin:tion of TDF i1n this Thes1is

However, the following two elements can be pointed out as
being common to the various definitions ot TDF.

Firstl TDF 1s an international henomenon based on
Y p
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"telemat 3cs'', which 1s the product of t he merger of
telecommunications and imrormatics*6e., Ne:ther t he OECD

Guidelines nor the CoE Conventson defines strictly the mediunm

of TDF or the means of data transmission, except to state that
TDF 1nciudes the transmission of data by satellaite*7 and
physical transport of magnetic tapes or discs#*8. Secondly, to
be i1denti1fied as TDF, 1ts technical process has to be comprised
of Lransmission, storage, and computation#9.

Theretore, for the purpose of this thesis, TDF should be
understood as "a transnational phenomenon of exchange of
information whose fransmission, storage, computer—-processing

are undertaken by the merger of telecommunications and

intormatics' *10,

1.2 Issues and Concerns surrounding TDF

1.2.1 Understanding TDF in the Context of

the "Informat:on Revolution"

The concept of the "information society" is used almost
universally t» identify the new social and economic environment
brought about by the new technologies which have arisen over
the past two decades. Urt1l recently, the societies of the
advanced nations largely revolved around the production,

distribution, and consumption of "goods®. However, since the




1960s, because o0f the prcliteration of computers 1n advanced
societies and innovation ain uew and high technology 1n recent
years, the significance of "information" -°*n human activities
has been increasing drastically. In other words, whereas the
proportion of labor accounting for the production ot ‘“goods™
has decreased greatly, the production, transfer, and use of
“information" 1s fast becoming the focus of life and wsociety,
Moreover, because of this technological innovation, movements
of peopile, goods, services, and money heyond national borders
are integrating rapidly. The present situation we are f{aced
with 1is, therefore, not an evolutionary one but something

entirely new, namely the ".ntormation revolution".

Under this informat.on revolution, many rstablished
institutions, national and i1nternational, can not adapt to
rapid changes and major snifts in policy. 1he mainp reasou for

this i1nstaitutional 1nability originates from a concept that the
information revotution consists of convergences. The
converygences are occurring in at least three dimensions, hamely
conduit/content 11n communications technology and 1ndustry,
law/economics and nationality/internationality in
telecommunications policy*11.

The traditional regulatory regime dgoverning iluternational
telecommunications, established by t he International
Telecommunicat ion Union (1TU), coordinated national

telecommunications systems and integrated them 1nto global
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networks. Because ot a synthesis of the legal and technical
characteristics, the regime has succeeded well 1n avoiding
conflicts ar1sing from extraterritoraal applications of
national laws. From an economical viewpoint, 11t has preserved
national economic prerogatives on the bhasis of reciprocity, or
mutual recognition of terraitorial control aver national
systems. However, the emergence of telematics, ocr the
interdependence of telecommunications and informatics, with the
proliferation of international networks, changed the situation
in a revolutionary manner. The convergence of conduilit and
content in communications tecnnology brings about the
overlapping of the carriers of conduit and the producers of
content. Telecommunications networks gradually evolve from

separate ones offering specific telecommunications services,

into :ntegrated ores, nffevring every possible
telecommunications service, 1.e. "i1ntegrated services digital
network (ISDN). Along with the degree of internationalization

brought =2about by international computer networXks international
integration of industries and industrial operatinonsg has
increased. As a matter ~f 1nternational economics, sovereigh
autonomy based on territoriality is no longer superior to other
nations' policies of deregulation or pravatization for the
industries concerned. These trends lead to the convergences of
law and economics, and nationality and anternationality in

telecommunications policy.

10



Hence. when TDF 1s considered in the context ot the

"isnformation revolution®, the concepts of convergence and
rapid-responsiveness seem toc be essential to a discussien on
the legal rules concerning TDF. The concept of convergence
requires a new 1integrated regulatory ainstrument which has
traditionally been separated 1ntoc different categories, such as
telecommunications iaw, *ne law of breadcast ing, data
protection law. The concept of rapid-responsiveness heeds a
new regulatory institution without the old rigid structures and
perceptions, whick c¢an deal adequately with changing legal

requirements.

1.2.2 Emergence of "TDF Problems"

In thas *“anformation society", 1nformation 1tself, rather
than physical resources, come T0o possess a (Jreater economic
value, especially 1in the context of —rnternatiocnal business
transactions, Therefore, the advantages gained from rncreased
quantity of data stored. from muproved processing technelogy,
and from enhanced data usage, will largely decide which plavyers
on the international scene will gain predomlinance. In the
latter half of the 1970s. this predominance seemed to he taken
by the United States, given the U.S.'s domination 1n both the
software and hardware markets and internarional dat a

servicesx12.

11
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Recognizing +he U.S 's predominance as a threat to
national autonomy, other developed Western nations began to
review their policies concerning telematacs. Sweden, for
example, fearing greatly the vulnerability of 1ts society due
*o 1ts a1nability to control or protect data concerning its
nat:onals stored 1n foreign states, sought to estabilish 21ts
information sovereiaonty*13. Countries 1le Carada*1l4 and
France+#1% immediately understood TDF as an economic 1ssue that
has both positive and negative effects on the growing industry
concerrned and on national development as a whole. Member
countries of the European Community (EC) considered themselves
to he too small to develop the telematics potential within the
their own national boundaries, and started to take Joint
action, 1ncluding the building of a regional network system
"EURCONET", to link thelir economies to compete more
effectivelyX16. Feeling 1insecure about 1ts dependence on the
U. S. data bases, Japan also started some studies*17 about the
opportun:ty and pctential of a huge telematics marketplace and
enhanced economic growth arising therefrom, but 1t failed to
provide a comprehensive political strategy for dealing with TDF
per se.

Follcwing this period of rewviews, various states adopted
individual telematics policies, which, when exposed to market

forces 1n the 1intlernational telecommunications sector, were

subjected to a certain degree of competition of a Darwinian

12




nature. Despaite this, three fields were seen to be common to
all these pieces cf national policies, namely
1. the protection of riaights concerning praivacy and
intellectual property rights,
2. the preservation of national security and

cultural i1dentity,

w

the development of national economy and
telematics industory.
Because of TDF's special characteristics of convergence
and rapid-change, which have already been observed above, 1t
may not be possible to draw distinct Jines of demarcation among
various difficulties arising from TDF. Thus 1t would be hard
to describe every single issue of TDF problems separately, such
as privacy protection, computer crime and fraud, liability tor
loss and grror in data transmission, applicable law,
intellectual property rignhts on software and data bases,
authentication and evidential wvalue of cowmputer records, and
trade secret.

However, we can at least recognize the term "TDF problems
" as applvinyg to various confrontations and contradictions that
the difterences of national policies and i1interests concerning
TDF brought about. Therefore, what all TDF protlems have 1n
common 1s that an 1ssue 1s caused by a confrontation hetween

two competing forces, 1.e. regulating and de-regulating TDF*18.
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*#1 OECD, Transborder Data Flows: An overview of Issues, Note

by the 0OECD Secretariat/ICCP Division. OECD Doc.
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released at the Second QE”D Symposium on TDF 1in London, 30

November - 2 December 1983.
*) For a review of these various definitions of TDF, see A.W.

Branscomb, "Global Governance of Global Networks: A survey of

Transborder Data Flow in transitinn" (1283) 36 Vand. L. Rev.

a5 at 990-993.
*3 W.L. Fishman, "Introductzion to Transborder Data Flows"
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*6 See supra, INTRODUCTION note 5.
*7 The QOECD Guidelines, supra, INTRODUCTION note 4 at 26
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*8 Council of Europe, "Draft Explanatory Report on the Draft
Convention" (19807 19 I.L.M. 299 at 312 (para. 56).

*9 E.J. Novotny. "Transborder Data Flow Regulatiecn: Technical
1ssues of legal concern' (Spraing 1932) 3 Computer/L. J. 105 at
106.

*#10 In 1985, the Declaration on Transborder Data Flows {11

April 1985, PRESS/A(85)30, reprinted in: "QOECD Declaration on
Transborder Data Flows" (1985) 8 T.D.R. 116 [hereinafter TDF

Declaration]], the first multilaterally agreed instrument

dealing specifically with the transborder flow of non-personal
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data, was adopted by the OECD. Since then, a new trend of TDF
definitions has emerged which attempted to understand TDF as
trade in data services rather than solely on the "flow'" per se.

See, for example, P. Robinson, "Law Enforcement and Trade 1in
Data Services" (December 1987) 10 T.D.R. 15 at 15. However, as
this thesis deals mainly with the legal regime relating to the
protection of praivacy and transborder flows of personal data,
the term TDF for this thesis is defined as such.

%11 See. E.-J. Mestmacker ed., The Law and Economnics of

Transborder Telecommunications {(Baden-Baden: Nonos

Verlagsgesellschaft, :1987) Part I- Introduct.on.

*12 "Telecommunications and computer goods and services
account for the largest single share of the U. &. exports after
agricultural preoducts. The world market for telecommunications
and information services was in excess nf $130 billion 1n 1980,
with the U. S. market accounting for 40% of that total."

Quoted from: D. Yarn, "The Development of Canadian Law on
Transborder Data Flow" (1983) 13 Ga. J. Int'l & Comp. L. 825 at
829 note 19.

*13 See, Sweden, Committer on the Vulnerakbility of Computer

Systems, Ministry of Defense, The Vulnerabiiity of the

Computerized Society (Stockholm InberForlag, 1279).

*14 See, Canada, Consultative Committee on the Implications of
Telecommunications for Canadian Sovereignty, [evartment of

Communications, Telecommunications and Cenadian Scvereignty
‘ gnty

[the so-called "Clyne Report"] (Ottawa Minister of sSupply and
Services, 1979) - see also, Yarrn, supra. note 12,

*15 See, 5. Nora & A. Muinc, The Computerization of society A

Report to the President of France [the so-called " Nora & Minc

Report'"] (Cambridge, Ma.: Massachusetts Institute of Technology
Press 1980).

*16 See, European Parliament, Report Drawn up on BEehalt of the
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Legal Affairs Committee on the Protection of the Rights of the
Individual in the Face of Technical Developments in Data

Processing (the so-called "Bayerl Repor: “} Eur. Parl. Doc.
(No.100/79) PE 56.386/fin. ; see alssc, T.J. Ramsey, "Europe
Responds to the Challenge of the New Information Technologies:
A teleinformatics strategy for the 1980s" (1981) 14 Cornell
Int'l1 L. J. 23% at 283-284.

k17 Research Institute ot Telecommunications and Economics,
Prospects of the Demand for Data Communication (Research
institute of Telecommunicatiocns and Economics [Tokyo, Japan],

1977) [unpublished;.

x18 For an overview of the TDF problems, see Figure 2
{reproduced trom: w.J. Durka, "Legal Issues of Transborder Nata
Transmission" 74 Am. Soc'y Int'l. L. Proc. 175 at 178] and
Table 1 [reproduced from: (1983) 6 T.D.R. 309] below. For a
detailed study on spec1f1’chDF problems, see, OECD, An_
Exploration of Legal Issues in Information and Communication
Technologies, OECD/1CCP Series No.8, (Paris: CECD, 1984): see
also, The United Nations Commission on International Trade Law

(UNCITRAL), The Legal Tupiications of Automatic Data Processing
U.N. Doc. A/CN.9/279 (1986).
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1.
eerview of national and international bodies dealing with different TDF aspects

e

General aspects  Natonal International
Technical Post and telecornmunication authorities International Telecommunication Union (ITU)
National standard bodies Consultative Committee on Telephone and Telegraph (CCITT}

international Organization for Standardization (ISO)
International Electrotechmical Commission {1EC)
United Nations Economic Commussion for Europe (ECE)

Hardware/software producers
National trade facitation bodies

Poltical/ Departments of foregn affaws United Nations General Assembly {UNGA)
cultural Depsriment of education United Nations Economic and Social Council (ECOSOC)
Radio and television suthorities United Nations Educational, Scientific end Culturat Organization (UNESCO)
Intergovernmental Bureau for Informatics (181}
Scienttic/ Departments of education United Nations General Assembly (UNGA)

educational

Scientific advisory bodies in many different  UN Economic and Social Councd (ECOSOC)
fields UN Educational, Scientific and Cultural Organization (UNESCO)
World Health Organization (WHO)
International Labour Office (1LO)
Food and Agriculture Organization of the United Nations (FAQ)
Intergovarnmental Buteau for Inforimatics {1B1)

Economic/
trade policy

Departments of foreign affairs, trade, industry, Organization for Economic Cooperation and Development (OECD)
commarce, etc General Agreement on Tanfis and Trade {GATT)
Hardware/software producers United Nations Centre on Transnational Corporations {UNCTC)
International Chamber of Commerce

Protection of Departments of foreign affairs, justice Orgarization for Economic Cooperation and Development (OECD)
privacy Data Commussioners’ offices Council of Europe {CoE)
Advisory bodies in many fields International Chamber of Commetce {(CC)
Annual meetings of Data Comnussioners
Developing Departments of foreign affairs United Nations General Assembly (UNGA)
country Agencies for development aid UN Economic and Social Councit (ECOSOC)
interagts Departments of trade/commerce UN Centre on Transnational Corporations (UNCTC)
Advisory bodtes in differant fields United Nations Development Programme (UNDP)
international Telecommumcation Union (ITU)
UN Educatonal, Scientfic and Cultural Organlzation {UNESCO)
Intergovernmental Bureau for Informaucs (I1B1)
Orgamzation for Economic Cooperation and Development {OECD)
Environmental  Departments of foreign affairs United Nations General Assernbly (UNGA)
problems Departments of environment UN Economic and Social Council {ECOSOC)
Scientiic bodies in many fields UN Environment Programme (LINEP)
UN Development Programme (UNDP)
Organization for Economic Cooperation and Development (OECD)
Legal Departmants of foreign affairs, Justice, United Nations Cornmission on International Trade Law (UNCITRAL)
problems commerce, transporl, customs Organization for Economic Cooperation and Development (OECD)
Statistical offices Council of Eurapo (CoE)
. PTTs International Civil Aviation Organization {ICAQ)
Patent offices International Air Transport Association (IATA)
Banks International Union of Railways (UIC)
National trade facilitation bodies International Rail Transport Commuttee {CIT) -
* Centra! Office for International Raitlway Transport (OCTI)
dnternational Road Transport Union (1RU)
Intergovernmental Mantime Consultative Organization (IMCO)
international Chamber of Stipping {ICS)
UN Economic Commission for Europe (ECE)
Customs Cooperation Council {CCC)
International Chamber of Commerce {ICC)
Umiversal Postal Union {UPU)
International Telecommunication Union {ITU)
World Inteflectual Property Qrgantzation (WIPQ)
Trade data National trade facilitation bodies UN Economic Commussion for Europe (ECE)

imerchanga

Departments of foreign affaurs, transport UN Conference on Trade and Development (UNCTAD)
Customs administrations Customs Cooperation Council (CCC)
Statstics! offices International ttade, transport, forwarding, insurance and payments organizations

National trade, transport, forwarding,
insurance and payments organizations

VoI VINg 6 © Transnationat Data Report (September 1983 ) 1 8
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CHAPTER 2.

Data Protection: Laws and Natiocnal Policies

2.1 Data Proutection Laws

2.1.1 Emergence of the Notion of "Data Privacy"

Aithough sensitive personal information constitutes
socmething 1less than i0% of 7TDF*1. concerns over privacy
protection gave rise to the fairst international discussions and
legislation 1n tnis field.

In the 1960s, along with the spread of modern scirentific
and technical devices developed Western states began to be
faced with the possible danger< of encroachment on human rights
by the use of computers for processing personal i1nformation.
Once personal data fiies are input 1nto computer data bases 1n
machine—-readable fornm, together with the rapid aloba
proliferation of computer facilities, the danger of the
compilation and misuse of private 1nformaticon increased 1n part
pecause of the difficulty of monitoring such preccesses.

Indeed. the legal concept of praivacy has always been a
rather confusing and scomewhat complicated one. Nevert heless,
an attempt has been made to define the cnncepts of privacy ana
data protection, which themselves are the successful result of

an attempt to give a concrete form to the abstract notion ol a
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"1rright to be let alone'*2, In this context, the concept of
privacy overlaps extensively with the concept of data
protection. P. Sieghart of the United Kingdomr's Data
Protect ion Commission defines the term "pravacy" as "the clainm
of the 1ndavadual to decide for himself who shall know what
about him, and what use they shall be entitled to make of that
knowledge" 3. Explaining in more concrete manner, Professor
Frosini, University o¢f Rome, mentions the term "right to

privacy" as foliows:

There no longer exists the freedom to refuse public
informat ion concerning pcrsonal data, but rather

ithe freedom resides in the ability to control the use
made of personal data i1nserted i1n a computer program.

What now exists might he termed habeas data, and

corresponds to the antigque habeas corpus. Therefore,

the right of access to data banks, the right to check
their exactness, the right to bring them up-to-date and
Yo correct them, the right to the secrecy of sensitive
data, the right to authorise the:ir dissemination:

all these rights together today constitute

the new right tc privacy*4.
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2.1.72 fFunwanenilas features of Jata FProtection Laws

Based on ¥Yuis new concept ol privacy, sSince tue vedglining

F*I

w

o} Tne "

10s, severail Zuropean states lave passed  ddta
protection iegdisiation maxing 1t compu.ssory 1ol the pum.alce anag
private sectors to provide rur the cata supject wiose data was
collected, a Tform o©of "due process'" supported oy a4 series ol
regulatory mecnanisms t¢ 1LsSpect, reglster ana lreview udata
bases ceontaining personal intormation. Altnough tata
protection iegislation aiffers among states, Laney all contaun
certain Dasic Provisions. These ace
1. conditions on cata processing i1n 2otn the public
and privare sectors, 1nciuaing.
- lamitaraions on the Kinds of persona: data collectea,
~ constant re-evaluation of 1ne redlievanay, accuracy.
and ompieteness ¢t tne stored data,
- specification of the purpose for whichh ine aata
wl.. be used;
- guarantee of uata security, 3n tue form of technical
and organizadicnal sately neasures,
2. the rigats of data subjects with regara to
the keepers or fiies, including:
- the right o pe intormed that sucn data nas oeen
processed;

- tne rigint to have deleted or corrected
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1llegally processed or incorrect data,
- the right to safeguards agaiust unauthorized access,
including a right to compensation for damage
caused by vioclations of privacy.
3. surveillance of data processing by a public
data-protection agency*5b
A further basic feature of data protection laws is
"provisionality", 1t appears 1i1n the amendments which have been
made frequently to data protection laws and in the so-called
"sunset provisions" of these laws, in order to adapt to the

rapid changes 1n technology and conditions surrounding TDF*6.

2.2 Different Legislative Approaches

to Data Protection: 1973-1980

2.2.1 American "Bottom-Up" Approach and

European "Top-Down" Approach

Despite all these common points, with the growth of
international data communication networks, di1fferences in
national data protection laws have nevertheless arisen and
become causes of potential international disputes. In
particular, a noticeable difference 1n approach arose during
the 19170s between the European laws governing privacy

protection and those of the U.S.*7,
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The approach taken by the U.S5. in thais period may bhe
called the '"bottom-up'" approach, whereby the 1n:itiative tor
regulation of TDF 1s eschewed by government and ontrusted Lo
praivate data users. The fundamental feature »f th:is approach,
which draws heavily on the concepts of "freedom of speech" and
the "freedom of the market", 1s that data users, free trom
governmental 1interference and armed with market 1intormation,
choose appropriate standards of data protection, and in the duc
course of time companies providing standards not acceptable to
the market w111l eventually die out 1n an evolutionary-1like
struggle for survaival.

In contrast to this, European states, insisting on the
supreme 1importance of ‘the o»rotection of personal nprivacy,
decided that an 1international regulatory body ot some form was
needed to that end hefore any plan to allow the free flow of
personal data could be adopted. However, unt1l such «
preventive structure 15 established, measures 1mplementing data
protection laws under the European civil law approach, as will
be referred to later, must be taken by each respective nation.
The approach taken by the European states dur rng the 1970s may
thus be expressed as the '"top-down" approach, 1n other words,
where the initiative 1s taken by public data-protection
agencies*8.

These two approaches are also affected Ly a basic
philosophical divergence between common law and civil law.

Most European laws reflect the civil law tradition that 1t 15
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preferable to enact a law prior to the beginning of the
si1tuation which the law addresses. In addation, civil law
tradit:on defines what 13 allowed instead of what is
prohibited, torbidding anything that 1s not specified as
permissible. In common law countries such as the U.S., on the
other hand, law is usually formulated after problems occur, and
anything not expressly forbidden 1s permitted#*9.

As a result, the U.S. ias enacted privacy protection laws
on a sector-by-sector basis("sectoral approach")*10, while many
European states have enacted data protection laws covering both
public and pravate sectors ("omnibus approach'")*l11.

Two further significant differences which may be regarded
as potential causes of international disputes will be

considered i1n more detail in the next section.

2.2.2 Differences in Approach in TDF Legislation

as Potential Causes of International Disputes
2.2.2.1 Differences in Provisions Regulating TDF
The first national European data protection law*12 was the

Swedish Data Act of 1973%13.

In the elaboration of this Swedish Data Act. a part of

general procedure of personal data protection *to reguire the

data user to obtain permission for automatic processing of
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personal data. At that time, i1t was pointed vut that Swedes'
personal data could enter through internat ional notworks
another state where such data are exposed to lower levels of
protection ('"data havens"), thereby potentiaitly circumventing
the operation of the Swedish Act. In order to avoid this
danger, a further provision was passed whose sole object was to
restrict the transfer abroad of Swedes' personal data. The

section 11 of the 1973 Gwedish Data Act provides as follows:

If there is reason to keiileve that personal information
will be used for Aflutomatic] D[ata] Plrocessing] abroad
the information may pe issued conly after permission by
the Data Inspection Board. Such permission may be given
only 1f there 1s ground to believe that the 1ssuance

wi1ll not cause undue encroachment on praivacy...*14.

Under this section, between 1974 and 1983, the Data
Inspection Board refused to grant a permission 1n the form of
license for eight —cases, which constituted 2.64% of all
applications made concerning nternationali data transfers,
which totalled approximately 300 cases*l15. Wwhen making 1ts
decision, the Board examines the nature of the personal
information, the reason fur collecting the data, the attitude
of the data subject towards the transfer, and the purpose of

the processing. An important factor for the decision of the
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Board when granting a licence alsoc seems to be the standard of
data protection 1in the recipient's statexle¢. For example, the
Becard rejected the application of the Swedish subsidiary of
Siemens, a German nultinational corporation, for the transfer
of data to the personal 1information system at 1ts headquarters
in Munich 1n 1974, because at that time West Germany had not
yet adopted 1ts data protection laws*17,

This section 11 of 1he Swedish Data Act became the model
for similar provisions 1in other European data protection laws

subsequently enacted in the 1970s%18.

2.2.2.2 Differences in provisions concerning

"Legal Person" Privacy

Although these data protection laws focused primarily on
the protlection of privacy of individuals, during the 1970s,
four European states, namely Austria, Denwark, Luxembourg and
Norway*19, brought "legal persons" within the scope of their
data protection laws. This means that corporations and other

organizations or associations falling under this definition

would recelve similar privacy protection as would
individuals*20. The major justification for the extension of
laws' application to legal person was that in these four

countries, small enterprises played an important economic role.

Thus 1f an 1ndividual <carrzed on a business as a sole

26




[P

VA AR

P e Sl My

w«-;h""

praoprietor, then his/her personal information, co.g. credit
information, was accessible 1n a company's tiles*21. Because
an 1ndividual should not 1lose his/her right to privacy by
simple reason of acting as a one-man business, 1t was necessary
to formulate a flexible legal framework to protect the sole
proprietor's privacy.

It was reported that while corporations 1i1n these four

countries generally accepted their legislations, they also

assumed that "strategic company files [would] be exempt from

the law on a case-by—-case basis through arrangements with the

[nataionall data authoraities"%22. 1f such files were not

excluded, the legislation would then enable a company to access
data regarding itself held by 1ts competitor, under the pretext
of exercising its r:ght to privacy protection, 1.e. checking
the accuracy of such 1nformation. This exercise of the
company's right would constitute a legalised torm of

“industrial espionage", allowing the company to gain a

potential competitive advantage*23.

2.2 Need for International Adjustment of

Conflicting National Policies

By including "legal person" as a data subject 1n national
datra protection laws under the pretext ot '"privacy protection',

trade secreits in the form of "bussiness (corporatiaon) data”
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would be ©protected, but without any proper international
standards. Moreover. with the combination of provisions
concerning TUF reguiation and those concerning "legal person”
privacy protection, it can be seen that the data protection
laws are used for objectives other than those specified in the
laws themselves, for example, as non-taritf barriers to the
internat:onal trade in services

Thercfore, at the end of the 1970s, the U.S., whose
federal privacy protection laws provided measures concerning
neitner TDp reguliation neor "legal person®" privacy, began to
denounce the existence of these two provisions as unfair trade
barriersx24. Thiz viewpoint of the U.5. has a c¢oncrete form 1n
law. For exawmple, Section 305(a){1l) of the 1934 Trade and
Tariff Act %25 amends Section 301 of the 1974 Trade Act*26 to
seek to obtain maximum freedom for international trade and
investment in high technology products and related services,
It clearly defines, but does not limit, the following as

barriers to the export of J.5. services

1Under the grouping otl] res*trictions on tne operation of

enterprises in foreign markeils. [...]

- direct or intirect resiricitions on the transfer of
information inta, or out cf, the vountry or

instrumentalitly concerned, and
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- restractions on lLhe use of data-processing fac:iities

within or outside of such country or instrumentalityA2f.

Furthermore, because the U.S. courts can reguest the
parties 1o a cail to produce documents located outside tThe
U.5., even 1f doing s0 would wvialate foreign data protection
laws which prohibi*te tncir disclosure, such extraterritorial
application of U.S. jurisdiction may give rise to the problenms
of choice o©of Jurisdiction, choilice ot applicable law and
recognition of foreign judgmentsk28.

Consequently, thece differences in apuroach 1n domestic
data protection laws becamsz a peterntial cause of i1nternational
conflict as well as the fears that possibie violations of
personal privacy protection mrght nccur through TDF, and the
fears that an i1nternational regulation of 1lransborder flows of
personal data mignt be used for other restrictive mrposes. As
a result, the two organizations mentioned above, namely the
OECD and the CoE, set about to harmonize national laws which

ratlected conflicting natioral policies regarding TDF.
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11 Canada - United States Law Journal 295 at 305-309 {1986).
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CHAPTER 3.
Harmonizing Data Protection Laws.

Measures Taken by the OECD and the Council of Europe (CoE)

3.1 Comparative Analysis of the OECD Guidelines

and the CoE Convention

2.1.1 Preliminary Steps of the OECD and the CoE

3.1.1.1 The OECD

The OECD program for TDF originated from computer
utilisation studies in the public sector which began 1n 196941,
Specific concern by various parties about TDF, following the
introduction of data protection laws, arose from 1970. 1n
1971, a consultant's report was received on digital 1nformataion
and the nrivacy problem*2. In 1974, the CECD seminar on Policy
Issues 1n Data Protection and Privacy considered the problems
that might arise from the enforcement of Aomestic data
protection laws on TDFA3. FREetween 1974 and 1977, the OECD Data
Bank Panel analyzed and studied the privacy 1ssues, seeking to
identify basic rules of data protection and data wecurity. The
Panel organized a symposium in Vienna in 1977. Following this
symposiunm, 1t was perceived That the problem of the protection

of personal data might redguire a more effective organizational

35




L

framework within *tne OECD. As a result, the existing 1two
subordinate organs under the Ccmmittee for Scaentific and
Technolegical Policy, 1.e. the Information Policy Group (set up
1in 1965) and the Computer Utilisation Group (set up 1i1n 1969)
were merged in 1977 1into the Working Party on Informataion,
Computer and Communication Folicy (ICCP). The mandate of this
Working Party on ICCP was a wide one which encompassed
scientific, technicai, economic, social, cultural and 1legal
impacts of information, computer and communications systens,
since the 1integrated approach of these natters was regarded
necessary to tackle the national and i1nternational aspects of
this rapidly expanding area which had important economic and
social consequences for member countries' economiesk4, Later
in April 1982, taking account of the importance of 1ts mandate,
the Working Party on ICCP was raised to the Committee on
Information, Computer and Communication Policy. As a part of
the major projects of this Working Party on ICCP, an ad hoc
inter-governmental Group of Experts on Transborder Data
Barriers and the Protection of Privacy was formally established

in 1978. The terms of reference of the Group of Experts were

1. To develop guidelines on basic rules governing
transborder flow and the protection of personal data
and privacy 1n order to facilitate a harmonization of

national legislation, without precluding



the establishment of an anternational convention
at a later date;

2. To investigate the legal and economic problems
relating to the transborder flow of nun-personal data
in order to provide a basis for the development ot
guidelines 1n this area to take into account

the principle aof free flow of 1nformation*S.

The Group of Experts was instructed to carry out 1ts activities
in close co-operation and consultation with the CoE and the EC,
and to complete 1ts work on t*the farst term of reference by 1
July 1979. On 21 November 1979, the Group of Exverts presented
draft Guidelines and an Explanatory Memorandum to the Committce
for Scientific and Technological Policy of the OECD#*6.

Finally, the Council Recommendation witn the OECD Guidelines

was adopted and became applicable on 23 September 1980.

3.1.1.2 The CoE

In 1968, the CoE's Parliamentary Assembly {later
Consultative Assembly) recommended the (CoE's Committee of
Ministers to study the possible dangers of encroachment on
human rights posed by the usze of wmodern scientific .and
technical devices*7. In 1970, the Committee of FExperts on Data

Protection reported to the Committee of Minister<s that, whereas
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routine cavil and criminal legislation could efficiently check
abuses of technical devices, the use of computers for
processing personal information vraised new and fundamentally
different gquestions reguiring novel solutions. The Committee
~»f Experts also reported that the mechanisms and remedies
offered by the European Human Rights Convention*8 provided
1nadequate solutions to such computer-related problems*9.

On the basis of the <conclusions of the Committee of
Experts, the Committee of Ministers directed an
inter—-governmental committee to draw up new legal rules on data
protection. These rules appeared in two Resolutions of the
Committee of Ministers recommending that governments of member
states give effect 1n their domestic law to a number of basic
principles to protect "the privacy of 31adividuals (physical
persons) vis-a-vis electronic data banks*10." In the view of
the conformity of wmember countries' domestic data protection
laws, however. 1t seemed desirable to ccnvert +he non-binding
recommendations set out 1in these two resolutions i1nto binding
provisions, r.e. 1in the form of a convention. Thus, in 1976.
the CoZ darected the Committee of Experts to draw up an
international treaty, working 1in close co-operation with the
OECD. In May 1979, the Committee of Experts finalized a draft
treaty*1l and circulated 1t to the governments of the member

states for comment. Finally, the CoE Convention was adopted 1n

17 September 1980 and opened for signature by member states on
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28 January 1981.

3.1.2 Stance Taken by the CECD and the Col

towards these Guidelines and Couvention

Concern abonut the soclal implications of comput er
development was expressed bv both the OECD and the CoE as eavly
as the end of the 1960s. However, the +two organizations
emphasized different considerations when they begarn to tackle

the growing i1nternational aspects ot TDF issues.

2.1.2.1 The OEC

The aims of the OECD are to promote policies designed

1. 7Tc¢ achieve the highest sustainable economic growth and
2mployment and a rising standard of itiving in
nember countries, while maintaining financial scability,

and thus to contribute to the development of

the world economy. . ;

nD

To contribute to sound economic expansion i1n pember
as well as non-member countries 1n the prvocesus ot
2cononic development

2 Tu contribute tu the expansiaon of world traae

on a nmulrilaterval, non—-drscriminatorv basis, n
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accorddnce with international obligations*12.

UUnder these aims of the organization, all the activities
relating to TDF undertaken by the OECL are intended to control
the influence of telematics on the economies of 1ts nember
states. Moreover, while recognising that its member states
"have a comaon nterest in protecting privacy and individual
Libertiesk 13" the OECD stirives to ensure the free flow of
informa*ton and to avecid obstacles to 1nternaticonal trade.
Furthermore, as secn i the secend paragraph of its mandate,
the Group oI Experts on Transborder Data Barriers and the
Protection of Privacy nas dealt with “transborder flows of
non-personal data, anticipating "protectionist challenges
before they bhecome urgent®l4” since the vear following its

establishmeut an 1378.

The CoB, which consisted cf seventeen Suropean states in
1968 when it first began extensive oonsideration of the
question concerning the connection botween technology and human
rignts, has now expanded to include twenty-two members, as of
Aprii 1990, ts purpose ts The promction of greater European
unity, with specilal emphasis on the rule of law and hunman

rights. The rembor states cooperate to this end both at
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irter-governmental and i1inter-pariiamentary levels*15, Because
The CoE's actavities on TDF deraved from the study regarding
the question of adeguate protection of the 1ndividual's right
of privacy vis—-a-vis modern science and technoloay, the primary
objective of 1ts activities concerning TDF 1s on the nfluence
of telematics on human raghts. Its actavities thus deal

exclusively with personal data.

3.1.3 Special Features of the Rules

There 1s in fact no great daifference between the

composition and contents of the OECD Guidelines and the CoRE

Convention. Both instruments recognize the existence ot two

basic but competing values 1n the fi1eld of personal data
protection, :2.e. the protectinn of privacy and indivadual
liberties and the advancement of the transborder flows ot
personal data. As a means oI reconciling these principles,
both instruments establish a set of fundamental principles faor
the prot=ction of nrivacy at both the national and
international levels, and provide mechanisms for mutual
assistance and consultation t0 ensure the observance of theilr
closely-resembling rules*16. The reason for this result was
brought about by the fact that, during the dratting of the two
instruments, both working groups, 1.e. the Group of Experts of

the OECD and the Committee of Experts of the CoF maintained
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This fact, consequently, makes the coincidence of the

adoptlons between the OECD Guidelines and the CoE Convention

all the mcre significant. As 1t is  presumed that, any
differences observed between the two 1nstruments may indicate
the points 1n dispute that European states of the CoE and
non-European states of the OECD, above all the U.S., could not

reach accord on, by the time of the adoptions of the two

instruments.
3.1.3.1 The Legal Nature of the Rules
The most important difference between the two instruments,

and thus between the respective rules contained in them, 1s

that the Col Convention 1s a "contractual commitment" and is

iegally binding the contracting states, whereas the O0ECD
Guidelines constitute an "advice", and therefore have no such

power to bind member states*13.

Actually, 10 close co--cperatrion for drafting data
pretection 1instruments, 1t had been explored whether the CoE
and the QECD could jointiy sponsor the convocation of a
diplomatic conference for the conclusion c¢f an international
convention, This project was abandoned, however, when it
vecame cieairr that the largest (OECD member, the U.S. was not in
tavour of A binding instrument, partly because of the fear of

some American multinationai corporations "that the continuaty
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or confidentiality of existing 1nternational noni-iperscnal
data flows might be interruptedxio". This may be the reason

why the OECD Guidelines show a tendency to emphasize and

support voluntary self-regulation of private data users,
whether in the form of codes of conduct or otherwise, in
observing the basic prainciple of the protection of privacy and
personal data [paras. 3(a), 18, and 19].

in the meantime, the Coi Coavention, to which the U.5. s
not a party, reqguires signing states to enact new or modify
existing data protection Laws Lart. 4] to meet 1ts
specifications guided by the principle of reciprocity [arts.
3(4) and (5)], and further to desiygnate nationai authouritaies to
secure the domestic impiementation of ats rules, especially
those concerning foreign resaidents in their pursuit of therr
privacy rights [arts. 14 to 17]. Moreover, no reservations are

allowed to the CoE Gonvention [art. 25]. While the 0OEGCD

Guidelines refer to these same points for the protection ol
personal data, but in the form of non-binding recommendation
ithe Recommendalion paras.1l and 3; the Guidelines paras. 1b,

19, and 21}.

3.1.3.2 Rules Regulat ing TDF

Article 12 (2?2) of the CoE _Convention states that a party

shall not-
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[Fjor the sole purpose of the protection of privacy,
prohibit or subject tc special authorisation
transhorder flow of persona: data going to the territory

of another Party.

But it also provides two exemptioans in the following two cases-
1. Where 1ts legislation inclurdes specific regulations
for certain categories cof data and the requlations of
the recipient state don'1l provide equal protection
[arc. 12(3)(a)l},
2. Where the transfer is intended to reach the territory of
a non-contracting state through the intermediary of
the territory of arother contracting state, in order
tv obtain the advantages from the usage of "data havens'"
[art. 12(3)Y(MN].
Under these excmption clauses, 1t :s possible that where
one pa:>rly, having extended the application of the CoE

Convention ta legal persons [art. 3(2)(b)]l, may legitimately

refuse the transfer of data to recipient states which bave not
yvyet enacted a saimilar extension, by claiming that the
protection level of those states is not equivalent to its own.
Even where those recipient states have otherwise complied with

the principles of the CoE Convention, under article 3 (5), they

are not allowed to clawnm the application of the CoE Convention
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on this point.
As regards these two exempticus to the rule of free TDLF,

paragraph 17 of the OECD Guidelines indicates the same points,

closely corresponding to paragraphs 15 and 16.

llowever, as menticned above, the GECD Guidelines emphasize

more strongly and repeatedly the importance of free {low of
information, thus the Council of the OECD recognized 1nn the

Preamble of the Recommendation of 23 Septemper 1980.

{Tlhat, altihough national laws and policies may differ,
Member countries lhiave a common interest ... in
reconciling fundamental but competing values such as

privacy and the free flow of information,

that transborder flows of personal data contribute to

economic and social development,

that domestic legislaiion concerning privacy protecttion

and transborder flows of personal data may hinder such

transborder flows.

Then, paragraph Z of the Recommendation suggesls:

That Member countries endeavour to remove or avold

creating, i1n the name of privacy protection, unjustif{ied



obstacles 1o transborder flows of personal data.

Furthermore, paragraph 18 of the OECD Guidelines suggests that

states shouid avoid:

[Dieveioping laws, policies and practices in the name of
the proitection uf privacy apd individual liberties, which
would crcate obstacles to transbeorder flows of personal

data that would exceed requirements for such protection.

Therefore, 1t may be assumed, as D. Cooper observes, that the
real inlention of the statement of paragraphs 1%, 16 and 17 of

the OECD Guidelines 1s to previde the "quid pro quo” which the

member countries, especially the U.5., receive in return for
adapting domestic laws to neet the demands of their
data-trading partners, :.e. 3durcopean countries, in order to

secure theiv support for the OECD Guidelines®20.

2.1.3.3 Rules cnncerning "Legal Person" Privacy

Regarding thne data subjects, the OECD Guidelines confined

thei1r defination to 1i1ndividuals, and left tc member states the
tasks of drawing the dividing line between personal and

non--personal data and of deciding policies with regard to the
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"'legal person' privacy" 1ssue. The 0ECD explains the reason

for this decision as follows:

[Tlhe notions of individual integrity and privacy are
in many respects particular and should not be (reated
in the same way as the inteqrity of a group of persons,
or corporate security and confidentiality. The needs
for protection are different and so are ‘he policy
frameworks within which solutions have to be furmulated

and interests balanced against one another.*21}

However, 1t was reported that some members of the Group of
Experts advocated "that the possibility of extending |[the OFCD
Guidelines) to legal persons (corporations, assoclat tons)
should be provided for." This suggestion, though, did not
secure sufficient support*22.

On the other hand, although legal persons are not included

1in the main body of the CoE Convention, article 3 (?) ({b)

prescribes that national dala protection laws can he extended

to information relating to

fGlroups oi persons, associations, foundations, companies,
corporations and any other bodies consisting directly or
indirectly of 1ndividuals., whether or not such bhodies

possess legal persounality.

.
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It continues by saying that states which 1nclude such
categories in their data protection legislation may then invoke

the rule of reciprocity wiih regard to states who have not nade

such extensions jart. 3(4}].

J.1.4 Implementation Procedure of the Rules

3 1.4.1 The OECD

As regards the national implementacion of the principles

enumerated i1n Parts Two and Three, the OECD Guidelines adwvises,

in Part Four, tha*t member states should ‘"establish 1legal,
admiaistrative or other procedures or institutions" {para. 19].
These measures include the adoption of appropriate domestic
legislation [para. i9{a)l; encouragement and support for
sel{-regulation, 1i1n the form of codes of conduct or otherwise
ipara. 19(b)l, which 1s addressed "primarily to common law
countries where non—legislative 1implementation of ([the OQECD
Guidelines] would complement legisl.ative action#*23."

The OECD Council! Recommeadation of 23 September 1980 [the

Recommendation paras. 3 and 4] and the OECD Guidelines [paras.

20 and 211 alsc mention without going into detail, the
necessity of mutual assistance and specific procedures for

consultation and co-operation tor the application of the (QECD
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Guidelines. For those purnoses, an ad hoc group has met sinco

1981 nearly biennially, with attendance by almost all menber
countries. The ad hoc meetings for the follow-up of tho 0OECD
Guidelines have been held to date on four occasions. b 6
October 1981, 10-11 March 1983; 25-26 June 1985, and, !0-11 May
1988. For every ad hoc meeting, the O0ECD Secretariat/loecp
Division*24, using the results of questionnaires compieted and
returned by membher states, prepares the synthesis report on the

application of the OECD Guidelines which 1s distributed to the

+

representatives oi member states at the meeling. The
guestionnaires have sought, from the first meeting of 1981,
essentially the following informataion:
1. Are comprehensive national data protection laws
currently in force and, if co, what is their form and

scope? 1in particular, do they contain the princaples

of the OECD Guidelines?,

2. If no data protection laws exist then what proposals,
if any, exist 1n the area and what is the likely ‘tine
frame f{or ithe adoption of any suth propesals?,

3. The general experience of member countries with
data protection laws,

4. The ongoing role and relevance cf the UECD Guidelines
and comments on the likely future direction to e taken

in this area#s.

With every survey conducted by the OECD Secretariat,
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5,
b

almust all member countries have responded to the questionnaire
and many of them provide material i1n addition to that sought by
the questionnaire*26. It 1s thus reasonable to predict that,
by these follow-up meetings, the member states will obtain both
an excellent 1ndication of the overall legislative trends, and
other 1nformation gained from other members' experiences in the
field of TDF.

Although the institutional framework is dealt without

going 1bto detail, under the OQECD Guidelines, as will be

referred o later, the follow—up mechanism aims to keep the
rules for personal data protection adaptable to changing
environments and emerging problems, by means of exchanging
experiences gained in member states from their data protection
legislation and concrete problems  of a national and

internatilonal nature.

2.1.4.2 The Cob

For the Col Convention, the key machinery for

rt

implementation 1s the data protection legislation of he

contracting states since the enactment of national legislation
standardizing the princaples of Chapters 1I and 1II is a

condition [ocr ratifying the CoE Convention [art. 41].

Based on t*this condition, Chapters IV and V of the CoE

Convention provide for mutual assistance and consultation among
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the Parties. Chapter IV ftreats mutual as .stance 1n order to

implement the CoE Convention and to assiut data subjects

resident abroad in exercising the rights conferred by thear
domestic laws. Further, Chapter v provides for t he
establishment of a Consultative Committee. Avticle 19
prescribes the functions of the Consultataive JCommittee as
follows:

1. To make proposals witn < view to facilitating or

improving the application of the CoE Convention,

2. To make proposais for amendment ot the CoE Convention

in accordance with articile 21,
3. To formulate its opinion on any proposal for amendment

of the CoE Convention which 1s referread to 1t

in accnrdance with article 71 (3),
4. To express, at the request of a contracting state,
an opinion on any question concerning the apwplication ot

the CoE Convention.

In accordance with articles 18 and 20, the Cansuitative
Committee was set up in June 1486, after the entry 1into torce

of the CoE Convention, by the representatives of all ftive

contracting countries which ratified the CoF Convention, namely
France, the FRG. Norway, Spain and Sweden, althouyh teon
non--contracting countries which signed the Cobk Convention aiso
sent observers. This first meeting was sopent discussing 1to

rules of procedure, e.g. working methods, voting, the role of
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t+he chairman and admission of observers*®27.

As of April 1990, the Consultative Committee has met on
three occasions. At 1ts third meeting 1in May 1989, the
representatives of eight ratifying countries, namely, the above
fi1ve countries plus Austria, Luxembourg, the UK, gathered and

dealt with, above all. the issue of "equivalent protection" 1in

the context of TDF*28.

3.1.5 Present State of the Member Countries'

Domestic Legislation

The CoE Convention was adopted by all the particapants,

although not all of them signed 1t 1mmediately. It might have
been easier for tne CoE nmember states to conclude a
legally-binding accord, because, compared to OECD wmembers, a
areater proportion of them already had established national
cdata protection laws that nrovided an existing basis on which
they could narrow the scope and set up standards agreeable on
data protection principles. After the entry into force of the

CoE Convention in October 1985, the Committee of Ministers of

the CoE may anvite any country not a member of the CoE to

accede to the CoE Convention Tart. 23]. However, as cf Apral

1990, any non-member country of the CoE, including the U.S.
which dominates the internat ional computer and

telecommunications markets, did not sign the CoE Convention.




Thus, at this time, ten of the twenty-two CoE countries have

ratified the CoE Convention, and a further eight members have

signed but not as yet ratified 1t*29.

As regards the OECD Guidelines, they were not adopted

unanimously. When they were adopted 1n September 1980,
eighteen of the twenty—-four OECD member countries voted for the
proposal, while SI1x countrries, namely Australaia, Canada,
Iceland, Ireland, Turkey and the U.K. abstained, ei1ther for
substantive reasons or because thelr governments had vyet to
establish national data protection policiesk30. However, hy
the time of May 19583 wheu the fourth ad hoc meeting on the

follow—up of the OECD Guidelines was held, all memper states

had subscribed to the OECD Guidelines*31.

In 1930 when tne two instruments were adopted, nine
countries had national data protectiona Icgislation. However
the number of countries with data protection Jaws gradually
increased. As of April 1990, eignteen ~f *the twenty-four OKCD
memper countries have naticnal data wrotection laws and
thirteen nf those e1ghteen countries have overlappling

membership with the CoE*32.

3.2 Limitations of a Comparative Examination ot

the Effectiveness of these Measures

-
T
o

As mentioned above, the 1 nature ol lne unCD
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Gulideliues 15 a recommendation or an

treaty. T.us, arlter ratiiying the cod wonvention,

to mage tne necessary caanges to their aomestac

in 1t part. 4j.

differences 1in Thely sSdruciure and provisions,

difference in the.r respective legal nature.

effect to the fundamental principies of dava protection set
However, 1t 15 not easy To estinate tae
et fectiveness or egitaer instrument simpiy oy looking at

and apove

Firstly, it may not pe reasonable 1f we do not approve

internationad

organization, and uaoes not legally olna 1ts menber states*33.,
On tne otner anana, tne CoE Convention 1s an accora which oinds
1ts memper statles, sioreover, 1t 1s not a 'seif-executing"
states have

iaws to give

out

or

The

alz

any

etfectiveness or the Jox Convention during the period from 28

January iy¥di, t.o.e wvate when .t was openea for signature,
October .9860, tne acate when it entered into force.
of this statement 1s tne LK Data Protection Act of 1984+%34,
1s reported that one of the anajor objectives
legislation was (o avoild restrictions on wne transfer of

for storage and processing in the UK, 1f 1n case

the U.K.

TO 4

One example

LT

Li4s

data

haa

not vyet adoptea 1ts dala protection laws wnose standards of

data protection net witn the requirements

Convention#*35.

+

e

secondly, nor can a straightforward comparison be made ot

the foliow—-up actavities oy tie two podies. for the simple

Ry
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reason tTaat, wnereas tae Lonsultataive commilittee 0l the “Eg@

Convention came into suostantitive operation only 1n May 1u8Y,

the 0ECJS nad a.ready neid four ad hoc 1oiiow-—up meetinygs unaer

the OECD Guiaelines oy taen, and tne Cousultative commitiee o1

the CoE Convention hnad not vet denerated enougn aaterial 1o

w

allow adequate anaiysis.

Thirdly, 1t mnay be .ampossaib.e to uetermine oy just how
much the application of the (wo instruments has oeen attected
by politicali ana economic ractors, as aliready opservea in
competing nationai policies 1in the field or TDF.

Despite tnese limitations, 1t can not be aen:iea that, as

wi1ill be examined later, tne OECD Guidelines ao ultimalely

function as a means of making the member states (ahd other
playvers .n the rield o1 TDF, e.g. muitinational enterprises)
behave in certain controliea manuer, namely 1nh a  mannper
expected in their "not-enforceable" rules.

Taking into account taese limitations, rile nexXt chapter
will confirm the 1intl.uence of the *two 1nsfruments on 1{ae

national data protvection pol.cies of Tane memoer states.
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Footnote to CHADPTER 5

*1 Tle UECD Guidelines, supra, INTRODUCTICON nete 4 at 19

(para. 16)}.
k2 See G. Nible<-t, Digital I[nformation and the Privacy

Proplem, CECD Intcrmatics Studies No.2, (fParis OECD, 1371).

3 See OECD, Policy Issues in Data Protection and Pravacy,

UECD Informatice Studres Nec.106, (Paris: OECD, 1976).

%4 For detailled information concerning the major projects ofF
rhe Worlking Zarty on JCCP, see D. Kimbel. "Folicy Research for
Intormation Aztivities: The DACD Proyramme on Information,
computers and Communications Policy" (December 1977) Telecom.
Pol'y 367,

*¥5 OFCL Doc. DSTI'ICCP/78.6 fmandate of the Group cf EXpertsj,
ci1ted from: M D. Kirby “"Transboraer Lats Filows and the 'Basic

T

Rules’ ot Data Privacy" (1980) 16 Stan. J. Int'l L. 27 a» 43

note 49.
k6 OECD, "Draft Recommendaticon Concern:ng Guirdelines Gover:nang

the Protection of Privacy anca Transborder Flows of Personal
Data" (1980) 19 I.L.M. 313.
*7 (Consultative Assembly cf the Council ot Europe, Rec.509

(1968), (1967-68) Official Report- Session 19 at 762.
k3 Supra, CHAPTER 2 note 20.
*4  Hondius, supra. CHAPFYER 2 note 7 at 21-92Z.

10 Council of Europe, fommittee of Ministers Resolution

(13)22 on the protection of the privacy of individuals
vis—-a-vi1s electronic data banks in the private sector (adopted

2o September 1973), and Resolurion {(Y4)29 on the protecrion of

the privacy of individuals vis-a-vils electronic data banks 2in

the public sector tadopted O September 1974), as described in-

Council ot Furope. {(1783) 14 information Bulletin on Legal

Activaities withan the Council of Europe and 1n member states 15.




%11 OCouncial of ®urope, "The draft Cowvention for the

Protectiion of Individuals wrth regard to Autuomatic Processing
o°
284.

*12 Convention of the Organization tor Economic Co-operation

Persoan! Data of the Council of EBEurope'" {1930) 19 I.i.M,

and Development, 14 December 19360, 21 U.K.T.5. Cmnd. 16406

rherainrafter Convention of the OECL}, art. 1.

*i3 The OECD Guigdeiinces. supra, INTRODUCTTION note 4 at 7

{Preamblej .
*14 UOECD Data Flow Pi=dge Pranned" {1282) 5 T.D.R. 3.
*15 A.H. Robertison, The Council of Europe: Its structure,

functions and achievements (London. Stevens, 1961) at 10-15.

See also, Statute of the Councali of Europe, 5 May 1949, 8Y
U.N.T.5. 103, art. 1.

*16 bBoth the Guidelines [Part Twel and the Convention (Chapter
171 vrovide so-called "basic principles of national
application” as minimum staandavrds which should be implemented
by both member atates. They arve gnunmerAated as follows
1. Coilection Limitaticn Princaipie |[para. 7 / art. 5 (a)l;
2. Pata Qual:ity Princaple [para. 8 / arts. 5 (c) and (d)

{iinited to automatically processed personal datall,

<.

Purpose Specification Praincaiple |[para. 9 / art 5 ()

' 3

)i
4., Use Limitation Pranciple (pura. 10 ) art. 5 {(¢)

{partialily to the terms " legi!imate purpuses’

(partially from the terns "not used”; i,

5. Security Safeguards Principle [para. 1: /7 art. 77,

t. Openness Frinciple [wara. 12 ¢ arr. 8 (a} tas "additional
safeguards") ],

7. Individual Participation Principle {para. 13 y
arts. 38 (b}, (c) and (d}],

3. Accouittodbility Frinciple [para. 14 / art. 13},
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%3 Time Limitat:on Princaiplel(nct specifi:ed 1in

the Gu:delines / art. 5 (e)].
The name of the Princilpies except ihe princinle 9, follows the

unage of the OECD Guidelines. The name "Time Limitation

Principle" 1s as used 1n Kirby, supra, note § at 64.
Fer a cumparative survey ol the rules of the GECD

Guidelines and the CoE Convention, see Kirby, supra, note 5,

P H Vtalrick, "Privacy Restrictions on Transnational Data
#lowis A comparison of the Councii of Burope Draft Conventicn

and 0OECD Guidelzines™ (1981) 22 Jurimetrics Journal 405; W.J.

Kirsch, "The Protertion of Praivacy and Transborder Flows of
Per-ona. Data ke work of the Counci! of Furope, The
U,ganlzat ton for Aconomic Co-coperaticn and Development and the

Luropean Economic Communityv" 1982) 2: Legal Issues of European

Integration 21 and J.A. Zimmerman “"Transborder Data Flows;
Problems with the Ccuncil of Europe convention, or protecting

states from protectionism” (1982) 4 Nw. J. Int'l L. & Bus. 601.

417 The OECD Guidelines supra, fNTRODUCTIGN note 4 at 21

{para. 20).

*18 Patrick, supra, note 16 at 407.

k12 A.3. daotn, cfntrouwtory Note" 1 .. L.M. (1980) 282 at
233, Cfee &lsu, 7. hondius, "A Decade of Internaticnal Data

Protecrion” (15683) 30 Netherlands Int'i L. Rev. 103 al 113.

A0 DML Ceoaper, “Transborder Data Flow and the Protection of
Praivacy ‘The harscnization of data protection iaw" (Summer

123%) The Flecher Forua 335 al 345,

*21 The OECD Guideiines, supra, INTPODUCTION note 4 at 24
tnard. 3.
‘bid.

Aoz
*23 The OECHD Guideldines, supra, INTRODUCTION note 4 at 34

(para. 10;.
*24 The 1u0P Diavasion 1s the Secretariat supporting the
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Working Party on ICCP by preparing meetings and conferences,
documents, reports and publications. See 0FCD, Policy issues
in Data Protection and Pravacy, OECD/ICCP Series No.4, (Paris
OECD, 1980) at 162.

*25 A copy ot the gquestionnaire for the second ad hoc meeting

cf 1983 [QECD Doc. DSTI/1CCP/83.17] 1s contained i1n ANNEX 3 ot

this thesis, which was pubiic released at the Second O0ECD
Sivaposium on TDF 1n London, 30 November - 2 December 1983.
*26 The synthesis report ot second ad hoc mecting on the

fclilow-up ot the OECD Guidelines was revised and reprinted 1n

M. BHBriat, "Synthesis Report on the Application of the

Guidelines Coverning the Protection of Privacy and Transborder

Flows of Persanal Data -- Update as of December 1983" in OEKCD,
ed., Transborder Data Flows -- Proceedings of an OECD_
Conference {Amsterdam. North-Holland, 1985) at 35i--391. A

summary of this report which was produced by Transuational Data
Reporting Service 1s contained in ANNEX 3 of this thesas

[reproduced from (January/February i984) 7 T.D.R. 4}.

*27 Council of Europe, (1987) 24 Information Bulletin on Legal
Activities within the Council of Europe and i1n memeber states
23-24.

*28 "Council of Europe Counsultative Committee Meets"
(August/Seplember 1989) 12 T.D.K. 28.

%29 See ANNEX 4 of tnis thesis {Status of Data Protection

Legislation — Aprii 19907.
*30 Patrick, supra, note 16 at 407.
*31 In order to mdike the JECH operations more {lexibie,

article 6(2) of Convenition of the QECD {[supra, note 121,

provides that a mcmber country may abstain from voting. 1In
such a case, the abstention does not preclude the adoption of
the decision or a recommendation, which becomes applicable to

the other member countries. For example, six member countries
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winich abstained from voting for the adoption of the OECD

Recommendat ions concerning the JECD Guideiines of 7?3 September

1980, later adopted them respectively as follows: Australia, 10
becember 1984, Canada, 29 June 1984 ; Icelsand, 28 October 1%80;
ireland, 12 June 1986, Turkey 21 January 1981, the T.K., 23

september 1981, The information regarding the date of adoption

ci the OECD Guidelines was provided during an interview in June
14988 with Mr. Muramatsu, Director for Internatrional Planning
and FNesearch, Management and Co ordination Agency (MCA),
ooverument of Japan, who 1n vturn obrained the information from
tue OBCD document [0O8TI,ICCP/88.5%;, because public release of
he documents concernaing ad ncce follow-up meetings was in
principle restricted.

k37 See ANNEX 4 of this thesis [Status of Data Protection
fegisiation — April 1990).

*33 Convention of the OECD, supra, note 12, art. 5(b).

*34 Data Protection Act 1984 (U.K.}), 1944, ¢.7136.

¥3%  Robainson, supra, CHAPTER 1 note 10 at 17




CHAPTER &.
Evaliuation of the Achievement of

he OECD and the CoFE 1980--1990

4.1 Adopticn of the "Bottoam-Up" Approach

4.1.1 The Simplitication of Datla Protection Frocoedures

Regardaing ithe adoption of the "bottom-up” approach, tnis
approcach 1n existing data prorection iegislation can be
observed in tne simpiilication or data protection proacedures in ¥
top-down”" approach (o1 reducing the administrative Lurden. As
a result ouf the practices surrounding applications under
licensing or registration systems in the eacly 1970%, the
European countries with this tvpe of system have gradaally come
to reatize that i1n recsiving and processing the application of
data users, 1! gave vise 1o a Jarge and coustly administration.
Accordaingivy, they thave decided to ohiti therr legislat tve
emphasis fror a  stricet  enthorisation or  licensing  systenm
towards one ot notificatiun  or registration, and  even  the
exi1sting notafication/registration system has been amended to
adopt a streamlined approach which regquires only certain
"sensitive" cateyories ot personai data to be registered.
‘‘hus, the seven Ruropean uECD members*] which had enacted data

protection legiclatioen by 1987, responding te o questionnaire
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sent to ORCD members for the preparation of the fourth ad hoc

meering on the follow-up of the OEBCD Guidelines, stated that

hey had adopted a simplified procedure of
notification/registration in arder to encourage full and

complete applications by the relevant users.

4.1.2 Voluntary Corpcrate Compliance with
the Data Protectror Principles of

the OECD Guidel.nes and the CoE Convention

Berfore the adoption ot the OECD Guidelines and the CoE

Convent ion, the leading measure tor protecting personal data
was the 1aposition of data protection legislation by public
data protectior ayencies as a "top-down" approach. However,
after 14980 and especially over recent vears, there has been
seen  The genesis of a  "hbobttom-vw" approach. Under this
approach, systems of seli-regulation concerning the protectioun
o1 personal data have been set up in particular in countries
without any "“omnibus’ legislation. Thus, for example, in the
J.5. a number of professional groups and industrial
aAssoclal ions have adopred codes of ethics which include
provisions ifor the protection of personai data these include
vhe American Medical Association Code of Elhics, the American
dar Assoclation Code of Ethics, the Institute for Certification

ot Computer pProfessionials Cude of Ethics., and so on#*2.




Furthermore, various companies and organizations :n the
OECD member countries voluntarily adopted c¢odes ot conduct
which reflect the principles commonly contained 1n the 0ORKCD

Guidelines and the CoE Convention. As of March 19823, 182

corporations based in the U.S. had adopted or planned to adopt

policiles based on the OECD Guidelines* 3. 1n December 1986, the

Canadian Secretary of State for External Affairs wrote to
approximately 150 major private Canadian corporatons

recommending the OECD Guidelines to them and urging them to

develop and 1implement privacy protecltion codes consistent
therewith, and 1in response to this recommendation, the Canadian
Banker's Association i1ssued a wodel privacy code an June
1987*4. in Japan, as will be reterred to later {sec. 4.3.7}),

government encouragement of the use of lhe OECD Guidelines as a

model has led to the publication by rrnancial 1nstitutions 1n
Mavrch 1987 of a sct of voluntary quidelines faor the protection

of personal data*5.

4.1.3 Development of International Industry Reconmendations

Moreover, the development of international industry
recommendations can also be observed. The International Mr
Transport Association (1ATA) 1s the trade association ot the
world's scheduled airlines and is made up ol come 160 arrtines

from over 100 countries. Thus, t e number of related
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telecommunications messages generated by IATA carriers exceeds
11 billion a year. Because of the growing magnitude of 1its
task, IATA has perceived the difficulties of trying to meet the
various standards of data protection which prevail in many of
the countries where IATA members operate. In order to assist
1ts members having difficulties complying with such varying
standards of data protection, 1ATA has recommended to 1its
members the adoption of the procedures set out 1n a document
entitled "Frotection of Privacy and Transborder Data Flows of
Personal Data Used 1n International Air Transport of Passengers
and Cargo", which was adopted at the IATA Passenger Services
Conference 1n September 1987%6.

The IATA recommendation covers any information relating to
an identified or 11dentifiable 1individual which would include
passenger flight details and baggage 1information, and only
apply to automated personal data files. Three principles are
set dewn quality of data, data security; and additional data
safeguards. These principles reflect the spirit of the OQECD

Guidelines and the Co# Convention, although not their actual

pProvisions. The TATA recommendation will prove extremely

useful when 1ts members operate i1n countries which lack certain

neasures raor personal data protection. Especially 1in these
circumstances, the recommendation will make a positive
contribution. Guch recommendations or codes o©of conduct may

also have the etfect of promoting ~ustomer confidence i1n the

bd




¥

services olfered s0 ~.aaT tuaere nay be  ravouranae commercla.

implications.

4.1.4 Genera. oupport for the Development ot

Voiuntary Protection Regimes

Judging from Tt.e answers To a3 guestionnaire sent to ukECH
menber countries by .Jday 1988 for tne preparation ot the fourth

ad hoc meetring on tne Io.low-up vf the OSCD Guidelines, d itarye

majority oi meabcer countries favoured tne development of codes
of conduct mcaeied on taw praincipies set out in  the OUBCh

Guigeiines ana tne COE Convention as the  approacn 1o

self-reguiation. in countries where tnere 13 exi1sting udatdg
protection .egisiation, voluntary cocdes of practice are seen Jds
a fine-tuiilng amecnanism  which suppiement the practical
application of tae general principlies of tne legislation in
particuiar sector Or organization. 1t nust e added however
that voluntary codes oI conduct unsupported by legisiation do
not proviae wata supjects with inviolable rights against qaata
users. whicua drawback nmust always be taken .1nto consideration

whenever the voluntary regulatory approacn 1s taken.
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4.1.% The {cE's Rlaboratvion of

Non-Binding Seclural Standards

Interesting enough, this "pottom-up”" trend is even
int luencing the stance ot the CoE which ounce had 1led the
"top-down" approach for European countries.

Followitng elaboration of the CoE Convention, the

1nter-governmrntal Commitienr of Experts on Data Protection
turned its attention to a sectoral approach to data protection
problems. The Committee considered that the general principles

provided 1n the CokE Convention could be the subject of detailed

application to certain 1identified sectors, taking account of
the nature «f probiems specific to data processing 1i1n a
particular area. That 1is, for example, the basic princaple
that data shall be obtained and processed tairly and lawfully
may be applied dirfferently for medacal data as for direct
marketing data.

With this approcach 1n mind the Committee has so far drawn
up non-binding legal 1nstruments, i.e. ‘recommendations", for
$1x sectors which have subsequently been adopted by the
Committee of Ministers. These recommendations are as follows:

1. Recommendation No.R(#81}]1 on regulaticas for automated
medical data banks,
?. Recommendation No R(83)10 on the protection of personal

data used for purposes ot scienlitic research and

66




statastic,

3. Recommendation No.R(85)20 on the protection of personal
data used for purposes of direct marketing,

4. Recommendation No.R({86)6 on the protection of personal
data used for social security purposes,

5. Recommendation No.R(87)15 on the protection of personal
data used 1n the police sector,

6. Recommendation No.R(89)2 on the protection of personal
data used for employmen! purposes.

The Committee of Experts on Data Protection 1s currently
exarining the data proteclion problems posed by the banking
sector and by electronic payments in particulars?7.

Concerning these CoE recommendations, Mr. T.L. Early, the CoR

Directorate of Legal Affairs commentls as follows:

[Tihese are non-binding iegal i1nstruments -- they are

recommendations —- setting oul a framework of :lata

protection rules for the different sectors examined

and which are addressed to tiie governments of the [LoE]
menmber states i1n the hope that the solutions put forward
will be taken up 1n the domestic law and practice ot
member states when they are faced with problems of

the kind covered by each of the 1nstrumentisis.



4.2 Convergence of Legislative Approaches to TDF

4.2.1 Mcderation of Restricticns on TDF

As of April 1988, although nine of the twelve OECD member
countries have naticnal data protection legislation waith
provisions relating to TRF, the nature of these provisons vary
widely. This is obviously an area of some importance which may
have an impact on 1nternational trade 1n services. Some states
treat transborder data flows as just another aspect of the
transfer of personal data so that no special requirement exists
in relation to 1t, that 1t must be treated in the same way as
ail otlher personal data. This approach has been taken in
Germany#*9 and Japan*10 {or example.

Austraa, on the other hand, reguires in certain
circumstances that the data user or collector be granted a
licence before any personal data 1s transmitted. Recent
aprendments have reduced the number of occasions upon which a
licence must be sought. In Austria, where a system of
notafication and registration for the public and private
sectors exists, the liegisiatson has been amended to simplify
the registration procedures, especilally for transborder flows
of personal data. The eftiects of these changes are as follows-

1. No special licence 1s required for TDF wherc

the personal data is sent to a country offering
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equivalent standards of protecrion,
2. If no equivalent protection is otfered, then
a licence for the transmission will only be given where
1) The transmission takes place according to
bilateral or multilateral agrecments which
expressly mentinn the categories of data and
their destination;
11) The data subiect has granited his/her written consent
to the transmission;
111) The data has aliready been published legally
in Austraia, ov
iv) The data constitutes a standard transmission and
the Federal Chancellor in consultation with
fthe Data Proutection Council decides above all {hat
the data contains no private information that
rensuires protection. For exannle,
standard traasmissions by ailriine companies
fail into this category.
3. 1In all other cases a itcence must be obtained
before any transborder flow of personal data occursk!il.
Fraance, Finland and Nerway permit the free flow of
international perscnal data siubyect to t he overriding
discretionary power of the relevant authority to prohibit or
regulate such activityArl2.

By contrast, 1n Sweden and Iceland, yenerally permission of
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the data protection authority is required before any
international transfer of personal data which falls within one
of the categories under the legislation¥13.

Generally 1t can ke expected that as more countries ratify

the CoE Convention, the data protection laws concerning TDF in

CoE member countries will become simitar because they all must

agree with the provisions of article 12 of the CoE Convention.
This process of 1ntegration may continue in *the Buropean states
as they head towards a coumon market in 1992. This underscores
the problems which non-European states that lack comprehensive
data protection laws may face when trading with European
states. Actually non- European common law countries +Australia,
canada, New Zealand and the United States) which do not have
such provisions may suffer adverse consequences when entering
into trade 1n data services where the country in which the
other trader resides has data protection laws which prohibit
the transfer of perscnal data to countries without equivalent

protections. Moreover, at the second meeting of the

Consultative Committee o1t the CoF Convention held in May 1988,

it was reported that a questilon receiving some attention from
the countracting Buropeazn countries had to do with how states
were applying the requarement of "equivalent treatment" of
protection ot local data transierred outside their

Juraisdiction*ig.

However, although no major study has been uncertaken in
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this area, 1n the answers to a guestionnaire sent tuo OECD
members in 1987 for the preparation of the tfourth ad hoc
meeting, no cases have been provided showing that transborder
data provisions have substantially i1mpeded international trade
in data services. Thlé position has been suppoted by a recent
survey 1in the United Kingdom, which i1ndicated rhat companies
involved 1n these activities were more concerned about domestic
registration requiremnents than restrictions on the transborder

tlows of personal data#slb.

4.2.2 Transformation of the Problematic Stages
from "'Legal Person' Praivacy"

to "Business Communication"

In 1983, the Second OECD Symposium on TDF was organized in
London, with 250 particapants from 20 OECD members, and
observers from a dozen 1international crganizations. In the
welconing address, Mr. H.-P. Gassmann, head ! the GECD
Committee on Information, Ccmputler and Communications Policy
{ICCP) Secretariat, called attention tc the fact that, having
passed the "praivacy" stage 1n the evolution ot TDF 14sues, the
OECD member countries have entered the "business ~ommunication"
stage*i6e. As the result of the 1983 TDF Symposium, 11 order to
examine the strategic importarnce of non-personal TDF for

1nternational economic transactions, the CCP Committee and 1he
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Working Party on TDF met regulariy and sought to promote the
1dea of a TDF Declaration, as a set of 1international principles
governing non-personal TDF. After three-years of negotiations,
the Declaration on Transborder Data Flows*17 was formally
adopted by the OECD Council of Ministers on 11 April 1985.

The Declaration, although not legally binding, recognizes
the 1ncreasing ecconomic i1mportance of TDF, and affirms that
OECD member countries have a common interest 1in facilitating
TDF, and 1n reconciling different policy objectives 1in thais
field 1n order to establish transparent and stable pclicies,
reqgulations and practices for investment and trade. It aliso
declares the memnber countries' i1ntentaion to consult with each
other and consider the 'mpli-ations for other states before
taking action relating tc non-personal TDF of following kainds-

1. data accompanying 1nternatioral trade
2. marketed computer services and computerized
information services
3. intra-corporate data fiows*18.
Although the four Furopnean states mentioned in Chapter 2

sec. 2.2 ?2.Z21 currently include both natural and legal persons

——y

1n the 'data subject" sections of their data protection
legislation, the most recent European data protection laws in
Fiuland, the U K., Ireland and Netherland which are called
"second-generation”" legislation®19, and the provisions of the

Greek and Portuguese bills indicate that the trend extends to
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the protecticon of natural persons only*20.

And even under the ex.sting provisions for the protection
of "legal person'" privacy, a potential administrative solution
to the conflict between some level cf protection ot small
firms' pravacy and confidentiality of corporations' commercial
information. In Norway, IBM applied for an exemption from the
"legyal person" application of the Personal Registers Act ot
1978, claiming 1f customers and competitors gained access to
IBM's fi1les, 1ts marketing activities would bte damaged. In
February 1983, Norway's Data I[Inspectorate {(DI!) granted TBM an
exemption concerning access, on condition that the DI retained
the right to intervene and maintain the law 1f a cemplaint was
received*21. 1t may be presumed that, as IBM had declared its

compliance with the OECD Guidelines*22, some accommodation

could hbe reached with Norway being a member of the QECD.

From the foregoing, 1t can be seen that a consensus has
ari1sen among European countries that the protection of the
confidentiality of data concerning business legal persons by
legislation desiqgned to protect the privacy of natural persons,

is "1nappropriate, unnecessary, and potentially harmful# 22 "



4.2 1Its Influence on the Japanese

Public and Private Sectors

4.2.1 The Japanese Public Sector

4.3.1.1 The 1983 Act for Protection aof Computer—-Processed

Personal Data held by Administrative Organs

Unti1l recently, the social and thus the legal concept of
"privacy" was not much accepted in Japan, like other Asian
societies under the influence of Buddhism and Confucianisn.
This 1s perhaps because. unlike people i1in Western countries,
Japanese people traditionally were not haptized with the idea
of 1ndividualism originates in the phi:losophy of the Greeks.
However, along with the widespread use of computers 1n socierty,
and the accompanying increase °n the risk of infringement on
the rights and i1nterests of i1ndividuals by the misuse of
processed personal data, an awareness of, not to mention and
concern about, "data privacy” has been fostered among Japanese
people also. Therefore to provide fundamental rules for the
handling of computer-processed personal data, so as to
eliminate citizens' anxiety, discussions concerning both the
scope of and specific provisions of dats protection legaslation
had been held by the Diet, the academic, media. labor and

citizens' groups since the early i970s. Two further reasons
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also contributed to this increased discussion, namely, the
enactment of data protection legislation i1in one Western country
after another, and the incirease 1n the number of Japanese local
ordinances to protect persoanl data*24, expedited the cnactment
of national legislation for personal data protection. In

particular, the adoption of the OQECD Gu:idelines pressured the

Japanese government (Japan being a member state of the OECDY to
rush to enact national datla protection laws. For example. o
studv wpaper entitled "The Status Ouo and the Future of the
Protection of Privacy Measures for the protection of privacy
regarding computer-processed personal data", which was
published 1n 1982 by an advisory study group appointed by tne
Management and Coovrdination Adency with cooperation of Ministry
of Justice, spends one chapter examining the rules of the GECD
Guidelines, whereas the Japanese translation of the Cof
Convention 1s provided merely as a reference material in the
report's Appendix*25.

In fact, based on this study paper, section 4{(2Z)(1) of the
decision of the Japanese Cabinet Meeting ot 74 December 1984
confirmed the need for legal measures for the protection of
personal data held hy administrative bodies "taking intn
account the present situation [concerning the protection of
personal data] in foreign countries"%26. Finally, the Act for

Protection of Computer—-Processed Personal Data held by

Administrative Organs (herewnafter the Act) was given the
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Diet's approval on 9 December 1988 and promulgated on 16
December 1988%27.

The contents of the Act are generally the same as above
those of the other data protection laws indicated in Chapter 2
[sec. 2.1.2] the purpose of the Act 1s to protect indiviadual
rights and interests while promoting the proper and smooth
functioning of public admiristration [art. 1], the Act requires
that the government adopt a purpose limitation approach in its
collection of and exchange of information between government
departments |lart. 4], each ministry and agency of government
must inform the The Director-General of the Management and
Coordination Agency (DG/MCA) of the kind of information being
collected and the purpose for collection, with several
exceptions, e.g. the files about the state securaty, craiminal
information, public servant personnel records [art. 6)]; and the
DG/MCA must make public at Jeast once a vear these details
{art. 8], i1ndaividuals will have access to his/her information,
with several exceptions, e.qg. the files about school records,
medical information, and craminal i1nformation of the person
[art. 13], and will be able to petition for correctzion,
although he/she has no automatic legal right to correct the

relevant information lart. 17].
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4.3.1.2 1Influence of the Two Organizations'

Achievement on the Act

Mainly 1nfluenced by the activities concerning the OECD

Guidelines with the enough lessons of "first generation

legislation', 1.e. the data protection legislation of Western
countries in the 1970s and early i1980s, the Act bears the
characterastics c¢f the '"second generation leg:istation"*z28. n
particular, with regards to the three points 1n the previous

sectionz fsecs. 4.1 =nd 4.2], the 1mpact of the OECD Guidelines

are quite clear.

Firstly, regarding the adoption of "bottom-up" approach,
or 1ts alternative expression 11 the public sectoer as the
simplification of data protect-on vrocedures, for reducing the
adminisirative burden, the Act does not have an independent
personal data supervisory bodv. Instzad, the DG/MCA 1s
fulfilling almost the same role as a supervisory bhody ny
receiving prior notification of personal data tiles from each
government ministry and agency, and hy exercising authority
invested in 1t bv the Act to supervise the heads of those
administrative bodies for the execution of the Act.
Additionally the Act has a provision directly promoting the
"bottom-up" approach even in the public sector, namely article
27 regarding the responsibility of special public corporations

towards the protection of personal information. As at the end
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of June 1988, processed personal data held by the 54 special
public 1nstitutions (that 1s, bodies whose creation was the
sole purpose of the laws setting them up, e.g. the Small
Business Credit Insurance Corporation, the Housing Loan
Corporation, Kokusai Denshin Denwa Corporation (KDD), the
Central Cooperative Bank for Agriculture and Forestry, and the
Japan Broadcasting Corporation (NHK)), has reached a total of
237 files, or about 200 million pieces of information.
Considering this situation, the article requires these special
public institutions to take the necessary measures to secure
the proper handling of personal information "voluntarily,
following and/or consulting the rules of the Act"*29.
Secondly, nor are provisions on TDF regqulation to be found
11 the Act. This was a deliberate choice on the part of the
Japanese authorities, in the iight of the European trend of
relaxing restrictions on TDF, and of the fact that there have
been no cases of infringement of personal data privacy
concerning the files held by Japanese administrative organs*30,
On the 1ssue of so-called "data havens", i% is also worth
noting that, unless there :s a varticular reason for the
contrary, the Act applies equally to the persconal information
held by Japanese government institutions concerning foreign
nationals*31. This consequence resulted from a fundamental

recognition that, "under the O0ECD Guidelines and other

instruments", for the reconciliation of the demands of privacy
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protection and of free transborder flows of personal data, 1t
15 inevitable to ensure that tnere 1s no unfair discrimination
against data sub)ects due to nationality or residencex3?.

Thirdly concernling provisions on the privacy protection

of "legal person", i1.e€. 1ncorporated entities, the Act seems to
incorporate certain the result of lessons drawn from the
achievements of the OECD and the CoE. in pranciple, the Act

applies only to natural persons in the light of 1ts purpose to
protect the rights and 1interests ot tndividuals, thereby
nlacing corporations and any other bodies whether or not such
bodies possess legal persohalility out of 1ts scope.

Nevertheless, however, some pragmatic exceptions can be
observed.

Firstly, acecording to the commentary concerning definition
provision of the Act, «nich was compiled under the supervision
of the Administrative Management fureau of the MCA, the
definition ct the term 'personal information"” contains the
business information ¢t a sole proprietor who carries on a

one-man business, thereby bringing such indiv:iduals' busines

infornation within the vrotection of the Actx373. This clause
was included Dbecause 3t was considered mmposstble to
distinguish between personal inicrmation and husiness

information of an individual carring ~»n a one-man business, and
thus that, such individuals should also be protected by the

Act. Therefore with respect to DIISINEeSS information,
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application of the Act depends on whether the data subject
which carries on the business 1n question, 1s an individual or
a corporation or other incorporated body*34.

Secondly, the Act deliberately stipulatles the treatment
for so-called "mixed 'legal person' files" which are the files
incorporating personal information as well as business
information under article 2 (2;. In order to protect the
rights and interests or aindividuals, all computer-processed
personal information, even 1n the "legal person" files held by
administrative organs, 1z tc come under the scope of the Act.
Thus, for example, 1n the case of a file held by Legal Affairs
Bureau of Ministry of Justice, which stores the
computer-processed rirm register records redquired under section
64 (1) of the Commercial cJcode*35, the Ccde's application
extends to the personal information ot emplovees and investors.
On the other hand, when the securities registration statement
of a corporation, required under article 24 of the Securities
and Exchange Act *36 contains the names, titles, birth dates,
addresses, brief personal histories, and numbers of hnolding
stocks ©of the directors of that corporation, these pieces of
"personal” 1unformatior of the directonrs are beyond the scope of
the Act, since they are regarded as the "business" 1nformation

concerning the directors as the "organs" of that corpecration.
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4.3.2 The Japanese Private Sector

4.3.2.1 The Regulations Aimed at the Private Sector
in Japanese Legislation after the Adoption of

the Two International lnstruments

While the Japanese government has encouraged the use ot

the OECD Guidelines by i1ndustry*37, 1t has also continued

research projects for the development of national praivacy laws
for the private sector, fnlicwing the Decisicn of *the Cabinet
Meeting of 79 December 1984*38.

Although Japan has not yet enacted a comprehensive set of
national data protection laws ror the private sector, there are
several regulations for that purpose which were enacted or
amended after the adoption of the two international
instruments.

In the Regulation of Money-Lending Businesses Actx39,
article 25 provides that, by the each ovrefecture «ared1t
industry association, self-imposed standards of appropriate
behavior for the industry shoulda be =stablished. ach
association shall darect the member credit firms not to make
loan contracts which would exceed a debtor's capacity to repay
and to give the relevant 1information to the member firms by
establishing or desuignating a credit agency which operates to

collect information on the credit-worthiness of debtors lart.
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30(1)7. Article 30 (2) further prescribes that the member firm
shall not use the personal data collected by a credit agency,
for any purpose other than for obtaining information about a
debtor's capacity to repay. Also the Hire-Purchase Act*40 has
the same kind of provisions concerning the appropriate
treatment of customers' 1nformation in the case of instalment
repayments and the relevant credit agencies [arts. 42.2 -
42.47,

Based on articles 45 and 46 of the Regulation of
Money-Lending Businesses Act, on 4 March 1986, the Dairector of
Regional Finance Bureau, who was delegated the authoraity
concerned by the Minister of Finance, 1ssued a circular
concerning the protection of personal confidential information
in the financial industry*41,. The mandate of this circular
has, as mentioned before [sec. 4.1.2], led to the publication
of the "Guidelines on the Protection of Personal Data for
Financial Instituticns"” of March 1987 hv the Financaal
Information System Center (FISC), an affiliated body of the
Ministry of Finance. Similarly, based on articles 47 and 48
{1) of the Hire-—-Purchase Act, on 4 March 1986, the Director of
Industrial Policy Bureau of the Ministry of International Trade
and Industry (hereinafter MITI) issued a ciaircular regarding the
proper manadgement of consumer credit information 1in the
consumer credit industry*42, a part of 21ts mandate later

produced the voluntary registering system of data-protection
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codes adop*ted by private corporations, whicli has peen promoted

by MITI, as mentioned below.

4,.3.2.2 Influences of the Two Organizations' Achievements
on the Self-Imposed Standards Set by

the Japanese Private Sector

After the enactment of the 1988 Act for the public sectror,
certain legal measures for the protection of personal data in
the private sector were strongly demanded by Imdustiry.
Responding to the demand. the Cabinet Meeting of 24 January
1989 decided that more wvositive measures should be taken 1n the
private sector, and to that effect Cabinet required relevant
ministries to take the neceswary stepskx43.

By that time, tne Japan Informaticn Processing Development
Ce .ter (JIPDEC), an atffiliated body of ™MITI, had already
published 1i1s model guidelines, namely the '"Guidelines to
Protect PFersonal UData in the Private 3Sector" whose contents

were based on the rules of Part Two of the O0ECD Guidelines,

1.2. the basic principles of national application. MITI
circulated these JIFDEC guidelines to leading industry
associations under 1ts Jarisdaction, ancouraging them to
establish proper guidelines for cheir respective (ndustries
giving consideration tc 1ts particular circumstances. “‘hen, oun

18 April 198%, MITI released the '"Regulations on the kegiater
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of Measures to Protect Personal Data Processed b‘y Computers"
{hereinafter the MITI Regulations)*44.

The MITI Regulations aim to encourage the private sector
to take the necessary measures 1o protect processed personal
data held by private corporations, and thereby to contribute

higher standard of 1living for consumers, by means of a system

of registering data-protection measures for consumers'
inspection [para. 1]. The corporations "may notify" MITI of
following infcrmation: descraiption of the corporation's
operation; outline of the measures for personal data

protection; and reference address from consumers' 1inquaries,
and MITI will compile those pieces of information for
consumers' inguiry [paras. 3 and 4]. Although the MITI
Regulations do mno more than urge private corporations to
register voluntarily, considering the recognized power of

administrative direction, or gyousei-shidou 1i1n Japanese, the

MITI Regulations may be able tfto demonstrate considerable
binding power for the Japanese private sector*45.

The FISC's "Guidelines on the Protection of Personal Data
for Financial Institutions" of March 1987 also originated from
the mandate of a circular issued by the Minastry of Finance.
The FISC Guidelines are therefore recognizing, along with the
JIPDEC Guidelines under the MITI Regulations, the advantages of
the "bottom-up'" approach in the CoE stvle which provides on the

one hand a legally enforceable regime for data protection and

84



on the other, allows a certain degree of self-regulation in the
form of the development of rules appropriate to respective
private sectors. And, as found in the contents of +the FISC
Guidelines*46, the '"core" standards of these self-imposed rules
are strongly 1i1nfluenced by the common rules for domestic

application found in both the OECD Guidelines and the CoE

Convention which were examined in Chapter 3 [sec. 3.1.3].
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CHAPTER 5.

Conclusion: Effertive Regulatory Techniques

1in the Field of Telematics

5.1 Definition of the Focus and Method of this Study

Based on an cvaluatinn of the +two organizations'
achtevements, 1t may now be considered what the international

-~

regulatory technigues governing TDF should be. In order to
define the focus of tThis study, :t is first necessary to look
at some of the features of the consequences concerning the QECD

Guidelines and the CoE Convention.

The OECD Guidelines are not binding, but this fact does

not necessarily dmminish *heir impact, it there 1s a political
wil! on the part of the memver states to give effect to them.
They are the rules of conduct to which member states agree to

connform. Moreover, for the uake or their veoluntary nature, The

OECD _Guidelines are obeyed not oniv tc the menper states, but
also to other entities, sucbh as i1nternational organizations and
multinational enterprises. States like the U.S5., Canada, and
Japan, which do  not have laws regulating data privacy

protection 1n the private sector, viewed The QECD Guidelines as

a set of standards endorsed by the FEuropean states. Those
countries witnout data protection legislation aimed towards

their pravate sectors would thereby preveut unnecessary or
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discriminator restrictions on their corporations' information
t e
activities even 1n Europe, 1f those corpourations were to follow

the standards of The OQECD Guidelines voluntarily. Generally,

through all the steps taken py the OECD n reijation to the OKCD

Guildelines, the ecmphasis has been placed on voluntary action

and a pragmatic rather than an overly legalistic approach to
the problems. Particularly, the emphasis has been put on
follow-~up procedures which bring (he results of cases of aclual
application ta the ORCD to check the member states!’

implementations of the OEJD Guidelines and unegotilate tor the

development of further harmonization ot therr pousitions which
were at the outset markedly divergent.
On the other hand, with respect to measures taken by the

CoE under the CoE Convention, the {following threc points can

not be 1ignored, although, to date, 1t 15 st1ll no!t easy to

estimate the degrees of eftectiveness of the CiCD Guidelines

and the Coi Conventionh because of several rceasons as mentioned

in Chapter 2i1sec. 3.7]. Firstly, following 1ts adeption, 1t

was some five years before the CoE Convent:on came 1nto force,

whereas the OECD Guidelines applied immediately by each memher

state respectively from the time when adopted#t. Further, the
body responsible for its 1implementation, the Consultative
Committee started to operate substantially from 1968,
eight-years after the adoption of the CoE  Convention.

Secondly, even among the follow-up actions taken under Llthe Cok
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Convention which 1s a traditional-iegally binding treaty,
non-binding self -regulatory measures such as codes of conduct
have been later recommended, to allow different industries a
certain degree o0f f{i1ne-tuning of data protection standards.
Moreover, thirdly, according to Mr. P.J. Hustinx, a former
chairmen of the CoE Committee of Experts on Data Protection,
apart from the preparation of thnose Recommendations and studies
on specif{ic subjects, the Committee of Experts has proven tao be
a valuable forum for tne exchange of information for government
representatives working i1n *he field of data protection¥2.
Given these consequences of the adoption and implementaion
of the 1two :nstruments, for the purpose of any discussion
regarding the 1international regulatory techniques governing
TDF, the f{ocus can be put on the common regulatory techniques

of the measures ‘aken under the CECC Guidelines and the CoE

Convention, such techniques being namely the practice of
combining adoption of non-bainding principles and standards with
collective foilow-up procedures. The discussion 1in this
chapter deals mainly with the activities concerning the OECD
Guidelines for the following reasons- firstly, the legislative
approaches on data protection are converging in favor of the

"bottom-up" approach of the OECD Guidelines, as exramined in

—

Chapter 4 {sec. 4.1}]; secondly, the follow-up activities under

the CoE Convent i1on have not yet accumuiated to allow adequate

analysis. Altrough the discussion 1s in principle based on the




findings made 1n the preceding chapters, tor the purpose ol a
more detailed analysis, the practices concerning other OOECD
Guidelines 1n the fields of international investment and

nultinatiunel enterprises will also be mentioned.

5.2 The OECD Guidelines as "Soft Law":

Their Legal F{fect and Shortcomings

Notwithstanding the effectiveuness of the OECD Guidelines

in reconciling competing national policies on TDF, they are
explicitly stated to be voluntary and not legally enforceable.

That 1s the reason why the 0ECD Guidelines are called "solt

law"” . 1n accordance with their proclaimed non-binding nature.
This concept of "soft law" in 1nternational law has been
familiar since the early 1970s, although 1!'s precise meaning 1s
still the subject of much debate*3.

As 1t 1s outside the purpose of this thesis to examine and
discuss the .1iegal nature of "soft law", the f{ollowing
assertions about "soft norms" by the late Judge R.R. Baxter
will be helpful to comprehend the "legal effect" ot the (ECD

Guidelines as "soft law". Cautioning explicitly that

generalizations are difficult because of the different "legal
impact"*4 of each respective "soft" instrument, he enumerates

the supportable assertions as follows:
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If some sort of written norm has been consented to
by the States i1nvolved, the future course of discussion,
negotiation, and even agreement will not be the same
as they would have been in the absence of the norm.
Once a matter has become the subject of such a norm,
the matter can no longer be asserted to be one within
the reserved domain or domestic jurisdiction of
the State. As the Permanent Court said in its advisory
opinion on Nationalitly Decrees Issued i1n Tunis and
Moroccao, "the question whether a certain matter is or
is not solely within the jurisdiction of a State
is an essentially relative question; 1c¢ depends upon
the development of international relations’™ [1923
P.C.1.J., ser.B., No.4 at 24]. And one way 1in which
international relations develop 1s through agreement.
The norm wi’l establish new standards of relevance
for the negotiations between the parties. Certain
arguments will be ruled out. FEconomic considerations,

under Article § of the Definition of Aggression adopted

by the General Assembly [G.A.Res. 3314(XXIX), 29 U.N.GAOR
Supp. No.31 at 142, UN Doc.A/9631 (1975)] after so much
travail, are ruled out as a possible justification for
the use of force against a State. That clearing of

the ground 1s helpful, even though the definition may not

be of material assistance in determining whether an act

-
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of aggression has taken place.

4. The norm will establish the legal framework wiathin
which the dispute about 1ts application may be resolved.
It will establish presumptions, i1ndicate the prevailling
trend of opinion, provide a guiding principle which nay
have a certain inherent appeal for the parties, and
channel negotiation and setilement into legal and

orderly paths*5.

However , despite of this considerable influence, "soft
law" does have certain disadvantages: for example, the rules of

the OECD Guidelines can not as such be sanctioned by any court

or tribunal at either a national or international level, where
either not all the parties to a given conflict have previnusly
accepted them, or where some parties interpret the content of
those rules 1n a different manner. Furthermore, objectively,

non-observance of the OECD Guidelines can hardly qualify as

international delinguency, which means thct a state affected by
such non-observance would not be entitled under international
law to resort to reprisals, namely, "to objectively illegal
acts, which international law renders nonetheless legitimate as
retaliation against a violation of {hard) rules of
international law*6."

Nevertheless, as analyzed 1in Chapter 4, the OQFECD

Guidelines demonstrated their power of "community engineering"
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and promotea tae nparmonization of national legal policies on
TDF . It 1% Ttaerefore reasonable to predict that, insteada of
any strict compuisory measures, certain mechanisms to foster
member states' compliance will be devised within the existing

institutional framework governing the CECD Guidelines.

5.3 Two Functions of the Instiatutional

Mechanism Goveraning the OECD Guidelines:

the Follow-Up Procedures

5.3.1 Improving Acceptapility of the Rules by Feedback

Information Gained from Practical Application

It 1s certaln that a set of rulies called 1he OQECD
Guidelines does r.ot create legal 1rigants nor enforceabpie

1

obligations. However, The OECD Guidelines mave

"persuasiveness”, and therefore in turn, “acceptability", as
the minimum comwon level of enforcement t.aat was reached
through negotiations beitween the various entities with an
interest 1n tae f1eld of TDF. More particuiarly, this fie.d,

called the "TDF problems", gives rise to broader 1ssues wnose

features and contents have changed rapidly witn the advance 1n

technological deve lopment of informatics and
telecommunications. ln thess circumsiances, aa hoc meetings on

the follow-up of the OECD Guidelines at which specafac
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information and the views of member states are exchanged, have
proved useful. As mentioned in Chapter 4 [sec. 4.2.7]1, at the
second OECD ad noc¢c meeting of 1983, the member states had
already come to recoygnized that no law, policy nor procedure
concerning the protection of personal data was found to create
obstacles to the transborder movement of perscnal data. At the
fourth meeting of 1988, the most recent developments of data
protection legislation were 1introduced, i.e. so-called "second
generation" legislation which had been drafted on the basis of
the OECD countries' experiences in the 19705 and early 1980s*7,
Furthermore, when information obtained by member states

from their national implementation of the OECD Guidelines 1s

fed back to the follow-up meetings, it may bring about
refinement of existing rules which are better suilted +to
changing circumstances and accordingly more acceptable to
member states. 1In fact, a pertinent example of the development
of further standards by feedback action can be observed in the
measures taken by the OECD in the field of i1nternational
investment and multinaticonal enterprises.

On 21 June 1976, the OECD member states, agreeing "to take
measures designed to i1improve the i1nvestment climate" and
recommending that "multinational enterprises should abide by
certain standards of behaviour set forth 1n o series of
guideliines*xg", adopted "the Declaration on International

Investment and Multinational Enterprises"*9.
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The outlines of the Declaration are as follows:

A recommendation to multinational enterprises
operating in the member states' territories
to observe the Guidelines for Multinational

Enterprises (hereinafter the 1976 Guidelines);

The principle of national treatment, namely
the accordance by member states to multinational
enterprises operating in the member states' territories
and owned, or controlled, directly or indirectly,
by nationals of another member state;

A statement cn international investment incentives and
disincentives;

Consultation procedures, namely that the governments
of member states are prepared to consult one another
cn the above matters in conformity with the relevant
OECD Decisions;

A statement on the Review of the Declaration.
The governments of member states will review the above
matters at the latest in five years with a view
to improving the eftectiveness of international econonic
co~-operation among them on 1ssues relating to

international investment and multinational enterprises.

According to paragraph 5 of +the Declaration and

<L
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Decision C(76)117%10 ocf the OECD Council on Inter-Governmental
Consultation Procedures on the Guidelines for Multinational

Enterprises (the 1976 Guidelines), when the mimisters of the

member states met at the OECD headquarters 1n Paris, on 13-14
June 1979, they reviewed their cooperation in the field of
international investment and multinational enterpriseskll.

Regarding the 1976 Guidelines, one change 1in paragraph 8,

was adopted to cover the situation where workers were transfer
from a foreign affiliate 1n order to 1nfluence unfairly
negotiations with emnployces, an 1ssue which had not been

foreseen when the 1976 Guidelines were drafted*12.

At the same time, the follow-up procedures of the 1476

Guidelines under the text of the Decision C(76)117 were changed

and brought into greater conformity with the practices of the
central body organizing this project. the OECD Committee on
International Investment and Multinotional Enterprises
(hereinfater the TIME Committee)*13, whose practice has evolved
since 1976%14.

Prof. Blanpain comments on the 1979 amendment of the 1976

Guidelines as follows-

The text of {the 1976 Guidelines] was, for the sake ot

credibility and stability, only slightly amended, to cover

an issue that was not foreseen when {the 1976 Guidelines

were drafted. It was accepled by most that the 1976 deal
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constituted a fragile package, the delicate balance of
which had to be mairntained. The credibility —-- in the

sense of stability -— of [the 1976 Guidelines], required

that after such a short period no changes should be made.
The one change, obviously again a compromise, since more
changes were asked for, indicates that changes which are
needed are possible, which is also necessary for the same

‘credibality'*15.

With respect to the OECD Guidelines, throughout four ad

hoc meetings concerning their follow-up, their wording was not
changed. However, "changes which are needed seem to be

possible" as observed abnve under the 1976 Guidelines, 1if a

problem that was not expected at the 1ime of drafting occurs.
And the role which the IIME Committee played under the 1976

Guidelines will be assumed by the ICCP Committee under the OECD

Guidelines, which has been the central organ cf the OECD

projects 1n the field of the protection of privacy and
transborder f{lows of personal data, as mentioned in Chapter 3

(sec. 3.1.7..1.].
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§.3.2 Enhancing Enforceability of the Rules by

Greater "Internatiocnal Control"

The baiennial follow-up meetings to discuss t he

implementation of the OECD Guidelines also put pressure on the

member states to improve compliance with the rules of the OKCD
Guidelines.

In the OECD practice under the OEGCD Guidelines, at the ad

hoc follow—-up meetings, the names of member states which had

not yet adopted the OECD Guidelines were noted 1in the synthegis

report for each meeting. Morecover, the names of countries

which had not enacted domestic datra protection legislation or

had not replied to the guestionnaire were also reported#*16,
Thus, these meetings, at which information arising from

member states's domestic implementation of the OECD Guidelines

was discussed on the basis of the reports prepared by the OQRCD

Secretariat/1CCP Division, functioned as meanss of <«so-called

“"international contrcl", in order to cnhance the enforceability
of the rules. According to the Dictionnaire de ia terminologic
du droit international, the term 'contréle" 1s detined as
follows:

Surveillance exercee en vue de vérifier la conformite
d'un acte, d'une cituation. de l'exercice d'un pouvoir

a4 une regle, a un cvngayemenl ou aux exigences d'une bonne
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acdministration, cette surveillance pouvant étre gqualifiée,
soit en considération de l'organe ou de la collectivaté
qui )l'exerce: contrdle 1nlernational, soitl en considération

-

de son objet.[...]*17.

Furthermore, in the follow-up procedure of the 1976
Guidelines, the OECD undertook measures other than the simple
collection and dissemination of information regarding the rules

of the 1976 Guidelines. Those measures authorize the IIME

Committee, the body designated to survey the implementation of

the 1976 Guidelines, to follow up aud clarify, if necessary,

their rules.
Again according to the Decision C{76)117, paragraph 3

gives a mandate to the TIME Committee as follows:

On the proposal of a Member country

the [TIME] Committee may decide whether individual
enterprises should be given the opportunity,

if they so wish, tou express their views cnncerning

the application of [the 1976 Guidelines].

The [I1ME}] Committee shall not reach conclusions on

the conduct of i1ndividual enterprises*i18.

In spite o©f the disclaimer 1in the last sentence of this

paragraph, by not "interpreting", but rather "clarifying" the
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content of the 1976 Guidelines, 1he conclusion of the [IME

Committee came very close 1n several examdles to Judging the
behaviour of the enterprise concerned. “his quasi-judicial
nature of the praocedures Lefore the IIMFE Commtttee in
accordance with Lhe mandale, which allowed sol itions that might
not be possible under "nard" law, can be observed for 1nstance
in the Badger casekl19.

The 21ssue in the Badger case concerned, the U.S5. Badger,
the parent company of a subsidiary set up as a separate
corporation under Belgian law, which preferred to let the
subsidiary go bankrupt rather than draw on 1ts own funds in
America to pay the scparation allowance due under Belgian law
to the workers of the subsidiary. Under the principle of
limited legal 1liability, the parent company had no entorceable
responsibility to cover the remaining liabilities of its

Belgian <cubsidiary, nor did the 1976 (Guidelines particularly

mention any such obligation. The 1labor unions nevertheless
claimed that multinational enterprises had a duty to meet the
obligations of 1ts subsidiary and that 1ts faillure to do so
violated the spirat of the 1976 Guidelines. Based on this
claim, on 23 February 1977 the Belgian delegation submitted the
memorandum to the I1IME Commitiee 1in accordance with paragraph 3
of the Decision, calling for an exchange views with members ot
the IIME Committee concerninyg 1ts 1nterpretation of the

relevant paragraphs of the 1976 Guidel tnes, . In the
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memorandum, the Belgian delegation emphasized as follows:

It is fully understood that, in accordance with

the Decision tC{76)117], the [IIME} Committee cannot reach
any conclusions as to the behaviour of the enterprise

in question. However, 1t is essentiial that members of

the [IIME] Committee should be ahle to express their views
on the extent to which such behaviour 1s compatible with
the spirit or letter of certain rules of good conduct

contained 1n {[{the 1976 Guidelines]420.

It may be pointed out then that, although the point in the
Badger case concerned the co-responsibility of the parent
company for the obligations of its subsidiaries*21, 1ts whole
process took the form of a reconciliation of the different
interpretations held by the parties concerned of the words of

the the 1976 Guidelines. After fulfilling several other

procedures set down by Decision C(76)117. on 31 March 1977 the
IIME Comm1ittee finally concluded, in the form of expressing 1its
clarification on the paragraphs on which the Belgian delegation
asked 1ls comments, that parent companies on a voluatary basis
assumed 1n certain cases such financial responsibility for a
subsaidiary. On this basis, the Badger case was settled, with
the U.S. Badger paying about twenty million Belgian francs to

the Belgian subsidiary to meel compensation costs.
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Therefore, {rom this one demonsiration ot 1aternational
control, the Committee ot Information. Compniter and
Communications Policy (ICCEP) could also concern itself with the
discussion of the same such i1ssues and questions as arose urnder

the QECD Guidelines, e.qg. the problems ot choice  of

jurisdiction, choice of applicable law and recognitiaon of
foreign judgments*22. The explicit aclions ot ftact -finding and
interpretation in the indaividual case might not be allowed for
the [CCP Committee as well as the I1IME Committez, as they might
bring the ICCP Committee too c¢lose to a jHudicial role.
However, the way in whzxch the ICCP Committee's discussion will
evolve and 1ts clarificaticn will be expressed may 1ndicate
whether or not certain behaviour of member states should be

approved by the OECD Guidelines; and through such

quasi-judicial action of the ICCP Committee, lhe enforceability

of the OECD Guidelines may be enhanced steadily.
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5.4 Needs for a New Concept of '"Law"

in Modern International Society

5.4.1 Specific Features of

Today's International Society and Its Legal Order

From the preceding drscussion, 1t can be seen that
international regulatory techniques governing TDF has been
evolved, under which non -hinding principles and standards are
first adopted, whose accentability and enforcement are later
enhanced by feedback {rom case experiences and further
international monitoring respectively.

Then, tor more generalized consideration, the
circumstances under which these techniques operate most
effectively should be examined. To this end, some findings are
employed concerning the teatures of modern 1international
soclety 1n which legai regimes for TDF should be estrablished.
The following four points can be indicated as its specific
features.

Firstly, as +the 1nternational system, i.e. functional
mechanism of the ianternational society, becomes more and more
1ntegrated, 1nternational law comes to concern itself with many
human activities.

Secondly, despite this, inte: national 1legal order has

remalned less effective in comparison with domestic legal
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order. The main reason 15 that the tripartite division of
formal government institutions -~ executive, legislative, and
judicial - does not readily exist at the inlernational level.

It must be recognized accordingly that 1u this society with
horizontal legal order, the authority and eftectiveness ot
decisions depend merely upon the voluntary compliance of legal
subjects, 1.e. 1ts menmbers.

Thirdly, although the 11nternational system has 1nteqgrated
swiftly, nations, the principal actors in the international
pelitics, are still rational egoists, their preferences in
international politics are based on theilr assessments of Ltheair
own welfare, mnot that of others, and they seek to maximize
value over a set of consistently ovdered objectives. This
means that centralized rule-entorcenent by international
organizations may remain a dream as Jony as the nation-states
remain more ‘“obstinale” than ‘“obsolete"*23. Therefore, in
order to ensure voluntary compliance by nations, they must
agree among themselves to accept the minimum common restraint.
Tnevitably, they have to exchange their own arqguments and
claims concerning conflictiny interests.

Fourthly, contlicts 1nvolving complicated issues between

states, multinational enterprises and other internat tonal
entities require swifl, 1ssue--specific responses. Thi1s need
can be expressed by the guestion "Can the law keep up with the
change 1in events?! In the €field of TDF :in particular, this
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question must be taken 1nto account when we seek to i1ndicate
certain conditions considered necessary for establishing

cffective legal regimes.

5.4.2 Responding to the Demands of
Present~Nay International Society:

Favoured Legal Reglime

Fven though these specific features of the present-day
international society are well understood, because every new
development upsets the existing balance of interests of its
participants, negotiation of a set of coercive rules is always
diffacult. Moreover, 1if participants follow the orthodox way
of international law-making, namely the drafting of traditional
legally-binding treaty. it would take a 1long enough time to
niss oppcriunities {for proper actions., This 1is because
tresaty-making, as a means of solution of present-day problems,
has several majov defects. a lengthy drafting process, possible
delays in ratification, dirfficulty 1n wmaking subsequent
amendment s x24 ., To make? matters worse, obsolete rules which
continue to bind participants do nothing but confuse the
situation.

Thus, it may be perceived that the traditional
legally-binding treaty-making or decision-oriented legal reginme

like thne domestic legal system, i3 mnot suitable for the

109




3

problems which occur in the present-day international society.
Further, a favoured legal regime should be one which places
more emphasis on the fliexibility of its working methods to
allow the fine-tuning of its existing rules to ever-changing

circunstances.

5.4.3 The New Concept of "International Law"

as a Process of Communication

As a response to the demands of today's inlernational
society, international regulatory techniques o«chouid take some
new form other than that of traditional international law.
With this new viewpoint, the experiences surrounding the_ OECD

Guidelines with their follow-up procedures suggest certaln

important conditinns for this new form of international
1] laW" .

The OECD Guidelines as "soft law" could overcome deadlocks

in the relations betwesn the member states that resulted from
economic or political diiferences among them when efforts for
"hard" solutions were unavailable. Moreover their follow-up
procedures functioned, not only to complement the "soflness" of
the rules, but also to confirm and develop an acceptable legal
regime cover the member states. In this way, all the acuivities

of the OECD concerning the OECD ¢uidelines can be regarded as

the process of the exchange ot different viewpoints and claims
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hy participants concerned.

Paying attention to 1ihis function of “claim—exchange",
Prof. R. A. Falk conceives international law as a “nmedium of
communication'"#*29, As a "medium of communication", law
provides vhetoric, analogies, and some standards to help with
the determinat ion or whether a particular clainm 1s
reasonable*26. He describes the major contributions of law in

conflict situations as toilows:

.aw provides a technique for narrowing controversial
claims, for communicating the prcecise nature of demand,
for paying maximum respect to community expectations
about right action, and for encouraging a rival to

respond with arguments rather than weapons.*27

Therefore, through this process of ‘"claim-exchange", or
the process of "communication" among policy—-makers or
representatives of couflicting interests, disputes among them
wiil be eased or prevented, a nmutually beneficial compromise
will be reached and a specific legal regime will be formed.
For in  general, the more evenly shared the regulatory
interest, the smaller the need for entorcement mechanism, and

the greater the prospect for effective implementation.
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5.5 Concluding Remarks:
the Role of International Organizations

under the New Concept of "Law"

The 1international regulatory techniques governing TDF
should be based on the premise of the dynamic process of "law"
by means of "claim—exchange". Within this process, the
technique ©of "coft law--making' can timely sel minimum standards
of prcblematic situations, such standards reopresenting the
copmon will of +the parties i1nterested. This technigque 1s
further accompanied by the technique of "follow-up activities"
in which the following two functions are incorporated: one
which improves acceptability of rules by feedback information
gained from their practical application, and anothcr which
enhances entorceabiiity of the rules by international control.

fn this circular process of law, the cooperation among
international parties 1is wmost li1kely 1c¢ occur, uot only when
there are snared interests, but when tnternational
organizations that facilitate cooperation on behalf{ of those
interests exist, by minimizing transaction costs, reducing
uncertainty, and providing rniles of thumb for government,
business and labor action*?8. in particular, as previously
ocbserved in Chapter 1 [sec. 1.2], Llhe f{ield of telematics 1s
characterized with not onlvy the phenomenon of convergence and

rapid technological changes, but also with the concern of
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various branches of existing law of varied origin and separate
evolution, which draw on different approaches of domestic law
and which resulted in rules that were deficient and
contradictory. Theretore only within the dynamic process of
"communication" by means of "claim-exchange'" facilitated by
somer international organization, the modern international
society may be able to maintain the most basic level of legal
order and, hopefully, international parties would be able to
learn to control their inflated expectations towards the

political, economic, and social benefits they wish to gain.
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*1 See, supra, CHAPTER 3 note 31.

*2 Hustinx, supra, CAAPTER 4 note 7 at 22.
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{1979) 163 R.C.A.D.I. 165 at 205.

*7 The information regarding agenda of the fourth OECD ad hoc
meeting of 1988 was provided during an inlerview in June 1988
with Mr. Muramatsu of MCA. At that meeting, recent legislative
develooments in Finiand and the Netherlands, and modifications
in existing national laws were mainly discussed. S5See also
"OECD Reviewling Data Protection Rules" (April 1988) T.D.R. 3.

*¥8 R.Blanpain, The OECD Guidelines for Multinationail

Enterprises and Lakour Reiations 1976-1979 (Deventer,
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*G For the text, See Blanpain, supra, note 8 at 277-289.
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219-228.
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International Investment and Muitinational Enterprises, see
Blanpain, supra, note 8 at 31 -36.
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by the 1979 review, see Blanpain, supra, note 8 at 256-263.

#1% Blanpain, supra, note 8 at 275.

*16 See, for example, OECD, "“Synthesis Report on the
Application of the Guidelines Governing the Protection of
Privacy and Transborder Flows of Personal Data" [OECD Doc.
DSTI/ICCP/83.17] at 4. Revised version of this document
(Briat, supra, CHAPTER 3 note 25] does not contain the names of
countiries which had not replied to the guestionnaire to the
synthesis report.

*17 Dictionnaire de la terminologie du droit international

{publié sous le patronage de l1l'Union Académigue Internationale]
(Paris: Sirey, 1960} at 187.
*18 I. Seidl-Hohenveldern, supra, note 6 at 208.

A#19 For the facts in detail, see Annex II of the Note by the

Belgian Delegation, reprinted in: Blanpain, supra, note 8 at

129-130.
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*21 Blanpain, supra, note 8 at 129-134.

*¥22 These are the problems mentioned, by some OECD member
countries at the second ad noc follow—up meeting of 1983, which

have remained unsolved by the application of the OECD

Guidelaines. See the summary of the 1983 Syntnesis Report on

the appiication of the OECD Guidelines, contained 1in ANNEX 3 of

this thesis.

*23 This phrase 1s cited Irom the words of Prof. 3. Hoffman of
Harvard University.
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ten years. See Hondius, supra, CHAPTER 3 note 19 at 114.

k25 R.A. Falk, The Status ot Law i1n International Society

(Princeton, N.J.: Princeton University Press, 1970) at 452.
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N.J.: Princeton University Press, 1968) at 6§&.
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ANNEX 1: Recommendation of the Council concerning Guidelines

Governing the Protection of Privacy and Transborder
Flows of Personal Data (the OECD. 23 September 1980)
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RECOMMENDATION OF THE COUNCIL
CONCERNING GUIDELINES GOVERNING THE PROTECTION
OF PRIVACY AND TRANSBORDER FLOWS OF PERSONAL DATA

(23rd September, 1980)

THE COUNCIL,

Having regard to articles 1(c), 3(a) and 5(b) of the Convention on the Organ-

isagion for Economic Co-operation and Development of 14th December,
1960;

RECOGNISING:

that, although national laws and policies may differ, Member
countries have a common interest in protecting privacy and indi-
vidual liberties, and in reconcilin undamcntaF but competing
values such as privacy and the free flow of information;

that automatic processing and transborder flows of personal data
create new forms of relationships among countries and require the
development of compatible rules and practices;

that transborder flows of personal data contribute to economic
and social development;

that domestic legislation concerning privacy protection and trans-
border flows of personal data may hinder such transborder flows;

Determined to advance the free flow of information between Member
countries and to avoid the creation of unjustified obstacles to the develop-
ment of economic and social relations among Member countries;

KRECOMMENDS

1. That Member countries take into account in their domestic legislation
the principles concerning the protection of privacy and individual liberties
set forth in the Guidelines contained in the Annex to this Recommendation
which is an integral part thereof;

2. That Member countries endeavour to remove or avoid crcatin&, in
the name of privacy protection, unjustified obstacles to transborder tlows
of personal data;

7
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3. That Member countries co-operate in the implementation of the Guide-
lines set forth in the Annex;

4. That Member countries agree as soon as possible on specific procedures
of consultation and co-operation for the application of these Guidelines.
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Annex to the Recommendation of the Council of 23rd September 1980

GUIDELINES GOVERNING THE PROTECTION OF PRIVACY
AND TRANSBORDER FLOWS OF PERSONAL DATA

PART ONE. GENERAL

Definitions

1. For the purposes of these Guidelines:

a) ‘“data controller” means a party who, according to domestic law,
is competent to decide about the contents and use of personal data
regardless of whether or not such data are collected, stored, pro-
cessed or disseminated by that party or by an agent on its behalf;

b) ‘personal data” means any information relating to an identified or
identifiable individual (data subject);

c) ‘“transborder flows of personal data” means movements of personal
data across national borders.

Scope of Guidelines

2, These Guidelines apply to personal data, whether in the public or
'Brivatc sectors, which, because of the manner in which they are processed, or
.because of their nature or the context in which they are used, pose a danger

to privacy and individual liberties.

3. These Guidelines should not be interpreted as preventing:

a) the application, to different catagories of personal data, of different
protective measures depending upon their nature and the context
in which they are collected, stored, processed or disseminated;

b) the exclusion from the application of the Guidelines of personal
data which obviously do not contain any risk to privacy and
individual liberties; or

c) the application of the Guidelines only to automatic processing
of personal data.
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4. Exceptions to the Principles contained in Parts Two and Three of these
Guidelines, including those relating to national sovereignty, national security
and public policy (*“ordre public”), should be:

a) as few as possible, and

b) made known to the public.

5. In the particular case of Federal countries the observance of these
Guidelines may be affected by the division of powers in the Federation.

6. These Guidelines should be regarded as minimum standards which are
capable of being supplemented by additional measures for the protection
of privacy and individual liberties.

PART TWO
BASIC PRINCIPLES OF NATIONAL APPLICATION

Collection Limitation Principle

7. There should be limits to the collection of personal data and any
such data should be obtained by lawful and fair means and, where appro-
priate, with the knowledge or consent of the data subject.

Data Quality Principle

8. Personal data should be relevant to the purposes for which they are
to be used, and, to the extent necessary for those purposes, should be
accurate, complete and kept up-to-date.

Purpose Specification Principle

9. The purposes for which personal data are collected should be specified
not later than at the time of data collection and the subsequent use limited
to the fulfilment of those purposes or such others as are not incompatible
with those purposes and as are specified on each occasion of change of
purpose.

Use Limitation Principle

10. Personal data should not be disclosed, made available or otherwise
used for purposes other than those specified in accordance with Paragraph 9
except:

a) with the consent of the data subject; or
b) by the authority of law.

Security Safeguards Principle
11. Personal data should be protected by reasonable security safeguards

against such risks as loss or unauthorised access, destruction, use, modifi-
cation or disclosure of data.
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Openness Principle

12. There should be a general policy of openness about developments,
practices and policies with respect to personal data. Means should be readily
available of establishing the existence and nature of personal data, and the

main purposes of their use, as well as the identify and usual residence of the
data controller.

Individual Participation Principle

13. Anindividual should have the right:

a) to obtain from a data controller, or otherwise, confirmation of
whether or not the data controller has data relating to him;

b) to have communicated to him, data relating tc him
i) within a reasonable time;
i) at acharge, if any, that is not excessive;
i) in areasonable manner; and
iv) in a form that is readily intelligible to him;

c) to be given reasons if a rec‘uest made under subparagraphs (a)
and (b) is denied, and to be able to challenge such denial; an

d) to challenge data relating to him and, if the challenge is successful,
to have the data erased, rectified, completed or amended.

Accountability Principle

14. A data controller should be accountable for complying with measures
which give effect to the principles stated above.

PART THREE
BASIC PRINCIPLES OF INTERNATIONAL APPLICATION:
FREE FLOW AND LEGITIMATE RESTRICTIONS

15. Member countries should take into consideration the implications
for other Member countries of domestic processing and re-export of personal
data.

16. Member countries should take all reasonable and appropriate steps
to ensure that transborder flows of personal data, including transit through
a Member country, are uninterrupted and secure.

17. A Member country should refrain from restricting transborder flows
of personal data between itself and another Member country except where
the latter does not yet substantially observe these Guidelines or where the
re-export of such data would circumvent its domestic privacy legislation.
A Member country may also impose restrictions in respect of certain cat-
egories of personal data for which its domestic privacy legislation includes
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specific regulations in view of the nature of those data and for which the ;
other Member country provides no equivalent protection. |

;
18. Member countries should avoid developing laws, policies and practices
: in the name of the protection of privacy and individual liberties, which
would create obstacles to transborder flows of personal data that would

exceed requirements for such protection.

PART FOUR
NATIONAL IMPLEMENTATION

1

|

19. In implementing domestically the principles set forth in Parts Two ‘
and Three, Member countries should estaﬁlish egal, administrative or other |
Proccdures or institutions for the protection of privacy and individual |
liberties in respect of personal data. Member countries should in particular ‘
endeavour to: |
\

|

a) adopt appropriate domestic legislation;

b) encouratge and support self-regulation, whether in the form of
codes of conduct or otherwise;

c) provide for reasonable means for individuals to exercise their
rights;

d) provide for adequate sanctions and remedies in case of failures
to comply with measures which implement the principles set
forth in Parts Two and Three; and

e) ensure that there is no unfair discrimination against data subjects.

PART FIVE
INTERNATIONAL CO-OPERATION

20. Member countries should, where requested, make known to other
Member countries details of the observance of the principles set forth in
these Guidelines. Member countries should also ensure that procedures for
transborder flows of personal data and for the protection of privacy and
individual liberties are simple and compatible with those of other Member

. countries which comply with these Guidelines.
‘¢

21. Member countries should establish procedures to facilitate:

1) information exchange related to these Guidelines, and
i1) mutual assistance in the procedural and investigative matters

involved.
22. Member countries should work towards the development of principles,
v domestic and international, to govern the applicable law in the case of
" transborder flows of personal data.
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ANNEX 2:

Convention for the Protecticn of Individuals with

Regard to Automatic Processing of Personal Data
{the CoE, 28 January 1981)
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PREAMBLE

The member States of the Council of Europe, signatory hereto,

Considering that the aim of the Council of Europe is to achieve greater unity between its
members, based in particular on respect for the rule of law, as well as human rights and
fundamental freedoms ;

Considering that it is desirable to extend the safeguards for everyone's rights and funda-
mental freedoms, and in particular the right to the respect for privacy, taking account of the
increasing flow across frontiers of personal data undergoing automatic processing ;

Reaffirming at the same time their commitment to freedom of information repardless of
frontiers ;

Recognising that it is necessary to reconcile the lundamental values of the respect for
privacy and the free flow of information between peoples,

Have agreed as follows :

CHAPTER 1 — GENERAL PROVISIONS

Article 1
Object and purpose

The purpose of this convention is to secure in the territory of each Party for every
individual, whatever his nationality or residence, respect for his rights and fundamental freedoms,
and in particular his right to privacy, with regard to automatic processing of personal data
relating, to him (“data protection™).

Article 2
Definitions

For the purposes of this convention :

a. “personal data” means any information relating to an identified or identifiable individ-
ual (“data subject”) ;
b. “automated data file” means any set of data undergoing automatic processing ;

c. “automatic processing” includes the following operations if carried out in whole or in
part by automated means : storage of data, carrying out of logical and/or arithmetical operations
on those data, their alteration, erasure, retrieval or dissemination ;

d. “controller of the file” means the natural or legal person, public authority, agency or
any other body who is competent according to the national law to decide what should be the
purpose of the automated data file, which categories of personal data should be stored and which
operations should be applied to them,
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Article 3

Scope

1. The Parties undertake to apply this convention to automated personal data files and
automatic processing of personal data in the public and private sectors.

2. Any State may, at the time of signature or when depositing its instrument of ratification,
acceptance, approval or accession, or at any later time, give notice by a declaration addressed to
the Secrctary General of the Council of Europe :

a. that it will not apply this convention to certain categories of automated personal daxa
files, a list of which will be deposited. In this list it shall not include, however, categories of
automated data files subject under its domestic law to data protection provisions. Consequently,
it shall amend this list by a new declaration whenever additional categories of automated
personal data files are subjected to data protection provisions under its domestic law ;

b. that it will also apply this convention to information relating to groups of persons,
associations, foundations, companies, corporations and any other bodies consisting directly or
indirectly of individuals, whether or not such bodies possess legal personality ;

c. that it will also apply this convention to personal data files which are not processed
automatically.

J. Any State which has extended the scope of this convention by any of the declarations
provided for in sub-paragraph 2.5 or ¢ above may give notice in the said declaration that such
extensions shall apply only to certain categories of personal data files, a list of which will be
deposited.

4. Any Party which has excluded certain categories of automated personal data files by a
declaration provided for in sub-paragraph 2.a above may not claim the application of this
convention to such categories by a Party which has not excluded them.

S. Likewise, a Party which has not made one or other of the extensions provided for in sub-
paragraphs 2.b and ¢ above may not claim the application of this convention on these points
with respect to a Party which has made such extensions.

6. The declarations provided for in paragraph 2 above shall take effect from the moment of
the entry into force of the convention with regard to the State which has made them if they have
been made at the time of signature or deposit of its instrument of ratification, acceptance,
approval or accession, or three months after their receipt by the Secretary General of the Council
of Burope if they have been made at any later time. These declarations may be withdrawn, in
whole or in part, by a notification addressed to the Secretary General of the Council of Europe.
Such withdrawals shall take effect three months after the date of receipt of such notification.

CHAPTER 11 — BASIC PRINCIPLES FOR DATA PROTECTION

Article 4
Duties of the Parties

i. Each Party shall take the necessary measures in its domestic law to give effect to the basic
principles for data protection set out in this chapter.

2. These measures shall be taken at the lalest at the time of entry into force of this
convention in respect of that Party.
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Article 5
Quality of data
Personal data undergoing automatic processing shall be :
a. obtained and processed fairly and lawfully ;

b. stored for specified and legitimate purposes and not used in a way incompatible with
those purposes ;

c. adequate, relevant and not excessive in relation {o the purposes for which they are
stored ;

d. accurate and, where necessary, kept up to date ;

e. preserved in a form which permits identification of the data subjects for no longer than
is required for the purpose for which those data are stored.

Article 6
Special catepories of data
Personal data revealing racial origin, political opinions or religious or other beliefs, as well
as personal data concerning health or sexual life, may not be processed automatically unless

domestic law provides appropriate safeguards. The same shall apply to personal data relating to
criminal convictions.

Article 7

Data security

Appropriate security measures shall be taken for the protection of personal data stored in
automated data files against accidental or unauthorised destruction or accidental loss as well as
against unauthorised access, alteration or dissemination.

Article 8
Additional safepuards for the data subject

Any person shall be enabled :

a. to establish the existence of an automated personal data file, its main purposes, as well
as the identity and habitual residence or principal place of business of the controlier of the file ;

* b. to obtain at reasonable intervals and without excessive delay or expense confirmation of
whether personal data relating to him are stored in the automated data file as well as communi-
cation to him of such data in an intelligible form ;

c. to obtain, as the case may be, rectification or erasure of such data if these have
been processed contrary to the provisions of domestic law giving effect to the basic principles sct
out in Articles S and 6 of this convention ;

d. to have a remedy if a request for confirmation or, as the case may be, communication,
rectification or erasure as referred to in paragraphs b and c of this article is not complied with,

Article 9
Exceptions and restrictions

1. No exception to the provisions of Articles 5, 6 and 8 of this convention shall be allowed
except within the limits defined in this article.
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2. Derogation from the provisions of Articles S, 6 and 8 of this convention shall be allowed
when such derogation is provided for by the law of the Party and constitutes a necessary measure
in a democratic society in the interests of ;

a. protecting State security, public safety, the monetary interests of the State or the
suppression of criminal offences ;

b. protecting the data subject or the rights and freedoms of others.
J. Restrictions on the exercise of the rights specified in Article 8, paragraphs b, ¢ and d,
may be provided by law with respect to automated personal data files used for statistics or for

scientific research purposes when there is obviously no risk of an infringement of the privacy of
the data subjects.

Article 10

Sanctions and remedies

Each Party undertakes to establish appropriate sanctions and remedies for violations of
provisions of domestic law giving cffect to the basic principles for data protection set out in this
chapter.

Article 11
Extended protection

None of the provisions of this chapter shall be interpreted as limiting or othenwvise
affecting the possibility for a Parly to grant (_ﬂilu subjects a wider measure of protection than that
stipulated in this convention.

CHAPTER Il — TRANSBORDER DATA FLOWS

Article 12
Transborder flows of personal data and domestic law

1. The following provisions shall apply 1o the transfer across national borders, by whatever
medium, of personal data undergoing automatic processing or collected with a view to their being
automatically processed.

2, A Party shall not, for the sole purpose of the protection of privacy, prohibit or subject to
special authorisation transborder flows of personal data going to the territory of another Party.

3. Nevertheless, each Party shall be entitled to derogate from the provisions of paragraph 2 :

a. insofar as its legislation includes specific regulations for certain categories of personal
data or of automated personal data files, because of the nature of those data or those files,
except where the regulaticis of the other Party provide an equivalent protection ;

b. when the transfer is made from its territory to the territory of a non-Contracting State
through the intermediary of the territory of another Party, in order to avoid such transfers
resulting in circumvention of the legislation of the Party referred to at the beginning of this
paragraph.
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CHAPTER IV — MUTUAL ASSISTANCE

Article 13
Co-operation hetween Parties

1. The Parties agree to render cach other mutual assistance in order to implement this
convention,

2. For that purpose :

a. each Party shall designate one or more authorities, the name and address of each of
which it shall communicate to the Secretary General of the Councit of Europe ;

b. each Party which has designated more than one authority shall specify in its com-
munication referred to in the previous sub-paragraph the con:petence of each authority.

3. An authority designated by a Party shall at the request of an authority designated by
another Party :

a. furnish information on its law and administrative practice in the field of data
protection ;

b. take, in conforinity with its domestic law and for the sole purpose of protection of
privacy. all appropriate measures for furnishing factual information relating to specific automatic
processing carried out in its territory, with the exception however of the personal data being
processed.

Article 14
Assistance to data subjects resident abroad

1. Each Parly shall assist any person resident abroad to exercise the rights conferred by its
domestic law giving effect to the principles set out in Article 8 of this convention.

2. When such a person resides in the territory of another Party he shall be given the option
of submitting his request through the intermediary of the authority designated by that Party.

J. The request for assistance shall contain all the necessary particulars, relating inter alia
to:

a. the name, address and any other relevant particulars identifying the person making the
request ;

* b, the automated personal data file to which the request peitains, or its controller ;

¢. the purpose of the request.

Article 15
Sufepuards concerning assistance rendered by designated authorities
1. An authority designated by a Parly which has received information from an authority
designated by another Party cither accompanying a request for assistance or in reply to its own

request for assistance shall not use that information for purposes other than those specified in
the request for assistance.

2. Each Party shall sec to it that the persons belonging to or acting on behall of the
designated authority shall be bound by appropriate obligations of sccrecy or confidentiality with
regard to that information,
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3. In no case may a designated authority be allowed to make under Article 14, paragraph 2,
. a request for assistance on behall of a data subject resident abroad, of its ewn accord and
L without the express consent of the person concerned.

Article 16
Retusal of requests for assistanee
A designated authority to which a reguest for assistance is addiessed under Articles 13 or

14 of this convention may not refuse to comply with it unless :

a. the request is not compatible with the powers in the field of data protection of the
authorities responsible for replying ;

b. the request does not comply with the provisions of this convention ;

c. compliance with the request would be incompatible with the sovereignty, security or
public policy (ordre public) of the Party by which it was designated, or with the rights and
fundamental freedoms of persons under the jurisdiztion of that Party.

Article 17
Costs and procedures of asvistance

1. Mutual assistance which the Parties render each other under Article 13 and assistance
they render to data subjects abroad under Article 14 shall not give rise to the payment of any
costs or fees other than those incurred for experts and interpreters. The latter costs or fees shall
be borne by the Party which has designated the authority making the request for assistance.

2. The data subject may not he charged costs or fees in connection with the steps taken on
his behalf in the territory of another Party other than those lawlully payable by residemts of that
Party.

3. Other details concerning the assistance relating in particular to the forms and procedures
and the Languages to be used, shall be established directly between the Parties concerned.

CHAPTER V — CONSULTATIVE COMMITTER
Arlicle I8

Compaosition of the commitiee

I. A Consultative Committee shall be set up after the entry into force of this convention.

2. Each Party shall appoint a representative to the commillee and a deputy representative,

* Any member State of the Council of Europe which is not i Party to the convention shall have the
tight to be represented on the commiltee by an observer,

R The Consultative Commitiee may, by unanimous decision, invite any non-member State of
the Council of Europe which is not a Party to the convention to be represented by an observer at
a paven mecling.

Article 19

Functions of the committee
Af . . - ~ .
Ihe Consultative Committee :
a. miy make proposals with a view 10 facilitating or improving the application of the

convention
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b. may make proposals for amendment of this convention in accordance with Article 21 ;

c. shall formulate its opinion on any proposal for amendment of this convention which is
referred to it in accordance with Article 21, paragraph J ;

d. may, at the request of a Party, express an opinion on any question concerning the
application of this convention.

Article 20
Procedure

1. The Consultative Committee shall be convened by the Secretary General of the Council of
Europe. Its first meeting shail be held within twelve months of the entry into force of this
convention. 1t shall subsequently meet at least once every two years and in any case when one-
third of the representatives of the Parties request its convocation.

2. A majority of representatives of the Parties shall constitute a quorum for a meeting of the
Consultative Committee.

3. After each of its meetings, the Consultative Committee shall submit to the Committee of
Ministers of the Council of Europe a report on its work and on the functioning of the convention,

4. Subject to the provisions of this convention, the Consultative Committee shall draw up its
own Rules of Procedure.

CHAPTER VI — AMENDMENTS

Article 21
Amendmenis

1. Amendments to this convention may be proposed by a Parly, the Committee of Ministers
of the Council of Europe or the Consultative Committee.

2. Any proposal for amendnient shall be communicated by the Sceretary General of the
Council of Europe to the member States of the Council of Ewope and to every non-member
State which has acceded to or has been invited to accede to this convention in accordance with
the pr(_wi-;ions of Article 23.

3. Morcover, any amendment proposed by a Party or the Committce of Ministers shall be
communicated to the Consultative Committee, which shall submit to the Committee of Ministers

its opinion on that proposed amendment.

4. The Commitice of Ministers shall consider the proposed amendment and any opinion
submitted by the Consultative Committee and may approve the amendment.

S. The text of any amendment approved by the Committee of Ministers in accordance with
paragraph 4 of this article shall be forwarded to the Parties for acceptance.

6. Any amendment approved in accordance with paragraph 4 of this article shall come into
force on the thirticth day after all Parties have informed the Secretary General of their accept-
ance thereol,
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CHAPTER VII — FINAL CLAUSES

Y

Article 22
Entry into force

! ‘This convention shalt be open for signature by the member States of the Council of
Europe. It is subject to ratification, acceptance or approval. Instruments ol ratification, accept-
ance or approval shall be deposited with the Secretary General of the Council of Europe.

2. This convention shall enter into force on the first day of the month following the
apiration of a period of three moaths after the date on which five member States of the Council
of Europe have expressed their consent to be bound by the convention in accordance with the
provisions of the preceding paragraph.

J. In respect of any member State which subsequently expresses its consent to be bound by
it, the convention shall enter into force on the first day of the month following the expiration of a
period of three months after the date of the deposit of the instrument of ratification, acceptance
or approval.

Article 23
Accession by non-member States

1. Alter the entry into force of this convention, the Commitice of Ministers of the Council of
Europe may invite any Statc not a member of the Council of Europe to accede to this convention
by a decision taken by the majority provided for in Article 20.4 of the Statute of the Council of
Europe and by the unanimous vote of the representatives ol the Contracting States entitled to sit
on the commitlee.

2. In respect of any acceding State, the convention shall enter into force on the first day of
the month following the expiration of a period of three months alter the date of deposit of the
instrament of accession with the Secretary General of the Council of Europe,

Article 24
Territorial clause

I Auny State may at the time of signature or when depositing its instrument of ratification,
aceeplance, approval or nccession, specily the territory or territories to which this convention
shall apply.

2. Any State may at any later date, by a declaration addressed to the Secretary General of
the Council of Europe, extend the application of this convention to any other territory specified
in the declaration. In respect of such territory the convention shall enter into force on the first
day of the month following the expiration of a period of three months after the date of receipt of
such declaration by the Secretary General,

3. Any declaration made under the two preceding paragraphs may, in respect of any territory
specified in such declaration, be withdeawn by a notification addressed to the Secrelary General,
The withdrawal shall become ceffective on the first day of the month following the expiration of a
periodd of six months after the date of receipt of such notification by the Secretary General.

{ Article 25

Reservations

No reservation may be made in respect of the provisions of this convention.
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Article 20
Denunciation

1. Any Party may at any time denounce this convention by means of a notification addressed
to the Sceretary General of the Council of Eutope,

2. Such denunciation shall become effective on the first day of the month following the

expiration of a period of six months after the date of receipt of the notification by the Secretary
General.
Article 27

Notifications

The Secretary General of the Council of Europe shall notify the member States of the
Council and any State which has acceded to this convention of :

a. any signature ;

b. the deposit of any instrument of ratification, acceptance, approval or accession :

c. any date of entry into force of this convention in accordance with Articles 22, 23
and 24 ;

d. any other act, notilication or communication relating to this convention.
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ANNEX

3:

Materials concerning the Second Ad Hoc Meeting
on the Follow-Up of the OECD Guidelines
(10-11 March 1983). Questionnaire [OECD Doc.

DSTI/ICCP/83.17]1 and Summary of the QECD Secretariat
Synthesis Report with Regard to the Application of

the OECD Guidelines [ {(Jan./Feb. 1984) 7 T.D.R. 4]
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ANNEZX 1V

QUESTIONNAIRE WITH REGARD TO THE APPLICATION OF THE

GUIDELINES CONCERNING THE PROTECTION OF PRIVACY AND

TRANSBORDER FLOWS OF PERSONAL DATA

The questionnaire has been divided into three sections:

- section (A) deals with the application of the prin-
ciples mentioned in the Guidelines at a national level;

- section (B) deals with the application of the prin-
ciples mentioned in the Guidelines at an international
level;

- section (C) deals with the dissemination of the Guide-
lines in Member countries.

The variety of situations(l) existing in Member countries
has entailed two different formulations of the questions in
section (A):

- the first set of questions (1) deals with Member
countries that have enacted laws directly concerning
the protection of privacy;

- the second set of questions (I1I) deals with Member
countries that have not as yet enacted laws directly
concerning the protection of privacy(2).

(1) (a) Federal Countries are invited to state whether there
is a privacy law:
* At Federal level only
* At Federal and State level
* At State level only
and to describe if there are constitutional limita-
tions to the scope of the lFederal law on privacy pro-
tection:
* the general scope of these limitations, and
* the relation between the Federal law on privacy
protection and State laws on privacy protection
(b) Moreover, Federal Countries are invited, if possible,
to answer the first (I) and second (I1) set ot ques-
tions in section (A), taking into account all the
laws concerning the protection ot privacy either at
the Federal level or at the State level.

(2) Member countries where constitutional rules concerning
the protection of privacy and/or those where sectorial or
other laws only dealing with certain aspects ot the
protection of privacy are in force but where no laws
concerning only the protection ot privacy have been
enacted are invited to answer this second set of ques-

tions so as to harmonise answers as much as possible.
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QUESTIONNAIRE

The application of the principles mentioned in the Guide-

Tines at a national level

Questions meant for countries where legislation directly
concerning the protection of privacy is in force.

(1) Which of the eight principles of national applica-
tion mentioned in the Guideliines has (or have) been
the most important? Which, if any, are not applied
or not fully applied?

(2) Can you specify and describe the difficulties
experienced in the application of one or more of
these principles?

(3) (a) Have your national laws and all legislative
texts pertinent to their implementation been
subject to any modifications that affect the
application of these principles?

What has been the nature of these modifica-
tions?

What principles have been affacted by these
modifications?

- 1n the public sector;
- 1in the private sector;

(b) What use of personal records has mainly been
affected by these modifications?

(c) Do these modifications result from the desire to
specify or to reconcile the scope of the prin-
ciples or one of the principles in relation to
other legislation or preoccupations, for
example, laws concerning access to administra-
tive records (FOl) or other sectorial laws? 1If
yes, please specify the reasons and thc laws
concerned.

(d) What kind of procedures have been used to arrive
at these modifications?

(e) Which legal statutes or other legislative texts

refer to the modifications? Could you please
include a copy in your answer.
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(f) Are there any other modifications foreseen fort
1f so please specify when and

(4)

the near future?
to which principles they are related.

lected in sectorial laws?

taken into account.

If yes,

Are the principies set forth in the Guidelines ref-

please specify
which laws and the way the principles have been

(5) 1If your law foresees a system for declaration of

records or a system of authorizaction, could you

indicate by means of the following table the number

of records subject to declaration or authoriza-

tion?(l):

Public Sector

Private Sector

Humber of
eclarations

umber of
emands for
uthorization

Number of
#uthorizations

rom the coming |-

into torce of

the law until
1980

1980/
1982

from the coming

into force of

the law until
1980

1980/
1982

_

(1) Federal countries are invited to indicate,

if possible,

the number of records subject to declaration, demand for
authorization and authorization at a Federal level aud the

number of records subject to declaration or authorization
at State level.
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(6) Please describe any important court decisions or

(7)

administrative decisions relevant to the protection
of privacy and, if possible, send a copy.

(a) Have the principles of the Guidelines been used
as a basis for the establishment of systems of
self-regulation, whether in the form of codes of
conduct or otherwise? If so, in what cases and

how?

(b) Have any firms or other entities (administra-
tions, professional associations or other) in
your country adopted systems of self-regulation,
whether in the form of codes of conduct or
otherwise? 1If so, please specify which entities
and, if possible, send a copy of these codes of
conduct.

(c) Please describe, if possible, the sanctions that
apply in case of a breach of the code of conduct.

Questions meant for countries where no legislation con-
cerning directly the protection of privacy is in force.

What kind of laws could serve as a basis for the
application in your country of the eight principles
mentioned in the Guidelines? Please specify their
nature, to which principles they relate and the
substance of the relevant norms.

(a) Is there a bill? 1If so, what stage is this
at(l)?

(b) 1Is there a study representing an official
position? 1If so, please provide a copy.

(c) Is there a special commission to study the
introduction of a law on the protection of
privacy? What stage is this at?(l)

(d) Could you specify, with the aid of the following
table, the scope of the bill.

II.

(L)
n (2)
(L

At the date on which you answer this questionnaire.
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Yes No

SCOPE OF THE LEGISLATION

- Private sector and public sector (one instrument)

Private sector and public sector (separate
instruments)

- Public sector
- Private sector

- ADP and manual files
(a) public sector
(b) private sector

- ADP files only

(a) public sector
(b) private sector

DATA SUBJECTS

- Physical persons and legal persons:
(a) public sector
(b) private sector

- Physical persons only
(a) public sector
(b) private sector

MACHINERY FOR THE ENFORCEMENT OF THE LAW(S)

- System of declaration/registration:

(a) public sector
(b) private sector

- System of authorization:

(a) public sector
(b) private sector

- System of administrative appeal

- System of judicial review

- Other machinery
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(3) (a) What are the main provisions of the bill? 1In
what way does the bill take into account the
eight principles set forth in the Guidelines?

(b) What exceptions are specified? In particular
those relevant to the eight principles set forth

in the Guidelines.

(4) Please describe the machinery contemplated for the
enforcement of privacy protection:

(a) Data Inspection Board or other competent insti-
tution;

(b) A system of administrative appeal; please
specify the competent institutions;

(c) A system of judicial review; please specify the
competent institutions;

(d) Other machinery.

(5) In what manner have the principles mentioned in the
Guidelines been reflected in the bill and have they
been useful in the drafting of the bill [in parti-
cular paragraph 19(c), (d), (e)]?

(6) Are the principles set forth in the Guidelines ref-
lected in sectorial laws? If yes, please specify
which laws and the way the principles have been
taken into account.

(7) (a) Have the principles of the Guidelines been used
as a basis for the establishment of systems of
self-regulation, whether in the torm of codes of
conduct or otherwise? If so, in what cases and
how.

(b) Have any firms or other entities (administra-
tions, professional associations or other) in
your country adopted systems of self-regulation,
whether in the form of codes of conduct or
otherwise? If so, please specify which entities
and, if possible, send a copy of these codes of
conduct.

(c) Please describe, if possible, the sanctions that
apply in case of a breach of the code of conduct.
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B. The application of the principles mentioned in the Guide-
“ lines at an international level

(1) (a) Do laws or bills in your country entail any
rules and/or machinery to control (declaration/
authorization; administrative appeal and/or
judicial review) data transmission to foreign
countries? If so, please specify the nature of
this machinery and which data are subject to the
control. Which sectors (public and/or private
sector) are concerned by these rules and by this

- machinery?

(b) Could you give an indication as to the difficul-
ties, if any, which bave appeared with the imp-
lementation of the principles set torth in Part
IIT of the Guidelines (paragraphs 15, 16, 17)
(cases, discussions of theory or other)?

(2) Can you in view of the present situation at the
international level think ot cases where the expor-
tation of personal data in the OECD area might per-
mit the circumvention of your domestic privacy
legislation? If so, which cases?

(3) (a) How do you apply the principle of paragraph 18?
What kind of laws, policies and practices
developed in the name of the protection ot
privacy create obstacles to transborder data
flows of personal data that would exceed
requirements for such protection?

(b) To your knowledge, have the preoccupations that
figure in paragraph 20 (Part V) of the Guide-
lines formed the basis for intormation exchange
on a bilateral basis? 1If so, under what circum-
stances?

(4) (a) Do vou think that there is a need to improve the
present situation with regard to transborder
. data flows and protection of privacy?

(b) To your knowledge has the application of
- paragraph 19 (c¢), (d) and (e) given rise to
problems?

(c) What in your opinion, are the problems which
have not yet been solved?
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ﬁ, C. Dissemination of the Guidelines in Member countries

(1)

(2)

(3
(4)

(3)

(6)

Where applicable, have the Guidelines been
translated into your official language(s)?

Have either the translation or the original been
circulated:

(a) in the public sector;

(b) in the private sector;

(c) to the general public;

In which form have they been circulated?

(a) What other means for promotion of the Guidelines

have been used in ycur country? (workshops,
medias, law and industrial conferences, etc.).

(b) What persons or bodies have been responsible for

this promotion?

Have the Guidelines, and more generally, the prob-
lems related to privacy protection and Transborder
Flows of Personal Data in your country led to publi-
cations or press articles? If so, please supply a
copy or reference.

Have any firms or other entities publicly endorsed

the Guidelines? If so, could you provide a list of
these, and a list of the persons competent to apply
the OECD Guidelines within these firms and entities.

14,
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Data Laws Create No TDF Obstacles

The OECD Secretariat, using the results of questionnaires submitted by member countries, prepared a Synthesis Report on the
Application of the Guidelines Governing the Protection of Privacy and Transborder Flows of Persons! Data (DSTI/ICCP/83.17),
which was distnbuted at the symposium. A copy of this restricted document was made available by the US Department of State.
The following is a section of the report providing a general sssessment of problems which have arisen or can be contemplated
83 a result of the enactment of national data protection and privacy iaws.

in practice, it seems that the regulation of transfers of data
abroad has not constituted an obstacle to transborder data
flows. No difficultiss have been seen in giving effect to the fun-
damental principles of data protection set forth in Part il of the
Guidelines. In Austria there have on average been two or three
refusals of authorization for some 1,000 applications. Solutions
to this sort of problem have been found through arrangements
negotiated with the firms concerned. In France the most note-
worthy cases have been those of Interpol, and SWIFT/Sagit-
taire. Problems have also arisen in connection with the transfer
of social security files to foreign countnes. In /reland the fact
that computer service industries have established themselves in
the country has been a source of concern to the authorities inso-
far as lreland has no legisiation in this field. In the United King-
dom business circles have expressed concern at the commercial
implications if data protection provisions are not adopted. In
Switzeriand tho Interpol problem has also arisen and in the pub-
lic sector data processing concerning aircraft accidents has
been prohibited. There have also in Switzerland been cases of
life-insurance files processed abroad. Furthermore, where files
can be processed abroad it is impossible in some cases to con-
trol exportation, particularly to countries in South-East Asia,

Thres member countries (the United States, Germany, Japsn)
take the view that it is impossible to visualize cases whers the
export of personal dats within the OECD area would lead to cir-
cumvention of domestic legisiation on privacy protection and
individual libertias, Sweden and Switzerland consider that such
cases may arise so long as there are still states without lagisia-
tion in this field. The reply from the Canton of Vaud states that
such 8 risk may exist due to the wide variety of national rules
on the subject. Such a situation has not arisen in 8e/gium in the
absance of any experience of application of legisiation in force,
but instances have already arisen of the collaction of personal
data for automated processing abroad which would be prohibit-
ed or controlied under the proposed legislation especially as re-
gords the protection of sensitive data.

in Norway there is an example of a mailing list being bought
from a meiling company in Norway and sold again to a West-
German company which used it for illegal marketing in Norway
(lottery). According to the Norwegian authorities, it is quite
possible to establish personal files in foreign countries giving in-
formation on physical and iegal persons resident in Norway
which would not be accepted, registerad or used under certain
circumstances.

No laws, policies or procedures concerning the protection of
privacy and individual liberties are found to create obstacles to
the transborder movement of personal data over and abovs the
standards for such protection generally accepted in member
countries as a whole. Thus the control machinery in the Belgian
bill is designed merely ‘to guarantee the right to privacy’. Any

regulation going beyond this basic fegal provision would, under
Belgian law, be liable to annuiment ergs omnes by the Council
of State.

Bilateral exchanges of information have taken piace only be-
tween Nordic countries and between Belgium and other coun-
tries. But it ssems that meetings of data commissioners are the
main channel for information in this fisld along with the OECD
for the United States.

Most member countries feel that it is necessary to improve the
present situation regarding transborder data flows and privacy
protection, following ongoing development in this field (Swe-
den), the complexity of problems (Urited States) and the need
to apply national legisiation more strictly (Norway) Moreover,
if such an improvement is necessary it should also be sought
through international agresment (ltaly).

No difficulties have emerged in the application of paragraph
19(c), {d) and (e),' but some problems remain unsolved ac-
cording to some member countries. Two problems are the ones
most often mentioned:
~the problem of lisbility with regerd to the international com-
munication of personal and non-personal data and the prob-
lem of principles applicable to compensation for damage suf-
{ered by data subjects due to the inaccuracy or inadequacy of
personal data in a file;
~the problem of private international law:
+ determination of the forum and connecting links;
+ determination of the applicable lsw.

Some countries (Norway) have stressed that, for the time be-
ing, their authorities have no precise knowledge of this tietd
They consider that the main sectors in which major dats flows
are to be seen are banking and, in particular, stectronic payment
systems. But some time elapsed before the Norwegian data sur-
veillance service was, for exampie, informed of such data flows
in the case of the SWIFT system. in Germany, sithough no ma-
jor problem arises, it would seem to be necessary to resolve the
problem of legsl persons by excluding them from the scope of
privacy protection legislation

In conclusion, few prablems have arisen in applying the prin-
ciples in the Guidlines and the large majority of member coun-
tries do not seem to have encountered difficulties in applying
their national legisiation to transborder data flows although the
probiem of the applicable law seems to be the centre of concern
for some countries.e

1 Peregraph 19 sistes thet ‘Member countries should in particulsr endasvour 1o
. .. lc] provide for ressonable means for individusts 1o exercine thelr rights, (d)

provide for sdeq ond dies in case of teilure 10 comply with mees

sures which implement the principles set forth in Parts I and 1) {e g principles &p

plceble at | and international levet), (e) ensura that there is no unfair dis
L geinst date subj '

(January/February 1984)
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ANNEX 4.

Status ot Data

Country

Australia (Rev)

Austria
Belgium
Canada (Rev)
Cyprus
Denmark
Finland
France
Germany (Rev)
Greece
Iceland
Ireland
Italy

Japan
Liechtenstein
Luxemboury
Malta
Netheriands
New Zeaiand
Norway
Portugal
Spain
Sweden
Switzerland
Turkey

UK

us

Yugosliavia*§

Hationai

t—l

| o

[

Lt

r'

Legislataon
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Protrection Legislation -

W]

delines
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XXX X X X M

1990

CoE Convention

Signea Ratified

X x
X
X X
X X
X x
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X
X X
X
?
X X
?
X
X X
X
X M3
X X
X

X




- Code
L Law covers public/private sectors
* Public sector only
C Constitutional provision
P Parliament (Congress) consideration

(P) Draft legislation prepared

Rev Law being revised

? No information obtained

*S Special status participating in the OECD
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ANNEX 5:

Act for Protection of Computer-Processed

Personal Data held by Administrative

Organs 1988 (Japan), <.95.

[ (February 1989) 12 T.D.R.26 at 26ff.]
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Act for the Protection of Personal Information Procrssed by Computers
Under the Control of Government Institutions

Chapter 1-General Previsions

Section 1 Purpose The purpose of this actis to
protect the sights and interests of individuals, and
to promote the proper and smooth functioning of
government institutions by providing for an
understanding of fundamental matters in the pro-
cessing of personal information, and by consider-
ing the development of the computerized process-
ing of personal information under the control of
government institutions.

Section 2~ Definitions The definition of the fol-
lowing words which are used in this act shall bein-
terpreted pursuant to each of the following: (a) A
government institution means the following in-
stitutions: (i) government institutions which are
outlined in Article 3 subsection 2 of the State Ad-
ministrative Organization Act and institutions es-
tablished by law under the control of the Cabinet;
(i) institutions which are specified under the
special institution provided for in the State Ad-
ministrative Organization Act by cabinet ordi-
nance. (b) Personal information means that infor-
mation recorded concerning existing individuals
which can be retrieved by name, date of birth
and/or any other description or number and sym-
bol given to individuals which is included in the
information. Information which cannot be re-
trieved by iiself but can be easily related to other
information and can be retrieved by such refer-
ence is also included. However, names, addresses
and other information regarding directors that are
included in the information of legal persons or
other organizations are excluded from the defini-
tion. (c) Computerized processing means any in-
put, record, editing, processing, modifying, up-
dating, retrieval, erasure, output or other similar
process which is disposed of by way of computer.
But processing solely for the purpose of drawing
up & composition or recording the contents of
documents and drawings or other processing
which is provided for by government ordinance is
excluded. (d) Personal information bank means a
collection of personal information edited system-
atically to perform certain office work, and that
canbe recorded reliably for the purpose of co:n-
p.uterized processing by way of magnetic (ape,
magnetic disc or other similar medium. (e) Pro-
cessed informalion means personal information
recorded in the personal information file. ¢f) Per-
Son in question of processed information means
that person who can be identiflied by any pro-
cezsed information which can be retrieved with-
out referring (o the name, date of birth or other
description, number, mark or symbol of another
indivical.

This is an unofficial transiation of the new act
which was promulgated on December 16, 1988,

‘
Section 3 ~ Exceptions Personal information
which was collected to prepare specified statistics
provided in Section 2 of the Statistics Act and any
personal information which was collected by way
of statistical research reported to the director gen-
enal of the Management and Coordination Agen-

¢y [MCA] pursuant to Section 8(1) of the Siatistics
Act, and any personal information which was ob-
tained on the requisition of a statistical teport ap
proved by the director general of the MCA pus
suant to provisions of the Statistical Report Coor
dination Act.

Chapter 1L - Persons! [nformation Processing

Section 4— Establishment of personal informa-
tion files (1) Government institutions are re-
quired 10 establish a personal information file
(any means of collecting, recording and keeping
personal information for use in their own affairs,
including the processing of any personal informa-
tion that is entrusted (o & third party, but exclud.
ing the processing of any personal information
entrusted by a third party to the institution in the
course of its assigned duties). The same shall ap-
ply insofar s is necessary to perform their duties
as prescribed by law which specifies particular ob-
jectives for the establishment of personal infor-
mation files. (2) The scope of items recorded in
the personal information file (hereinafter referred
to as recorded iteme in the file) and of individuals
recorded in processed information as (he person
concerned (hereinalter referred to as scope of rec-
ardsin the file) shall not exceed limits to the keep-
ing of personal information necessary (o attain
the purposes prescribed in the preceding para-
graph (hereinafter referred to as the purpose of
keeping the file).

Section 3 - Securily of personal information (1)
The head of a government institution (in case of
those special institutions prescribed in Section
2(a}(ni) this means that person designated by gov-
ernment ordinance for each institution) shall
make every efforl to take the necessary measures
to prevent leakage, destruction or damage, and
shall take whatever other steps may be required to
manage personal information properly in the case
of computerized processing, punching, other
preparation for inputting information or in the
keeping of magnetic tapes (hereinafter referred to
as computer:zed processing of personal informa-
tion). (2) The head of a government institution
which keeps personal information files (herein-
after referred to as keeping instiutions) shall
make every effort sofar as is necessary for the pur-
pose of maintaining files 1o ensure that processed
information corresponds with past and present
facts

Section 6 - Notice in establishing personal infor-
mation files (1) The head of a government institu-
tion shall give notice of the following to the direc.
tor general of the MCA before the establishment
of any personal information file. The same shall

also apply when any change is made in the mate

rial that has been previously notified Notice for
establishing personal information files shall con-
tain: (a) the title of the personal information file,
(b) the title of the government institution that wall
keep the file and the name of the organization that
will arrange and make use of the personal infor-
mation file; (c) the purpose for keeping the file,
(d) the items to be mainiained and the scope of
maternial to be included, (¢) methods of collecting
the information to be processed; (1) the name of
any party other than the keeping institution that
shall be offered continued use of any recorded in

formation; (g) in case of a personal information
file which shall appear in the personal informa

tion file register under the provision of Section
7(3) (apart from cases provided in & provisory
clause of Section 13(1) and cases where the provi

sions of the text of Section 13(1) are not apphed
to all the processed information under the provi

sions of Section 19), the title and address of any
organization which accepts application under the
provisions of the text of Section 13(1); (h) in cases
where part of the recorded items of the file or ma-
terial provided in paragraph (e) or (1) shall not ap-
pear in the personal information file register
under the provisions of Section 7(2) or In cases
where the personal information Nile shall not ap

pear in the personal information file register un

der the provisions of Secticn 7(3), a description to
thet effect; (i) in the case of a personal informa

tion file which cannat be applied for under the
provisions of the text of Section 13(1) as the case
shall fall within the purview of the provisory
clsuse of Section 13(1), & statement to that effect,
(i) in cases where all or part of the contents of the
processed information sppears in a license, per-
mit, notice or other papers that are already issued
to the person concerned, or when all or part of the
contents of the processed information is made
public or offered for public inspection, or when
the person concerned can make a request for
notice of all or part of the contents of the pro

cessed information, or when special procedures
are prescribed for the processed information to
which provisions of the text of Section 13(1) shall
apply concerning correction, addition or deletion
(hereinafter referred (o as correction, etc )of all or
part of the contents of processed information, a
statement to that effect and the title of the law or
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ordinance concerned, and (k) other matters pre-
scribed by government ordinance. (2) The preced-
ing subsection shall not apply to the personal in-
formation files indicated in the following pars-
graphs: (a) a personal information file which
deals with matters concerning the security of the
state, confidence of foreign affairs or other im-
poriant interesta of the staie; (b) & persanal lnfor.
mation hle which was produced or collected for
the purpose of the investigation of offenses, the
investigation of a breach of regulations regarding
tax law or the institution and support of a public
prosecution; {(c) a personal information file con-
cerning ¢ person who is or has been a public ser-
vanl of « government institulion and that records
only material concerning personnel records, sala-
ries, welfare programs service and other similas
material (including any personal information file
concerning examinations made by government sn-
stitutions); (d) a personal information file only
for the use of expenimenta! computerized process-
ing; (¢) a personal information file which records
all or part of the processed information in a per-
sonal information file as set out under the provi-
sions of the preceding subsection, and in addition
the purpose for the keeping of which file and the
scope and items recorded in the file are within the
limits set by the notice of the given file; (1) a per-
sonal information file which records only pro-
cessed information that is to be erased within one
year; (g) a personal information file which is used
for sending materials, moneys o other articles, or
is used for necessary correspondence in the ser-
vice, and that records only addresses, names and
other material necessary for the sending of corre.
spondence; (h) a personal information file which
is kept by a public servant alone and used only for
the purpose of performing his or her duties and
only within his or her institution; (1) a personal in-
formation file which is prepared or acquired for
academic purposes by a public servant on s or
her own initiative and used only for the said aca-
demic purpose; (j) a personal information file in
which the number of persons to be processed is
under the one prescribed by government ordinan-
ces, and of which the processed information is not
expegtediio be offered to any party other than the
keeping institution; (k) a personal information
file which is prescribed by government ordinances
in the manner described in paragraphs (c) to (j).
(3), The head of the institution keeping the files (in
the case of special institutions prescnibed by the
government ordinances under the provisions of
Section 5(1) this means the person designated by
government ordinance under the provisions of
Section 5(1)), shall make notice (o the director
aenersl of the MCA to that effect when the institu-
tion keeping the file, of which notice has been
given as prescribed for in paragraph 1, has ceased
to keep the file or when the lile has fallen within
the purview of paragraph (j) of the preceding sub-
section,

!

Section 7- Establishment of personal informe-
tion file and public access to the file (1) The head
of a government institution keeping files shall pre-
pare a register (hereinafter referred to as the per-
sonal information file register) recording the ma-
terial prescribed in paragraphs (a) to (g) and para-
praphs (i) and (j) of Section 6(1), pursuent to the
provislone of gavernment ontinances for each
personal information file which the institution
concerned keeps (excluding those files enumerat-
edin each paragraph of Section 6(2)), and give the
public access to this register. (2) Notwithstanding
the provisions of the preceding subsection, the
head of the institution is permitted not to enter all
or any part of the recorded items of the file in the
register if he finds it may considerably disturb the
proper functioning of those affairs for wkich pur-
pose the institution keeps the file, shouid part of
the items recorded in the file, or material enumer-
ated in paragraph (e) or (1), enter into the personal
information file register (3) Notwithstanding the
provisions of subsection (1), the head of the insti-
tution keeping files is permitted not to enter any
personal information file which is used for the al-
fairs enumerated in the following paragraphs in
the personal information file register if he finds it
may considetably disturb the proper functioning
of the affairs for which purpose the institution
keeps the file: (a) affairs concerning the preven-
tion of crime; (b) affairs concerning the interna-
tional cooperation of criminal investigations; (c)
affairs concerming the enforcement of custody,
correction, relief or rehabilitation of criminal of-
fenders; (d) affairs concerning the administration
of emigration and immigration or the acknowl-
edgement of displaced persons or affairs relating
to the granting of visas; (¢) affairs concerning the
assessment and collection of a tax; and () affairs
prescribed by government ordinances and recog-
nized as being treated in a similar manner to the
aforementioned affairs.

Section 8 — Public notice of personal information
Jiles The director general of the MCA shall make
public in the official gazette at least once a year
those matters enumerated in Section 6(1Xa) to (g),
(1) and (j) concerning the personal information
file as notified to the MCA under the provisions of
Section 6(1), provided that the same does not ap-
ply to the personal information file as notified
under the provisions of Section 6(3). (2) Notwith-
standing the provisions of the preceding subsec-
tion, the director general of the MCA shall not
make public any parts of recorded items of the
files enumerated 1n each of the following para-
graphs: (a) in the case of a personal information
file parts of the recorded items of which it is decid-
ed are not to be ente.ed in the register, according
to the provisions set out in subsection (2) of the
preceding section; (b) in the case of a personal in-
formation file which it is decided is not to be en-
tered in the personal information register under
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the provisions of subsection (3) of the preceding
section. (3) Notwithstanding the provisions of
subsection (1), the director general of the MCA is
permitted not (o make public a personal informa-
tion file on which there was no notice to modify
the matters under the provisions of Section 6(1)
since the last or previous publication (4) The di-
recior general of (he MCA ahall alvo minke publle
the contents of the notification that he has re-
ceived under the provisions of Section 6(3) con-
cerning a personal information file made public
under the provisions of subsection (1).

Section 9— Restriction of the use and offer of pro-
cessed information (1) Processed information
shali not be used or offered for any other purpose
than that for which the personal information files
are kept except in cases w here it is used within the
institution itself or is offered to another institu-
tion in accorJance with the provisions of the law
(2) Notwithstanding the provisions of the préced-
ing subsection, the head of an institution keeping
a file may use or offer the processed information
for purposes other than that for which the file was
originally kept if he recognizes the case to fall into
one of the following categories. This shall not ap-
ply to such cases where it is recognized that the
rights and interests of the person concerned or of
other third parties may be seriously infringed
upon by the useor offering of the processed infor-
mation for another purpose than that for which
the file was originally kept: (a) where the person
concerned agrees to such use or where the infor-
mation is offered to the person concerned; (b)
where the institution keeping the file uses the pro-
cessed information within the institution to what.
ever exient is necessary to perform competently
the affairs provided for by the laws, and that there
are reasonable grounds for the institution to use
it; (c) where processed information is offered to
government institutions other than that keeping
the file, local public bodies, semi-governmental
corporations established directly by law or corpo-
rations established by special formalities of incor-
poration under special laws (hereinafter referred
10 as corporuations having special status), and that
those who are offered the processed information
(hereinafter referred to as the recipient) use it only
to the extent necessary to perform the affairs or
business provided for by the laws, and that there
are reasonable grounds for using the processed in-
formation concerned; (d) in addilion to those
mentioned above, in cases where processed infor-
mation is of fered for the preparation of statistics
or for scademic purposes, or in cases where i is
apparent thal offering the information 1o third
patties will be to the benefit of the person con-
cerned, or in other cases where there are special
reasons for offering such processed information.
(3) Those provisions of other acts of law which re-
strict the use or offer of processed information are
not precluded from being applied by the provi-
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sions of the preceding subsection (4) The head of
an institution keeping a file shall restrict the inside
use of information processed for any other pur-
pose than that for which the fite was originally
kept to a specified department or agency if he
finds a special necessity to protect the nghts and
interests of individuals

Section 10 - Clmms 1o the recipient to take neces-
sary measures (1) The head of an institution
keeping a Nile shall impose restrictions upon the
recipients of the processed inforsation offered
concerning the purposes or ways of using it, or
other necessary resirichions, or shall request hun
to take whatever security measures are nceded 1f
he finds it necessary to offer processed informa-
tion Lo such persons as enumerated in paragraphs
(c) or (d) in subsection (2) of the preceding section
under the provisions of subsection (2) of the pre-
ceding section (2) The head of the institution
keeping the file shall take care not to disturb un-

‘

necessanly a person’s affairs or business on the
occaston of imposing restrictions or requesting
necessary measures as enumerated tn paragraph
(¢) of subsection (2) of the preceding section

Section 1 - Responsibilities of the trustee for pro-
cessing The provisions of Section 5(1) shall apply
correspondingly to anyone who 1s entrusted with
the computer processing of personal information
by a governmentinstitution s the pesformance of
his or her assigned duties

Section 12 - Obligations uf those in charge of the
computer processing of personul trformation
Staff or ex-stalf wn charge of the computer pro-
cessing of personal information or any employee
or ex employce engaged i assigned duties provid-
ed forin the preceding section shall not divulge or
use for improper puspose any portion of personal
information that has come to his or her knowl-
edge in connection with his or her duties

Chapter i1- Disclosure or Amendment of the Information Processed

Section 13- Disclosure of information processed
(1) Any person can submit a written application
for disclosure (this includes cases of giving notice
to a person to the effect that processed informa-
tion does not exist) of processed information the
subject of which s the person concerned (exclud-
ing information whichis not included in the per-
sonal information file or which 1s not entered 1n
the personal information registers, and any re-
corded items in the file winch it had been decided
were not to be included in the personal informa-
tion file under the provisions of Section 7(2)), pro-
vided the same does not apply to any personal in-
formation file which records a person’s school
record or any record of the entrance examinations
of schools provided for in the School Education
Act, any personal sformation file which contains
records of a person’s medical exanmunations in any
hdspual. chnic or maternity cliuc, or any person-
al information file which records tnals, disposal
oy a public procurator, a sccretary of the public
drrocutator’s office or judiaal police personael or
which records matenal concerntng the enforce-
ment of any pumishment (2) | egal representatives
of minors and/or persons adjudged incoinpetent
may apply for disclosure as set out in the preced-
ing subsection (heremnafter ieferred to as apphica-
tion for disclosure) in the name of the person con-
cerned (3) The head of an institution keeping a
file shall disclose the processed snformation ap-
plied for in writing 10 the person so applying
(hereinatter referred to as the apprlicant) except in
cases enumerated in Section 14(1) Provided that
the consent of the applicant has been obtained,
the disclosure may be made by means other than
in wilung.

28

Section 14~ Cases in which personal information
apphied for mright not be disclosed (1) The head
of an wnstitution keeping a Nle 1s permitied not to
disclose all or part of the processed information
apphied for of he finds that the disclosure would
fall under one of the following headings (a) in
cases whete the disclosure may distusb the proper
functioning of one of the following (1) affairs
emunerated tn paragraphs (a) to (¢) of Section 7,
(n) affaus concermng theimvestigation of acrime,
the mvostigation of imfrimgements of regulations
under the provisions of the Tax Act or the institu-
tion and support of public action, (1n) affais con-
cerning the enforcement of an on-the spot inspec-
tion or any such other inspection under the rufe of
law, (1v) affans concerning the exanmnation of
knowledge and technical expertise, review of gual-
ifications, etc, the computation of benefits or
compensation money and any other assignment
or yudgment corcesponding to such affaus, (v)
other aflans provided for by government ordi
nance, such as inay be suntlar in nature to those of
the preceding patagraph; (h) in cases where any
disclosure of processed formation may injure
the nroper fiduaary relations or the intimate col-
laboration between the snstitution concerned and
any thud party in cases where the processedinfor-
mation has been obtained fion such a thyrd party,
(c) 1n cases where any disclosure may impair hfe,
body, property or such other interests of an inds-
vidual (2) The deciston not to disclose all or part
of the processed information under the provisions
of the preceding subsection shall be made in wist-
1ng and with reasons for the decision

Section 15 — Period of disclosure (1) The decision

to disclose or not to disciose under the provisions
of Section 1Y(3) (heremnnfier refened to ns disclo
sure) shall be made within 30 days of the time
when the apphication for disclosme » uy received
(2) The head of an mstitution keepang a fhile
should make disclosute, et , without nndue delay
Trom the time such disciosure becomes possible, of
difficulty i perfornung such a task or any other
reasonable grounds prevented ach disclosure
within the petiod prescnbed m the peceding sub
section In such acase the head of the mstitution
keeping the file shall give notice 1o the applicant
m woiting of the reasons that the disclosuce did
not take place within the peniod presanbed above
at the time of disdosure (V) The applicant may
consider that it has been deceded the informanion
shall not be disddosed of disclosute, ete, 15 nol
made within the penod prescnbed in subsection
(1) (or, m case notice has been goen of intention
to extend the time peniod before disclosue, within
such a period)

Section 16— Handhing fee (1) The apphicant shall
pay a handhng fee under the pravisions of goveirn

ment ordinances (2) 1he applicant may apply for
the sending of the wntten disclosute provided for
in Secvion 13(3) by paying costsim addition to the
handling fee provided for i the preceding subsec

tion, except i such cases as provided for in gov

crnment ordimanies

Section §7-Amendment of processed informa
ttan (1) The head of the govermment mmstitutien
shall make an investigation 1o whalever extent s
necessaty to attam the put pose for keeping the fite
without delay and shall give nobce 10 the pesson
who filed the petition of the result of the ivest
gatof m woting, exduding cases where speas!
procedures are provided fos the amendment of
content, etc, ol the processed miotmanon con
cerned it other laws and regulations, when hie 1
cetves apeinonm whng for amendment, etc, af
the processed information by a person who had
disclosure under the provis,ons of Section 13(1)
(2) Any person who files a petition for amend
ment, elc, vader the proviaans of the preceding
snbsection but remams dissanshied with the no
tice under the same provisions may file a pention
to the head of the governmentimsnitution for are
view of the inveshigation (3) The provisions of
subsection (1) shall apply conespondingly to any
case i which a pentions 1s filed under the prov
sions of the preceding subsection

Section 18  Camnutment to government ot
nance Necessary matenal concermng the iems
mentioned 1o weting under the provisions of Sec
tion 13(1), Section 14(2), Sec tion 15(2) and subsec
ton (1) of the preceding section, any necessary
papers for the appheation for disdlosuse by a tegal
representative under the provisions of Section
13(2), any procedure necessary to identify the ap
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plicant to be the subgect of any processed infor-
matlon, and any other material necessary for the
application for disclosure, method of disclosure
and amendment of processed information shall
be provided for by govel nment ordinances

Section 19— Relation 1o other laws The provision
of the text of Section 13(1) shall not apply to all
o1 part of the processed information concerned

‘

when all or part of the contents of such processed
information s mentioned 1n any license, permit,
notice or other such papers as have already been
delivered to the person concerned, when all or
part of the processed information has been made
public or offered for public perusal, or when the
person concerned in the processed imformation
can apply to make all or part of the processed in-
formation known to him

Chapter 1V Miscellaneous Rules

Section 20- Complaint handimg 1he head of the
government anstitution shall make every effort in
the fast and proper handling of complants con-
cerning the use, offer or disclosure of proccesed
information and concermng petiions for the
amendment of the processed information and any
other complants concersmng the handlhing of the
processed information

Section 21~ Request for submission of matenials
and explanations The director general of the
MCA may make a request to the head of a govern.
ment institution for the submission of matenals
and explanations, when he finds it necessasy todo
0, concerming the operating practices snvolved in
the computer processing of personal information
at that government inststution,

Section 22 ~ Statement of the director general The
duector general of the MCA may advance an
opinion to the pnimie msmister or the head of any

government institution concermung the handling
~f personal infesmation processed by computers
kept by a government institution when he finds st
necessary in order to attain the purposes of this
act

Section 23— Delegation of power or matters The
head of an institution keeping a file may delcgate
power or matters provided for in Section 9(2), Sec-
tion (1), Section 13, Scction 14, Section 15(2)
and Section 17(1) to staff of the nsttution con-
cerned by provision of government ordinance.

Section 24~ Government ordinances In addition
to the provisions of this act matenal necessary for
the implementation of the act shall be provided
for by government ordinance.

Section 25— Penalty Any person whoobtains dis-
closure under the provisions of Section 13(3)
through false representation or other unjust
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means shall be hable to a correctional fine of not
more than JPY100,000,

Section 26— Responsibiity of local public body
Any local public body shall take every necessary
measure to secure the proper handling of personal
information, taking into consideration the na-
tional measures under the rule of the act, and
shall take steps to implement it when engaged in
the computerized processing of personal informa-
tion

Section 27— Responsibility of corporations hav-
ing special status Corporations having special
status shall take every necessary measure to secure
the proper handling of personalinformation, tak-
ing nto consideration the national measures
under the rule of the act, when engaged in the
computerized processing of personal informa-
tion

Supplementary Provisions

Date of enforcement This act shall be enforced
on the date fixed by government ordmance within
one year of its promulgation However, the provi-
sions of Chapter 111 and Section 23 (excluding the
provisions concerning Section 9(2) and Section
10(1}) shall be enforced on the date fixed by
government ordinance within two years of the
promulgation of the act.®




ANNEX 6: Guidelines on the Protection of Personal Data

for Financial Instaitutions (the Center for

Financial Industry Information System: FISC
{Tokyo, JAPAN), March 1987)
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I, Nature of the Guidelines
1. Basic points of view

(1) In recent years, rapid increases in the various applications of computers,
coupled with the progress in communications technology, which have made
possible the processing of a large amount of data within seconds, have con-
tributed greatly to the advancement of the information society.

In this context, however, there has been mounting concern about the poten-
tial dissemination and process of personal data without being noticed by the
data subject, or in other words, an infringent mf privacy. Accordingly, various

opinions requiring to study how to cope with the situation have been expressed

heretofore,

{2) It has become necessary to harmonize the handling and protection of per-
sonal data among countries because numerous data processing systems and
communication netwoi ks carrying various data across national frontiers have
been installed. The United States and the leading countries of Europe have
already taken some legislative or other measures on the protection of personal
data in accordance with the Recommendation by the Council of the OECD('”
{hereinafter referred to as ‘the OECD Guidelines’’) and the Convention of the

Council of Europe.(.z’ Thus Japan will also be urged to deal with the protection

of personal data appropriately.

(3} Taking the above into consideration, in March 1987 the FISC has made
up the guidelines on the protection of personal data for financial institutions{« )

based on the free will of financial institutions.
2. Effect of the Guidelines

The FISC was incorporated in 1984 as a nonprofit organization under the
imprimatur of the Ministry of Finance, It has been doing various activities such
as making and publishing guidelines, making researches, and others with emphasis
on computer systems and networks installed or connected to financial institutions

for its members including financial institutions, computer manutacturers and
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communication service providers.

The Guidelines were drawn up after deliberations at the Expert Committee
on Personal Data Protection of the FISC, which consists of experts representing
academia and members of the FISC such as banking institutions, insurance

companies, securities companies and credit card companies.

Financial institutions are indicating their intention to handle personal data
appropriately in accordance with these Gdidelines. In other words financial in-

stitutions are responding to the OECD Gujdelines.
(#) “financial institutions’” in these guidelines covers insurance companies

securities companies and credit card companies as well as financial institu-
tions in the strict sense.
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i1. Guidelines on the Protection of Personal Data for Financial Institutions

To ensure the protection of personal data, financial institutions should act
in accordance with the following guidelines with regard to automatic processing
of personal data. Hereafter ‘‘personal data refers to any information relating

to an identified or identifiable individual (“data subject’’).

1. Collection of Personal Data

{1) The collection of personal data should be {imited to the extent necessary to
conduct business as specified under laws and regulations concerning financial

institutions.

(2) Personal data should be obtained by lawful and fair means.

(3} In collecting personal data from a third party, financial institutions should
strive to avoid imparting unwarranted harm to anv interests of the data

subject worthy of protection,

[ Comments])
A) This section corresponds to the ‘‘Collection Limitation Principle’’ and the

“Purpose Speciticavon Principle’’ of the OECD Guidelines.

B) Personal data should be collected for specified purposes and only to the
extent necessary for the tulfilliment of those purposes. The business of financial
institutions in Japan 1s specified and its scope 1s strictly hinited by such laws and
regulations as the Banking Law, the Securities and Exchange Law, the Insurance
Business Law, etc. Therefore, the expression ‘‘to the extent necessary to conduct
business’’ will satisfy the principles mentioned above n the case of financial

institutions.

C) Itis necessary for financial institutions to handle personal data fairly and
lawfully. This requirement should be taken into full account especially in collect-

ing personal data.
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D) No problems arise in reference to personal data protection, when personal
data are collected directly from the data subject, as the data subject is aware of
the purpose of collection and discloses the personal data at his own discretion.
However, problems may arise when the personal data are collected from a third
party, as the data subject 1s usually unaware of the data collection. For this
reason, in collecting personal data from a third party, financial institutions should
make strong efforts to avoid imparting unwarranted harm to any personal inter-

ests of the data subject worthy of protection,

2.  Use and Disclosure of Personal Data

(1)} Use of personal data in financial institutions should, inprinciple, be limited
to the confines of business specified by laws and regulations concerning

financial institutions.

(2} Disclosure of personal data to third parties should be limited to those cases

where:

a) the disclosure 1s within the confines of business specified by laws and
regulations concerning financial institutions, or 1s requested to ensure
justifiable interests of the data recipients, and is not hkely to damage

justifiable interests of the data subject worthy of protection; or

b) the data subject consents to disclose the personal data to third parties;

or

¢} the requests for the disclosure are made for the public interest, includ-

ing requests under laws and regulations.

[Comments)
A) This section corresponds to the ‘*Use Limitation Principle” of the OECD

Guidelines.

B) As mentioned in the previous section on ““Collection of Personal Data’’, the
business of financial institutions 1s specified and the scope of business is strictly

himited. Therefore, financial institutions which use personal data only within the
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confines of their business are considered to meet the purport of the above-

mentioned principles.

C) Financial institutions often handle sensitive personal data such as credit
information, medical information, etc. The data transacted with financial institu-
tions are generally expected to be handled with delibération for the individual’s
sake. Therefore, financial institutions should make special efforts to protect the
personal data when they disclose sinch personal data to third parties. Moreover

personal data should not be disclosed to third parties except in cases described

below.

a) Financial institutions are able to disclose personal data to third parties
when the disclosure is within the confines of business and 1s not hikely to
damage justifiable interests of the data subject worthy of protection. They
are also able to disclose perso:dl data to third parties when the disclosure
ensures socially justifiable interests of data recipients, for instance, minimiz-
ing business nisks, and 15 not likely to harm justifiable interests of the data

subject worthy of protection,

However, 1n light of the public role of financial institutions and cus-
tomers’ reliance on them, it is requested that the disclosure should be made
with detiberation, for instance, only when ¢t 1s expected that the protection

of personal data concerned is certainly assured after thie disclosure.

b}  When the data subject consents to the disclosure, financial institutions
are entitled to disclose personal data 10 third parties. The consent of the data
subject s required 1n advance for the disclosure of personal credit informa-
tion to a credit bureay, imainly because of the greater possibility of the data

being widely used n the financial system.

c) {2)-c) mentioned above refers to cases where the request for disclosure
is made to financial institutions under the provisions of laws and regulations
authonizing a search warrant, inspections, etc and other cases where authori-

ties concerned determine that the disclosure is necessary for public interests,
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3. Proper Management of Personal Data

(1) Personal data should be kept accurate to the extent necessary for their
proposed use. The period of time that personal data is to be stored on file
should, in principle, be specified.

(2) Personal data should be protected by reasonable security safeguards against
such risks as unauthorized access, loss, destruction, modification, leakage,
etc.

(3) In the event that the processing of personal data is entrusted to a third party,
terms should be provided in the contract with regard to maintenance and

management of data including keeping confidentiality.

[Comments])
A) This section corresponds to the ‘“Data Quality Principle’’ and the “‘Security
Safeguards Principle’’ of the OECD Guidelines.

B) The use of inaccurate data concerning any individual is likely to have un-
desirable effects on the individual as a result of misrepresentation. Personal data
should be kept accurate to avaid such effects. Data, even if accurate at the time of
input, could become outdated at a later date. Therefore, personal data should be
kept up-to-date and accurate. There are, however, practical limits to keeping all
personal data accurate and up-to-date. Data revision might not always be neces-
sary, depending on the frequency of business transactions and use, etc. Accord-
ingly, financial institutions should endeavor to keep personal data accurate and

up-to-date to the extent necessary for the intented use.

C} Itis not only desirable to specify the period of ime for which data are stor-
ed on file to keep the data accurate and up-to-date, but is also effective for per-
sonal data protection because if the data are deleted at the expiration period, the

possibility of undesirable effects on the data subject can be reduced to that extent.

it is difficult to specify uniformly how long data should be retained on file

because of differences of business characeristics, data systems and others.
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Therefore, 1t 15 reasonable to leave this decision to the individual financial in-

stitutions.

D} In connection with keeping personal data accurate, when inaccurate data
are found and corrected, 1t 1s desirable to the data recipients to be notified the

correction, provided they can be reached.

E) Security measures to personal data are included in the computer system
security. Measures necessary for the protection of data are also given in detail in
“Computer Systems Secunity Guidelines for Financial |nstitu1ions”('3’ made by
the FISC in December 1985. These measures are established by the financial

institutions themselves as the guidelines for personal data protection.

F) When the processing of personal data is entrusted to a third party by finan-
cial institutions, maintenance and management of data measures should be taken
in order to prevent the third party from leaking data. In the event that the per-
sonal data processing i1s carried out entirely by the third party from imput to
maintenance and storage, it will be necessary to make an agreement of establish-

ing comprehensive security safeguards of data on the part of the third party.

4. Individual Participation

(1) Requests by the data subject backed by identification to gain access to his
personal dafa should be accepted as far as possibie, except in cases where

it 1s considered inappropriate to inform the subject of the content in light

of customary practices etc.

(2) Requests to correct errors in personal data, should be accepted without

delay.

[Comments)
A} This section corresponds to the “Openness Principle’' and the "Individual

Participation Principle’’ of the OECD Guidelines.

B) Financial Institutions should strive to keep data accurate and up-to-date. In
addition it is helpful for the data subject 1o have a means for checking accuracy of
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the data personatly when there are doubts about the data for some reason.

Incidentally, financial institutions provide their customers with such data,
on request, as deposit and loan balances and credit and debit transactions. Few
requests have been made for other data, However, upon request and proper
identification, financial institutions are prepared to furnish individuals with

data as far as possible,

C) As to data disclosure requested by the data subject, it is inappropriate to
disclose all the personal data relating to himself that financial institutions hold.

In light of the privacy of the general public and customary practices, itis
reasonable to withhold certain data such as individual evaluation and medical
history, which are not supposed to be disclosed to the data subject. In addition,
replying uniformly to all data requests would interrupt operations at financial
institutions. Unspecified requests, requests for a means of collecting data and
the records of data use and disclosure, etc. are considered unacceptable.

D) In the event that data are incorrect and a request for correction or deletion
is made, it should be accepted since it is difficult to specify when data should
be corrected or deleted. It is reasonable to say that the correction should be
made without delay.

When data are disclosed to a third party and the data subject makes a request
to furnish a notification of the correction to the party which has received in-
correct data, the notification should be made without delay, provided that the
party can be reached.

E) Financial institutions may impose a reasonable charge on a person who

requests data disclosure unless the request is to amend inaccurate data,

It is expected that an appropriate study should be made on charges for

disclosure to the data subject at individual financial institutions.
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NOTES

(*1) Recommendation of the Council Concerning Guidelines Governing the
Protection of Privacy and Transborder Flows of Personal Data, adopted on

September 23, 1980.

{*2) Convention for the Protection of Individuals with Regard to Automatic

Processing of Personal Data, adopted on September 17, 1980,

(*3) Computer System Security Guidelines for Financial Institutions consist of
228 items in all which are grouped under three board categories namely

physical security, hardware/software security and procedural security.

The main objectives of them are to prevent system failures caused by

natural or other disasters, hardware or software malfunctions and illegal

operations.
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FISC

The Center for Financial Industry Information Systems

Background

Aggressive implementation of Electronic Funds Transfer Services has been pro-
viding much better services for bank’s customers, and improving the efficiency of
banks in the last several years in Japan.

In addition, new issues are pointed out to be discussed in advance, in order to
avoid the expected confusion coming from the changing financial services.

The Center for Financial Industry Information System (FISC), organized in
November, 1984, by about 1000 financial institutions, associations, computer
makers and others, is established to research the new isues on EFT services, and
examine necessary measures for the appropriate approach to the sophisticated
network society in the future.

Role and Activities

1. Research and study of problems and issues on the electronic financial
information serfices.

2. Investigation of the financial information systems security.

Development and promotion of the financial information systems security

and the personal data protection.

Development and promotion of EDP audit.

Investigation of the feasibility of the co-operative financial services.

Introduction of the software products for electronic financial services.

N o o b

Organizing the conferences and the symposiums regarding the electronic

financial services.

o

Publishing journals and papers.

9. Other programs on electronic financial services.

16th Floor ARK Mori Building
12-32, 1 Chome, Akasaka, Minato-ku, Tokyo 107

Japan
Phona: 81-3-605-7711 162
Fax: 81-3-5689-5559
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