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ABSTRACT 

The purpose of this thesis is to clarify what the 

internatjonal regulatory techniques governing Transborder Data 

Flows (TDF) should be. This thesis deals mainly with the 

concept5 and implementation of rules relating to the protecti0n 

of pr l vacy and transborder f lows of persona] data, as adopted 

by two internat ional organizat ions, namel y the OECD and the 

Council of Europe. The focus of this study is on the influence 

of two instruments adopte:>d in 1980, (name:y the OECD Guidelines 

and the CoE Convention,) on the national data protection 

policies of the member states. A further section is devoted to 

reviewing their impact on Japanese public and private sectors. 

Employing the flndings arlsing frcm the activities of 

these two organizations, the concluding chapter links the 

theoretical anù empirical components of the study to Indicate 

certain conditions necessary for establishing an effective 

legal regime over a rapidly emerging fleld of telematics. 
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Le but de cette "thèse est de clarIfIer ce que devraIent 

être le~ technIques rêgulatrjces régIssant les flux 

transfrontières de données. La presen"te thèse traIte 

prIncipalement des concepts et de l'exécutIon des regle~ 

concernant la protectIon de la vie privée et ries flux 

transfrontières de données à caractére personnel, telles 

qu'adoptées par deux organisat Ions lnternat Ionales, êl saVOIr 

l'OCDE et le ConseIl de l'Europe (le Conseil). Cel tE' étude se 

focalIse sur l'influence de deux Instruments adoptés en 1980, a 

saVOIr les Recommandations de l'OCDE et la ConventIon du 

Consei 1, sur la polItique des Etats membres concernant la 

protectIon nationale des données. En outre une ~ectIon est 

consacrée a la revue de leur Impact sur les secteurs pl' l ve et 

publique Japonais. 

Enfin, en employant les constatations qUI ressortent des 

activités des deux organIsatIons préCItées, le chapItre 

concluant renoue Ips composantes théorIques et empIrIques de la 

présente étude afIn d'indIquer certaInes condItions nécessaIre5 

pour établir un régIme légal efficace relatIf à la télématIque, 

une dIsciplIne en rapIde croissance. 
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INTRODUCTIO~ . 

Ob]ect1ve, ~~CU5 ot t~1S Tnesls, and Method of Research 

It was 1n the spnere of protectIon of prlvacy and }J~rsOnd..l 

data*l tnat, the phenomenon that came to be l<nawn 

"Transborder Data Flows" (hereInafter TIJF) tlrst gave l'ISe to 

internatIonal concern. 

Responàlng ta thlS J S3ue, 17 September 19t1O, tHe 

Councll of Europe (nereInafter the CoE) adopted the ConventIon 

for tne ProtectIon of 1.ndlvlduals wIth Regard. ta Automatlc 

Processlng of Personal Data*2 (nereInafter the CoE Conv~nt IOn) . 

Yeti at almost the saffie tIme, .::lnother Intel'nclt 10nal 

organlzat Ion, tne Org.:mJ.za t Ion for ~conomlC Co-operat 10n ana 

Development (ùerelnafter the OECD), elgnteen ot whose member' 

sta tes a.l.SO be long to the CoE* 3 , ildopted an 1nst rumen t on t lie 

same subJec"t ; on 23 September 19liO. aaopl: ed t!1e 

Recommenaat Ion of the OECD CouncJ.l Concernlng GUldellnes 

Governlng the Pt'otectlon or P.clvacy and Transborder F'lows of 

Personal ~ata*4 (nerelnafter tne OECD GUldellnes), 

From these fact s, sorne quest Ions can be aSKed. 

1. Gl ven the over lap 1 n membershlp of the two orgdnlzat lC.Jns, 

why were two Instruments needed on tlJe same subJec t ) 

2. Are there any al f ferences between the two Instruments? 

3. Wnat lS tne slgnIflcance of the dlfrerence ln the forms 

of the two Instruments, namely tne recommendatlon and 

1 



the convent ion? 

AlI these questlOns wIll be approached along with the overall 

problem of what the lnternational regulatory techniques 

9 TDF 'oelng one of the rapidly E'merging field 0 f governln , 

telemat lcs*5, should be. The objectIve of this thesis is to 

find a solutIon ta thlS prablem. 

ThIS thesls deals malnly with the legal reglme relating ta 

the protectIon of privacy and transborder flows of personal 

data, because, to date, 15 t:his f .J.eld among aIl 

~DF-dSsoclated probJems whiçh provides the greatest quantity of 

mater] aIs for exami nat ion, at bot 11 internat lonal and nat lonal 

level. The tocus of thlS study lS on the influence of the OECD 

GUldelines and the CoE Convent ion on the nat lonal dat a 

protectIon pollcles of the member states. 

In the presentai" Ion, Cl.apter 1 takes a general Vlew of the 

issues Involvlng TDF, and deflnes the term "TDF" for the 

purpose of thl ':, 3tudy. Ghap:er t: an.:llyzE:s nat:ional laws and 

pollclas ccncernlng data protectIon, Wlth emphaSIs on the 

different approaches taken by the U.S. and Europe, at the time 

the OECD ana the CoE adopted thel!' respectIve .cules in 1980. 

Chapter 3 consists of a comparative examination of the measures 

taken by the the OECD and the CoE towards the harmonlzation of 

data protection laws. 1n Chapter 4, the achlevements of the 

two InternatIonal organizatlons are evaluated, and compared to 

the analysis reStllts Hl Chapter 2. A further section is 

f ... 2 



devated ta reviewlng theIr Impact on Japanese publlC and 

prIvate ::>ectors. F inally, employing the f lndings made ln the 

preceding chapters, Chapter 5 lInks the theoretical and 

empirical components of the study to IndJcate certain 

conditIons considered necessary for establlshing an effectIve 

legal regime over a rapidly emergIng field 0f telematics. 

3 



Foatnotes ta INTRODUCTION 

1"1 "personal data" means any ~nformatlon relating to an 

identlfled or IdentIfiable Jnd~Vldual (data subject) [the OECD 

Gtl.ldellnes para. l(b), the CoE ConventIon art. 2(a)1. 

*2 28 January 1981, E.T.S. No.108, reprInted in 20 I.L.M, 317. 

The text of the CoE ConventIon IS contained ln ANNEX 2 of this 

l.heSlS. 

*3 AustrIa, Belglum, Denmark, France, Federdl Republlc of 

Germany, Greece, Iceland, Ireland, ~~aly, Luxembourg, the 

Netherlands, Norway, ?ortugal, SpaIn, Sweden, Switzerland, 

Turkey, and the UnIted K~ngdom. Since ln May 1989 Finland 

acceded ta the Councll Gf Europe, as of AprIL 1990, nlneteen 

member states are overlapperl between the OECD and the CoE. 

*4 OECD, GUldellnes Governlllg the ProtectIon of Privacy and 

Transborder Flows of Personal Data (ParIs. OECD, 1981) at 7-12 

(herelnatter The OECD GuidellnesJ. The text oi the OECD 

GUIdellnes lS contalned in ANNEX 1 of thlS thesis. 

*5 "Telemat ICS" means the phenomenon wlllch is the resul t of 

the merger of telecommunlcatlons and lnformatlcs, I.e. the 

study and/or the phenomenon of how dat~ ~re processed and 

transmItted through dlgltal-processlng equipment. See FIgure 1 

[reproduced from. K.? Sauvant, lnternatI0nal Transactions JO 

Servlc~'s' The PolltlCS of Transborder Data Flows (Boulder, 

Cola.: Westview Press, 1986) at 6]. See also C:hapter 1 [sec. 

1.2.1~ of thls thesls. 
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Flllue 1. Telecommunk.tlona. lnformatlCl. telel1lltlCl. .nd IDF 

Country A 
~---

In(ormatlc. 

• Data proce •• ln, 
• Software 
• Data base. 
o Telecom. service. 

InCormatic. 

Country B 
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CIIJ\P'l'F:H 1. 

Transborder DatR Flows' 

An Overview 0f the Issues Involved 

1.1 Oef~nlIlg the Term "TDF" 

1.1.1 Orlçjln of the Term "TUF" 

The orlgin of the term "TDF" can be traced back ta a 

seminal' on prlvacy protect10n held in June 1974 by the DECD. 

There the term was used at an International levei for the first 

t] me. And ln thE> SemInal', the posslblllty of danger was 

po ~ nt ed out, th,qt natIonal data protection laws would be 

(' i rcuruven ten If r:lata concernlng l ts nat Ionals were trans fered 

ilnd held ln computers located in other countries havlng data 

protect lon laws wlth lpruent standarùs or none at all*l. 

fUle€' '~hen, the expression TDF has been glven a variety of 

d~tlnjtluns by pollcy-makers wlthln the priva"te sec1:ors and the 

;le adent 1 (' world lr ? . 

lI e l cc trOIJlC movemC'nt 

dl scusses "units of 

For examp le, w. FI shrutln 

of data between countrles*3". 

speaks of 

E. Novotny 

informatIon coded e]ectronlcally for 

processi ng by one or more dlgi ta] computers wl1lch transfer or 

process the Information ln more than one natlon-state*4". Pool 

and Soloml)n reter ta 

telecommunlca~10ns nptwork$ . 

6 

"computer 

rd] 19i tallzed 

cammunlcat lons, 

t ransm~ ssion 



enab[llng] VOlce and data trartlc ta be handled III il ~ln91(' 

mixed stream of data*5." 

For the purposes of l he OECO the tcrm 

"transborder f 10ws of persona l data" was àe fI ned 1 n prl~·<l0.raph 

(C) as "movl?menl:s of persollé.tl data <'lcross ndt IOIl<11 border';". 

On the other hand, in th~_CoE ConvpntloIl, attel' r1PflIlIIHJ 

"automatic proC'esslng". for the purposps of the Convcnt Ion, <1<., 

Including "the [oJlowlng oppratlons If carrled 0 11\ ln whole 01' 

ln part by ilutomated means. slorage of ctattl, Cé\l'rylnq out of 

logical and/or arlthmetlCrll operatIons on those data, theJr 

alteratIon, erasure, retrleval or dissemlnatJOn" lart. 2(c)J. 

ArtIcle 12(1) provj~es· 

The folloWIOg prOVISIons shall apply to the transter 

across nat 10na1 lJorders, by wha t ever medl um , 

of personal datd undergolng automallC processiny or 

collected wlth il view ta the1r belng automatlcal1y 

processed. 

1.1.2 Defin~tiun of TDF Jn thlS The~ls 

However, the fo110\'l1ng two elements can be pOlntpd out etC; 

belng comman ta the varIOUS deflnltlons ot TOF. 

Flrstly, TOF 15 an ~nternatlondl phenoruenon baspd on 

7 



Il t (;' 1 cma t Je s" , w1'n ch lJroduct of the merger of 

telecommunicatlons and Iniormati("'~*6 . Ne] ther the DECD 

GUldellnes Ti.or the CoE Conven t J on deflnes strIctly the medium ----

of TDF or the means of data transmisslon, except to state that 

TDF Includes the transmIssion of data by satelllte*7 and 

phYSIcal transport of magnetIc tapes or discs*8. Secondly, ta 

be Identlfled as TDF, Its technical process has to be comprised 

of transmIssion, storage, and computatlon*9. 

Theretore, for the purpose of thls thesls, 1'DF '3hould be 

unùel''3tood as lia transnatlonal phenomenon of exchange of 

informat Ion whose transmISSIon, storage, computer-processing 

are undertaken by the merger of telecornmunlcations and 

ln t ormat lCS" 11: 1 0, 

1.2 Issues and Concerns 5urrounding TDF 

1.2.1 Understdnulng TDF ln the Context of 

the "Informatlon RevolutIon" 

The concept- of the "Informatlon soclety" is used almost 

universdlly t0 Identlfy the new socIal and economic enVlronment 

brought about by the new technologIes WhlCh have arlsen over 

t-he past two decades. Uptll recently, the socletles of the 

advanccci natlons largely revolved around the product J. on, 

dl st r 1 bu t ion, and consumpt Ion. of "goods". However, Slnce the 

8 



19G05, because ur the prclileratloll of computer!; ln ,-ldvancL'd 

societ~es dnd ~nnovatlou .ln llCW and hlgh technolngy ln reCf.'nt 

year5, the signiflcance of "lntormatJon" '11 human aC'tlvItH~s 

has been IncreasIng drnst: Ical LV. III ot her words, wlterea~i t hp 

proport~on of labor accountll1g fur the productIon ot "goütb lO 

has decreased greatly, the productIon, tral1~;fer, drl'l u~;e of 

"informatIon" IS fast becomlng the focu'3 of llfe and ',ocIPty. 

Moreover, because of Uns technologlcal InnuvatIoIl, mOvcrnf'nt!, 

of people, goods, serVIces, and money hpyond natIonal bordpr~, 

are lnteqrating rapldly. 

wlth is, therefore, not 

The prEsent sItua t l t'Il wc ;:)1'(" f accd 

an evo.1 ut] anarv one LJu t "orne t Il 1 nq 

entlrely new, namely the ".l.ntormat~on revolutlon". 

Under this Informat Jon revolut Ion, mdny 

institut Ions, natIonal and Internat~ona], 

rapid changes and maJ0l' sn~fts ln polJey. 

can not adapt ta 

1 he m,lI n l'easoll f 0 1" 

ttus Ins1-1tutional JnabIllty orlglnates from a concept that the 

informatIon revolut Ion CUllSlstS of The 

C"onveryenr.es arp occurrlng III at least three dIm~'nSJon:., Ildmely 

Hl corumu tll ea t Ions technoloqy <Jud Industry, condUl t jcontent 

law/economlcs and llatlonaljty/lntern~tJOndllty 1 n 

telecommunlcatlons polICy*ll. 

The traditlonal regulatory reglme goverrllllq InterTl'ltlcJnûl 

telecommunlcatlons, est ab Il shed by the Illternat H>nal 

TelecommunIcatIon UnIon (ITlJ), coordlnated national 

telecommunlcatlons systems and 1 nteÇ1ratcd thp.m lnto globdl 
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, 
l 

n"!tworks. Becau'3e ot a syntheslS c'f the legal and technical 

characterlstlcs, the reglme ha5 succeeded weIl ln avoldlug 

conf 11ct s al'151ng extraterrItorIal applicatIons of 

nat lonal laws. From an economlcal vlewpoint. It has preserved 

natIonal economle prerogatives on the baSlS of reclprocity, or 

mutual r<::cognltlon of terrItorIal C'':Hltrol Clver natIonal 

systems. However, E"mpr(]ence of telemat ICS, or the 

interdependence of ~elecommunlcations and informatlcs, wlth the 

prolIferatIon of InternatIonal networks, changed the sItuation 

ln a revolutl0nary manner. The convergence of conduIt and 

content tn communIcatIons technoJogy brlngs about the 

over]apPlng of the carrIers of <:onduH and the producers of 

content. TelecommunIcatIons networks gradually evolve from 

separate ones offerlng speclflc tele8ommunlcatlons serVIces, 

lnto ::nt'2grated ones, offet'lng every possIble 

telecommunlcatlons serVlce, I.e. "lntegrated serVIces digItal 

network" (ISDN). Along wlth the dcgree of internatlonallzatlon 

brought ~bout by International computer networks lnto::rnatlonal 

IntegratIon of IndustrIes and Industrlal operatIon:::. has 

1l1.creased. As a matter nt l,ntF.rnat lunal economles, soverelgn 

autonomy based on terrltorlallty is no longer superlor to other 

natIons' pollc1es of deregulatlon or prlvatlzatlon for the 

IndustrIes concerned. These trends lead to the convergences of 

law and economlCS, and natlonallty and Internationality in 

telecommunlcations pollCy. 

10 



Hence, when TDF lS consldered ln the context ot th0 

"InformatIon revolutlon", the concept::> 0 f convergencl" ~IIHi 

rapid-responslveness seem ta be essent laI ta a ct 1~:;CU~<:;10n on 

the legal rules concernlng TDF, The concept 0 f C,)\lVt:>l'qen('p 

requlres a new lntegrated l'egulatory Instrument w11.lch hd.~ 

traditlonally been separated lnto dIfferent categorIes, such as 

telecommunlcatlons iaw, 'Jf brOéH1Cd.st l119 1 datd 

protect Ion law. The concept of rap J à-respons 1 vene~s I1pcds a 

new r~gulatory Inst1tution wIthout the old rlg1d s~rurtures dnd 

perceptIons, WhlCh can deal adequately wlth changlng leQal 

requl rements. 

1.2.2 Emergence of "TDF Problems" 

In 1:h1S "JnfOrmatIon SUcIety" , Infol'matlon Itself, rdther 

than physIcal resources, come "ta possess a qrc">a-ter ecanOlfilC 

value, especially in the sontext of 1 nternat lonal buslness 

transactIons. Th€re:fore, the advantages galned from Jrlc.rea':>l-'d 

quantlty of data s+ored. T'l'nm lmol'oved pr0cesslng t"-Jchnology, 

and from enhanced data usage, WJll largely declde WhlCh playrrs 

on the InternatIonal scene WJll galn predomInance. J n the 

latter half of thE'! 1970s, thlS predomInance sepmed to be taken 

by the Unlted States, glven the U.S. 's dominatIon ln both th!! 

software and hardware markets and ) ntr-:'rnat Jona 1 

serv lces* 12. 

11 



Recognlzlng -+.:he U.S 's predomInance as threat to 

natlona] autonomy, other developed Western natIons began to 

reVJew theIr pollcles concernlng telematlCs. Sweden, for 

example, fearIng greatly the vulnerabIllt:y of ItS SOcIety due 

to l T S J nablll t y to control or prot ect data concernl ng I t s 

nat tonals stored ln ~orelgn st<"ltes, sought to estabI1ish ItS 

Informat Ion sovereH]nty*13. COolntrles :.. 11:e Cal1ada*14 and 

France k ]5 Immedlately understaod TDF as an economlc Issue that 

has bath positIve and negatIve effects on the growlng Industry 

20ncerned and on natIonal deve]opment as a whole. Member 

countrles of the European Commul1lty (EC) considered themselves 

to he too small to deve]op the telematlcs potentlai wlthln the 

theIr own natIonal boundarles, and started to take Joint 

;::tctIOIl, IncludIng the bUIldIng of a reglonal network system 

"EURONET" , 1:1 nk thelr econoln::.es to Gompete more 

effec t lvely*16. FeelIng Insecure about l ts dependence on the 

u. S. data bases, Japan also '3t:arted sorne studJ.es*17 about the 

opportun Ity and pc t~nt laI of ét huge tE:lematJc~-:; marketplace and 

enhanced economlC growth arlslng therefrom, but It fai.led to 

provIde a comprehenSIve politlcal strategy for deallng wlth TDF 

per se. 

Follcwlng thIS perlod of reVIews, varIOUS states adopted 

IndIVld'.lal telematl('s pollcles, WhlCh, when exposed to market 

forces ln the InternatIonal teJecommunications sector, were 

sUbJected to a certaIn degree of competItIon of a DarwInian 

{ .. 12 



nature. Desplte thlS, three fields were St"Pll to be C"ommon to 

aIl these pleces of natlonal POllCIPS, name]y 

1. the protectIon of rlghts coneernlng prlvRcy and 

lntellectual property rlghts. 

2. the preservat Ion of nat 10nal sec ur l ty and 

cultural Identlty, 

3. the development of natIonal economy and 

telematics Industory. 

Because of TDF' '3 specIal character i st les of converqence 

ai1d rapld-change, wh lc:h hùve alrE:ady been observed abClve. 1 t 

may not be posslble ~o draw dIstInct Jlnes of demarcatlon amonq 

various dlfflculties arislng f-.:om TDF. Thus l t would be hard 

to descrIbe every slngle Issue of TDP problems separately, Bueh 

as privacy protectlon, computer crIme and traud, llablllty tOI' 

1055 and error ln d::lta trr.tnsmlsSlon, applIcable law/ 

intellectual property r~ghts on software and data bases, 

authentlcatlon and eVldential value of conlputer records, .. :IT1d 

trade secret. 

However, we can at least recognl ze the term "TnF prob lem:::. 

" as applylny ta varlOUS confrontatIons arld contradletJOnS that 

the di f terences of nat ional polle l es and Inter est :::; r::oncer n) ng 

TDF brought about. l'herefore, what aIl TOF prat lems h.::1ve ln 

common lS that an Issue lS caused by a confrontat Ion betwef-!H 

two competlng forces, I.e. regulatlng and de-regulatlng TDF*18. 
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'fa e 1. 
Overview of national and international bodies dealing with different TOF aspects 

G~n~'II'IISp~CIS Nllllon,1 '"lt!lnOIlOI/III 

----
Tecllnlcal Post and telecommunlcation authoritlCs 

National standard bodies 
Hardware/software producers 
National trllde facilitation bodieS 

International TelecommunicallOn Union IITUI 
Consultative Commltlee on Telephone end Telegraph (GCITn 
International OrganiZi!llon for Stondardlzation (1501 
International Elcctrotechnlcal Commission IIECI 
United NatIOns Economic Commission for Europe IECEI 

-----------------------------------------------------------------
, pOlltical' 

cultural 

SClcnlltic' 
educlltlonal 

[conomie' 
tlade pollcy 

Departments of forergn affans 
Oepartment 01 education 
RadiO and televislon luthorities 

Dep.rtments of education 
Scientllic advisory bodies in many dlfferent 

fields 

United NallOns General Assembly IUNGAI 
United Nations Economic and SOCial Council (EC050C) 
United Nations Educatlonal. SClenllflc end Cultural Organ/zation IUNESCOI 
Intergovernmental Bureau for Informetlcs (IBII 

United Nations General Assembly IUNGAI 
UN Economic and Social Councii (ECOSOC) 
UN Educational. SClentlflc end Cultural Organ/zalion IUNESCO) 
World Health Organizatlon IWHOI 
Internallonal Labour Ollice IIlOI 
Food and Ag"culture OrganizallOI1 of the United Nations IFAO) 
Intergovcrnmcntal Bureau for Inlo""atics IIBII 

-----------_._------- --------
Dopnrlments of loroll/n offo"s. tlnde. II1dustry. Organrzotion lor Economic Cooperation and Oovelopment (OECOI 

commerce, etc General Aqrecment on Taroffs and Trade IGATTI 
Hardwara/soflware producers United Nations Centre on Transnational Corporallons (UNCTC) 

InternatIonal Chamber of Commerce 

--------------------------------------------------------------------------------------
Protection 01 
pllvacy 

Oeve'oplng 
country 
,"1",ests 

Environmelllai 
problems 

legal 
problems 

Trade data 
inrerchange 

Oepartments of foreign oflalls. IlIstlce 
Data Commlssioners' olllces 
Advisory bodies in many fields 

Oopartments of forelgn affairs 
Agencies for development aid 
Oepartmen1s of tmde/commerce 
Advisorv bodies in dillerent fields 

Oepartments of forelgn Iffalrs 
Departments of environment 
SClentlhc bodies in many fields 

Oopllrlments of foroign affairs. Justrce. 
commerce. transport. rusloms 

51alisticllofflces 
PTT, 
Patent olhces 
Banks 
National trade faclhtatlon bodies 

National trade facilitation bodies 
Oepartnrents of forelgn allall5. tlansport 
Customs IIdmlnlstratlons 
StatlSllcalofflce .. 
NatIonal trade, transport. forwardon9. 

msurance and payments orgamzallons 

Organllation for Economic Cooporatlon and Oevelopment (OECOI 
Councii of [urope (CoEI 
International Chamber of Commerce (leCI 
Annual meetings of DaIa Commlssloner!. 

United Nations General Assemhly IUNGAI 
UN Economlc and SOCial CounclllECOSOCI 
UN Centre 'ln Transnational Corporations fUNCTCI 
Unrted Nations Developmenl Programme (UNOPI 
InlermJllonal Te'ecommunlcatlon Union (lTUI 
UN Educallunal. SClenlllle and Cultural Org''IOfz.1Iion (UNESCO) 
Intcrgovernmontal Bureau lor Informall~S (IBII 
Organ/zallon for Economie Coopera lion and Oevcloprnent 10ECOI 

United Nations Genera' Assernbly (UNGAI 
UN Economie and SOCial Counell (ECOSOCI 
UN Envrronment Programme IUNEPI 
UN Development Programme IUNDPI 
Oroanizatlon for Econonllc Cooperation and Developmellt IOECO) 

------------------ --- ---
United Nations Commission on Intellllltionai Trado Law (UNCITRAU 
Orgnnizlltion for Economic Coopprollol1 end Oevolopment IOECO) 
Councll 01 Europo (CoEI 
Intornotional CIVil Aviation Organlzation /lCAOI 
International A" Transport Assoclallon IIATAI 
International Union of Rar1ways (UIC) 
Inlernational Rail Transport Commillee ICITI 
Central Ollice lor Internallonal Rallway Transport IOCTII 
.International Road Transport Union IIRU) 
Inter90vernmental Marrtlme Consultative Organization /lMCOI 
Inter'iationai Chambel 01 ShlPPln9 IICS) 
UN Economie CommiSSion for Europe IECEI 
Customs Cooperation Councii ICCCI 
International Chamber 01 Commerce IICCI 
Unlversal Postal Unron (UPUI 
'nternatlonal Telecommunlc.allon Union IITUI 
World Intellectual Property Organlzatlon (WIPOI 

UN Economlc Commission lor Europe (ECE) 
UN Conlerence on Trade and Development (UNCTAOI 
Customs Cooperation Councii ICCCI 
Intematlonaluade. transport. forwardIOg. inSU rance and pavmcnts organizatlons 

-----.---------------------------------------
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CHAPTER Î... 

Data ProtectIon: Laws and National Po1icles 

2.1 Data Pro~ectlo~ Laws 

2.1.1 Emergence of the NotIon of "Data PrIvacy" 

Al though sensItIve personal informatIon constllutcs 

somethi ng less lhan 10% o t l'OF"" l . concern,> over pl' 1 vacy 

protection gave rlse to the f1r5t internatIoIlcll dl!:,cU5'310n!i clnd 

legislatlon ln tnis field. 

In the 1960s, olong Yllth the sprcrld of modprn ~iCLentlf le 

and technical devlces developed Western stéltes b('~FHl tu be 

faced wi th the possIble danger~ of encroachment on humaTl r 19ht ~> 

by the use Qf computers for processlng personal InfOl'roalloll. 

Once oersonal data fIles ...ire ~llpUt Into ~omput~r data ba~)e!> Hl 

machlne-readable forlll, together wlth the q J oha 1 

proll ferai Ion of computer faCIllties, the danger of tilt' 

compilatIon and IDlsuse of prlvate Informclllcn lrlcrp.a~;pd ]n parl 

because of the dlfflculty of monjtorIng such processe~. 

Indeed. the 

rather confuslng 

legal concept 

and somewhat 

of pl' Ivacy 

compllcated 

has alway', bef'n d 

one. 

an attempt has been m::lrle to dE'flne the crlIlcepts of prJvacy <IBO 

data protectjon, WhlCh themselves are the ~uccPs5ful rpsult of 

an attempt ta give a concrete forru lo the abstract Ilot 1011 of d 
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! , "rIqht ta be let alone"*2. In th:! s context, the concept of 

prlvacy overlaps extensively Wl th the concept of data 

protect ion. P. Sieghart of the United Kingdom 's Data 

Protect" lon CommIssion defines 1-he term "prlvacy" as "the cla:!m 

ot the Indl vldual ta declde for himse] f who shall know what 

about hIm, and what use they shall be ent i t lerl to make of that 

knowledqe" k 3. Expla] nIng ln more concrete Dlanner, Professor 

FrOSlnl, On~versity of Rome, ment ions the term "r j ght ta 

prlv3cy" i'lS follows: 

There no longer ex] st s the freedom ta refuse publlC 

Informat ion concenllng pCl'tional data, but rather 

the freedom resides in the abIlI ty ta control the use 

made of personal data lIlserted ln a computer program. 

Wl1at now eXIsts mlght he t~rrued habeas data, and 

corresponds to t he ant lque habeas corpus. Theretore, 

the l'1gh t of access tü data banks, the r ight ta check 

the i r exactness. the r Ight to br i ng them u{::-to-date and 

ta carree t 1_hem, the r J(Jht to the secrecy of sensi t ive 

data, the rlglrc ta authorlse the::.r dlssemlnatlon: 

aIl these rlJ~l!ts together today constitute 

20 



2.1.2 1."Unc.dJ11en '-cu ~'-ed1:Ul"eS ot Jai:a I:-'roteC1: Ion LdWS 

Based on "'.::ldS new concepi: of prlvacy, Slnct:c tllE' uegll1ll1l1g 

of -cne ~9'lOs, several Zuropean s'tates 

protect~on .l.eg.lSlatlon ma!<':lng J.1: compU.l.sory 101' tile pUO ... lé ,·lllU 

prlvate seCl:ors to provIde .((Jl' tlle Od1:a :;'ll0Ject wil0se <"ktta WdS 

collec"Ied, a forJu of "due proce::.s" :3upparted ay d serH~:3 ,)1 

regulatory mecnanlS1ns to lliSpeCT 1 reqlste.c and l'eVleW llat.:..t 

bases cOIltal nlng fJel'sonal Intormatlon. Al tJ10ugh Clat a 

protect~on :;'eglslatlon Qltfel's aluong ~tates, taey aU CUlltaJ.ll 

certaIn ·oaSlc provISIons. These a ... ·e 

1. condItIons on cata processlng ln ootn the publIC 

and prIva;: e sect ors , l nC1UQl ng. 

- 1~mIta1:1()nS on the !"::Inas of personal data collectf.:'Q, 

- constant re-eva]uat Ion of -:"ne re.leV-ll1c:y, accuracy. 

and ·:cmpleteness ct tnl:' stored da1a, 

- speCIfIcatIon of the purpose for wlllch tne a.ata 

w~:.. .... be used; 

- guarantee of ua ..... a seCU!'lty, Hl "(He fardl 01 technll .. dl 

and orgc.tlljZa.: lonal 8a1t.ty nleasures. 

2. t h.e r Igùt s of data silbJect s wlth regaro 1·0 

the keepers or :t'Iles, lncludlng' 

the rlght 1:0 oe In!urmed. that sucn àatd fldS oeell 

processed; 

tile l'lgnt to have deleted or cor.c~·cted 
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Illegally processed or ~ncorrect data, 

- the right to safegu~rds aqai~lst w1authorized access, 

lncluding a right ta compènsation for damaqe 

caused by vIolatIons of prlvacy. 

3. surveIllance of data processlng by a publIC 

data-protectIon aqency*5 

A further basic fE::ature of data protection laws is 

"prov l slonal i ty" . l t appears ln the amendment 5 which have been 

made frequently to data protectIon laws and in the so-cal1ed 

"sunset provisions" of these laws, ill order ta adapt to the 

rapld changes ln technology and conditIons surrounding TDF*6. 

2.2 Different LegIslative Approaches 

to Data Protection: 19ï3-1980 

2.2. 1 Amer ican "Bottom -Up" Approach and 

European "Top-Dawn" Approach 

Despite aIl these common points, with the growth of 

l. nterna t ional data commUn.lCatlon networks, dl. fferences in 

national data pro1:ectlon law3 have nevertheless arisen and 

become causes of potentlal Internat ional disputes. In 

partIcular, a noticeable dlfference ln approach arase during 

the 19705 between the European laws governing privacy 

protection and those of the U.S.*7. 

( 
• 
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The approac h t aken uy the T]. S. in t- hl s pel' 1 on m"ly 1"1' 

called the "bottom-up" approach, whereby tht=' Hllt latlvP tOI' 

regulatlon of TDF 15 eschewed by government and o:.'l"\trusted l (' 

prlvate data users. The fundamental feature nf thls appl'()"l('h, 

WhlCh draws heavi Iy on the concepts of "freedom of spf~pch" and 

the "freedom of the market", 15 that data users, tn~f> trom 

governmental Interference and armed wlth market Int.)rmat 1011, 

choose approprlate standards of data protectIon, .me! ln the due 

course of tlme companles provldIllg standards not acceptable tu 

the market wIll eventualJy dIe out ln an eV0lutlonary-Jlk0 

struggJe for sUfvJval. 

In contrast to thl::;, European states, JnSlst1l1ÇJ t)11 tlK' 

supreme importance of ~he p~otectl0n ot personal nrlvacy, 

decided that an lnternatlonal regulatory body ot some 10rm was 

needed ta that end l:>efore any plan to allow the frAC Flow ot 

personal data could be adopted. However, untIl S1le h d 

preventIve struc~ure 15 ~stabl1shed, Measures Implementlnq datd 

protection laws under the European CIVIl law approach, dS wlll 

be referred to later, must be taken by each r~si)ec t J VA nat ion. 

The approach taken by the European states durl~g the 1970s may 

thus be expressed as the "top-down" approach, 111 other word~>, 

where the Inltlatlve IS taken by pUb::'lC ddta-protectlon 

agencies*8. 

These two approaches are aiso affected by a !)i:iSj(' 

phJlosoph1cal dIvergence between commOfi Idw and CIVIl law. 

Most European laws reflect the CIVIl law tradItIon that It lS 



( preferable ta enact a law prl0r ta ~he begJnning af the 

sItuatIon WlllCh the law addresses. In addItIon, CIVIl law 

t"radIt::.on deflnes what allowed 

torblddlng anythlng ~hat 

.lnstead 

1S not 

of what 

speclfled as prohlblted, 

permlsslble. Tp common law countrles such as the tT.5., on the 

other hand, l aw i s usuall y formulated af1:er problems occur, and 

anythlng not expressly forbidden lS permltted*9. 

As a resul t, the U. S. ilas enacted pr i vacy protect ion Iaws 

on a sector-by-sector bas l S ( /1 sectoral approach 1/ ) *10, whIIe many 

European states have erlacted data protec~ Ion laws caverlng both 

publIC and pt' 1 vate sectors ("omni bus approach") * 11. 

Two further slglllflcant àifferences WhlCh may be regarded 

as potent la.:!. causes of internat ional dlsputes will be 

consldered ln more detail in the next sectIon. 

2.2.2 Dlffe~ences ln Approach ln TDF Legl~Jation 

as Potentlal Causes of International Disputes 

2.2.2.1 Differences ln ProvJsions Regulatinq TDF 

'l'he flrst natIonal European data protection law*12 was "Che 

5wedish Data Act of 1973*13. 

In the elaboratlon of tlîls Swedlsh Data Act. a part of 

general procedure of personal data protect Ion to require the 

data user ta obtain permISSlon for automatic processlng of 
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personal data. At thdt tl!llC, it ~1c1~ pOlnted 0Ut that Swcd(~~' 

personal data cou Id enter through Internat ional nI.' t wor'k~; 

another state where such data are exposcd to lowp!' lpvp\!, of 

protectIon (lfdata haven::;If), therebv potentliilJy ('ll'C"lImvPlltlnq 

the operation of the Swedlsh Act. 1 n 0 r d l' r t 0 ~I VOl li t h 1 J 

danger, a further prOVIsIon was passed whose suIf' nb.Jpct Wil'; 'n 

restrlct the transfer abroad of Swed8S' personal d..-lta. Tilt' 

sectIon Il of tl.e 19'1] SwedIsh Data Act provides as foll()w~.: 

If there is reason to bellpve that personal lnformation 

will be used for Alutomatlc] U[ataJ Plroces5lnq] abroad 

the InformatIon may De issu~d Gnly after permISSIon by 

the Data 1 nspect i on Board. Such perm1 ss i on mdy be cp ven 

only If there lS ground to bellcve that thc lssuance 

wIll not cause undue encroachment on prlvacy ... *14. 

Under this section, between 1974 and 1983, the \Jata 

Inspection Board refused to grant a permlSSIun ln th~ forro ut 

Ilcense for e1ght cases, WhlCh const-ltuted 2.b4?6 of aIl 

appllcat Ions made concernlng rnternatlonai data translf'rs, 

which tota!led 

dec ISlon, the 

approxlmately 300 cases*15. 

Board examIlles the flélt ure 

Whcn makl nq l t s 

of the (J0r'30Cld l 

informatIon, the reason for CO)lf~ctIng the data. th(~ attItudE' 

of the data subject towards the trallsfer, and the purposf' of 

the processl ng. An Important factor [or the dccl!:don of the 
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Board when qrant ing a llCf:'nCe also seems ta be the standard of 

data Pl"otectlOB ln the reclpientls state*16. For example, the 

Beard r'E' Jected the app l1cat ~Ort of the Swed 1 sh ~ubsidiary of 

SlPmens, a German mul t 1 nat Ional corporat ion, for the transfer 

of data to the personal InformatIon system at ~ ts headquarters 

ln MUlILCh ln 1974, because at that time West Germany had not 

yet adopted Its data protec.tion laws*17. 

Thl s sect Ion ] 1 of the SwedIsh Data Act became the model 

for sImllar provi~31ons in other European data protectIon laws 

subsequently enacted in the 1970s*18. 

2.2.2.2 Differences in provISIons concerning 

"Legal Persan" Privacy 

Although these data protectIon laws focused primarily on 

the protectIon of prIvacy of jndividuals, during the 19'10s, 

four European states, namely Austria, Demnark, Luxembourg and 

Norway* 19, brought "legal persons" Wl thin tl1e scope of their 

data protect ion laws. This means that corporat ions and other 

organizatlons or aS'50CIat1ons falling under this deflnition 

would recel ve slID11ar prlvacy proteetion as would 

.lndlvIduals*20. The major ]ust1flcatlon 

laws 1 app llcat Ion to legal persan was 

for the extension of 

that in these four 

count rIes, 

Thus 1 f 

smoll enterpr ~ ses played an Important economic role. 

an Indivldual carrled on a business as a sole 
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proprietor, tnen his/her personal InformatIon, L"'.q. crc'dlt 

informat ion, was accessibJ e ln a company'g tile~)*21. 

an lndlvldual should not lose hi~>/ll!'!r right tl) fH'lVdC'l by 

simple reason of act ing as a one-man bus lness, II was npCPSSill'Y 

to formulate a flexIble legal framework to protect the sole 

proprletor's privacy. 

It was reported that wl1l1e corporat 10ns ln these four 

countries generally accepted their leglslatlons, t hey al ~w 

assumed that "strategIc compétny files [would] be exempt from 

the law on a case-by-case baS1S through arrangements wlth the 

[nat lonal] data aU1:hOrltles"'il22. If such fIles wpre not 

excluded, the leglslation would t~en enable a company ta dC~0S~ 

data regarding itself held by ItS competitor, ulld('r the pretpxt 

of exercising it5 rlght to prIvacy protectlon, I.e. checkl[\(] 

the accuracy of such lnformatlon. Thl& exerCIse of the 

com:rany' s r1ght would const 1 tute a legallS€~d torm of 

"industrIal esp i onage" , allowing the company tu gaIn a 

potential competitlve advantage*23. 

2.3 Need for International Adjustment of 

Conflictlng NatIonal Policies 

By IIlC'ludIng "legal persan" as a datil subject ln nilt iOT1<l! 

data protectIon laws under the prete'tt of "prIvacy p r otectJ0J1", 

trade secrets in the form of "busslness (corporat Ion) data" 
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would he protected. but w.lthout any propel' Internat ional 

standards. Moreover. wlth the combinatJon of provIsions 

concernlng TUF regu.ldt ion and those concernlng "legal person" 

prlvacy protectIon. it c.::..n be seen that the data protection 

lrtwS are used for objec'tlves other than those specified in the> 

laws t hemse 1 ves, for example, as non-taritt barriers ta the 

lnternat !onal trade in SerV1CE'S 

Thercfore, at the end of the 1970s, the U.S., whose 

1eàeraJ pl' J. VâCy protect Ion laws provlded measurE'~ concp.rni ng 

ne! t her l'Di" regu lat ion Ilor ., legal pernon" pr i var;y , began ta 

denounct= the eXIstence of these two pr'Jvlsians as unfal!" trade 

barrlersJ<74. TIll G Vlp.wpolnt of the U, S. has a cnncrete ferro ln 

law. 1"01' eXé:lIl:.ple, SectIon 305(a)(1) of the 1984 Trade and 

Tanff Act 1r25 amends SectIon 301 of the 1974 Trr.1de Act*26 ta 

seek te ob tain ma)umt;m freedom for internat ional trade and 

investment :ili hLgh technology products and related serVIces. 

It ,:,lcarty defln~s, but does not Ilmit, the followlng as 

barriers l~ ~hc export of U.S. service& 

lUnder the group1ng ct] r~s~rictions on the operatlon of 

entC:'rprl~,es Hl foreJgn marketG. [ ... ] 

- d1!'ect or in'ill'Ect restr.ict:i.ons on the tt"ansfer of 

JniOrmatIon into, or out of. the l:ount.l'y or 

Instrumentallty cu~cprn~d, and 
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... 

- restr1ction~ on the use of data-processlnq faClllties 

withln or ou~slde of such country or InstrumentaLIly A21. 

Furl hermore , because the U.S. cour t scan l'pquesl the 

partIes 1.0 a calI ta produce documents located outsHie "thf' 

Tl.S. 1 even .lt riolng ~o would 'JIolate forelgn c1cÜd prolect IUIl 

laws WhlCh prohibJ+'p tnclr dlsclosUr'0, such exlr,llprrltorlal 

appllcation of U.S. ]urisdlctlon may give l'ISe to the prol.dems 

of choj ce of Jürlsd~ctIon, cholce ot ap(Jlicable 1 l'lW dnd 

recognition of forelgn judgments*28. 

Consequent l y , the~e dj f ferences ln ap!Jroach 1 n dames t Je 

data protection l.::t~IS became a potential caU3e ai llüernatlonal 

.;onO iet as weIl as the tears thélt possIble vIolat Ions of 

personal privacy protection m'ght nCCUl' through TDfr', rlnd tht::' 

fears that an International t'pgu]atjoll of transborder t leMS nt 

per30na] <lat a might be used tor other l'est r .let 1 ve rll1rpOSt'>s. As 

a resul t, the two organJ zat ions ment loned above 1 Ham€' 1 y the 

OECD and the CoE, set about to h?lrmonize nat] ana 1 J dW~ wh 1 ch 

reflected conflicting natlonal pollcles regardlng TDF . 
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CHAPTER 3. 

Harmonizing Data ProtectIon Laws. 

Measures Taken by the OECD and the Councl] of Europe(CoE) 

3.1 Comparative Analysls of the OECD GUldellnes 

and the CoE Conventlon 

3.1.1 Prellminary Steps of the OECD and the CoE 

3.1.1.1 The OECD 

The OECD program fur TDF origlnated from compu tel' 

utIlIsation studles in the publIC sect or WhlCh began ln J96YA 1. 

Speclfic concern by var~ous pa-rt18s about TDF, followlng the 

introductlon of data protectIon laws, arase trom 1910. ln 

1971, a consultant's report was ~"eC'eIved on rllglta] lnfot"matJon 

and the nrivacy problem*2. :::n 1974, the ('ECO ~~pmInar on POllcy 

Issues ln Data Pl'otect Ion and Pr l vacy consldered the prob lems 

that mJght arIse from the enforcemen t of r]omec; llr: d<"it a 

protectlon laws on TDF~3. B~tween 1974 and 1977, the OECD Data 

Bank Panel anal yzed and studl ed the pl' l vacy 1 S'3ues, scelu ng to 

ldentify basIc rules of data protectIon élnd data 'JE'CUrlty. The 

Panel organlzed a symposium ln Vlenna in 1977. F'ollowlnq thlS 

symposIum, It was percelved 1:hat the problem of the protectJon 

of personal data mlght requlre a more effective oryanlzatlonaJ 
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l framework wlthln tne OECD. As a result, the existlng two 

subordlnate organs under the Commlttee for SClentlfic and 

Technologir.al Policy, I.e. the InformatIon Policy Group (set up 

ln 1965) and the Computer UtllisatlOn Group (set up ln 1969) 

were merged ln 1977 l nto the Worklng Party on l nformat lon, 

Computer and Communicat lon PollCy (IeCp). The mandate of this 

Worklng Party on ICCP was a wIde one WhlCh encompassed 

SC lent 1 f le , techn IcaJ, economlC, socIal, cultural and legal 

Impact s 0 f Intormat Ion. COMputer and communicat Ions systems, 

since the Integrated approach of these matters was regarded 

necessary to tackle the nat lonal and ] nternat lonal aspects of 

thlS rapidly expandlng area WhlCh had important eeonomlC and 

SOC .laI consequences for member countr les 1 economles*4. Later 

ln AprIl 1982, taklng account of the ImportRnce of Its mandate, 

the Worklng Party on ICCP was ralsed to the Comml ttee on 

InformatIon, Computer and CommunIcatIon Policy. As a part of 

the major proJeet s of thl s Workl ng Party on IeCp, an ad hoc 

Inter-governmental Group of Experts on Transborder Data 

Barrlers and the Protection of Prlvacy was formally established 

ln 1978. The terms of reference of the Group of Experts were 

1. To develop guidelines on basIc rules governlng 

transborder flow and the protection of p~rsonal data 

and prlvacy ln order to facll1tate a harmonizatlon of 

nat lonal leglslat Ion, Wl thout precl11dlng 
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.' the establIshment of an InternatIonal conventIon 

at a later date; 

2. To investigate the legal and econamlC problems 

relatinq to the transborder flow of non-persona] data 

ln order to provide a basls for the development at 

guidellnes ln thlS area to take luta accouut 

the princIple of free flow of lnformatlon*5. 

The Group of Experts was lnstructed to carry out Its actlvltlCS 

in close co-operatIon and consultatIon wIth the CoE and thE:' Be, 

and to complete l ts work 0n the f Irst t erm of reference by 1 

July 1979. On 21 November 1979, the Group of Ex~erts presenterl 

draft GUIdelines and an Explanatory Memorandum to the Commlttcp 

for SClentiflc and ~echnologlcal P01IC~ of the 

FinalJy, the CauncIl Recommendatlon wItn the OECD GUldellnes 

was adopted and became applIcable on 23 September 1980. 

3.1.1.2 The CoE 

In 1968, the CoE's Parllamentary Assembly 

ConsultatIve Assembly) recommended the CaE's Commlttee 01 

Ministers ta study the possIble dangers of tncroétchmc->nt 011 

human rlghts posed by the use of modern sC' lp.nt If 1(' .,nd 

technical devlces*7. [n 1970, the Commlttee of Experts on Data 

ProtectIon reported to the Commlttee of MInlster~ ~hat, whereas 
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routIne CIVIl and crJmlnal legislation could efficiently check 

abuses of tE'ChnlCal devlces. the use of computers for 

processlng personal lnformatlon raised new and fundamentally 

dlfferent questlons requlrlng novel solutions. The Committee 

of Experts also reported that the mechanlsms and remedles 

offered by the European Human Rlghts Convention*8 provided 

Inadequate solutIons to such computer-reJated problems*9. 

On the basls of the conclusIons of the CommIttee of 

Expert s. the Comm.J. t tee of MIni sters dlrected an 

inter-governmental committee to draw up new legal rules on data 

protect Ion. These rules appeared j n two Resolutions of the 

Comml ttee of MInI sters r~commending that governments of member 

states 91 ve effect ln t hei r domest lC law to a number of basic 

princlples ta protect "the prlvacy of J:ldIViduals (physical 

persons) VI S-à-VI S e lectronIC data banks* 1 0 . 1/ In the Vlew of 

the conforml ty of member countrles' domest lC data protect Ion 

laws. howevE:r. 1 t se~med rle::nrable ta ccnvert -:he non-blnding 

recommendat.lons set out ln these two resolutions lnto binding 

proVISIons, J.E'. ln t:he form of a convention. Thus, in 1976. 

the CoE d:lrected the Comm.lttee of Experts to draw up an 

InternatIonal treaty, WOl'kIng ln close co-operatIon with the 

OECD. In May 1979, the Comm.lttee of Experts f.lnalized a draft 

treaty*11 and clrculated It to the governments of the member 

states for comment. F~nally, the CoE Convention was adopted ln 

17 September 1980 and opened for s 1 gnature by mE'mber states on 
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28 .January 198 l . 

3.1.2 Stance Taken by "--he OECD and the Cof:<: 

towards thpse GUldellnes and Conventl~D 

Concern about the socIal Imp llCél t ion~ of comput el' 

development t'Jas expresseci by !;)O1: h the OECD anù th(~ CnE i1S Cclt'! y 

as the elld of the 19605. Howevel' 1 the two oruan izat lonc:; 

emphas.lzeù dlffel'er\i: consideré'ltlon<J when they bt~qarL ln tcltkLe­

the growlng lnternatlonal aspects ot TDF 13511f'5. 

3.1.2. J The OECD 

Th~ nims of the OECD are ta ~ramote policlC5 dp51qned 

1. '1'0 achleve the hi ghe"3t ~ustai flable eClJllOln lC growt h and 

employment dnd a rislng st~nddrd of lIvIng in 

~ember countrips, whiJe malntal~lng flnanrial stablilty, 

and "thus ta cont!'J bute tu thf~ dcvelCJpmcnt of 

the world econumy .. 

'2. 1~o CC)lltl"lbute ta !'~OUll(J economlC eXpan~jlOn ln memtJt-'r 

a::. we II a~) D'Jn- member coun tries ln t he pl'oCe$~, (j t 

<:!conOIoic deve lnlJment ; 

3. To rontrlbute tu th,.~ E'z~ans]on of wur lri t l'dU" 

on d mulrJlateral, l1on·-d~~,GrJminat()rv U,l'":,]!:;, ln 
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arcorddn~e wlth intPrnat~onal obligations*12. 

Under these .-drus of the organJZatioll, aIl the acti.vities 

relatlnq t0 TDF undprtaken hy the OECD are intended to control 

the influence of telematlcs on the economies of l ts member 

5tates. Moreovcr, whlle recognJsin!] that its member states 

"have a common Jnter€'st ln protectlng privacy and indlvidual 

the OECD 5trives ta ensure the free fJow of 

l nforma"'1.on ::lttd t/) é:l vOId obst ac les to ln ternat IOllal t rade. 

Furthermore / aS secn ..ln thE' s~ccnd paragraph of i t'3 mandate, 

the Group ai Experts on Transborder Data Sarrlers and the 

Protectlon of Prlvacy ll<:lS dea~t with transhordpr flo\'ls of 

non-pprsonal data, alltlclpating "protectiollist challenges 

bpfore they becorne urgent*14" sjnc,,:, the year foJ.lowjng its 

est.:lbll':>hruent ln 1378. 

1.1.2.L The GoE 

T}lI~ euE, Whlr.h l~onsi sted of se·lE'nt€E:·n 1':uropean states in 

1968 wtJen it f j r~, t began extensive consideration of the 

qu('~.t'ion c:oncerrllli/J the connectlon octween technology and human 

l'lght·-:;, ha:; n01'1 exp.;mdE"d to jnclude twenty-two merubers, as of 

Aprll 1~90. lts purp(,lse 1':3 -the prumotlon of ~lreater European 

Ull1ty, wlth !3p.~Cldl empha~.1.::; on the rulp. of law and humaIt 

l'lghts. The Ir€U\bl.'r states cooperate ta this end bath at 
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" ir..ter-governmental and Int~r-parllamentarv levels*15. Recausl" 

The CoE's actlvitles on TDF derlved frolll the '-;tudy l'egal'ct1119 

the questIon of adèquate protectIon of the Ind1\ndual's l'loht 

of prIvacy vIs-à-vis modern S~lence and technoloay, the pl'lmary 

objective of 11:S actlv1tles concernlng TDF 1S on the Influencp 

of telematlcs on human rlghts. UG thus Lied 1 

excluslvely wlth personal data. 

3.1.3 Special Features of the Rules 

There lS in fr.tct 110 great dl f ference between the 

compositIon and contents ot the OECD Guidell ne!:~ and t- he CnE 

Convention. Both instr1lments recognlze the eXlstence ot two 

basic but competlng values ln the f~eld of persona1 data 

protectIon, :.e. the rrotect10n of ~rlvacy and lndlVJdual 

liberties and the advancement of the transborder fluws ot 

per sonal dat a . Ps a means of reconclllnq these pl' Inclples, 

bath instruments establlsh a set of fundamental prlllclples for 

the protection of ;:>l"lVacy at bath the rlatlonal cine! 

InternatIonal levels. and provlde mechanJsms for 'nu tual 

assistance and consultatIon to ensure the observance of thelr 

closely-resembling rules*16. The reason for t hl s resu l t Wi':tf, 

brought about by the fact that, durlng the dr~ttlng of ~he twu 

instruments, both worklng groups, I.e. the Group of Experts uf 

the OECD and the Comml ttee of Experts of the cor: ffialntalned 
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' .. TitIS fact, consequently, makes the cOlncidence of the 

adop~ Ions between the DECD GUJdelines and the CoE ConventIon 

0311 the more slgni f lcant . As Il ; ~. ..... ) presumed that, any 

dl f fet'en~~es observed between the two l nstruments may indicate 

the pOints ln dIspute that European states of the CoE and 

non-European <>tates of the OECD, above aIl the U.S., could not 

l'each accord on, by the t] me of the adopt lons of the two 

Instruments. 

3.1.3.1 The Legal Nature of tne Rules 

The most important differeuce between the two instruments, 

anà tllus !:.lI:::tvleen the respectIve rulea contained in them, lS 

t hat t.he euE. Convent lon l s a "con"tractual comml tment Il and is 

legally blndlng the cont ract Ing states, whereas the OECD 

GUldE·lIfies constltute an "advice", and ::het'efor~ have no such 

power ta blnd member states*ld. 

Act Uêl l J y, ln close co--operat- ion for draft ~ng data 

protect.l0n lllstrumpnts, It had been explored whether the CoE 

and the OECD could jOIntly sponsor the convocation of a 

dlpJOlnatic conference for the conclusion of an international 

couvent Ion. TIllS pro]ect was abandoned, bowever, when it 

became clear that the largest OECD member, the U.S. was not in 

ravour of "l blndlng instrument, partly because of the fear of 

sorne l\merlc~n mult Inatlollal corporatjons "that the cont inu:lty 
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or confidentlality of eXl~t]ng International nonl--!persona] 

data flows mlght he interruptpd*19". Th] s may be thE' rp\l!.>UTl 

why the OECD GUldelines show él tf'ndency tn emphaslzc clnd 

support voluntary self-regulatlon of prlvalf' data user'~), 

whether in the form of codes of conduct or othE'rW1Se, III 

observlIlg the basIc prlnclple of the protp.ctlon 01 prIVëlC'y and 

personal data [paras. 3 (al, 18, and 19J. 

ta WlllCh the U, s. 1 ,-
.;> 

not a party, requ:tres ')lgnJng states ta enact new or moddy 

eXlst Ing data prot PC~ 1011 ~aws larl:. 4 J to l t S 

spf:!cificatlons gUIded by the princlple uf reclproclty [art'". 

3(4) and (5)], and further to designate natJonai flu1h(Jr1tl(,~; to 

secure the domestlc ImplementatIon of Ils rules, pc;peclally 

those concernlng f(lrelgn resldenis ln thelr pur'sult of thf'll' 

prlvacy rights [arts. 14 ta 17], Moreover, no reservdtlons drp 

allowed -ro t:le CoE Couvent Ion [.lrt . 25] . \""h 1 let he or~CIJ 

Guidelules ref~r to the.'e same points for tht-! prolpct lon 01 

personal data, but i.n the f~l'rn of non- blIldlng recommt-~ndat HHl 

ïthe Recommendation paras.l and 3; the GUld(->llJles paras. 1~, 

19, and 21]. 

3.1.3.2 Rules Regulat ~ng TDF 

shail not· 



'-

[F]or the sole purpose oi the protection of privacy, 

prorllbit or subject te specIal au"thorlsatl.On 

tran5border f low of persona} data going to the terri tory 

of another Party. 

But il a1so provlCies two exemptIons ln th€' followlng two cases' 

J. Wher€' l.ts legisJatlon Inclndes speC'ific regulations 

{or certain categorle3 Qf data and the regulations of 

the reclp1ent state don't tJrovlde equal protection 

r ar (. 12 ( 3 ) (a) J • 

2. \~here the transfer i s intended ta reach the territory of 

il non-ctJnt ract I nq state through the Intel.'medlary of 

thp terrltory of af'other contracting state, in order 

tl) obtal n th€' advantages from. the usage of "data havens" 

[art. 12(3)(bl]. 

Under the~E e"><crup-t:ion clausF"s, It lS possible that where 

one pa!~~y, havlng ext(~nà€d appl icat ion of the CoE 

COllvent ::.on ta legal personu [art. 3(2)(b)], may legi t imate l y 

refuse thE' transiel' of dat.a ta recip~ent states WhlCh have not 

yet SIm 11 ar extension., by cldiming that the 

pl'otect:~on level of those states is not equlvalent to its own. 

Even wher'~ t hose !:'ec Ip lent slates have otherwlse campI ied wi th 

1:he prInclpJes of the CoE ConventIon, under artlcle 3 (5), they 

arp nut allowed ta Clalt1l the applIcation of the CoE ConventIon 

.. 
,1 
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• fi!'> on thlS point, 

As regards these t\'lO eXE'mpt ions to the rule of free TUF, 

paragraph 17 of the OECO Guidellnes Inùlcates 1he samt> pOlllt!.3, 

closely correspondlng to paragraphs 15 and 16. 

Ilowever 1 as ment ioned above, the OECO GU}.<!.e 11 ne~ pmphas 1 zr> 

more strongly and repeéttedly the importance of frC'c t low 'Jf 

infol:'matlon, thus the Councll of the OECO recognized lU th(' 

Preamble ot the Recommpndation of 23 ~eptemDer 1980. 

[T]hat, although natloné\l laws and pol1cles Inay d.1ffet', 

Member countrles have a common Interest ... in 

reconclling fundamental but competing values ~uch as 

privacy and the free flow of informatIon, 

that transborder flows of personill data cOlltrIbute ta 

EconomlC and socIal development, 

that domestlc legJslatlon concernlng prJvacy protectlon 

and transborder flows of personal data may hlnder such 

transborder flows. 

Then, paragraph 2 of the Recommendatlon suggests' 

That Member countrles endeavour ta remove or avold 

creat 1 ng 1 ln the name of pr 1 vacy pl'otec t Ion, un] '.lst ) f i ed 
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obstacles to transborder flows of personal data. 

l~urthermore, paragraph 18 of the OECO GuidelJ.nes suggests that 

states should avold: 

[D}eveloplng ldWS, pollcles ~nd practices in the name of 

the protection uf prlvacy and indivldual Ijberties, which 

would cr0ate obstacles ta transborder flows of persona] 

data that would exceed rcqulrements for such protectlon. 

Theretore, It may be assumed, as D. Cooper observes, that the 

real Intent Ion of the s1:atement of paragraphs 15, 16 and 17 of 

membel' Gauntrles, especially the U.S., receive in return for 

addpt lng domeSTlC laws t 1) !llE?,=t the deJ"llands of tlwi r 

dnta-tradlng pa.rtner3. Le. \!:Ul'opean countries, in order to 

3.1.3.3 Rulf=s cnncerIllng "LegaJ Person" Prlvacy 

Regardlng the data subJects 1 the OECO GU1deli nes canÏ ined ------------
thelr defJnlllOn to Indivlduals, and left te member states the 

ta~ks of ùrawing the divH1ing llne between personal and 

Ilon-'persollal data and of declding policles Wl th regard ta the 
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Il Ilegal person l pr i vacy" ] !:isue. The OECD exp la j ns the rp.:tson 

for this declsion as fo11owb: 

[T]he notIons ot Indlvldual integrlty and prlvacy dre 

in many respects partlcular and should not be lrealed 

in the same way as the ln-:e91'l ty of a qroup of pprson<" 

or corporate securlty and confldentlalItv. The I\(-'pds 

for protectIon are dlfferent and sa ~re the polIcy 

frameworks wlthln WhlCh solutIons have ta be formulatpd 

and Interests balan~ed against one another.~21 

However t 1 t was reported that ~;ome rnember~::; of tht=> Group 01 

Experts advocated "that the posslbjlity of exlendHlg lU~_<:>}:;_C}) 

GUIdel] nes j ta 18g<11 persans ( carpo [,::t tIans, a"soc lat lOriS) 

should be provlded for." ThIS suggestIon, though, dHi flol 

secure sufficieni support*22. 

On the othpr h;:md, dlthough legal persan';; cll'C nol Included 

ln t he mal. n body of the CoE Convent Ion, artIcle 3 (7) (b) 

prescribes that nat.lonal délta protectIon 1aws C;:}11 be f'xlcndl'd 

to information relatlng te 

rG]rùups or perc;ons, assocJ.atlons, foundatl0n!~, c;(JmpilIIH~5, 

corporat Ions and 3ny oUIer ~od les conSl st 1 ng (il l'f:'C t l Y or 

~ndIrectly of IndIvlduals, whether or not such bodle'":; 

possess legal p(~rSUnallty. 
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l t cont Inues by say ing that states WhlCh Incluàe such 

categorles Jn thelr data protectIon Jeglslation May then Invoke 

the rule of reciprocl ty Wl th regard to states who have not made 

such extenslons lart. 3(4)]. 

3. 1 .4 l mp lemen tat Ion Procedure 0 f the Rules 

3 1. 4 . 1 TIH" DECD 

As regat'ds th(~ national ImplementaClon of the prlnclples 

enumer'r.tted ln Parts Two and Three, the OECD GUIdelines advIses, 

ln Pi'lrt Four, that member states should "establlsh legal, 

admll11strat!vE' 'Jr other procedures or instItU1:10nS" [para. 19]. 

These measures inc lude the adopt ion of appropr iate domest ic 

leglslation (para. 19 (a) l ; euC"ouragement and support for 

self-regulatl0n, ln the form of codes of conduct or otherwise 

[para. 19(b)], whü~h 15 addressed "primarily ta common law 

countrles wher€ non-ley.1~lat:;.ve Implementat ion of [the OECD 

The Or~ClJ CounclJ Recommeildation of 73 September 1980 [the 

Rec,}mmendatlOn p;was. 3 and 4] and the .9ECD __ ~uidelines [paras. 

20 and 211 a]so mentIon wlrhout going i nto detêlll, the 

necesslty lit lllutual aS~ilstance and specifie procedures for 

consultatIon ël!l<.i co--opprdtl.On tar the appli.catlon of the OECD 

{' 
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.. - Guidellnes. For those purposes, ail ad hoc group hilS met gillce 

1981 nearly blenmally, \'dth éit-.:endance bV ùlmost all membl'r 

countrles. The ad hoc meet 1ngs for the follow-up of the m:CD 

Guidelines have been held lo date on four' occasions. !) 6 

October 1981, 10-11 March 1983; 25-26 June 1985, and, JO -11 MdV 

1988. For every ad hoc meet J ng, the OgCn ~)Pcret clt' 1 d t /1 CCI' 

DivlS1on*24, us~ng the rEJ'5uJ1s of questlonllél.lrf?S cnmpleled .mù 

ret.urned by memher states, prepares the synthesls rf'purt 01. t~H' 

app l icat i on of the OECD Gu~d€'l J nes wIllch 1S dl st r i bu tf~d t 0 t 11(> 

represent at 1 ves Dt membp[' stat.es al the meetIng. The 

questIonnaIres have sought, froIl1 the fIrst meel i IIg of 

essentially the followlng in:ormat Ion: 

1. Are comprehensivE' national data protect.lon laws 

currently jn force and, If c-.o, what js thclr form élnù 

scope? ln pdrt~cular, do they contcun the prll1clplf's 

of the OECD GUldelines?, --------

2. If no dat<=\ protectIon Itlws ~XISt 1:hen what proposaI!>. 

il' any, exjst ln the area and what is the llkcly ~lmp 

frame for the adoptIon of aJly su-;h pt'opt~sals'), 

3. The general exper lence of member count r ~ es W 1 l h 

data protect: jan laws, 

4. The ongoi ng raIe and re levance cf the ùECD (;u 1 de 11 ncs. 

and commen-rs on the likely tuture dJ.rectl0n to be tclken 

III this area A25. 

Wl th every '3urvev cOllducted by the OECD Secrf't dr \(lt 1 
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{ almost aIl member counlr.les have responded to the questionnaire 

and many 0 f t hem prO'Jlde mater ial ln addlt ion 1::0 that sought. by 

thp. questlonnaire*26. 11: 15 thus reasonable to pred.lct that, 

by thesp. follow--up meetings, the member states will obtain bath 

an excpllent IndIcation of the overall legislative trends, and 

othp.r Informat Ion galned from other lDembers 1 experiences in the 

f_lP]d of TDP. 

AIt hOl~gh the 1nstitutlonal tramework 15 dealt without 

g01[1g Illto detall, under the OECD GUldellnes, as wIll be 

referr{-~d to later, the fo1l0w-up mechanlsm ai ms to keep the 

rule::; for personal dat a protect i on adaptable to chang i ng 

env lronments and emerg Iny problems, by means of exchanging 

exp~'rlPnces gained ln member '31 ates from theH data protection 

Ipglslatloll and C011Crete problems vf nat 10nal and 

j nternat J onal nature. 

3 . 1 _ 4 . :2 Tt:e CoB 

For the CoE ConventIon, the key machlnery for 

.Implementatlon 1S the data protect ion leglslat Ion of the 

cOlltract l.ng states :HIlce the enactment of natIonal legislation 

standardlz1ng the prInc.lples of Chapters II and III i5 a 

COlldltlon for ratIfYlng the Ci)r~ Conven~.ion [art. 4]. 

Based on t:lllS conditIon, Chapters IV t'ind V of the CoE 

go~_v_~~~.!:._~_~l"! provlde for mutual aSSIstance and consultation among 
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the PartIes. Chapter IV treats mutual a~ ~stanc(-' ln ordpr to 

implement the CoE ConventIon and to aSS1!:.:t da ta <i\ü>J Pl' t s 

resident abroad in exerclsing the rlghts COnfl'l'rt'd by tlH'lt' 

domest.lC laws. Further, Chapter v provld€'s for t hl' 

establIshment of a Consu l ta t l'Te Commit tee. l\t't IC Lt, 

prescrIbes the function~) of the GonsultatlVl' '-:o!Omlttp.p él~; 

follows' 

1. To make proposaIs wltn ~ Vlew to facllitntinq or 

in accordance wIth article 21, 

3. 'l'o formulate l ts 0Pi nlon on any proposal for amendmenl 

of the CoE ConvenLlon Whlch 15 rp.[erreà ta 1 t 

in acc0Y'dance wlth 31'tlclp ?1 (3), 

4. To express, al the request of a cunt.rdct lTlg '3tate, 

an opInion on any questIon concernlng the él!=>P11C'.lt Ion 01 

the CoE COllventlOll. 

In accordance with artIcles 18 and 20, the Cnn~uJt-atlv" 

Gommi t tee Volas set IlfJ .l n June 1986, after t he en t l'y 1 fi l () 10ree 

of the CoE Conventlo~, by the represp.ntat l'leS of ,-jl1 t IVC' 

FI'ance, the FRG . 5paln <Jlld Swcdell. a J t hOllyh t"fI 

sent observers. 

rules or procedurf'. c.q. wOI"kHIC} ruetbods. vot HII..}, thf' role u f 
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( the chalrman and admIssion of observers*27. 

As of AprIl 1990, the Consultative Committee has met on 

three occaSIons. At 1ts tlllrd JneetIng ~n May 1989, the 

representatlves of e~ght ratIfylng countries, namely, the above 

lIve countrles plus AusTrla, Luxembourg, the UK, gathered and 

deaJt wlth, above aIl. the Issue of "equlvalent protection" ln 

the context of TDF*28. 

3.1.5 Present State of the Member Countries' 

Domestic Legislatlon 

The CoE Convention was adopted by aIl the partlclpants, 

although not aIl of them slgned It lmmediately. It mlght have 

been for t11P CoE memoer states ta conc lude a 

legall y-blndlng accord, because, compared to DE.CD members, a 

qreater proport lon of t hem already had establ ~ shed nat ional 

data protect lon laws that Drovlded an eXlst :;.ng basls on whlch 

"\ hf.:'Y could narrow the sc ope and set up st andards agreeable on 

data protectIon prlnClples. After the entry Into force of the 

CoE ConventIon ln October 1985, the Commlttee of Mlnlsters of 

the CoE May Invi te any country not a member of the CoE ta 

accede to the CoE Convent lon ~ art. 23 J . However, as of Aprll 

1990, ciny non-member country of the CoE, Includlng the U. s. 

WhlCh donllnates the Internat Jonal computer and 

telecOmmUl1lcat Ions market:s, dld not slgn the CoE Convention. 
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Thus, at thls tlllle, Tell of the twenty-two CùE C'ountrles havp 

rat i f led the CoE Convent lon, and a l'urther el ght l1\embel's hdVE' 

slgned but not as yet ratlfled It*29. 

As regards the OECD GUldelines, they wei'(=> not adoptf'd 

unanimously. When they were adopted ln S"=,,pt ember 1 ~)BO , 

elghteen of the twenty-four OECD member countrles vot ed [01' tilt' 

proposaI, while sn·: r::ountrles, namely Austrdlla, 

Iceland, Ireland, l'urkey and the U.K. absttuned, elther fol' 

substantIve reasons 01' because their governments had yet to 

establlsh natIonal data protectlo 11 pOllC'IE'Sk30. HowE:'ver, l'ly 

the t Ime of May 19B8 when 7.he fourt h ad hoC' meet l ng on t hl! 

follow-up of the OECO GUlde] ines was held, aJ l ffielllber state,::. 

had subscribed to the OECO GUIdellnes*31. 

In 1980 when Tne two Instruments were adopted, nJne 

countr ies had nat 1. onal data protect: 10.1 '::'c.ÇI1 slat Ion. Howevel' 

the n1!mber 0 f C'ountr ies Wl th dat a protect J on J aws gradua Il y 

increased. As of April 1990, el~,mteen 'Jf +::1e twenty-four OEeU 

member countr les have natIonal data orotectlon ldw::,; and 

thirteen of -t:hose COll.ntr 1 es have (j'Jer lapp l nq 

membershJp Wl th the CoE*32. 

3 ,., 
• L. LImItatIons ot a ComparatIve ExamlnatJOn al 

the EffectIveness of these Measures 

A.s men\: Ioned above, the .lega.l. nature 01 
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(. lS a recommendat~on or ~ n"Lerna"t ~ onaJ. 

organlza1:10n, anà aoe::; not .iegally 01no. 1ts member sta1:es'I'I'33. 

On tne O1:ner .'J.étno, "lCle CoE ConvenTlon 15 an accora. whlcn olnds 

ItS memoer sta"tes. .,joreover. .1 L l!:> not a "::;e.l. f-execu"C 1ng" 

trea"ty. 'l'uUS, a.::ter rat l fy 1ng the CoE \..,onvent: 10l~, ::..tates have 

ta ma.Ke tne necessary cùanges ta thelr aOntêst:1G laws to glve 

effect to "Che fun~dm~ntal pZlnclpJ.es of da~a prOtect1on set out 

ln 1 t l al' t. .', J • 

Howevel:', 11: .1.5 r.ot easy tfle degree or 

et fect 1 veness ° r ~l t :ler l nstrumen t S IlJlp.l y oy looking at the 

dlfferences ln "':nell' S,:f'u<...~ure and provIsl0ns, and aQove al:;' 

dlfference ln the~r resvectlve lega.l nature. 

Flrstly, It may not oe reasonable If we do not approve any 

etfectlveness or tl'le CL)::' Convent.l0I! dU!'lng the perlod tram 2<5 

January l i.:1li l, C'4e t...at e wli.en ..L t was ... lpenea for s19r ... ature, "ta l 

Oct:ober .9&::', tne aate when It entered 1nto lorce. One example 

of tl11s statement. 1::3 tne GK Dat.a ProtectJ.Ol1 J':,.C1: .Jf 1984*~4. i-.: 

lS reported thàt one of 1:he InaJor objec.;tlves of 

leg l S lat 10n Wé:tS L 0 avo 10 :t1 estr l('t i ons on ~~l1e t l'ans fer of data 

for storage ana processlng ln tne tJK, Jf ln case "'the O.K. hau 

not yet adoptea l ts data protect ion laws whose s-candaràs of 

data protectIon NIt.n the requJ..rements ot 1. tle CoE 

Convent l on'" 3~. 

SecondlY, nor can a. stralgnt fOl'warà compar Ison be made ot 

the fol..i.ow-up act:"VItJ.es I.IY -cne two oodJ..es. for the sImple 
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reason t:tldt, whel'eas t.le Consul"tatlve Cùmmlttee 01 tlle L.ur: 

ConventIon came Into suûS"tant1t1ve operat10n only ln l"ÎdY .:ltH~, 
; 

t 
! 

the OEC.o !lad a~ready ~le.1d four ad hoc 10 11.OW-UP meet 111Y:5 Ulhlt:l' 
, 

the OECD GUIClellnes ay t!len, and tne COll!)l.l1tatlve Comnllttee 01 

the CoE Cùnvent 10n nad not yet generated enougn mater l éll t 0 

allow adequate dnalysls. 

Thlrdly, It may be .l.m00ss1t>~e to uetermlne uy Just llOW 

much the appllcatlon of The cwo lnstrUments ha!::> oeeu d1tectpd 

by polltlcal ana eCOfiomlC factors, as already ùoservea ln 

competlng nat..Î.ondl pollC1es ln the fleld or TDF. 

Desplte "these llmltatlons, 1t can not be oenlca tllat, (1';:; 

WIll be examlned later, tHe OECD GUldellnes ao Idtlmdl(~ly 

functlon as a means or mak1ng the member sta1:es (alld other 

players .ln the tleld 01 'i.'DF, e.g. mU.ltlP..atl0nal elLLC'rplol~es) 

behave ln certa1n cent: l'al ~ea manlle!', n=:imely III a manller 

expected in thelr "not-enforceable" ru les. 

Taklng lnto account tnese 11ml"Cat Ions, '111:: Ih:!Xt cl1rlpler 

wi Il cont Hm ;:he Inl.J..uence of the 1:WO Instruments un t!H-> 

natIonal data prOTectIon pol~Cles of toe memoer states. 
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'} Time LJr.l.1tatl0n Prl:1c:Lple[(nc.t specifled ln 
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LegislatIon - Apr.J.l 1990}. 
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*31 In arder ta mdke the GEC!> operatIons more ilc-:xLl)lc, 

art icle 6 ( 2) 0 f ç0I!.Y~_~_":}~~ __ .-9Lt..1!_~_Q.,E:CJ~ t=,upr.§l. not t:' 121, 

provldes that a mcmber country may dhstalD from vot Ing. Jn 
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the decjsion or a recnillmendatlon. WhlCh becomes ilppllCdhl,. to 

tne other member cauntrlPS. For example, SIX member coun1rle~ 
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wnlch abst~lned from votlng for ~he adoption of the OECD 

Hecommendat lOn!1 Cf.Jncern .lng .!he:.....9ECD Gu..i.del Ines of ? 3 September 

1980, latp.r cldopted them respect Lvely dS fcl10WS' Aus~ralia, 10 

~cLembEr 1984, Cdnada, 29 June 1984; Ic~land, 28 October 1980; 

ireland, 1~ ,June 1986, TUl'key 21 January 1981, the Tl.K., 23 

~ep~ember 1181. The informatIon regardlng the date of adoption 

c1 tl~~_~~Cp ___ ~~ldelH,c~ was provlded during an In1:erv:!..ew ln June 

1gea wlth Mr. Muramatsu, Director for InternaTlonal PlannJng 

dnd Research, ~anagement and Co ordlnatlon Agency (MCA" 

(Jo)VerUIDent of .lapan, who ln t-urï. obtalned tlV? informat.lon trom 

tlll' OECD document rDSTI/ICCP/ëa.~i. because publH' rel'='33p. of 

àllcuments COl1Cf.::rn_l.Ilq ad hoc.: follow-up meet lllqs was in 

prlDClple rpstrlcted. 

/';11 '3ee ANNEK 4 of thil:> thesls [Stën·us of Ddt::. ProtectIon 

feg1s1atJon - A1Jl"11 19~OJ. 

*'~3 ~S!!!.ven_t2on of !!>~_OE~Q, supra, note 12, art. 5(b). 

-01".:14 q~ta_ Protectl.<?_~Ac~~~4 (:J.K.), 191)4. ~.15. 

,\,35 Roblnson, supra, CHAi-'TER 1 note 10 at 17 
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CHAPTEH 4, 

EvaluatIon of the A~hievpmpnt of 

the OECD ëind t-he CnE 1. 980--) 990 

4, 1 Adopt Ion of t hE' "Bot t mu-Up" Approach 

4,1.1 The Slmplifjcdtlon of Drlta Protectlon t"'ocpdun,L; 

RegardJ.ng l.he nd0pt Lon of tlH' "bo1 tom-up" êlPpr'oacll, t jus 

approach ln prorect Ion l' • .111 

obsE'rved in tne slrnj>Îli i c,ÜIOll ot da{:i1. prot.ectlOf1 pl'()(pcfllf'l'!> ln Il 

tOp-ÙO~ll" approach 101' reduclng the admlnl.-:~tf'a" Ive LJurdt'n. I\!> 

d rcsul t u[ tht prac t Ices surroundlnq app l j Cil t lOll" und('f' 

liccnsing or reg1stratlon systems .1 Tl t h t~ !'.::t [' l Y 1 q 'f (h 1 t 11(' 

Europe~n conntrles wltil thl~ tvpe of ~ystpm hdV., r-Jl'ddlldlly comp 

ta reallZE' thal ln rer.!.':lVlng .. lIlc! pJ·()\..:p~.SlnfJ 1 he dppl J{'<1t IOH (JI 

da~a users, lt ~V:lve l'l'3e to ~ larqe dnd cu<:::tly ddmJrII..,II'dtl<HI. 

Accordlngl,t 1 they ~lilV e der.: 1 deà t 0 t tH' 1 r 1 (""II " 1 il 1 1 VP 

.]mpha:3i~ frolI: ~;tr'!ct 211 t hor J sat jOli or l 1 Cf'Wi 1 rH) <;ys l pm 

notlfl':::rlt ]!Jn or regJ~tratJon. and C'vpn thE' 

AXIstlng notl[lcatlon/rE:.·qlstratloH system bas hPf:lJ amPlldpd Ir) 

adopt a '3 t r(,i'lTn l j Hec! appro~ch whlrh rpqulfP3 only 

"sensltlVE:" o t lJerson<l i Jùta 

'/~us, the '5E'\Tf!n EurOpCc1l1 I)ECD membf~r~-; ~ j wh lC:h had l'nac' pd dal;j 

protectIon Jegl$latton by 1987, r~<.3pOndLnq tu d qll(><.llorHldlrf' 
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seut 1 0 OI~C[) members for thE prepr:ar-atinn of the fourth ad hoc 

IDPel" Inq on rhe fl.)llow-up oi :the Q&CD Guidepnes, stated that 

!. hey haLl adopted simp Il f ied procedure of 

flot! f lc:at Joni reqlstrat 10n in arder to encourage full and 

complete i't[lpllcat Ions by the relevant USl"l":;. 

4 , 1. L Voluntdry Corporate Complirtnce wlth 

the OgeD GUldel.,nes and the CoE Convent Ion 

Be fore the adopt ion ot the DECD GUldc)lnes and the CoE 

~~0J.!.Y'!:"!!'~~~I}, the Ip.ading IDE'aSUre tor protl."'ctlnÇf personal data 

W3S the li\lpOSl t ion of data protect ion leg 1 s.! at jOli by publ j c 

dati't protf.:'ctJOP dyenc.es as .;ra "top-down" approach. However, 

aftpr 1980 and cspeclally (lver recent years, there has been 

of a "bottom--up" approach. Under this 

apprnach, systems of seli-regulatiün concernJng the pr'otectlùn 

Di perSr)H,lJ data hdve been sel: up in particular in countr.lE.'S 

wlthnut .:lnv "omnIbus" leY131ation. Thus, for example, ln the 

U .S., a numbpr of r~r'ote:':;SlonaJ groups and lndlwtrj -3.1 

.:1SS0C 1 al lOUS h..l'Je m!opL eri ('odes of et hlC'S wh ich Include 

provlS10ll5 for the protectIon of pE:3!'soual data t hese include 

,he I\merican fwleàlcal ASSOcIation r.ode of EthICS, the Amerlcan 

n.:lI" I\ssoclatiun Code of RUllCS, the Institutp. for CertificatIon 

or Computel' erofe~sjo'Hl!3 Cude ot Ethics. and sa on*2 . 

.. 
f 
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Fur-t:hermore, varlous COmpi-.inll~G and orqaIllzatlon~ .!Il tht~ 

OECD member countries voluntùrily ùdopted codes ut ('l1nduc-l 

which reflect the prlnClple"3 commonly contillIlpd ln the' m:cll 

Guidellnes and the CoE Conven t Ion. As of Mdrch 19R~\, lB/. 

corporatIons based ln the U.S. had arlopted or plannf'd to ,Idopt 

1 n December 19EH1, 1 hp 

CanadJan Secretary of State for External Atfalr~; wrolp to 

approximately 150 prlvdte Canad lan corporat Ion::; 

recommending the OECO GUl.delllies tu them and lIr~lll\q t hem t <.) 

de-velop and ImpJement prIvaey pr~teLllon 

thel'ewlth, and ln response to thlS recomnlf~ndat Ion, the Cdrltldlan 

Banker's AssociatIon Isslled a :nodpl pl·ivacy Gode Irl .JUI\(' 

1987*4. ln Japan, as wIll be reterred ta ]alpr {~pc. 4.3.~J. 

government encouragement of the use of lhe OECD GUldellnes us d 

model has led ta lhe pub11.l..:atlon by t'nanciaJ Jn;,lltullOflS ln 

Mareh 1987 ut a set of voluntdry qUldellnes for thf' prolectllHI 

of personal data*5. 

4. 1 . ~ Oevelopment. of l ntel'nat lonal Industry Rec()[ame/lda t 1 OH'~ 

Moreover, the development of lntel'tldt lonal 1 ndu!; l t·y 

recommendat Ions can aiso be observed. 'l'he International 1\1'· 

Transport Associallon (IATA) 1S the trdde t.i3Snclatloll of the 

world's scheàuled alrllnes alln is mdde 1.lp ClI ~,()me IbO dl r llllf~S 

from over 100 countl'les. Thus, t Ï1f' nu mbpl· of 
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lr~ lE'commurucat jans messages generated by IATA carrIers exceeds 

11 b j J lIon a year. Because of the growing magnItude of ItS 

tclsk, IATA has percelved the dlfflCUJtH~s of trying to meet the 

varlOllS standards ot data protection which prevall in Many of 

the countrles where IATA members operate. In order ta assist 

Its mcmhers having dlfflculties comp]Ylng with such varyIng 

glaudards of data protect.lon, lATA has recommended to lts 

mf'mbers the adopt lon ui the procedures set out ln a document 

en t 1 t lI:'cl "f'rotpct ion of PI' l VilCy and Transborder Data Flows of 

Pel'sona 1 Dat él lJsed ln Inter!lat Ional Al r Transport of Passengers 

and Car90", wiuch was adopted at the IATA Passenqer Serv ices 

Con ference 1 n September 198'1*&. 

The rATA recommendatlon covers any information relating ta 

ail ident J f Ipd or ldent If.lable Individual which would include 

passenqer fllght detal]s ~nd baggage information, and only 

apply to automated p~rsonal data fIles. 1'hree princlples are 

set dcwn quallty of data, data securIty; and addltional data 

Sr1 f equa reis. These p"lTlClples r<~flect the spIrit of the OECD 

Q.~~~.dellne~ and the Coi': ConventIon, although not their actual 

pro'J l S 1 on~.i . The rATA recommpndation WIll prove ext reme l y 

ll'3f'tul whpn Its members operate ln countrjes WhlCh lack certaIn 

m(,dsurt:>~ for personal dat a protect ion. Especlally ln these 

c lrcumstal1Ge~, the recommendat Ion WIll make a positIve 

C OIt trI bu t 10 n . ~~u(;h re~ommcndat ions or codes of conduc1. May 

also have the etfect of promotlng r:ustomer confIdence ln the 
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serVIces 01 fe.l.'eù ;:;0 * •• 1at ':..lere li\ày be r aVOU1'ao ... e -':Olumerc 1<> ... 

ImplICèI."tlon::., 

4.1.4 Gen~ra~ ~upport for the Development ot 

Vo~un"tary ProtectIon RegImes 

Judglng from tüt:' 2U15wers to a quest lünnalre sent ta uECU 

member coun1:rles '::Jy .îay 191::\8 for tne preparat)on ot the f'uurtl\ 

ad hoc meei:J.ng on tne Icdow-up uf tne OBCD GUldel:ul.~~, ci l<-U'<Jl' 

maJorl·ty of : .. e.:loc.:r ;:::ountl'leS ravol.l.reà tne development of codes 

of conduct mcaeleu on t~~ prlnclp~es set out HI the Ur':CD 

GU1C1ellnes ana tne CoE. ConventIon as t i1E' approacn 1 (J 

self-reg~latlon. ln countrles wnere tnere 13 ex) st 111g Ucltd 

protect Ion ... eglsiat Ion 1 voluntary cades or pract lce are 3een d'') 

a ,nec nan l sm WhlCh suppl eJuent the 

appllcâtlon of t~1e general prlnclples of tne leglslatlon .111 d 

partlcular ::"ect::n or organlzatlon. lt Il.lIS t )e added however 

that voluntary codes or conduct unsupported by leglSjdt Ion du 

not pl'ùVll.e û.ata sUO,~ects wIth lT1VIOlable rlghts agalnst (1Çitd 

users, wnl C~l drawback must alw"lys be t al<.en ... nt. 0 consHlerdt JOli 

whenever the voluntary regulatory approacn 19 taken. 
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4. 1,~ The rcE'~ Rlab0raTion of 

Non-B1nùlng Spc:luri1) Standards 

111terp"itl1l9 ~nouqh, UlIS "bOl: t om-- up Il trend i5 even 

lotluenclng the s~ance or thp CoE which 0Dce had led the 

"top--down" approach for European countrles. 

r·'o l 1 ow 1 tJt] elaboratlon of the CuE the 

Inler--govprmn,:'ntal CUffi!Dlt"ler! of Experts on Data Protection 

lurllpd its éltt,-~nt Ion tu PL 3ectoral approach ta data protection 

problems. The Comnn t tee cronsldered that the geneI'al pr i nClp les 

<lpplicdtlon ta certaIn Idp.ntlfied sectors, taking account of 

thf-' naturp of problems sppC:lflC ta data processlng Hl a 

~'él r t l CU l ar area, Ttlat i'5, fOl' example. the basi.c princIple 

thdt d<:!ta shclll be obtalned and processed !aJrly and lawfully 

tnay bp étpplIPd f.hfterpntly for medl.cal data as for dIrect 

ffidrkptITlq dal;:t. 

\41th tlll!-i rlpproach III Dllnd the CamOll t tee has sa f i1r drawn 

up l1Un-bllH,:llng legal Jnqtt'Umeilts, i.~. "recommendatIons", for 

SIX Rectors WhlC:~ havp sUbsequently been ~dopted by the 

Comm 1 tteE' 0 t MJIllstel'!3, These recommendat Ions are as follow"i: 

1. Hec:ommellda t j on No. H (/j 1 } 1 on regu lat ions for au t omated 

medical data bdnk5, 

'1. Hecommpndal1on No H (B3) 10 on the protect 10n 0 f {Jprsona.1 

drtta us(>d for purposE:s ot- scienlitlc research and 
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statlstic. 

3. Recommendatlon No.Rt(5)20 on the protectlon of per~H>nal 

data used for purposes of dl rpct market 1 ng. 

4. RecommendatlQn No.R(86)5 on thE' protectlon of pprsonal 

data used for social secur~ty purpos~s. 

5. Recommendatlon No.R(8"l)15 on the protectLOI1 of per~:;onal 

data used ln the polIce sector, 

6. Recommendatlon No.R(89)2 on the protectIon of persona) 

àata used for employment. purposes. 

The Commltt~e ot Experts on Data Protecllon 15 currt'nl.Ly 

examinlng the data protecLlOCl problems posed by the ballk lnq 

sector and by electronlc payments ln partlcular~1. 

Concerrllng these CoE recommendations, Ml'. T.L. Early, the Cog 

Directorate ot Legal Affa~rG cUMments as tollows: 

[T]hese are non-blnàlng legal Instrament-s -- they are 

recommendatlons --- sett::lng nU1- a frampworl( of data 

protectIon rules for the dlfferent sectors cxamlnpd 

and which are c.idaressed to t ile govern;nen l s n1 t hp [Log J 

member states ln the hOlJe that lhe solut Ions put torwilI'd 

WIll be taken up ln the domestlc lélw and pract lr.e or 

member states when lhey are faced WI th problemg (JI 

the klnd covered by each of the In~,trumenlsAlL 
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4.2 Cunvergen~e ot Leglsla~ive Approaches to TDF 

4.2.1 ModeratIon of RestrIctions on TDF 

1\'3 of AprIl 1988, aJ+.hough nine of the twelve OECD member 

COl.lntrles have national data protection legls1atlon wIth 

prOVISIons J'elat Ing to TDF, the nature of these provisons vary 

Wldf.." ly. This ls ObVl0usly an arpa of some importance which may 

have é:ln J.mpact on lnternatlonal trade ln services. Sorne states 

tl'eat transborder datd flows as just another aspect of the 

transfer of personal data sa that no special requirement eXlsts 

ln relation to lt, that lt must be treated in th€" same way as 

all ollJp.r persunal data. ThIS approach has been taken in 

Germany~9 and Japan*10 for example. 

Austrla, on the other hand, requlres in certain 

Cl rcumstant;es that tbe datd user or collectaI' be granted a 

1 icence before any personal data IS transmitted. Recent 

aruendment s have reduced the 

lIcence mus,= be sought. 

number of occac;jons 

In Austrla, where 

upon which a 

d system of 

notlfLcation and registratl0n for the public and private 

sectol's eXlsts, the l<:>glslatJon has been amended ta slmplify 

the registrat lon procedure::;, especlally for transborder flows 

of personal data. The eftects of these changes are as follows' 

1 No specIal llcence IS requlred for TDF wherc 

the personal data i5 5pnt ta a country offerlng 
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equIvalent st~ndards ot ~rotecTlon, 

1. If no equ l vr.llent prot eC't lon i s ~)t [('rpd, t he Il 

3 licence for the i:.ran~m1SS.l0n wi Il only be q tVPIl wherp 

1) The transmISSIon rakes place é'lCCOrdlng tn 

bilateral or multilrlteral agreements wh~ch 

exprp~sly ffiE'ntlon the categorles of dclté. élnd 

~heir destInation; 

.il) The data sub,Ïf::'C'1: hac; granled I-Jis/her wrlttp.n r.Olt~Pllt 

ta the transmISSIon; 

Jl1) The data has alre~dy been publlshed legally 

ln Austrla, Dt' 

iv) The dat<.l const].tute~ cl standard tri'lIlSffi.lS!ilOn .--lud 

the Federal LhanceL!.or ln cowmlt:alion wllh 

" f 
the ))atr.t Prut'ectlon Councll derlde r

; é.lbov(' ,dl thal 

the data contains no prlv~tp InformatIon that 

re0Ulres protecti,Jll. For f!AamJ... le , 

standard tl'düSllll~SlOllS uy all'!Jne companlPs 

fa11 inta tl11S category. 

3. In aIl (yther cases a ~ lcence nl1lst bt~ c.btêllnt':'d 

before any transborder flow of personal r.li':)t-;). (1('sur';t.! 1. 

France, F' ~ rJ1and and Norway l'('rm.l t , he frc:e flow rJi 

International personal tu overr' Id 11lCJ 

discretionary powpr of t.hp relE~vant nul.horlry lu prohlbll ()J' 

regulate such actlVJty A12. 

By contrdst, 111 SWE'den and Icel"lnd, '.JpcH:,t":}lly r){·'rml~.>~'lon 'JI 
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the data protectIon authority is r~quIred before any 

InternatIonal transfer of persona] data WhlCh raIls wIthin one 

of the categorIes under the leglslatlon*13. 

Generally It can be expected that as mo~e =ountries ratify 

the CoE ConventIon, the data protectIon laws concernlng TDF in 

CoE member çountrles wIll become sIffiI 1 3r because they aIl must 

~gree wlth the provIsions of artIcle 12 of the CoE ConventIon. 

ThlS process of Integl'atlon lnay contInue in tr..e European states 

as t hey head tow-::trds cl COlùmOll market ln 1992. Tbl s underscores 

the problerns WhlCh non-European states that lack comprehensIve 

datF.t protectIon laws may face when trading wl1:h European 

states. A~tually non-E~ropean common law GOuntrles (Au~tral1a, 

~;:;mada, New Zealand and the îJnlted States) Wh1Ch do not have 

surh prOVIsIons may suffer adverse consequences when enterlng 

into trade ln data serVIces where the country ln WhlCh the 

ather trader resldes has data protectIon 13ws WhlCh prohlbit 

the tran~,fer of personal data ta countrles without equIvalent 

pl'ot ect lons. Moreover, at the second meetln9 of the 

ConsuJtatlve Commlttee DI the CoE ConventIon h~ld ln May 1988, 

l~ was report0d that a queRtlon recPlvlng sorne attent10n from 

the coutract l ng Europe~n count r les h;.}d ta do w i th how states 

were applylng the requlrement of "equlvalent treatment" of 

protectIon ot local data transferred outside their 

JurIsdlctjon*14. 

However, although no major study has been unaertaken in 
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thlS area, ln the answers ta a quest Ionnal re ~;en t tu OECO 

members in 1987 for the preparatIon of the tourth élCi hoc 

meeting, no cases have beeTl provJdeà ShOWIDÇ; that transborder 

data provlslons have substantially Impeded Inl!:·~rnatlOn<-ll Ir.'l(if' 

ln data serVIces. ThIS posItIon has been suppoted hy .3 l'I'C('>llt 

survey ln the UnIted Kingdom, WhlCh 1ndlC'dted '"hat rompanJt's, 

involved ln these actJVltles were more concerned ~bout domest1c 

registratlon requlrements than restrIctIons on the transhorder 

t lows of personal datalt l fl. 

4.2.2 Transformat10n of the Prohlematlc Stages 

from "'Legal Persan' Prlvacy" 

ta "BusIness Cornmunlcat Hm" 

In 1983, the Second OECD SympOSIum on TDF' ~"as orgnnJzed III 

London, wlth 250 partiCIpants from 20 OECD members, and 

observers from a ::lozen InterI.at lonal c·rqanlzat Ions. rn the 

welcoming address, [>11'. H.-P. Gassmann, head (Ji the GECD 

COlUmJ. ttee on lnf ormat j ùn, Ccn..puter ând CommL.n Ica t l()n~, PoIl cy 

(IGGP) Secretarir.lt, called ,-~ttentl:')n te +-he féJct thal, hi:lVlnq 

passed the "prlvacy" stage ln the evolut 10n 01 TDP J<'>StH'S, trJl' 

OECD member countrles have entered the "busJness r;OmmUTlH;éltJ.on" 

stage*16. As the result of thE' 1983 TDF ~")ymp05}Um, J!: nrdnr 10 

examine the strategIc Importance of r.on-·personal 1DF' tor 

lnternatlOnal econoIDlC transactIons, t1!e ICCP Commlttee r.lnd dl" 
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fHorkl ng Party on TUF met requ l:;1r l y and sough c to pr.omote the 

1 dP.B 0 f a TDF Dec larat 1 on 1 as a set of l nternat Ionai pr 1 nc iples 

govern~ng non-personai TDF. Atter three-years ot negotlatlons, 

the De~laratlon on Transborder Data Flows*17 was formallv 

adopted by the OECD Council of Mlnlsters on Il AprIl 1985. 

The DeclaratIon, although not legally bindlng, recognlZE''S 

the IncredsIng economlC Importance of TDF, and affJrms that 

DECO member countrles have a common Interest ln faCllltatlng 

TDF, and ln reconclllng d~fferent pOllCy ObjectIves ln thlS 

fjeld ln order to e5tabllsh transparent and 'Stable pO]lcles, 

requ]atlons and practlcPs for Investment and trade. 1".: also 

ùeclares the member countries' IntentIon ta consult wlth each 

other and conslder The 'mpll~atlons for other states before 

taklng actlon relatlng ta non-persona1 TDF of followlng kInds' 

1. data accom~anylng InternatloLal trade 

2. marketed computer serVIces and computerlzed 

InformatIon serVIC~S 

'"l , .. intra-corporate data flows*18. 

Although the four &uropean 'States mentianed in Chapter 2 

fs~c. 2.2 I.Ll currentlv inçlude ~oth natural and legal persons 

ln the "data sub1ect Il sect Ions of their data protectIon 

leCJlslat~on, the most recent European data protectJ.on laws in 

F.lldand, the U K., Ireland and Netherland which 'ire called 

"second'-aeneratlon" leglslatlon*19, i'ind the provlslons of the 

Gr~ek and Portuguese bIlls Indlcate that the trend extends to 
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the protectlon of natural persons only*20. 

And even under the eX.l.stlng prOVIsIons for the protert lon 

of "legal person" pI'lVacy, a potentlal adm1lllstratlve solut Ion 

to the confllct between sorne level of protection ot ~m~ll 

flrms' prlvacy and confldentlallty of corporé,tlons' ('ommerclcll 

i.nformat Ion. In Norway, IBM appl.1ed for an ,='xemptlC>n tram thp 

Il leyal persan" appll cat lon 0 f the Persona l Reg 1 ~tC'r sAI' t ()! 

1978, clalIDlnq If custorners and competltors galned access ta 

rBM's fIles, Its marketIng actl'lltles would br> damaged. ln 

February 1983, Norway's Data [nspectorat p (DI) granted IBM dO 

exemptIon concernlng access, on condltlon that the nI rptalned 

the ~lght to Intervene and malntaln the Law Jf d ccmplaln t WdS 

recelved*21. It may bé pres1lmed that, as IBM hac! ùecléu'pd lts 

compliance wlth the OECD GUldellne5*22, sorne dccummoddt Ion 

could be reached with Norway belng a member ot thp DECD. 

From the foregolnq, It can be seen that a con~ensus has 

arlsen among European countrles that the protectJon of the 

confldentlality of data concernlng bus~ness leg~l persans by 

legls1atlon deslqned to protert ~he prlvacy of ndtural persans, 

is "1nappropriate, unne~essa!'Il, êtnd potenrlally harmtul Ir 23." 
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<1.3 Its Influence on the Japanese 

PublIC and Private Sectors 

4.3.1 The Japanese PublJC Sector 

4.3.1.1 The 198a Act for Protection of C0mputer-Processed 

Personal Data held by AdmInistratIve Organs 

Untll recently, the socIal and thus the Jegal concept of 

"prlvacy" was nOT much accepted in Japan, llke other Asian 

Socletles under "the Infl'.1encc of Bllddhlsm é\nd Confuclanlsm. 

ThIS 15 perhaps because. unllke people ln Western countrles, 

Japdnese people tradltlonal1y were not baptIzed wIth the idea 

of IndIvIduallsm orlglnate~ in the phJlosophy of the Greeks. 

However, along wIth the wldespread use of computers ln SOCIeTY, 

and the accompanylng Increase 'n the rlsk of lnfrlngement on 

the rlghts and Interests ot Indlvlduals by the mlsuse of 

proces5ect personal data, an awareness nf. Hot ta ment Ion and 

concern about, "data prlvacy" has been fostered among Japanese 

people also. Therefore to provIde fundamental rules for the 

handllng of computer-processed personal data, 50 as ta 

e]lmlnate cItIzens' anxiety, dU'iCUS~,lons concernlng both the 

scope ot and specIfIc provIsions of data protectIon leglslatlon 

had been held by the Dlet, the academic, media. labor and 

cltlzens' groups Slnce the early 1970s. Two further reasons 
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aiso contrIbuted ta thls lncreased dlScusslon, namelv. the 

enactment of data protect 10n 1eg 1 slat Ion 1'1 one We<;t ern ('ount ry 

after another 1 and the Increase ln the number of ,T,ip;,nf->5€' locd l 

ordlnances "ta protect persoan1 data*24, E'Xpedlted tllf' l'ndctment 

of national leglsJatlon for personal data protectIon. ln 

partlcular, the adoptIon of the OECD GUlàelllle~> prpt.sul'pci the 

Japanese government (Japan beIng a membel' state of thp ClEt'DI to 

rush ta enact natIonal data protectIon Idws, For t'xample. " 

:3tudy paper entltJed "The Status Ouo and the FutUl"f..' of the 

Protect Ion of Pl' l vacy Measures for t: he protect Ion 0 f rr 1 va.cy 

regardl ng computer-processed personal data". WhlCh was 

published ln 1982 by an advlsory study qroup appoInterl by tne 

Management and CoordInatIon Aaency wIth cooperatlon of MJnlstry 

of JustIce, spends one chapter examInlng the t'ules of the fJECD 

GUIdelines, whereas the Jdpanese translatIon of the CoE 

ConventIon lS provlded merely as a reference materlal ln the 

In fact, based on thlS study paper, sectIon 4(2)(1) of the 

declsion of the Japanese CabInet ~petlng ot ~y December 1984 

contJrmed the nAed for legal rueasure~ for +he protectJon of 

personal data helcl hy admi.nIstrative r'od1('S "takIng IntfJ 

~~count the present sltuatlon [concernlnq the protectIon of 

personal data] ln forelgn countrlec;"*?6, Flnally, the Act for 

ProtectIon of Computer-Processed Personal Dat", helcl by 

AdmInistrative Organs (heretnafter the Act) was glvpn ~h~ 
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Dlet's approval on 9 December 1988 and promulgated on 16 

December 1988*27. 

The contents of the Act are generally the same as above 

those of the other data protection laws Ind~cated in Chapter 2 

[ sec. 2. 1 . 2 ] the purpose of the Act ~s to protect Indlv~dual 

rlghts and Interests whlle prnmoting the proper and smooth 

functlonHlg of publlC admlf'lstratlon [art. 1], the Act requlres 

that the government adopt a purpose Ilmitat~on approach in its 

colleC't Ion of and exchange ot informat Ion between government 

departments Lart. 4], each min~stry and agency of government 

must Inrorm the Th0 DIrector-General of the Management and 

CoordInatIon Agency (DG/MeAl of the k~nd of informatIon being 

collected and the purpose for collect~on, wIth several 

exceptlons, e.g. the fIles about the state securIty, crlminal 

InformatIon, publIC servant personnel records [art. 6J; and the 

DG/MCA must make publIC at jeast once a year these detalls 

[art. 8], IndIvlduals will have access ta h~'3/her lnformation, 

wIth several exceptions, e.g. the flles about school records, 

Medical informatIon, and crlmlnal JnfOrmatlon of the persan 

[art. 13], and wIll be able to petItlon for correctlon, 

although he/she has no automatlc legal rlght to correct the 

relevant InformatIon [art. 17]. 
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... 4.3.1.2 Influence of the Two Organlzat~uns' 

Achlevement on the Act 

t1ainly Influenced by the actIvItIes concernlllg the OECD 

Guidelines wlth the enough lessons of "f J l'st geuerat lOTI 

leglslatlun", I.e. the data protectIon le<)ls1atlon of \'ipstern 

countrles ln the 1970s and early 19805, the Act bears tlw 

characterlstlcs cf the "second generation legl'3 1atlon" il 2R. ln 

partlcllla!:', wlth regards to the three pOInts ]n the preVIOIlS 

sectlOns fsecs. 4.1 ::.nd 4.2], th0 Impast of thE' OECD .Guld~~ne~ 

are qui te clear. 

Firstly, regardjng the adoptIon of "boitom-up " apprn'::l<.'h, 

or Its alternative expressJ.on III the publIC sectc'l' .:}s thE' 

simplIficatIon of data prot-ect'on nrocedures, tor reduclnq the 

adminls1. rat ive burden. the Act àoes not have an 1 ndepel'den t 

personal data supervlsory body. Instead, the DG/t'lei\ 1<, 

fulfllllng almost the same role as a supervIsory hody oy 

receIvIng prI0r notIfIcatIon of persona] da.ta tlh->s from each 

government mlnistry and agency, and hV exerclslng Etuthot'Ity 

lnvested in It bv the Act 1.0 supervIse the beads of those 

admInIstratIve bodIes for the executlon of the Act. 

Addltloually the Act has a provIsion dlrectly prornotlng lhe 

"bottom-up" approach Even ln the publIC Jector, n3mely art lcl(J 

:27 regarding the responslblllty of specIal publlC corporat 10n<'; 

"Cowards the protectIon of personal InformatlOl1. As at the end 
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of June 1988, processed personal data held by the 54 special 

publIC InstItutIons (that IS, bodIes whose creatIon was the 

sole purpose of the laws settlng them up, e.g. the Small 

Business CredIt Insurance CorporatIon, the Housing Loan 

CorporatIon, Kokusal Denshln Denwa CorporatIon (KDD) 1 the 

Central CooperatIve Bank for Agriculture and Forestry, and the 

Japan BroadcastIng Corporat~on (NHK)), has reached a total of 

237 fIles, or about 200 mIllIon pleces of InformatIon. 

Conslderlng thlS sItuatIon, the artIcle requlres these special 

publIC InstItutIons to take the necessary measures to secure 

the proper handllng of personal Information " vo l untarlly, 

followIng and/or consultIng the rule5 of the Act"*29. 

Secondly, nor are provIsIons on TDF regulatlon to be found 

Hl t he Act. Thl S was a dell berate cholce on t he part of The 

Japanese authorIties, ln the lIght of the European trend of 

relaxIng restrIctIons on TDF, and of the tact that there have 

been no cases of lnfrlngement of p.ersonal data prlvacy 

concernlng the fIles held by Japanese adminIstratIve organs*30. 

On the lsc;;ue of so-called "data havens", i ~ is also worth 

notIng that, unle3s there :5 cl partJcular reason for the 

contrary, the Act applies equally to the personal Information 

held by Japanese government institutIons concernIng forelgn 

nationals*31. This con5equence resulted from a fundamental 

recognitlon that, "under the OECD GUldelines and other 

Instruments", for the reconclllatlon of the demands of prIvacy 
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protect ion and of free t" ransborder f lows (~f pel' sona l clat a, 1 t 

J.S inevltable to ensure that t-hp.re 1'3 no l.lnfaIr rllSC't'llnll1cltllJTl 

against data subJE'cts due ~o natlonallty ur resldence*J2. 

Tlllrdly concernlng proVISlOn'3 on th(=> prlvacy pt'otectlDI1 

of "legal person", ..l..e. lIlcorporated en1itIès , th~' Acl sel?ms to 

incorporate certaIn the result of tessons drawn from the 

achlevements of the OECD and the CoE. ln pl' l nC' J p lf~ , t he Ac t 

appllec:.; only to natural persons ln the llght of Its purposl:' ta 

protect the l'lghts and 1 nterests lndIvlduals, t hereby 

placlng corporations and any other boches whether or Hot such 

bodIes possess legal per5ùllallty out of lts scope. 

NevE'rt he less, however, some pragmat lC excE'pt lons Cdn be 

observed. 

Flrstly, accùrJuLq to -che commentary cancernlWJ def]nltlon 

provisIon of the Act, .. inich was eomplled under the superViSIon 

of the AdminIstrative Management 8ureau of the MeA, the 

deflnitlun ct the term 'pErsonal tr:tormatlon" cantalns tlle 

busines:::: Informat Ion C
.., 
'. a sole p:roprletol' who cùrr 1 es on d 

one-man bus1ness, thereby brlnglng sueh IndIvlduals l bU'31ness 

rhl S c .l.::H.lSe 

was :ncluded because was consldered ImpO~;Slblf..' t (J 

dist ingulsh pE'r~onal InformatIon and 

informatjon of an indl\Tldual carrIng 'Jn a one-'man bu .... JDes:" t.Hld 

thus that, sueh indlvlduals should a1so be prf)tectpd by j'hf' 

Act. Therefore wlth respect to bu s] ness Informélt 1(,[1, 

., 
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appllcat Ion of the Act: depends on whe-cher the data subJect 

WhlCh carrles on the business ln questIon, IS an indlVldual or 

a corporatIon or o~her incorporated body*34. 

Second] y, the Act de li beratel y st lpulates the t reatment 

for so-called "mlxed 1 lega 1. person 1 fIles ,1 WhlCh are the f j les 

Incor{JOl'atlng pprsonal Information as weIl as bUSIness 

InformatIon llnder article '2 (2;. Tn order 1"0 protect the 

rlghto and interests or IndivI~uals, aIl computer-processed 

personal InformatIon, E"ven ln the "legal person" files held by 

admiIlI st rat Ive organs, l S 

Thus, for example, ln the 

Bureau of l"1inlstry 

te come uJlder 1: he sc ope 0 f t he Ac t . 

case of a file held by Legal Affairs 

ùf Just l ce, wh 1ch stores the 

computer-processed !Irm reglster records required under section 

64 ( 1 ) of the CommercIal Code*35 , the Ccdels applicatIon 

extends to the persona] informatIon Dt employees and lnvestors. 

On the other hand, wnen the securl t les regl strat Ion statement 

of a corporatIon, required under artJcle 24 of the Securities 

and Exchange Act *36 contalns the names, 1: i t les, birth dates, 

dddresses, brlef personal hIstorIes, ~nd numbers of holding 

sto..::ks of thé d] rectors of t:ha-+.: corporat ion, thpse pleces of 

Il personal" I nformat lOP of the dlrect0rs are beyond the scape of 

the Act, Slnce they are regarded as the "busJness" InformatIon 

concernlng the dIrectors as the "organs" of that corporation. 
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4.3.2 The Japanese PrIvate Sector 

4.3.2.1 The RegulatIons Almed at the Prlvate Sector 

ln Japanese LegIslatIon after the Adoptlnn of 

the Two Internatlollal Instruments 

Whi le the J~panese government has encourdged the usp ut 

the OECD GUIdellnes by Industry*37, It bas c-1l50 cunt1ntlf~d 

research proJects for the development of natIonaJ prlvdcy lrlwS 

for the prlva"te sector, fnllowlng the DeCISIon of the CabInet 

MeetIng of 29 December 1984*38. 

Although Japan has not ye+ enacted a cumprehenslvP ::,pt ot 

nat lonal data prote\.~ t Ion la1;;s tor the pr 1 va-t e sector, t- herp an-:-

several 

amended 

regulatlor~s 

after the 

for that 

~âoptLon 

purpose wh! ch were enë\('1 ed or 

the two Internat lonal 

instruments. 

In 

artIcle 

the RegulatIon of 

25 provides that, 

Money-Lending Buslnes~es Act k 3g, 

by -the each orefecture credIt 

industry aS30cIation, self-imposed standards of appropriat0 

behavlor for the industry should be '?', tab Il shed. i~acrl 

assocIation shall dIrect thF' member cr~dlt tlrms not t.o mdkf:' 

loan contract s WhlCh would exceed a debt or 1 s ca.pAr; l t Y to t'epay 

and to glve "the relevant InformatIon tu the member f] l'ms by 

establishlng or deSJgnatIng a credIt agency wluC'h operates to 

collect InformatIon on the credIt-worthlness of debt0r'3 [art. 
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30(1)]. ArtIcle 30 (2) further prescrIbes that the member firm 

shall not use the personal data collected by a credIt agency, 

for ~lIy purpose other than for obtalning lnformat ion about a 

debtor's capaclty ta repay. Also the Hire-Purchase Act*40 has 

the same klnd of provI sions concernlng the appropr Iate 

treatment of customers' lnformat ion ln "the case of instalment 

repayments and the relevant credit agencles [arts. 42.2 

42.4~. 

Based on artIcles 45 and 46 of t~e Regulation of 

Money-Lending Businesses Act, on 4 March 1986, the DIrector of 

RegIonal FInance Bureau, who was delegated the authorlty 

concerned by the Minlster ~f FInance, lssued a cIrcular 

concernlng the protect ion of personal confldentlal information 

ln "the f Inanclal Industry*41. The mandate of this circular 

has, as 

of the 

ment Ioned before [sec. 4-. 1.2] , 

"Guldellnes on the Protection 

led ta the publIcatIon 

of Personal Data for 

Flnanclal InstItutlGnS" of March :987 by the 

InformatIon 

Mlnlstry of 

System Center (FISC), 

FInance. SlmIlarly, 

an 

based 

af fll1ated body 

on art Icles 47 

of the 

and 48 

(1) of the Hlre-PurC'hase ACi:, on 4 March 1986, the [nrector of 

IndustrIal Pollcy Bureau of the Minlstry of internatIonal Trade 

and Indus"try (herelnafter MI TI ) 

proper management of consumer 

issued a cIrcular regarding the 

credlt Information ln the 

consumer credIt Industry*42, a part of ItS mandate later 

produced the voluntary registerIng system of data-protectIon 
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codes adop'':ed by pl' 1 vate corporat :lons, wlllcl1 has oeen promot eJ 

by MITI, as ment10ned below. 

4.3.2.2 Influences of the Two OrganIzatlons' Achlevements 

on the Self-Imposed Standards Set by 

the Japanese Private Secter 

After the enactment ef the 1988 Act for thE' pub11C ':;ectol", 

measures for the protect 10n of personal datd 111 certain legal 

the privaTe sector we:re st!'ongly demanded bv llldustl'Y· 

Respondlng ta the demand. the Cabmet Meetlng of 24 Jr.lflUIH'V 

1989 decided that more pos1'Live measures should be 1:dken Hl the 

private sector, and to that effect CabInet requIr(~d relevallt 

ministrIes to take th~ neces"'~ary steps*43. 

Ry that tIlle, tne Japan Informatlon Proces51ng lJevelopment 

Ce.cer (JIPDEC), an affillatE'd body of MITI, had cdready 

publlshed ns n:odel gù.Idellnes, ramely the "Guldellllf'S ln 

Protect Personal Data ln the PrIvat!': Secter" ""hase-' cont-("'nts 

were based on the rules of Part Two of the OECD (ju..ldel!.!lf:'~~1 

I.e. the basIc pr1nCJpleS of natIonal appllcatJOn. fvl fT 1 

c1rculated tnese JIPlJEC gU1dellnes ta leacilnq Inctu~,try 

associat:lons under Its .iJ.risdlc"!'lon, ~ncourdglng them 10 

establlsh proper gUlàellnes for chelr respectnfe lndustrH,":; 

gi v ing con~llderat ion t 0 l t spart icular Cl rcum st ances . ','hl-'I1, un 

18 AprIl 1989, MITI released the oIRegulatlon~ on the R~(.Jlr.ter 
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of Measures to Protect Personal Data Processed by Computers" 

(hereinafter the MITI Regulations) *44. 

The MITI Regulat ions alm to encourage the pr i vate sect or 

to take the necessary measures "ta protect processed personal 

data held by prlvate corporations, and thereby to contrlbute 

higher standard of l~vlng for consumers, by means of a system 

of registering data-protectIon measures for consumers' 

inspection [para. 1]. The corporatlons "may not~fy" MITI 01' 

following infcrmation: descrIption of the corporatlon's 

operation; out lj ne of the measures for personal data 

protect 1. on; and reference address from consumers' lnqu 1 rIes, 

and MIT! will compile those pleces of Information for 

consumers' inquiry [paras. 3 and 4]. Although the MIT! 

Regulations do no more "Chan urge private corporatIons to 

register voluntarily, considering the recognlzed power of 

administrative direction, or gyousei-shldou ln Japanese, the 

MIT! RegulatIons may be :stble to demonstrate consJderable 

binding power for the Japanese prr,rate sector k 45. 

The FISC' s "Gu~delines on the ProtectIon of Personal Data 

for Financial InstitutIons" of March 1987 also origlnated from 

the mandate of a c~rcular issued by the Minlstry of FJnance. 

The FISC GUldellnes are therefore recognlzlng, along wlth the 

JIPDEC Guidelines under the MIT! Regulat Ions, the advantages of 

the "bottom-up" approach in the CoE style which provlde5 on the 

one hand a legally enforceable reglme for data protection and 
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on the other, allows a certain degree of self-regulat ion in the 

form of the development of rules appropriate ta respect ive 

prlvate sectors. And, as found in the contents of the FISC 

Guidellnes*46, the "core" standards of these self-jmposed rules 

are strongly Influenced by '(he common rules for domestic 

applicatlOn found in bath the OECD Guidellnes and the CoE 

Convention which were examined in Chapter 3 [sec. 3.1.3]. 
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Footnotes te CHAPTER 4 

*1 Those seven countries are Austria, Demnark, Finland f 

Io'rance, Iceland, Narway and Sweden. The lnformat ion was 

provj ded dur ing an interview in. June 1986 Wl th Mr. Muramatsu of 

MCA who in turn obtained the informat ion from "Che OECD docwnent 

[DSTI/ICCP/88.5] . 

*2 Br l.at, ~up!:!!. CHAP1.'F.R 3 note 26 at 369. 

*3 là. at 389ft. 

*4 This model prlvacy code b~' Canadian Banker's AssociatIon 

was presented, at the fourth DECD ad hoc meeting in 1988. as an 

example of use of the OECD Guidelines in banklnf'J industries. 

The informat ior. was. prov.1ded durlng an intervIew ln Ju.ne lQS8 

wlth Mr. Muramd.tsu of MCA whu in turn obtained the Informatlon 

f::-om the OECD docUblent [DSTl/ICCP/88 _ 8]. 

*5 This voluntarv guldelines in Japanese finance Indu5trll's by 

Center for Financ';'·:Ü lndt:.stry Inform.atlon Systems (FISC) was 

also presented at the fourth OECn ad hoc meetlng ln 1988 [DECD 

Doc. DSTI/IGCP/88.7J , '!hlS FISC Guidelines are contained in 

ANNEX 6 of -r hl" 1:hesis. 

*6 The IATA recommendat ion 15 repi.-irl.1-ed ln: W. Monssen, 

"Airline Industry 'l'akes Data Protection Seriouslyll (January 

1988) 11 T.D.R • .17 at 19. 

*7 ?J. HllstlrlX, "COE and Data ProtectIon: What has been 

achieved?" (November 1989) 12 T.D.R. 21 at 22. 

*8 T.L. Eal'ly, "Recent De,,relopments in Dal:a ProtectIon in the 

Counc il of F,urope Il (Novemb(~r /December 1986 ) Computer Law &. 

Practice 68 at 69. 

*9 See IIRf"g ~strat Ions -- How Much F irst--Year Success?" (August 

1986) 9 T.9.R. 2~ at 25 [hereinafter Registr~tIon~]; see also 

"Dai:a COlllmissioners Assess Privacy Threats" (Dctober lq87) 10 

T .D.~ 10 a1: 13 [hereinafter Data CemmiSSlOne!s] . 
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*10 See sec. 4.3.1.2 of this thesis. 

*11 See "Austria: Deregulation of privacy act in parliament ll 

(May 1986) 9 T.O .R. 24; see also "Austria: TDF experiences 

reported" (February 1987) 10 T. D. R. 24. 

*12 See Reglstratlons, supra, note 9 at 26; "Norway : Reforms 

proposed" (July 1987) 10 :L'.D.R. 23; and K. Selmer, "Data 

Protection Policy Trends" (December 1988) 11 T.D.R. 19. 

*13 "Swl~den's Transborder Data Flow Experiences" (November 

1989) li T.D.R. 9; Data Commissioners, supra, note 9 at 10. 

*14 Supra, CHAPTER 3 note 28. 

*15 These comments were provided during an interview in June 

1988 wi th Mr. Muramatsu of MCA who in turn obtained the 

information from the OEGD document [DSTI/IGCP/88.5J. 

*16 C.R. Pipe, "Searchjng for Appropriate TDF Regulatjon" 

(January/February 1984) 7 T.D.R. l at 2. 
~--

*17 1'DF Declaration, supra, GHAPTER 1 note la. 
*18 Sauvant, supra, INTRODUCTION note 5 at 242. 

*19 The term "second-generatior. 1I legislation has been used to 

indicate a number of data protection laws, notably 'those of 

Flnland (enacted in 1987) and the Netherlands (enacted in 

1989) . 

The 'term JS der~ved trom the comp l l1:er lndustry where it is 

used to describe the seC'ond stage oi development of computers. 

Mr. P. Hust inx, legal adviser in the Dutch Ministry of Just ice, 

and chairman of the CoE ComlDittee of Experts on Data 

Protection, observed "second-generatirm" data protection laws 

as having a number of chal'acteristics: it covers a wider range 

of materiaI, mainly rp.Iating to manual records; there is a 

trend towards simplification; a greater amount of 

differentiation for the sectors; a trend in favor of 

self-regulatlon, and the increased use of informa1 and civil 

sanctions as a lIleans of entorcing data protection. See IIData 
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Protection Responding to Trends ln Technology" (January 1988) 

Il T.D.R. 12 at 12, see (ilso, V.A. de Pous, "DuTCh Data 

Protection Act in Force" (December 1989) 12 T.D.R. 21. 

*20 Switzerland is currently considering a billon data 

protection WhlCh would include legal persons. Walden & Savage, 

supra, CHAP'rER 2 note 23 at 337-338. 

*21 Id. at 346. 

*22 Briat, ~upr§!, CHAP'fER 3 note 26 at 390. 

*23 R.V. Austin, the Interna~lonal Chamber of Commerce (ICG), 

Address (The first meeting ut the European Legal Observatory, 

1985). Cited from: "Legal Person Privacy Debate ln Europe" 

(January 198G) 9 T.D.R. 3 at 3. 

*24 As of April 1989. a total of 572 Japanese cHIes, towns 

and villages have enacted ordlnances for personal data 

protect Ion [IiNat iona l Heports. Japan" [Special Report of the .. 
11th Annual Data Commissioner~ Conf8rence, 29 August - ] 

September 1989] (November 1989) 12 T.D.R. 14 at 141. The 

Japan's Personal Data Protection Act of 1988 18 seen as 

contrlbuting to the co-ordlnatl0~ of the various mea~ures 

enacted by prefectural and munIcip~l government~. 

*25 Administrative Management Bureau, Admlnl~trative 

Management Agency (renamed later the IIManagement and 

Coordinat ion Agency") ed., flle Status Quo and the Fut~!"e ot 

the Protection of Privacy: Measure~ for the protectIon of 

privacy regarding processed personal data (plbllshed ln 

Japanese} (Tokyo: Gy-ousei, 1982). 

*26 The Declslon of the Cabinet MeetIng of 29 Dpct~w.ber 1984, 

Japan, Kanp~(the offIcial gazette), No.17375 at 13 (10 January 

1985) [hereinafter CabJoet DecIsion of 29 December 1984], 

reprlnted in: The AdministratIve Management Bureau of the MCA, 

The Personal Data ProtectIon Act and Its Commentary (publl~hed 

in Japanese) (Tokyo: DaIJchl.-hôki, 1989) at 254[hereinafter 
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CIIAPTEH :). 

Cane lus Ion: E f fer:t ive Regulatory Techniques 

ln the Field of TF'lernatics 

5. 1 !Jef i nit ion of the Focus and Method of th i s S10udy 

on an Gval na Loir.n of the two orqanj zat ions 1 

<'lCllleVE'lPent3, 1t rnay Ilm" be eonsidered what the internaUonal 

regulatory techrllques governinq TDF '3hûuld be. In or der ta 

define the foeus of ThIS study, lt is flrst necesnary ta look 

at sorne of the features of thE'! r:=anc;equences concernlng the DECD 

Guidelines and the CoE ConventIon. 

ThE' DECO Gu lde Il nes al'e nut ---- binding, but this fact does 

not necpssarl]Y dlllllnish +:helr Impact, it thére IS a poljtlcal 

wll un thE: part of the memoer ':itat~s to give effeet to thern. 

They are the rules of conduet to WhlCh membe!" states agree ta 

conforrn. Moreovf>I", fur the :..~ak'? or thelr vo.!.un+ary nature, The 

DECD :")U 1 delllles rUe obeyer:! 110t onlv ta the mPIDoel' states, but 

aiso 10 otller er~titJr'3. Sll<.;h t:lS lrlternat-iulid.l organlzat..lOns and 

rnultlllatlonaJ entetoprise':i. States like thE' U.S., C;Jnada, and 

.Japan, WhlCh dn nat have laws regu]at~ng data privacy 

prolet"lj()D ln the pr.1v<'tte s(>ctc~r, vlewed The DECO GUldellnes as 

d set of standards enrlorsed b y the EUl'opf'an states. Those 

countrl~S wltnout data protection lE:.""glslation aimed towards 

the~r pr~ vate sector"3 would thereb\' preveut unnecessary or 

( 
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discriminatory rest:rictions on their corporatlOn~1 infOl'mùt lon 

activities even ln Eurof:'e, If those corpurat~ons were tu follow 

the standat"ds of The OECD G':1_l..ùcl_lnes voluntnrI1y. GefH~rall y, 

through all the steps raken ay thp OECD ln :-elüt ton lI) ~!~~ ___ <?t:~;~) 

~uldeJines, the omphasls !las bp.etl pldced OH volunliu'y actIon 

and a pragmdtJC ratht>l' lhan an overly legaLlstJC .Jppr·o(lch tu 

the problems. Part-lcularly, t '1 L' empha~ ) s has bl:'en pu t un 

follow-up procedures WhlCh br1ng the l'psults (JI casl'~ ot dctual 

appllcat l.on to tl"H? o Rcr; to check the meruber <; t d t p~; 1 

imple!llen tat] ons of tH"got Idle 

development of further harmQH1.l.atlon ot thel!' pOgtr}OllS whlch 

were at the outset markcdly dlveryent. 

On the other hand, wltlt rt->spect to mea!HU'~S taken by Pie 

CoE under the CnE Convent_lo!:!, the followJn~J rhrp(, pOJnt~l ecUl 

not be 19nored, allhough, tu date. 

estimate the degrees of ef tect l veness uf the OECD Gu lde lln(!~'" 

and the l':;OZ c..:onven~_ J on bec>lUS(~ of sever~J rl:'él . ..,onc.; d~> mf'ut loned 

in Chap t er .3 1 sec. 3 _ ? ] . 

was sorne (-Ive yeilrs before the CoE Convpnt lon came Jnto force, 

whereas the DECD Gu~dellnes applled Immf'<hately by each mf'mbel' 

state respectIve!y from the lIme wh0n adoptedJrI. l"urther, the 

body responslble for its ImplementatlOIJ, the Cansu 1 t<.lt 1 VP. 

Comn\l t tee 3l: artpfj lo operate 5ubslantirllly from 19M3, 

eight-years the:: adoptIon of tbe CoE C()nv(~ ri' l on. 

Secondly, ev en among the fullow-up act 10n~ taken I.lnùer the CoB 
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". , trad1tlonal-legally blnding Convention which ]~ treaty, a 

non--blnàlnq self -regulatory mea5ures such as codes of conduct 

havp been Ldter recommended, ta allow dlfferent industries a 

certélln degref:' 01 f:lTle-tUJ11ng of data protectIon standards. 

Moreover. Ihlrdly, accornlng ta f1r. P.J. HustlT1.X, a former 

chiill"méHl of the CoE Comm1ttee of Experts on Data ProtectIon, 

apart from the preparatIon of tnase Recommendatlons and studlCS 

on specll1c SUbj0CtS, the ComDuttee of Experts has pl'ovE"n to be 

a vëduable forum for lue p.:>l'change ot Informat Ion for government 

representatlves worklng ln 1he fIeld of data protectlon*2. 

Glven these consequences of the adoptIon and impiementalon 

of t !1e two :! nstrumpll t s, for the purpose of any discussIon 

regardlng the Internatlunai regulatory t~cnn1ques governlng 

TOI", the [ocus can be put on the common regulat0ry techniques 

of the medsures 'aken undel Lhe OEe:; GUldellnes and the CoE 

such technIques belng namely the practlce of 

COmbJnlng adoptIon of nOn-hlll'ilng [n"]ncJpJes ;:-md standards with 

co l J er; t .i VE' fOllow- up procedure~. The ci1scusslon ln thlS 

chapter deals malllly w1th the actlvltles concern:lng the OECD 

Gllldt.'>llno~ for the followlng reasons' firstly, the legislatlve 

approaches 011 data protcc t Ion are converglng in favot' of the 

"bot h~\l\-Up" apprOnch of ~ll_P. ___ O_E_L_'D ___ G_uldel~nesr as exami ned in 

Chaptcr " Is('(:. 4.1]; seC'ondly, the follow-up actlvlties under 

the CoE Couvent um ha.ve not yet accumu lated ta allow adequate 

analys1S. Altpough the d13cusslon lS in principle based on the 
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findings made In the pl'eceding chapters, lor the pur'page 01 a 

more detailed analysis, the practiceg concernlug other' OI·:CD 

Guidellnps ln the fields of internat ional j nvest ment ilnd 

multinat llÛù.l enterprises w:lll aisa be mcntioned. 

5.2 The DECD Gllldelines as "Soft Law": 

Their Legi=ll F.ffect and Shortcomings 

Notwithstanding t-he effectiveness of the OI~~CD Gu l de 1 i nes ----.. _------~--~- - ------

in reconclllng competlng natJonal pol iC1es OII 'rDF, they ,1re 

explicltly stated to be voluntary and not le~ally en[orceable. 

That lS the reasClIl why the OECU GUldellnes are ca lIed "sol t 

law". ln accordance wi1.h thelr proeJa.lmed non--blnd1ng nature. 

'rh i s concppt a f Il sa f t law" j Il l nt ernat 1 ana l law has been 

famillar S:lnce the early 19705, although Ils prec]ge mf'élninq 15 

st i Il the subjec t of mllch debate* 3. 

As It IS outside the purpose of lhis theslS to C'xamlne and 

di scuss the .Lega] nature of IIsaft law" , the 1 01 low lllq 

assertions about "soft norms" by the lale Judge H.R. Aaxlcr 

will be helpful ta comprehend the "legal effecl" of t he OgeU 

Guidelines as "sof t law". Cautloning expl il'!ll Y Ihat 

generalizatiom; are dlfflc;ult because of the d]f(erenl "legal 

impact"*4 of each respective "soft" lnstrumpnt, he enumc:."r,1l es 

the supportable assert ions as fol lows' 
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1. If some !:;ort of wl"itten norm has been ronsented to 

by the states lnvolved, the future course of discussion, 

Ilegotlatlon, and even agreement wIll not be the same 

i'\5 they would have been in the absence of the norm. 

2. Once a mat ter has become the subJect of such a norID, 

the IDdtter can no longer be asserted to be one withtn 

the reserved domain or domestic ]Urjsdlction of 

the State. As the Permé:l.npnt Court sa1d in 1ts advisory 

OpJnIOn on NatIonallty Decrees r'5sued ln Tunis and 

Morocco, Olt he quest Ion whether d certain matter 1s or 

t5 not solely with-tn the jurisdlction of aState 

is an E'ssentIéllly relative questIon; IC depends upon 

the development of Internùtlonal relatIons" [1923 

P.C.l.J., ser.B. NO.4 at 24]. And one way ln WhlCh 

internatIonal relatIons develop 15 through agreement. 

3. The norm wI~l establish new standards of relevance 

for the I1egotiations between the partIes. Certain 

arguments wi 11 be ruled out. Economie consideratIons, 

under ArtIcle 5 of t~c DefjnItum of AggressHln adopted 

by the General Assefubly [G.A.Res. 3314(XXIX), 29 U.N.GAOR 

Supp. NO.31 at 143, UN Doc.A/9631 (1975)] after sa much 

t ravai l, are ruled out as a possIble just 1 f icat Ion for 

the use of force agalnst a Statp. That clearIng of 

the ground 1S helpful, even though the deflnltion may not 

be of mater.l al ass i stance in determ l.nlng whether an act 
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'. of aggresslon has taken place. 

4. The norm wlll establlsh the legal fral1lework wlthin 

which the di spute about l ts appllcat ion may be reso l VE"d . 

It wlll establish presumptlonn, Indicate thp prevrlllJng 

trend of oplnioJl, provlde a guiding prlnclplp which may 

have a certaJ.n inherent appeal for the part iC!3, and 

channel negotlation and sett.lement into legal and 

orderl y pêühs*5. 

However, despite of this considerable influencE', "soft 

law" does have certaJn disadvantages: for example, 1-he rl.lles of 

the OECD Guidelines can nut as such be sanet j oned by any court 

or tribunal al either a natlonal or International level, where 

either not aIl the parties ta a gjven C'onfllct have prf.'vJnusJy 

at:cepted them, or wher0 same partü~s interpret the content of 

tho5e rules ln a di f J-erent manller. Fur thermore, obj ec t 1 V(~ 1 y, 

non-observance of the DECD Guide 1 j nes can h<'lrdly qUnllfy as 

international delllKluency, which nlean'3 th.: t a s1_ate i'lf ft'ct{!!l by 

such non-observance would not be entitled under Internatloual 

law ta resort to reprlsals, namely, "to obJectivcly j Ileqal 

acts, which international law renders nonetheless 1egi limate il!> 

retal i a t Ion agalnst a vlolatjon of (ha rd) rules of 

internat lonal law*6." 

Nevertheless 1 as analyzed in Chapter 4, t hp OECO 

Guidellnes demonst rated thei.r power of Il cummuni t y eng lTIN!r i ng" 
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(' and promotea tCle narmon1zatlon of nat10nal legal po11cles on 

'rDF. it 15 "L1èl.'eiore reasonable to predlct that, Instead of 

any st:rlct: compulsory measures, certaln mechanlsms to foster 

member 5tates' compllance wlll be devlsed W1 thln the eX1st 1n9 

instltutlonal framework governlng the OECD GU1de11nes. 

5.3 Two ~unctlons of the :nst1tutlonal 

Mechanism GoverCllng the OECD GU1dellnes: 

tne Follow-Up Procedures 

5.3.1 Improvlng Acceptaolllty of the RQles by ~eedback 

InformatIon GaJned from Pract:lcal App11catlon 

It 1S certa.ln that a set of ru:l.es called 1. he OECD 

GUlde11nes does Lot create legal l"lgnt:s nor enforceao.ie 

obllgat10ns. However, The OEGD Guide11nes ~~ave 

"persuasl veness", and therefore 1 n turn, ,. accepta!:n11 ty" 1 as 

the mlnlmum common level of enforceEe~~ t~at was reached 

through negot1atlOns between the varlOUs ent1tles Wlt~ an 

interes1: ln tilt.! f lpld of TDF. More parl:lcl .. jarly, thlS fle.l.d, 

called the "TDB' problems", gl"ves rlse to oroader Issues wnose 

features and contents have changed rapldly Wl~n the advance ln 

technologlca.l development of lnformat lCS and 

telecommun1catlons. ln thess clrcumstances, aa hoc meetlngs on 

the follow-up of the OECD GUlaellnes ------- at Wh1Ch speclflC 
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Informat ion and the views of member states are exchanged, huvp 

proved useful. As mentloned ln Chapter 4 [Gee. 4.Î..?], .:It th!:' 

second OECD ad hoc meeting of t983, the member states had 

already come ta recognjzed that no ]aw, policy nor pt'OCedul'p 

concernlng the protectlon of personal datn was found t 0 creatt' 

obstacles ta the transborder movement of personal dala. J\. t t hl' 

fourth meeting of 1988, the Most recent developments of dota 

protection leglslatlon were Introduced, i.e. so-calleù "second 

generation" legisla110n which had been drafted on the basl!' of 

the DECD countrles' experleuces in the 19703 and early 19805*'1. 

Furthermore, when informatIon obtalfled by member states 

from their national implcJnf'ntation of the OECO GllJdellnf's 15 

fed back to the fOllow-up meetjngs, it May brIuq about 

refinement of existing rules which are better 5ulted tu 

changi ng cirCllIDstdnces and accordlngly more acceptable to 

member states, In fact, a pertInent examp]e ot ttw deve]opmeul 

of further standards by feedback act ion can be ohservp.d in the 

measures taken by the OECD in the field of Internatlonal 

inves1:ment and mul t lnat j anal enterpr i ses. 

On 21 ~Tune 1976, the OECD member state~3, agreelng "ta take 

measures designed ta Improve the Jnvestment cllmate" élnd 

recommending that "multinatlonal ellterprises should ablde by 

certain standards ot behavJour set [orth ln Q s~rle~ of 

gUldelines*8" . adopted "the Declarat.Ion on fnlernatlOf1d) 

Investment and MultInatIonal Enterprise5"*9. 
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The outlines of the Declarat~on are as follows: 

1. A recommendation ta multinational enterprises 

operating in the member states' territories 

to observe the GUldelines for Multinational 

Enterprises (herE.IUafter the 1976 GUldelines); 

2. The princlple of national treatment, namely 

the accordance by member states to multinational 

enterprises operating in the member states' territories 

and owned, or controlled, directly or indirectly, 

by nationals of another member state; 

3. A statement on internatlonal investment incentives and 

disincentives; 

4. Consultation procedures, namely that the governments 

of member states are prepar~d ta cODsult one another 

on ~he above matters in conformlty with the relevant 

OECD Decisions; 

5. A statement on the Revlew 01 the Dpclaration. 

The governments of member states will review the above 

matters at the late5t in five years wlth a view 

to impraving the eftectiveness of internatlonal economic 

co-operat i OIl among them on Issues re lat i ng to 

Intp.rnat~onal investment and multInational enterprises. 

IwcordIrlg ta paraqraph 5 ot the Declaration and to 
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DeCIsion C(76)117*10 of the OECU Council on Inter-Governmentül 

Consultat ion Procedures on the Guide lines for l'1u lt i na t iona 1 

member states met at the OECD headquarters ln Paris, on 13--14 

June 1979, they reviewed thelr cooperation in the fleld of 

international investment and multinaljonal enterrrI3c~kll. 

Regarchng .:the 1916 Guidellne'3, one change ln par'agraph B, 

was adopted ta caver the si tuat Ion where workers were l ransfer 

from a forelgn afflUate ln arder ta Influencp llllf<'lJrly 

negotlations w~th employc-es, an Issue which haLl not b(~cn 

foreseen when the 1916 GUldellnes were draIted*12. 

At the same t Ime, the follow-up procedures of the 1l)7b 

Guidelines under the text of the Declsj on C (76) 117 wprc changf'd 

and brought into greater conformity wlth the practlCe!3 o( the 

centra) body organizing thlS proJect. lhe ORCl) Comml t tep on 

Internat iona 1 Investment élnd Mul t ln~lt ional Eut erpr' we3 

(hereinfater the IIME Commlttee)*13, whose prar:tice has evolveri 

since 1916*14. 

Prof. Blanpaiu commellts un the 1979 amendment of .!lle ___ J_~'lfi 

Guidelines as follows' 

The text of [th~ 1976 Guidellnes] was, for the sake ot 

were drafted. It was accE:'pted by most tlwt the 19'/6 deal 

-
." 
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consU t"uted a fragl1p package, the delicate balance of 

whjch had to be malnt"alned. The credibility -- in the 

sense of stabillty -- of [the 1976 Guidelines], required 

that after such a short period no changes should be made. 

The one change, obviously agaln a compromise, since more 

changes were asked for, Indlcates that changes which are 

needed are possible, WhlCh is also necessary for the same 

'credib~lity'*15. 

\~ Hh respect to _~he .. 9ECD Guidelines 1 throughou t four ad 

hoc meet.lugs concernlng tht=>jr follow-up, their wording was not 

changed. However, "changes which are needed seem to be 

pOSSl bIe" as observed ab0ve under the 1976 Guidelines, if a 

problem that was not expected at the i iine of drafting oceurs. 

And the role WhlCh the IIME Committee played under the 1976 

GUldellnes will --_._----- be assu.lD.ed tJy the ICCP Commlttee under the OECD 

g~ldellI1!:~, whlch has beel1 the central organ cf the OECD 

pro]ects ln the f leld or the protpctlon of pr ivacy and 

transborder î lows of perso:1al data, as mentioned in Chapter 3 

[ sec. 3 . ] . ' . l] . 
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5.3.2 Enhancing Enforceabili~y of th~ Rules by 

Greater "Internat ional Control" 

The blennial follow-up meetings ln d l ~,cuss the 

implementation of the ùECD GUldelines also put pressure on the 

member states ta improvc compliance wlth the l'uJes of the OECIl 

Guidelines. 

hoc follow-up meetlng~, the IldmeS of mernber state~; WhlCh hélÙ 

not yet adopted the OECD GUldelJnes were noted HI the F.ynthr~·;lf;' 

report for each meeting. Moreovel', lhe names of countrlf!!j 

which had not enacted domestJc dara protec1:ion ]pglslatLOn or 

had not replJ.ed to the questionnaire werc a]so repnrtcd*lG. 

Thus, these meetlngs, at which jnformallon élf'l::'.1llq from 

member statesls domestic lIDplementaljon of the OECD GUJdpliJl('" 

was discusc:;ed on the büsis of the reports prpparpd by thp Ol':Cn 

SecretarIat/lCCP DivisJ.on, funclioned as mean::. of '10-callf~ù 

Il j nternat Ional contre 111, in order ta cnhancp lhe ('~nf orceab l li l Y 

of the rules. 

~he term IIcontrôle ll 
j s de t J ned as 

follows: 

Surveillance exercee en vue de vêrlfler la conformité 

d'un acte, d1une cltuatlon. de l'exercice d'un pouvoir 

à une règ le, cl un (.:.'llgd:,lcmen t ou aux ex i genc('s dl une bonne 
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administ ration, ce t te survE' illanc{> pouvant être qualifiée, 

soit en considération de l'organe ou de la collectivltê 

qUI J'exerce: contrôle International, sOIt en considêration 

de son obJet. [ ... ]*17. 

FUl'thermore, in the follow-up procedure of the 1976 

Guide_l ines, the DECD ulldertook Ineasures other than the simple 

collection and (lIssemiuéitJOll ûf information regarding the ru]es 

of the J976 GuidelJues. Tho,;;e measures author ize the lIME 

Committee, the body designateà to 5urvey the impJementation of 

the 1976 Guidellnes, ta follow up and clarlfy, if necessary, 

thelr rules. 

Again according t-o the Decision C(76)117, paragraph 3 

gjves ë\ mandate to the lIME Commit tee as follows: 

On the proposa] of a Membcr country 

the [TIME1 Committee may declde whether Individual 

enlerprises should be given the opportunlty, 

jf they 50 wish, ta Express thelr views cnncernlng 

The [11ME1 Committee shall not reach conclusions on 

the condu~t of Individual enterprJses*18. 

ln spi tf' of t he dIse lé'umer ln the last sentence of this 

parclgraph, by not "interpecU ng". but rather "clarifying ll the 
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content of the 1~76 Guidelines. the conclu51oll of the IIMl!: 

CommltteE' came very close ln ~evel'dl exam'.)l0S ta ,]udqing the 

behav.lour of the E'nterprise concprned. 

nature of the procedures Lcfore the 1 nm Cornm Il tee in 

accordance wlth the mandate, WhlCh allowed so11tllHLS th<lt mlqht 

not be possible under "niird" law, can be obsPl'ved for lnstance 

in the Badger case*19. 

The Issue in the ~~~g~r case concerned, the U.S. Bad~JPr, 

the parent company of a ~ubs..l.dlal'y set up as a sep'lf'rlt (~ 

corporat ion under Be1gi.an taw 1 WhlCh preferrcd to let the' 

Subsldiary go bankrupt rather than draw on 1 tn own fund~; j Il 

AmerIca to pay the separatIon allowance due \lnder Bplq Lan li.lW 

ta the workers of the Subsldiary. Undpr the pr 1 nc 1 pIe () f 

limlted 1ega1 liabillty, the parent company hdd no (~ntorcf!able 

responsi bIll ty ta cover the remallunq liabJlltH..·S of Jts 

Belgian subsidiary, nor did the 19'16 GUIde] lflPS partIculilrly 

mention any 511Ch oblIgatIon. The labor unions rlPvertheJL's~; 

clalmed that multinational enterprlses h~d a dut y 10 meet lhe 

oblIgations of lts !3UbSldIary and that Jls f,lliure ln do '.iO 

violated the Splrlt of the 1976 GUIdellnes. Based on thls 

claim, on 23 ~ebruary ]971 the Reiglan delegatlon submlttpd the 

memorandum te thp lIME Cemmlttee ln accordance wlth paragrdph 3 

of the DeCISIon, cc.dllng for un pxchange vicw!J Wl th member'i 01 

the lIME Commlttee concernln(,J J ts ] nterpre>tat Ion 0 f the 

relevant paragraph5 of the 1976 GUldellnes. ------------- In the 
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, , memorandum, the Belgian delegation emphasized as follows: 

Tt is fully understood that, ln accordance wlth 

the DecIsion LC(76) 117], the [lIME) Committee cannot l'each 

any conclusions as to the behaviour of the enterprise 

ln question. However, It is essent laI that members of 

the [IIMEj Commlttee should be ahle to express their views 

on the extent to which sHch behavlour lS compatible with 

the sp~rit or letter of cprtain rules of Qood conduct 

contained ln [th~_~97~_GuldelinesJk20. 

It May be pOlnted out then that, al though the pOJnt in the 

ê.a(:!Sl~.!: case concerned the cu-responsibi 11 ty of the parent 

company for thE' obllgat Jons of i t s subsidiar ies*21, 1 ts whole 

process took the form of a reconcl11atlon of the dlfferent 

Interpret."3tl0ns held by the parties concerned of the words of 

the the 1976 Gùidelines. After fulfilllng severa 1 other 

procedures set down by Declsion C(76)1l7. on 31 March 1977 the 

IlME Commlttee finally concluded, in the form of expressing lts 

clarlficatlon on the paragraphs on which the Belgian delegatian 

asked Ils comment:::., that parent companles on a volu.ltary basis 

ilssumed ln certaJJl cases such financldl responsibility for a 

subs 1 dl .-lry . On thlS basl~~, the BadgeE case was settled, wlth 

the U.S. Bc1dger paylllg about twenty mlll.lon Belgian francs ta 

the Belgian Subsldlary ta IDeet compensation costs. 
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Therefore, [rom thjs orte demonslration 01 Jnter'ltatlonal 

control, the Committce ot Informntion. Comp1\trr' llnd 

Commun) cat) ons PollCy (IeeE') could a l50 conCf-r'n 1 t :~e 1 f Wl t h t 11(' 

discussion of the same such Issues and questIons d3 arase under 

the OECD Guidelines, e.q. l he problcm5 ot choiet"' of 

jur i sdic t Ion, cha lce of applIcable law and recoqn l t 10H o{ 

forelgn judgmcnts*22. The explicit c.lctions 01 tO"lcr -flndln9 .wd 

interpretatlon in the indIviduell case mlght not ur allowed (nr 

the rccp Commlttee as wp.ll as the Il ME. CommlltE"2, ".tS th(~y mlqht 

brlllg the ICCP Cumm~ttee tao close ta ;) )udiclal l'ole. 

However, the way il1 wh:!ch the ICCP Commlltec's dl~:;cuS~I()n will 

evolve and lt~ clari f icatio!1 wll J be exprcs'ied mily Ind lCi'lte 

whether or not certain behaviour ot member stdles ~hould lH' 

approved by and throuqh such 

quasl-Judjcial actIon of the ICCP Lommlttee, thp en(orcedblllly 

ai the OEC~ GI1_id~~1Tlf2~ may bE enhauced stC'adi Iy. 
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5.4 Needs for a New Conc.;ept u f "Law" 

in Modern International Soclety 

5.4.1 SpecIfIc Features of 

Today's International SocIety and Its Legal Order 

From the precedlng dJSCUSSlon, it can be seen that 

InternatIonal regulatory techniques governing TDF has been 

evolved, lmder whicll non -h:illdlng principles and standards are 

f i l'~t adopted, whose acceptabi l i ty and enforcf'ment are Iater 

enhdllcect by fef'dback [rom case exper i ences and further 

lnternôltional monltorlng respectively. 

Then, tOI' more g~neralized consideration, the 

most CIrcumstances under WhICh thes~ techniques operate 

eff8ctIvely should bE' examined. Ta ~his end, some findings are 

empJ oyed cOllcerning r he tedt ures of modern Internat Ional 

soc l et y ln which lega.i reglmes for TDF shoulà be eST abl ished. 

The foIJowlng four pOInts can be indicateù as its specIfie 

features. 

Firstly. as the International system, i . e. funct ional 

mechanIsm of the internatlonaJ society, becomes more and more 

Intc9t'ated, Int~rnatlOnal law cornes ~o concern itself with many 

human actlvItles. 

Secondly, desplte thi~~, inte- national Iegal arder has 

remalned less effective in comparjson with domestic legal 
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arder. The maln reason 18 that the tr-ipartit-c dlvl.SlOn of 

formaI government instjtutlons executlve, legislatJ.ve, and 

judicial dof''3 not readiJy eXlst at the jniernntlCHh-1l level. 

It must be recoqnized é.lCCOl'dlngly that Hl I-his SOClt'ty with 

horizontal legal order, the authorlty and eftectlvpness u1 

deC1Slons depend merely upon the volunlary compllilllcP ot lelJ.:.ll 

subJeCTS, I.e. Its members. 

Thirdly, although thE' lnternatjonal gystem han Inteqr~1tpd 

sWlftly, nations, the principal actors in the Jlllet'ni'ltionai 

pO]itlCS, are '3till rat.ional eÇlOlsts, thelr preff'renc(:~s III 

International politlCS are based on thelr assessments of lhplr 

OWI1 welfare, Ilot that of others, and they sepk tu maxlInIZe 

value over a ~et of consistently ordered nbjCctlvPS. Th l~; 

means that central ized rulp-pntorccmenl uy Int erni.lt ional 

arganizat ions may remaln a dream as ] ony as the nat H)n--sléJles 

rpmalll more "obst J na lp." th.,m UubsoletE'''*23_ There f {'T'f~, ln 

arder ta ensure voJuntary compliance by l1ill Ions, 1 hey musl 

~gree ~Illong thems€'lve,:; ta élccPpt the mjlllJllUm (;ommOll rest ralnl. 

Tnevitably, tht?y h<lve t 0 eXGhanqe thl"'\lr f)wn arrJurnenl!1 i!ud 

claims concerning confllct~ny intereoto. 

Fourthly, contllcts InvolvillY r.;ompJlC~ated i~iSlteS bptwcell 

states, muit lnationaJ entcrprises and olher lnlprnill lona 1 

entltit_"s reqll~re !.~wlfl, .1 s<Jue--spf'C l f ic rt~SpOnbf>S. ThIS need 

can oe expressed by the qUt"'st lon "C,':Hl 1 he j aw keep 1J(l w i t h l he 

change .ln events?" In the fleld of TDF Hl parlJcular, thlS 

-. 
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ques\. ion munt be taken Jnto account when we seek to Jndicate 

certaln condi tIans considered necessary for establishing 

0ffective leqal regimes, 

5,4.2 Rpspond~ng ta tne Demands of 

PL'E'sent-Day Internat lonal Society: 

Favoured Legal RegJmp 

Even thouqh thene ::.p(~cific feature-s of the present-day 

internat LOllal society are weIl understuod, because every new 

development upsets the px.u:.t Ing balance of interests of its 

pa~tlcipants, negotiallon of a set of coerClve rules i5 always 

dl f f J Clll t. Moreov.>r, j f participants follow the orthodox way 

of iutel'natlonal law--maklng, namely the draftlng of traditlonal 

Jegally--bll1filng trE'aty. H would take a long enough tlme to 

miss oppcrtunlties [or propcr ·:lct ions. ThIS i5 because 

trpaty-making, as a me ans ot solution of present-day problems, 

lias severc.ll lia] or defect s. a lengthy draft ing process, passl ble 

dèlay!:o in rat IflC<.ttloIl, dlfficulty ln makl ng subsequent 

amendmen t <>/(7.4. To lUak~ matters worse, obsolete rules WhlCh 

clmtinue ta bind partIcipants do nothing but confuse the 

si tuat lon. 

Thus, It may be perc.:eived that the tradltlonal 

legaJly-blndlng treaty-maklug or decision-oriented legal regime 

like the domestic legal system, i3 not sul table for the 
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problems wInch occur in the present-day international society. 

Further, a favoured leqal reglme 1;;hould be one which places 

more emphasis on the f lexl.bJ.! ity of i ts WOl kin9 methods ta 

allow the fine-t uning of i t s exi st 1119 rulE's tu f~vcr- chang i ng 

clrcumstances. 

5.4.3 The !iew Concept of "Internat 10na 1 Law" 

as a Process of CommuDicatl0n 

As a responsc ta the demands of today's internatIonal 

soc iety, internat ional regu latory technique':> ~hou ld take sorne 

new form other than that of traditional international law. 

With thls new viewpoint, the exper iences sl1rrOUndl ng the OECO 

Guidellues with their folJow·-up procedures <3uggest certaln 

important condJ. t 10n,s, for th 15 llew ~orlJl of Internai iunal 

"law" . 

The OECD Guidelines a& "soft law" couJd overcome dead tocks 

in the relations betftlE'en the member !3tatt'S that resuJ ted from 

economic or politienl d11ferences among n.cm whf-'n efforts for 

"hardI! sollltions WE're lmav-.:\ilabJe. HoreovC'r thel (' follow-up 

procedures funr.t~onpd, not only to complement the "softness" of 

the t'ules, but also ta conf irm and clevelop (:In acceptable legal 

regime over the member states_ In thls way, aIl the aClivltles 

~he process of the exchange ot dlfferpnt viewpoints and clalmu 
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by particlplJnt~ concf'rned. 

Paying attentIon ta i.his function of " c l a im-exchange", 

Prof. R. ,IL l!'aJk conce.ives InternatIonal law as a "medIum of 

communicat .1on"*25. As a "medIum of communication", law 

provjdes l."hetorlc, analogie!';, and some standards to help with 

the determIn.lt 10ll or wnether a particular claim 15 

reasonable*26. He describes the major contrlbutions of law in 

Gonfl ict Sl tuat lon~ as tollows: 

Law provides a technique for narrowing controversial 

c laims, for communiC'atlng the pr~cise nature of demand, 

for paylng 1l1axilUI1Jll respect to communi 'ty expectations 

abolIt r ight act ion. and for encouraging a rival to 

respond with arguments rathel' than weapans. *27 

Therefore, through th l S process of II c l a im-exchange", or 

the process of "communication" among policy-makers or 

representa r 1 \Tes of cotJflict1ng intercsts, disputes among them 

Wljl be ea~ed or prevented, a mU1.ually beneficial compromIse 

wjll bt-' reached and a specifH': legal regime will be formed. 

Fol' ] n 

inlerest, 

genera 1, the more 

t hE~ sma] 1er the need 

evenly shared the regulatory 

for entorcement mechanlsm, and 

the greater the prospect for effect~ve Implementatjon. 
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1 5.5 Concluding Remarks: 

the Ra] e of Internat ional Organl zati ons 

under the New Concept of "Law" 

The international regulatory techniques qovernlflg TOli' 

should be based on the premise of the dynamic- proc(-'~.s ot "]i'lW" 

by means of "cld1m-exchangp.1t . Wlthin thlS process, tht' 

technique of "soft- Jùw--maklllg" can tlme]y sei ID.ullmUm slémdar'ds 

of prcblem.-:lt lC SI tuat ions, !Juch s tandards repre~3pn t 1IIIJ the 

commoIl wi] l of the pr~rt les InterestE'd. Tlüs techrllqU(~ 15 

fUl'ther accoillpani ed hy the t echnllJUe of "follow-up at:t l Vl t les" 

in which the followlng t~o functions arE' incorporatt-'d: one 

WhlCh impraves acceptab i li ty of rules by reedback in f Ol'ma r lon 

ga::ned from their practJC'al appl iCc-lt Ion , and another whlch 

enhances entorC'eabJ 11 ty of 1 he Iules by interllat 10na1 control. 

In thlS cl!"cular process of l;"}w, thp cooperat lon among 

international partH::'s i5 most lJkcly to occur, 1101 only whell 

there are lnterests, but when lnternatlollill 

organizéltions that facil1tate cooperatlon on bphal [ of tho~)t~ 

interests e~jst, by ID Huml Z 1 ng transac t ion COSl!3, reduc l nt! 

uncer"tainly, and provj dJng rIdes of thumb for qovernmenl, 

busines~ rlnd Jabor al'lion'Aï8. ;.li partl<.:uldt", as prpvlou~,ly 

observed iu Cktpt.er l [SPc. l . 21 , lhe fjeld of tl!lematlc8 1 " .) 

chal'actel'ized wi th Ilot only "the phenomenon of conv~rqence anù 

rapl d tp.t:hnolog1C-a l changeo, but also wj th the conCP['n of 
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( varlous branches of e:;usting ]aw of varied origin and separate 

evolul. ion, 

and wh 1ch 

which draw on d~fferent approaches of domestic law 

resul ted in rules that were def iClent. and 

cont.rùdictory. Theretorc only wi thln the dynamlc process of 

"CammUllJCatlon" by means of "claim-exchange" facilitated by 

some international organi zat i on, the modern international 

~:;oC i et y may be able to mai ntain the most basic level of legal 

arder and, hopefully, international parties woald be able ta 

learn ta control t:helr inflated expectatiolls towards the 

political, economic, and social benefits they wish ~o gain. 
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Footnotes to CHAPTEt~ ~ 

*1 See, supra, CHAP'J'ER 3 note :31. 
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RECOMMENDATION OF THE COUNCIL 
CONCERNING GUIDELINES GOVERNING THE PROTECTION 

OF PRIVACY AND TRANSBORDER FLOWS OF PERSONAL DATA 

(23rd September, 1980) 

THE COUNCIL, 

Having regard to articles 1(e), 3(a) and S(b) of the Convention on the Organ­
isation for Economic Co-operation and Development of 14th December, 
1960; 

RECOGNISING: 

that, although national laws and policies may differ, Member 
countries have a common interest in protecting privacy and indi­
vidual liberties, and in reconciling fundamental but competing 
values such as privacy and the free ffow of information; 

that automatic processing and transborder flows of personal data 
create new forms of relauonships among countries and require the 
deve10pment of compatible rules and practices; 

that transborder flows of personal data contribute ta econonuc 
and social development; 

that domestic legislation concerning privacy protection and trans­
border flows of personal data may lundcr such tran~uorder flows; 

Determined to advance the free flow of information uetwecn Membcr 
countries and to avoid the creation of unjustificd obstacles to the develop­
ment of economic and social relations among Member countries; 

1\Iï:COMMEN DS 

,j 1. That Member countries take into account in their domestic legislation 
the principles concerning the protection of privacy and individual libertics 
set forth in the Guidelines contained in the Annex to this RecommenJation 
which is an integral part thereof; 

2. That Memuer countries cndeavour to rem ove or avoid crcating, in 
the name of privacy protection, unjustified obstacles to transuorder flows 
of personal data; 
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3. That Member countries co-opera te in the implementation of the Guide­
lines set forth in the Annex; 

4. That Member countries agree as soon as possible on specifie procedures 
of consultation and co-operation for the application of these Guidelines . 
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Annex to the Recommendation of tbe COllncil of 23rd September 1980 

GUIDELINES GOVERNING TIIE PROTECTION OF PRIV ACY 
AND TRANSBORDER FLOWS OF PERSONAL DATA 

PART ONE. GENERAL 

Definitions 

1. For the purposes of these Guidelines: 

a) "data controller" means a party who, according to domestic law, 
is competent to decide about the contents and use of personal data 
regardless of whether or not such data are collccted, stored, pro­
cessed or disseminated by that party or by an agent on its uehalf i 

b) "personal data" means any information relating to an identifieu or 
identifiable individu al (data subject); 

c) "transborder flows of personal data" means movements of pcrsonal 
data across national borders. 

Scope of Guidelines 

2. These Guidelines apply to personal data, whether in the public or 
• private sectors, which, because of the manner in which they are processed, or 
,hecause of their nature or the context in which they are used, pose a danger 

• to privacy and individualliberties. 

3. These Guidclines should not he interpreted as prevcnting: 

a) the application, to differcnt catagories of pcrsonal data, of different 
protectivc measures depending upon thelr nature and the context 
ln which they are collected, stored, processed or disseminated; 

b) the exclusion from the application of the Guidclincs of pcrsonal 
data which obviously do not contain any risk to privacy and 
individualliberties; or 

c) the application of the Guidelines only to automatic proccssing 
of personal data. 
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4. Exceptions to the Principles contained in Parts Two and Three of these 
Guidelines, including those relating ra national sovereignty, national security 
and public policy ("ordre public"), should be: 

a) as few as possible, and 
b) made known to the public. 

5. In the particular case of Federal countries the observance of these 
Guidelines may be affected by the division of powers in the Federation. 

6. These Guidelines should he regarded as minimum standards which are 
capable of being supplemented by additional measures for the protection 
of privacy and indiviilualliberties. 

PARTTWO 
BASIC PRINCIPLES OF NATIONAL APPLICATION 

Collection Limitation Principle 

7. There should be Iimits to the collection of personal data and any 
such data should be obtained by lawful and fair means and, where appro­
priate, with the knowledge or consent of the data subject. 

Data Quality Principle 

8. Personal data should he relevant ta the purposes for which they are 
to be used, and, to the extent necessary for those purposes, should be 
accurlte, complete and kept up-to-date. 

Purpose Specification Principle 

9. The purposes for which personal data are collected should he specified 
not later than at the time of data collection and the subsequent use Iimited 
to the fui filment of those purposes or such others as are not incompatible 
with those purposes and as are specified on each occasion of change of 
purpose. 

Use Limitation Principle 

10. Personal data should not be disclosed, made available or otherwise 
used for purposes other than those specified in :1.ccordance with Paragraph 9 
except: 

a) with the consent of the data subject; or 
b) by the authority of law. 

Security Safeguards Principle 

Il. Personal data should be protected by reasonable security safeguards 
against such risks as loss or unauthorised access, destruction, use, modifi­
cation or disclosure of data. 
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Openness l)rinciple 

12. There should be a general policy of openness about developments, 
practices and policies with respect ta persona! data. Means shoulc..l be readily 
available of establishing the existence and nature of personal data, and the 
main purposes of their use, as weil as the identify and \lSual residence of the 
data controUer. 

Individual Participation Principle 

13. An individual should have the right: 

a) to obtain from a data controller. or otherwisc. confirmation of 
whether or not the data controller has data relating to him i 

b) to have communicared ta him. data relating to him 

i) wi thin a reasonable time i 

ii) at a charge, if any, that is not excessive; 

;;;) in a reasonable manner i and 

iv) in a form that is readily intelligible to him; 

c) to be ~iven reasons if a request made under subparagraphs (a) 
and (b) IS denied, and to be able to challenge such deniali amI 

d) to challenge data relating ta him and, if the challenge is successful, 
to have the data erased, rectified. completed or amended, 

Accountability Prineiple 

14. A data controller should be accountable for complying with measurcs 
which give effect to the principles statcd above. 

PARTTHREE 
BASIC PRINCIP LES OF INTERNATIONAL APPLICATION: 

FREE FLOW AND LEGITIMATE RESTRICTIONS 

15. Member countries should take into consideration the imrlications 
for other Member countrieli of domestic processing and rc-export 0 personal 

• data. 

16. Member countries should take ail reasonable and appropriate sleps 
ta ensure that transborder flows ofleisonal data, including transit through 
a Member country, are unintcrrupte and sceure. 

17. A Member country should refrain from restricting transborder 110ws 
of personal data between itsclf and anothcr Mcmber country cxccpt whcrc 
the latter does not yet substamially observe these Guidclines or whcre the 
re-export of such data would circumvent its domestic privacy legi~lation. 
A Member country may also impose restrictions in respect of certain cat­
egories of personal data for which its domestie priv:!~y legislation includcs 

1. 
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specifie regulations in view of the nature of those data and for which the 
other Memher country provides no equivalent protection. 

18. Member countries shoul~ avoid d~veloping l~ws.' policie~ an~ practi~es 
in the name of the protection of pnvaey and mdlvldual hbertles, whleh 
would create obstacles to transborder flows of personal data that would 
exceed requirerncnts for such protection. 

PART FOUR 
NATIONAL IMPLEMENTA'i'lON 

19. In implementing domestically the principles set forth in Parts Two 
and Three, Member countries should establish legal, administrative or other 
r:rocedures or institutions for the protection of privacy and individual 
.iberties in respect of personal data. Member countnes should in particular 
endeavourto: 

a) adopt appropriate domestic legislation; 

b) encourage and support self-regulation, whether in the form of 
codes of conduct or otherwise; 

c) provide for reasonable means for individu ais to exercise their 
rights; 

d) provide for adequate sanctions and remedies in case of faHures 
to comply with measures which implement the princip les set 
forth in Parts Two and Three; and 

e) ensure that there is no unfair discrimination against data subjects. 

PART FIVE 
INTERNATIONAL CO-oPERATION 

20. Member countries should, where requested, make known to other 
Membcr countries details of the oLservance of the principles set forth in 
these Guidclines. Member countries should als() ensure that procedures for 
transborder flows of personal data and for the protection of privacy and 
individual liberties are simple and compatible with those of other Member 
countries which comply with these Guidelines. 

21. Member countries should establish procedures to facilitate: 

;) information exchange relatcd to these Guidelines, and 

ii) mutual assistance in the procedural and investigative matters 
involved. 

22. Member countries should work towards the development of principles, 
domestic and international, to govern the applicable law in the case of 
transborder flows of personal data. 
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ANNEX 2: Convention for the Pr.'otection ot lndlviduals wlth 

Regard ta Automatic Processlng of Personal Data 

(the CoE 1 28 January 1981) 
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PIŒAMBLE 

The member States of the Couneil of Europe, signatory hereto. 

Considering that the ainl of the Council of Europe is to achieve ~reater unit y bet"'ecll it'i 
members, based in particlliar on respect for the rule of law, as weil as huma" rights ancl 
fundamental freedoms : 

Considering that it is desirable to extend the safeguards for everyone's ri~hts and hlnda· 
mental freedoms, and in partieular the right to the respect for privacy, taking aeeount of the 
increasing flow across frontiers of persona. data underf.loing alltomatic proeessinR : 

l~eaffirminR al the saille time their commit ment to freedom of information regardlcss of 
frontiers ; 

Recognising that it is neeessary to rcconcile the fundamental values of the re~pcct for 
privaey and the free flow of information between peoples, 

Have agreed as follows : 

CI-IAPTEH 1 - GENERAL PROVISIONS 

Article 1 

Object a"d pllrpose 

The pllrpose of this convention is to secure in the territory of cach Party for C\'cry 

individual, whatever his nationality or residenee, respect for his rif.lhts and fundamenlal frecdom'i. 
and in particular his right to privaey, with rcgard to automatic processing of personal datn 
relatinp, to him ("data protection"). 

Article 2 
• 

/)c1illitirms 

For the purposes of this convention : 

a. "personal data" means any information relating to an idcntified or identifiablc irulivid· 
ual ("data slIbject") : 

Il. "alltomatcd dut a filc" means any set of data undcrgoing automatie proces .. inf.l : 

c. "automatic processin~" includes the following operations if earricd out in whole nr in 
part by automated mcans : storagc of data, earryin~ out of IORical and/or arithmetical operations 
on thosc data, their alteration. cra\ure. rctrieval or di<.'icmination ; 

d. Ucontroller of thc file" means the natural or leKal person, public authority, agcney ur 
any other body who is competent according to the national law to decide what shollid he thc 
purpose of the automated data file. which categories of personal data should be storcd and which 
operations should be applied to them. 
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Article 3 

Scope 

1. The Parties undertake to apply this convention to automated personal data files and 
automalic processing of personal data in Ihe public and private sectors. 

2. Any State may, al the lime of signature or when depositinR its instrument of ratification, 
acceJltance, approval or acceS!>ion, or at any later time, Rive notice by a declaration addressed to 
the Secretary General of the Council of Europe: 

u. that it will not apply this convention to certain categories of automated personal da.a 
files, a list of which will be deposited. In this Iist it shall not include, however, categories of 
automaled data files subiect under its domestic law to data protection provisions. Consequently, 
il :,hall amend this Iist by a new declaration whenever additional categories of automated 
personal data files are sllbjected to data protection provisions under its domestic law ; 

b. Ihat il will also apply this convention to information relating to groups of persons, 
associations, foundations, companies, corporations and any otller bodies consisting directly or 
indirectly of individuals, whether or not su ch bodies possess legal personality ; 

c. Ihat il will also a,Jply this convention 10 personal data files which are not processed 
autornatically. 

J. Any State which has extemt.:d the seo pc of this convention by any of the declarations 
provided for in sub-paraRraph 2.b or c above may give notice in the said declaration thnt such 
extensions shall apply only to certain categories of personal data files, a list of which will be 
deposited. 

4. Any Party which has excluded certain categories of automated personal data files bv a 
declaration provided for in sub-paragraph 2.a above may not claim the ap.,lication of this 
convenlion to sllch categories by a Party which has not excluded them. 

S. Likewise, a Party which has not made one or otller of the exten5ions provided for in sub­
,Jaragra"hs 2.b and c above Illay not daim the application of this convention on thcse points 
with rc:,pect 10 a l'arty which has made such extensions. 

6. The declarations provided for in paragraph 2 above shan take effect from the moment of 
the entry into for~e of the convention with re~ard to the State which has made them if they have 
bccn made at the time of signature or deposit of its instrument of ratification. acceptance, 
approval or accession, or three months after their receipt by the Secretary General of the Couneil 
of Barope if they have been made at any later lime. These dec\aration5 may be withdrawn, in 
whole or in part. by a notification addressed to the Secretary General of the Council of Europe. 
Such withdrawals shan take effect three months after the date of receipt of such notification . . 

CHAPTER Il - BASIC PRINCIPLES FOR DATA PROTECTION 

Article 4 

D"tÎes of tl,e Parties 

1 . Each Party shan take the necessary measures in ils domestic law to Rive effect to the basic 
prillCÎplcs for data protection set out in this chapter. 

2. These measures shall be taken at the la!cst at the time of entry into force of this 
convention in respect of that Party. 
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Article 5 

QI/alil)' of data 

Personal data under)toing automatic processing ~hall be : 

a. obtained and proeessed fairly and lawfully ; 

b. stored for specified and legitimate purposes and not used in a way incompatible wilh 
those purposes ; 

c. adequate, relevant and not excessive in relation to the Ilurposes for which they are 
stored ; 

d. accu rate and, where nece'isary, kept Ul> to date; 

e. llreserved in a form which permits idcntHication of the data subjccts for no longcr than 
is required for the purllose for whieh those data are stored. 

Article 6 

SpecÎlI1 cUleRorit's 0/ data 

Personal data revealing racial origin, political opinions or religious or other beliefs, a'i weil 
as personal data eoncerning lIealth or sexual life, may Ilot he processed automatieally unless 
domestie law provides appropriale safeguards. The same shall apply to Ilersonal data relating to 
criminal convictions. 

Article 7 

/Jale, _'wcllrity 

Appropriate securily mensures shall he taken for the protection of per'ional da .. , slorell in 
automated data files agninst accidenlnl or unauthorÏ\ed destruction or al'l'idental III'iS as weil as 
against unallthori~ed access, ~Iltcration or di~sel1lillati()l1_ 

Article 8 

Addi/;,mul safeRlwrcls for Ihe data sl/b;ecl 

Any person shall he cnabled : 

". to estahlish the existl'I1CC of ail :llIlomaled personal dnta file, ils llli,in purpO\C!>, as weil 
as the identity and habituai rc~id\!nce or principal place of b\l~ine'is of Iho- controller of lhe rite ; 

• b. to obtain al rea~onahle inlervuls and without excessive delay or expcn'le confirmalion of 
whelher persona. data rehlling 10 him are stored in the automated data file as weil a .. communi­
cation 10 him of such data in ail intelligible form ; 

• 
c. 10 obtain, as the case may be, rectification or era'iurc of such data if these have 

been processed eontrarv to the provisions of domcstic law giving effcct to the hasic principle'i set 
0111 in Articles 5 and 6 of this convenlion ; 

d. to have a remedy if a request for confirmation or. a~ Ihe calle may be, communication, 
rectification or erasure as referred to in paragraphs " and c of this article is not complied with. 

Article 9 

I:.xceptiolls ami re.\IricIÎtms 

J. No exception to the provisions of Articles 5,6 and 8 of this conventiun shall he allowed 
~xcept within the limits defined in this article. 
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2. DeroRation from the provisions of Articles S, 6 and 8 of this convention shall be allowed 
when such derogation is provided for by the law of the Party and constitutes a necessary measure 
in a democratic society in the interests of : 

a. protecting State security, public safety, the monetary interests of the State or the 
suppression of cri minai orrences ; 

b. protectinll the data sublect or the rillhts and freedoms of others. 

3. Restrietions on the exercise of the rights specified in Article 8, paragraphs b, c and d, 
may be provided by law with respect to automated personal data files used for slatisties or for 
scientific research purposes when there is obviously no risk of an infringement of the privaey of 
the data subjects. 

Article 10 

Sanctiol/s alld remedies 

Each Party undertakes to establish appropriate sanctions and remedies for violations of 
Ilrovisions of domestic law giving errect to the basic principles for data protection set out in this 
chapter. 

Article 11 

Extf!I/ded prutectiun 

Nunc of the IlfUvisinn!t 01 this c1wlltcr !lhall he interprcted as Iimiting or othenvise 
lIHcctinJ,t the I)"s<;ibilit" for a Party to ~nmt ~Ia subjccts a ",ider mensure of protection Ihan that 
!ltipulatcd in this convention. 

CIIAPTER III - TR'ANSBORDER DATA FLOWS 

Article 12 

Transborder flOI\ls of perso"al data alld domeslic la", 

1. The following provisions IIhall aptl1y to the transfer aeross national borders, by whatever 
medium, of personal data undereoing automatie processing or collected wilh a view to their being 
automatically processed. 

24 A Party shall not, for the sole pUIl>ose of the protection of privacy, prohibit or subject to 
special authorisation transborder nows of personal data going to the territory of another Party. 

·3. Nevcrthelcss, each Party shall be cntitled to derognte from the provisions of paragraph 2 : 

u. insofar as ils legislation includes specifie reguliltions for certain categories of personal 
dut:! or of uutomated personal data files, hecause of the nature of those data or those files, 
cxcept whcre the rcglliatir.;.~ of the other Party provide an equivalent protection: 

h. when the tran!lfer is made from ils tcrritory to the territory of a non-Contraeting State 
through the intermediary of the tcrritory of another Party, in order to avoid such transfers 
rcsulting in circuOlvention of the Icgislation of the Party referrcd 10 at the bcginning of this 
paragraph. 
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CIIAPTEH IV - MUTUAL ASSISTANCE 

Article 13 

c"·tlpl'rlltiu,, //('111'1'.'/1 P"rl, ... \ 

1 . The Parties agree to rendcr each othcr mutual a\!>Ï!.tancc in order 10 implel1lent thi~ 

com'cnt ion. 

2. For that purpolle : 

l'. cach Party lIhall designHte one or more authonlies. the nllllle and addrc!l~ of each of 
which it shall communicate to the Secretary General of the Coundl of Europe; 

h. cach Purty which hAlll dC!lignatcd more than one authorily shull ~pecily in ils C0I1I' 

Illllnication referred to in the prcviolll> lIllb·puragraph the con:pctencc 01 each authority. 

J. An allthority designatcd by a l'art y lIhall at the rcquest of an ullthority de~illnated hy 
another Party: 

a. furnish information on its law and administrative practice in the field of data 
protection ; 

h. take, in conformity with its domestic la\\' and for the sole purpose of protection of 
prh'acy, ail apl)ropriate measures for furni!lhing factual information rclating to specifie aUlomlltic 
processing carried ouI in its territory, with the exception howevcr of the pcr!lonal data hein!: 
proceslled. 

Article 14 

A.u;st""C(' ltJ Ilt,tt, slIbjf'cts resitlellt "Imllul 

1. Each Party shall assist any person residcnt ahroad to excrci~e thc rights confcrred hy il\ 
domestic law giving effcct 10 the prillciples sct out in Article 8 of this cOJ\\'cntion. 

2. When sllch a person resides in the territory of allother Party he shall he given the oplion 
of submitting his request through the intermediary of the authority dClIignated hy Ihat Parly. 

3, The reque'it for assilltance shaH C'olliain ail the nCl'CS'iary particuhtrs, relaling iIIIer ulill 

10 : 

a. the nnme, addre~!. and uny oHlcr relevant particlllar'i idcnlifying the person mukillJ! Ihc 
reqllc'il ; 

b. the aulomated pCf\<mal data file 10 which the reqlle\t peltllin'i. or its controller ; 

c. the \lurpo\c uf the rcqucst. 

Article 15 

SII[I'I:""rtls t'OIIcl'mi"l: tl,U;.\Itll/('e rt'lu/l'rell ".1' dl',\il:'WIl't/ tlIIt/mrities 

1. An ulllhority dC!ligniltcd hy li l'art y which hus receivcd information from an :I\Ilhorily 
dcsignated by another Parly cithcr accompanying a rcque~t for aS'ii'itancc or in reply ln ils 0\\'11 

reque~t for a\'ii,lancc !>hall 1101 me Ihat information for purpo~C\ olher Ihan those .. pecihed in 
the requcst for a!l,j.,tancc . 

2. Each Parly lIlllIll 'cc 10 il that the per\oll~ hc\nnginil 10 or acting on hchaU of Ihe 
desigm,ted authority shall he hound hy appropriatc ohtigalion\ of sccrccy or confi(lcnlÎlIlily wilh 
regard to that information, 
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J, ln no clI~e muy Il de~ignatcd authority he illlo\\'ed 10 milkc Ululer Arlicle 14, paragr"ph 2, 
il rC1IUC!>1 for lMi!>liIIlCC III! hehall IIf il dlllil \uhjcct rc\itlcnl uhm .. d, "f ilOô o\\'n accord and 
wilhoui the expre!os con~cnt of Ihe Jlerson cOIlI.'crncd, 

Arlicle III 

A dCloÎlllIlIlCtj lllllhlll'ily ln whkh il n·tlllc:-t fUI i,,\i,tanl.'l' j, ililthl'\\CIIIIIUler ArtÏl'll" I:l ur 
1-1 of Ihis convenlion lIIay nol refu\e 10 eOIllJlly with il unie!>" : 

CI. Ihe rellllcst is not compatihle wilh Ihe powers in Ihe field or dala protection of the 
ilulhoritie!> rcsponsihlc for rcplying : 

h. Ihe rClluesl dues nol cOlllply \Vith Ihe prnvhions nf Ihi!> convenlion ; 

('. cmupliance with Ihe re1luesl would he incolIIJlillihle wilh Ihe sO\'ereignly, seeurilY or 
puhlic poliey (IIrtire I",Mid of the Purly by which il \Vil" de~illnaled. or wilh Ihe rights IInd 
fundllmental freedol11s of per!oOll\ ulldcr Ihe iuri\d:~:ion of th .. 1 Pllrly. 

Arlide 17 

Cos t" //titi prm"'IIIIrt'S O!II,I\;SIIIIII'I! 

l, Mutilai assilllilllce ",hich Ihe l'urlics render cach nlher under Arlicle 13 IInd assistallce 
Ihey rClUler to dala suhjects abroad under Arlicle 14 ~hall nol cive risc 10 the paymenl of nny 
cu!>1\ ur (cc!> olher tlum 1IU1~e incurrcd fnr expcrl, mul inlcrpreters. The lutter co,l" or fces shull 
he hume by Ihe l'ilrly ",hich hi" dcsign .. lcd Ihe illlthurily ", .. king Ihe rcqllcsl for a\si .. lilllc:e. 

2, '1 he dnla ~uhject muy not he charge.1 cosls or fee~ in conncclion wilh Ihe steps Illken on 
hh hchulf in Ihe Icrrilory of anolhcr l'arty othcr Ihill1 Ihn'ie lil",rully PilYllhle hy resictellt'l of Ihal 
l'arty, 

J, Olher "etuil!> cOllcerning Ihe all,i"tanœ l'clalillg in pilrlÏl'ular ln the funus and procedure .. 
and Ihe hll1gullgcs ln he u~ed, shall he c,tahlhlled directly hclwCCII Ihe 11urlÎc, concernect. 

CIIAI'TEn V - CONSULTATIVE COMMITTEE 

Arlide IH 

CII/II,,,,,\;I;,,,, (If IIIc' t'1l",,,,;III'c' 

1°, A Cun'luJtalÏ\'c COllll1littec shllll he !leI 1111 nfler Ihe enlry illlo rorce or Ihi .. convenlinn. 

2, Each l'MIY ,hnll lIJl(loint li repreo;cnlative ln Ihe ctlmmiUee and li cleJluty repre'ientath'c, 
• Any I1Icmher SllIle nr Ihe Coundl of Europe whidl ill lIul li Parlv 10 Ihe con\'enlion l'hall ha\'c Ihe 

Ii.:hl 10 he reprc\entcd 011 Ihe l'Ul1IlIIiltce hy ail uh,cf\'l'f, 

J, The COII\lIltillive CUl1llllitlec muy. hy 1I11i1llim",,, t1cl'Îl\inn, ill\'ite illly non·memher Slate of 
Ihe Cnllndillf Ellrope ",hich i'i nul il l'a .. ly 10 Ihe cunvclltion tu hc rcprc,cllled hy an oh~cf\'er ut 
a ~I\'ell lIleclill!:, 

Mlide 19 

FIII/l'Iitll/\ IIf Iltc' C'II/I/II/illc'(' 

'1 he CUII\ultilli"c CUlIlIHittec : 

Il, may IlIl11.e prupll\al, wilh li vic,," tn fadlilalillll nI' ÎlIIllfll\'in~ Ihe ilPplienlion nf Ihe 
l'nllvenlinn : 
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b. may make proposais for amendment of this convention in accordnnce with Article 21 ; 

c. shall forl11l1late its opinion on any proposai for amendment of this convention ",hich i~ 
referred to Ît in accordance with Article 21, paragraph 3 ; 

cl. may, at the request or a Party, express an opinion on any que!\lion concerning the 
application of this convtmtion. 

Article 20 

Procedllre 

1 . The Consultative CommiUee shall be convened by the Sccretary General of the Council or 
Europe. Ils first meeting shan be held within twelve months of the entry into force of thi~ 

convention. Il shall subsequently meet at least once every two years an(t in any case \Vhen one· 
third or the representalives of the Parties request ils convocation. 

2. A Illlljority of representatives or the Parties shall constitute a quorum ror a meeting of the 
ConsultatÎ\'e COllll11ittee. 

J, After each ur ils meetings, the Consultative Committee shaH slIbl1lÎt 10 the COllImittee of 
Ministers of the Council of Europe a report on its work and on the runctioning of the convention. 

4. Subjcct to the provbions ur Ihis convcnlion, the Consultalive Commillee shall draw tlJl iI'i 
O\vn I{ules or Procedure. 

CHAPTEI{ VI - AMENOMENTS 

Article 21 

A flle" dllle",s 

l, Amcndments to this convcntion may he proposed hy a Party, the Committce of Ministcr'i 
of Ihe COllncil or Euro(le or llu! Cnn!lultative COl11l1lillee. 

2. Any I1Wpo\al rur umcndmcnt !\h:ln he cOllllllunÎCllted hy Ihe Sccrctary Gcnerul ur Ihe 
Coundl of Europe to the Illcmhcr Stales of the Coundl of Emope ant! 10 cvery non'lIIcmher 
Stale which has al.:ccded 10 Of hllS been invited to accede to Ihi~ convention in accorda nec with 
the provÎ'ilon~ of Article 23. 

o 

3. Moreover, any amcndmcnl proposed hy a Parly or the COnllllltlee of Minislcr~ shall he 
commu"lcatcd 10 the Consultativc COII\llllltee. which shall submil to thc COll11\1iUce of Mini~ler~ 
it'i o~ini{)n on Ihat prnp()~ed amendmcnt, 

4. The COlllmittce of Mini .. lcrs !lhalt con~ider Ihe propmed amelullllcnl and any opinion 
1>ubmitled by thc COl1'iultalive COl1111liUce and may appro\'c the amcndmenl. 

5, The Icxl of ally lIIncndment npproved by the CommiUee of M inislers in a('conlancc with 
par:tgraph 4 or Ihis :Irliclc 'ihall hc forwmded to thc Parties for al'cept:mcc, 

6, Any ulIlclldmenl apprnved in :\(.'curdancc with pamgraph 4 of thi~ arlicle 'ihall l'OIllC inlo 
force 01\ Ihe lhirlil.'lh ,1.ly .. Uer ail Parties hllve informctl the Secrelnry Gcncral or their an'cpt· 
:lI\ce lhel eof. 

13~Z 
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CIIAPTlm VII - FINAL CLAUSES 

Article 22 

1~·"'r.I' ;"10 /tlffl! 

1. Thi~ conventioJl ~hllil be Clllcn for !!.igllutllrc by the mcmher Stntcs of the Council of 
Europe. Il is suhject to ratificatioll. acceptance or IIpproval. Instruments of ratification. accept· 
IInce or IlPllrOVlI1 shall he depm.ited with the Secretary General of the Council of Europe. 

2. Thi~ ,'onvention ~hall cllter intn force 011 the fir!!.l clay of Ihe monlh lollowing the 
e~llimlilln III a periml uf threc 1lI0nths alter the dnte on which five memher Siaies of Ihe Council 
of Europe have expressed Iheir con~ent 10 he bound by the convention in accordance wilh lhe 
provi!!.ion!!. of the preceding l)aragraJlh. 

3. In re!lopect nf ally member St lite which sllbse'lllently expresses its consent 10 be bouml hy 
il. the convention shall enter into force on Ihe first day of the mOllth follo\Ying the expiration of a 
Ilcriod uf threc munth!!. lifter the date nf Ihe clcposit of the instrument of ratification. acceplance 
ur Illlpruval. 

Article 23 

AC'c'l!ssitm b,l' """ 'me",her SWIes 

1. After the entry illto force of this convention. the Committee of Ministers of Ihe Council 01 
Europe may invite any State not a member of the COlmcil of Europe to accede to this convention 
hy Il decisiun tllken by the nUljOiity provided for in Article 2n.(1 of the Statute of the Council of 
Europe and hy the Unllllil110us Ville of the repreloentatives of the Contracting States entilled to sit 
Ull the cOl1lmillee. 

2. III re!loJlcct 01 .lIIy llcl'cding Statc. the convention .. hull enter into force on the first day of 
the llIonth fullmving the eXJlirlltinn of la period of 'three months after the date of depoCjit of the 
in~trument of aCCt:ssion with the Secretary General of the Council of Europe. 

Article 24 

1;",,;lIIr;,,1 c1t1l1ft' 

1. Ally Statc mily ut the time of signature or when depositing its instrument of ratification. 
IIl'ccplunce. IIflllroval or IIccc'I!oinn. !lpecHy the tcrrilory or terrilories 10 which (his convention 
!orlan apply. 

2. Any Stale may lit ully latcr dnte, by a declaration nddre!oscd to the Sccrctary General of 
othe Coundl of Europe. cxtend the apillicatinil of Ihis convention to any other territory specHied 
in the declaration. In rC~llccl of such territory the convcntinn !oh ail enter into force on the firsl 
clay of the mllnth fntlmvinc Ihe eX(liration of a periml of Ihree monlhs after the date of reccipt of 
!lud. declariltinn hy Ihe Secretarv Gcncrnl. 

.1. Any dcdllrlltioll made lIIuler the two prcceding Illlragraph .. maYe in respect of any terrilory 
lo(lcdricd in !luch dedaratillil. he witlulrnwn by a notification acldresCjed to the Secretary General. 
Thc witlulril\V:l1 !thatl hecillne cHcdivc on the firlot .Illy of the mOllth following the expiration of a 
pcriml of !!.ix llIonth!!. lifter lhe cI"te uf reccillt of liuch notification by the SecrchlrY General. 

Article 25 

Il eSt''''CI' ;,ms 

No reservation ",oy be made in respect of the provisions of this convention. 
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Mlide 2h 

1 h·" /1111';" 1 /1 III 

l, Ally l'IIrly mlly ni uny lime dCIIUlIIH'C Ihi .. l'lIl1\'l'lItiulI hv IlIc,m .. "' Il lIulifkation lulll.e\\ed 
10 the Sccrelary General of the Cmll1cil 0' Elllupe, 

2, Such denUllcilitillll ~hall hccolllc cffel'lÎ\'c Iln thc fir~1 day uf Ihe monlh 'llllowing the 
cxpirulion of a period 0' lIix llIonlhll uftcr Ihl' d.llc 0' reccipl 0' the notifkulion hy Ihe Secrclnry 
General. 

Arlide 27 

Nil' ifit'lll ;1111.\ 

The Sccrelal'Y Generul uf Ihe {'(lundI uf Europe o;h:111 nnlify Ihc Illcmber Slnte .. 0' the 
Council und any Stllle which hlls IIcf..·cdecl 10 thi .. ,,'ul\\'cnlion 0' : 

Il. IIny lIignalure : 

h. the dellosit 0' IlIly inlllrumcnt 0' nllific..-ulion. 'If..·ccplllnce. npllrovnl or accession: 

c. uny dale 0' entl'y inlo 'ufl'e 0' Ihi'i cUI\\'cnlion in accnrdance with Articles 22. 2J 
IInd 24 ; 

,1. ully oliler IIct. nntifknlion or l'llnl/nllnil'IIlilln rc\lItinlllo this convcntion . 
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ANNEX 3: Materials concernlng the Second Ad Hoc MeetIng 

on the Follow-Up of the OECD GUldelines 

(10-11 March 1983). QuestionnaIre [OECD Doc. 

DSTI/ICCP/83.17] and Summary of the DECD Secretariat 

Synthesis Report with Regard ta the Applicatjon of 

the OECD GUldelines r(Jan./Feb. 1984) 7 T.D.R. 4] 
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A N N E X 1 V 

ÇQESTIONNAIRE WITH REGARD TO THE APPLICATION OF THE 

GUIDELINES CONCERNING THE PROTECTION OF PRIVACY AND 

TRANSBORDER FLOWS OF PERSONAL DATA 

The questionnaire has been divided into three sections: 

section (A) deals with the application of the prin­
ciples mentioned in the Guidelines at a national level; 
section (B) deals with the application ot the prin­
ciples mentioned in the Guidelines at an international 
level; 
section (C) deals with the dissemination of the Guide­
lines in Member countries. 

The variety of situations(l) existing in Member countries 
has entailed two different formulations of the questions in 
section (A): 

the first set of questions (1) deals with Member 
countries that have enacted laws directly concerning 
the protection of privacy; 
the second set of questions (II) deals with Member 
countries that have not as yet enacted laws dlrectly 
concerning the protection of privacy(2). 

(1) (a) Federal Countries are invited to state whether there 
is a privacy law: 
* At Federal level only 
* At Federal and State level 
* At State level only 
and to describe if Chere are constitutional limita­
tions to the scope of the Yederal law on privacy pro­
tection: 
* the general scope of these limitations, and 
* the relation between the Federal law on privacy 

protection and State laws on privacy protectlon 
(b) Moreover, Federal Countries are invited, if possible, 

to answer the first (1) and second (II) set ot ques­
tions in section (A), taking into account all the 
laws concerning the protection ot privacy either at 
the Federal level or at the State level. 

(2) Member countries where constitutional rules concerning 
the protection of privacy and/or those where sectorial or 
other laws only dealing with certaln aspects ot the 
protection of privacy are in force but where no laws 
concerning only the protectlon ot privacy have been 
enacted are invited to answer this second set of ques-
tions sa as to harmonise answers as much as possible. 
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QUESTIONNAIRE 

A. The application of the principles mentioned in the Guide­
!Ines at a national lever 

1. Questions meant for countries where legislation directly 
concerning the protection of privacy is in force. 

(1) Which of the eight principles of national applica­
tion mentioned in the Guidelines has (or have) been 
the most important? Which. if any, are not applied 
or not fully applied? 

(2) Can you specify and describe the difficulties 
experienced in the application of one or more of 
these principles? 

(3) (a) Have your national laws and aIl legislative 
texts pertinent to their implementation been 
subject to any modifications that affect the 
application of these principles? 

What has been the nature of these modifica­
tions? 

What principles have been affected by these 
modifications? 

1n the public sectnr; 

in the private sector; 

(b) What use of personal records has mainly been 
affected by these modifications? 

(c) Do these modifications result from the desire to 
specify or to reconcile the scope of the prin­
ciples or one of the prlnciples in relation to 
other legislation or preoccupations, for 
example, laws concerning access to administra­
tive records (FOI) or other sectorial laws? If 
yes. please specify the reasons and the laws 
concerned. 

(d) What kind of procedures have been used to arrive 
at these modifications? 

(e) Which legal statutes or other legislative texts 
refer to the modifications? Could you please 
include a copy in your answer. 137 
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(f) Are there any other modifications foreseen for 
the near future? If so please specify when and 
to which principles they are related. 

Are the principies set forth in the Guide1ines ref­
lected in sectorial laws? If yeso please specify 
which laws and the way the princip1es have been 
taken into account. 

If your 1aw foresees a system for declaration of 
records or a system of authorizacion. could you 
indicate by means of the fol1owing table the number 
of records subject to declaration or authoriza­
tion'?(l): 

Public Sector Private Sector 

~rom the coming 1980/ from the coming 1980/ 
into force of 1982 into force of 1982 
the law unt il the law until 

1980 1980 
.-

declarations 

Number of 
demands for 
authorization . 

Number of 
authorizations 

(1) Federal countr ies are i nVI ted to i nd iea te. if poss i ble. 
the number of records subject to declaration. demand for 
authorization and authorization at a Federal level Br,d the 
number of records subject to declaration or authorization 
at State level. 
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(6) 

(7) 

Please describe any important court decisions or 
administrative decisions relevant to the protection 
of privacy and, if possible, send a copy. 

(a) 

(b) 

Have the principles ot the Guidelines been used 
as a basis for the establishment of systems of 
self-regulation, whether in the form of codes of 
conduct or otherwise? If sa, in what cases and 
how? 

Have any firms or other entities (administra­
tions, professional associations or other) in 
your country adopted systems of self-regulation, 
whether in the form of codes of conduct or 
otherwise? If 50, please specify which entities 
and, if possible, send a copy of these codes of 
conduct. 

(c) Please describe, if possible, the sanctions that 
apply in case of a breach of the code of conduct. 

* * 

Il. Questions meant for countries where no legislation con­
cerning directly the protection of prlvacy is in force. 

(1) What kind of laws could serve as a basis for the 
applicat ion in your country of the eight princ iples 
mentioned in the Guidelines? Please specify their 
nature, to which princ iples they relate and the 
substance of the relevant norms. 

(2) (a) 15 there a bi Il? 1 f sa, what stage is this 
at (l)? 

(b) 15 there a study representing an of f icial 
position? If so, please provide a copy. 

(c) 15 there a special commission ta study the 
introduction of a law on the protection of 
privacy? What stage is this at? (1) 

(d) Could you specify, with the a id of the following 
table, the scope of the bill. 

(1) At the date on which you answer this questionnaire. 
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SCOPE OF THE LEGISLATION 

Private sector and public sector (one instrument) 

Private sector and publ ie sector (separate 
instruments) 

Public sector 

Private sector 

ADP and manual files 
(a) public sec tor 

(b) private sector 

- ADP files only 

(a) 

(b) 

public sector 

private sector 

DATA SUBJECTS 

- Physieal persons and legal persons: 

(a) public sector 

(b) private sector 

- Physieal persons only 

(a) public sec tor 

(b) private sector 

MACHINERY FOR THE ENFORCEMENT OF THE LAW(S) 

- Syf;tem of dec larat ion/reg istra t ion: 

(a) 

(b) 

public sec tor 

private sector 

- System of author izat ion: 

-
-
-

(a) 

(b) 

System 

System 

public sec tor 

private sector 

of administrative 

of judicial review 

Other machinery 

appea l 
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(3) (a) What are the main provisions of the bill? In 
what way does the bi Il take into account the 
eight principles set forth in the Guidelines? 

(b) What exceptions are specif ied? In particular 
those relevant to the eight principles set forth 
in the Guidelines. 

(4) Please describe the machinery contemplated for the 
enforcement of pr i vacy protee t ion: 

(a) Data Inspection Board or other competent insti­
tution; 

(b) A system of administrative appeal; please 
specify the competent institutions; 

(c) A system of j ud ic ia l review; please specify the 
competent institutions; 

(d) Other machinery. 

(5) ln what manner have the principles mentioned in the 
Guidelines been reflected in the bill and have they 
been useful in the draf t ing of the bi 11 [in part i­
cular paragraph 19(c), (d), (e)]? 

(6) Are the principles set forth in' the Guidelines ref­
lected in sectorial laws? If yes, please specify 
which laws and the way the principles have been 
taken into account. 

(7) (a) Have the principles of the Guidelines been used 
as a basis for the establishment of systems of 
self-regulation, whether in the totm of codes of 
conduct or otherwise? If so, in what cases and 
how. 

(b) Have any firms or other entities (administra­
tions, professional associations or other) in 
your country adopted systems of self-regulat ion, 
whether in the form of codes of conduct or 
otherwise? If so, please specify which entities 
and, if poss i ble, send a -:opy of these codes of 
conduct. 

(c) Please describe, if possible, the sanctions that 
apply in case of a breach of the code of conduct. 
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B. The application of the principles mentioned in the Guide­
rines at an international level 

(1) (a) Do laws or bills in your country entail any 
rul~s and/or machinery to control (declaration/ 
authorization; administrative appeal and/or 
judicial review) data transmission to foreign 
countries? If so, please specify the nature of 
this machinery and which data are subject to the 
control. Which sectors (public and/or private 
sector) are concerned by these rules and by this 
machinery? 

(b) Could you give an indication as to the difficul­
ties, if any, which have appeared with the imp­
lementation of the principles set torth in Part 
III of the Guidelines (paragraphs 15, 16, 17) 
(cases, discussions of theory or other)? 

(2) Can you in view of the present situation at the 
international level think ot cases where the expor­
tation of personal data in the DECD area might per­
mit the circumvention of your domestic privacy 
legislation? If so, which cases? 

(3) (a) How do you apply the principle of paragraph l8? 

(4) 

What kind of laws, policies and practices 
developed in the name of the protection ot 
privacy create obstacles to transborder data 
flows of personal data that would exceed 
requirements for such protection? 

(b) To your knowledge, have the preoccupations that 
figure in paragraph 20 (Part V) of the Guide­
lines formed the basis for intormation exchange 
on a bilateral basis? If so, under what circum­
stances? 

(a) Do you think that there is a need to improve the 
present situation with regard to transborder 
data flowa and protection of privacy? 

(b) To your knowledge has the application of 
paragraph 19 (c), (d) and (e) glven rise to 
problems? 

(c) What in your opinion, are the problems which 
have not yet been solved? 
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c. Dissemination Qf the Guidelines in Member countries 

(1) Where applicable, have the Guidelines been 
translated into your official language(s)? 

(2) Have either the translation or the original been 
ci rculated: 

(a) in the public sector: 

(h) in the private sector; 

(c) to the general public; 

(3) In which form have they been circulated? 

(4) (a) What other means for promotion of the Guidelines 
have been used in your country? (workshops, 
medias, lawand industrial conferences, etc.). 

(b) What persons or bodies have been responsible for 
th i s promot ion? 

(5) Have the Guidelines, and more generally, the prob­
lems related to privacy protection and Transborder 
Flows of Personal Data in your country led to publi­
cations or press articles? If so, please supply a 
copy or reference. 

(6) Have any firms or other entities publicly endorsed 
the Guidelines? If so, could you provide a list of 
these, and a list of the persons competent to apply 
the DECO Guidelines within these firms and entities. 

~ r , 
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Data Lawe Create No TOF Obetacl.1 

The OECD Secretlrllt. using the results of questionnlires submitted bV member countrles. prepered 1 SyntheSl' Report on the 
Application of th, GUlde/ine, Go"erning the Protection of Privacyand r,an,bo,d" Flows of Person" OataIDSTIIICCP/83.171. 
whleh WIS distrlbuted at the symposium. A copv of this restrleted document WIS mldelvlileble by the US Depertment of Stete. 
The following is a IIICtion of the report pro\'lding e generll esseument of probleml which have Irilln or cln be contempllllted 
Il 1 reluit of the l08ctment of nltionll dltl protection Ind privlllcv IIIM. 

ln prlctlce. il Hema that thl rlgullltion of trllnsfers of dlltl 
IbrOlld hl. not conltituted ln obstlcle ta trlnsborder dltl 
floWi. No diHicultlls hlllve been slIn ln glving effect ta thl fun­
dlllmlntllli principle! of dltl protection set forth ln Plrt III of the 
Guldllinel. In Au,t,;, there hlve on Iverlge been IWo or three 
refuIIls of luthorizltion for some 1.000 Ippllcltlons. Solutlonl 
ta thil IOrt of problem hlve been found through Irranglments 
negolilled with the firms conclrned. In France the most noll­
worthy ca"l hlve been thosl of Intlllrpoi. Ind SWIFT/Slgit­
Ilire. Probleml hiveillo arisln in eonnection with the trlnsfer 
of IOCIeI Neurity filn to foreign countnes_ ln I,e/and the flet 
thet computer IIrvleelndultrles have estlblilhed themsllvll in 
Ihe country hli been 1 lource of concern ta tha luthorltieslnso­
flr Il Irellnd hll no lagislltion ln this field. In the Unitld King­
dom bulln ... eircles hlllve expressed coneern It the commercillli 
Impllcationl If dlllti protection provisions Ire not Idopted. In 
Switz,"'nd tha Intlrpol problem hls liso Irisen Ind in the pub­
lic IICtor dltl proceuing concerning Ilrcrlllft Iccidenta hll 
been prohibited. There have Ilia ln Switzerllnd been cases of 
lif.lnlurence files processed IbrOid. Furthermore. whlre fil .. 
cln be procelled IbrOld it la ImpOisible in IOme ClseS ta con­
trolellportltlon. plrtlcularly ta countrles ln South-Elit Asil. 

Three rnember countr.1 (the United SlItes. Germanv. Japenl 
Ilke the vlew thet it Il impossible to vlsullize ClseS where the 
ellport of perlOnll dltl withln the OECD Ir .. would leld ta clr­
cumventlon of domestic legisletion on privlcy protection end 
Individuillibertiel. Sw.dtm Ind SWltzerl.nd consider thlt such 
CI .. S mey arise 10 long a. thare Ire stillstlt .. without legiall­
tlon ln thla field. Thl reply from the Clnton of Vlud Itltes thlt 
such a ri'" mly exist due ta the wide vlriety of nltionll rules 
on the lubject. Such Isitultion hls not Irisen in Be/gium in the 
Ibunce of any ellperlence of Ipplicltlon of leglllition in force. 
but InltlnclI hlve liready Irisen of the colliction of peflonal 
dltl for lutomated procening IbrOid which would be prohibit­
Id or controlled und., the proposed IIgislltion especilliv Il re­
glldl thl protection of senlitlve dltl. 

ln Norwey there il ln ellampll of 1 mllllllng list bling bought 
from a mliling company in NorwllY Ind sold Iglln ta 1 West­
berman complny whlch used it for lIIegll mllrketlng ln Norwly 
lIottery). According ta the Norwegiln authorities. it Il quite 
polsible ta eltlblish personll files in foreiq" countries giving ln-

regulltlon going bevond thl. basic legll provision would, under 
Bllglln Ilw. belilble la Innulrnent I,g. omnl' by thl Coullc,l 
of Stlte. 

Billterll ellch.nges of Inform.tlon hlve tlken piacl onlV be­
tween Nordic countrl .. end between Belglum end othe, coun­
tries_ But it .. eml that meetings of dl" commlsslon"s are the 
mlln channel for Information ln thls field Iiong with thl OECD 
for tha United Stltes. 

MOit member countri" fee! that It Is necesllry to Imp,ove the 
pr ... nt Iituation reglrdlng transborder dlltl flows and p,lvacy 
protection. followlng Ongolng development ln thls field ISwe­
dlnl. the complexlty of problerns (United Stllltesl and Ihl need 
ta IpplV natlonalleglslstlon more It,lctlv INorwlyl Morlover. 
if such ln Improvlment Il necelSlrv it Ihould allo be sought 
through intemllionai agreement CltIIVI. 

No difflculti81 hlve ernerged in thl appllcltion of pllagrlph 
191cl. Id) .nd lel. ' but sorne probleml rameln unsolved .c­
cording to some member countrl"_ Two probllml .re the ones 
most often rnentloned: 
- the probllm of lisbllity wlth regerd to the Internltlonal cam­

munlestlon of perlonsl Ind non-personll d.t •• nd thl prob­
lem of princip," Ippllclble to compenlltlon for dlmlge suf­
ferad by d.tl subjectl due ta the Inlccuracv or Inedlqulcy of 
personal datl ln e file; 

- the problem of prlv.te Internetlonallaw: 
• dlterminetion of the forum end connectlng links; 
• determlnltlon of the Ippllclbll Ilw. 

Some countries INorwayl hlve stressld thlt. for the lime be­
Ing. thelr authorities have no precise knowlldge of Ihl, field 
They consider thll the mlln sectorl ln whlch major dlll flows 
Ire to be leen Ire banklng Ind. in partlcular. electronic pIvment 
Iysteml. But some tlm. elap .. d belore the Norweglan dltllSur­
veillance service was. for example. inlormad of such dlili flows 
ln the cese of the SWIFT IVltem. In Glrm.ny. elthough no ma­
jor problem .rl .... It would Hlm ta bl nlcessary to ,esolve the 
probllm of legal peflons bV excluding them from thlscope of 
privacy protection legislation 

o formltlon on phVlieal and legll persons resident ln NorwlY 
whlch would not be Iccepted. reglltered or used under clrtlin 
circumlllnclI. 

ln conclusion. few probleml have arlsen in IIpplVlng the prin­
cipl .. in the Guidline. and the largl mljurltv 01 memblr coun­
tri .. do not .eem ta have encountlred difflculti81 ln IpplVing 
their nltionallegislltion ta transborder data flows allhough the 
problem of the Ipplicable law seams to be the centre 01 concern 
for sorne countr ... __ 

4 

No lews. policles or procedures concerning the protection of 
prlvlcy Ind Individuilliberties Ire found ta crelte obstlcles to 
the trlnsborder movement of perlOnll dltl over Ind lbove the 
Itlndardl for Iuch protection generillv ICClpted ln member 
countri .. IS a whole. Thus the control m.chinery ln the Belglln 
bill Il deslgned merlly 'to gUlrantee the right to privlcy·. Any 

1 , ... ",aph Il ••• 1" lhal 'Membar counl'''' .hould ln perllcule, .nduvou, 1" 
• , , Ici provlde lor .. _Ille ........ for Indlvlduall 10 .... e ... lhalr ,Igh •• , Idl 
provlde lor 8dequ ••• Mncllontr lInd ,......tin ln UN 0' I.lIur. 10 eomply wllh ""'_ 
aur" whk:h 1mpIe.....,1 .... pr,""",," Mt ronh ln ' .... n.nd III fa Il princip'" ~p 
pIIe.hIe Il NlllonIIl and 1n •• ' ... IIonaI ...... '. 1., .""',n .h •• 1 ..... la no unl.1r dia 
Cflmlnallon ...... 1 clllta aubject •• 
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i. ANNEX 4. 

Status ot Data ProtectIon LegIslatlon - AprIl 1990 

Country :Jat lonai OECD CoE Convent Ion 

LegIslatIon GUlàelines 

Signed Ratlfied 

Australla (Rev) L* x 

Austrla CL x x x 

Belgium L* x x 

Canada (Rev) L x 

Cyprus x 

Denmark L x x x 

Flnland L x 

France ~ x x L..I x 

Germany (Rev) L x x x 

Greece (P J X x 

Iceland L x x 

lreland L x x x 

Itdly (P) x x 

Japan L7I' x 

LIechtenstein ? ? 

Luxembourg L x x x 

Malta ? ? 

Nether J.ands CL x x 

New ZeaJ.and ,. 
x l..J 

Norway L x x x 

Portugal Ci? x x 
SpaIn C(P) x x x 
Sweden CL x x x 
SWItzerland (P) x 

Turkey x x 
UK .,. x L..I X X 

US L x 

Yugoslavld*S 

(, 
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Code: 

L Law covers public/private ~ectors 

* Public sector only 

C Constitutional provision 

P Parliament (Congress) consideration 

(P) Draft legislatlon prepared 

Rev Law being reVl sed 

? No informatlon obtalned 

*5 Special status participating in the OECD 
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ANNEX 5: Act for Protection ~f Computer-Processed 

Personal Data heJd by Administra"!: ive 

Organs 1988 (Japan) 1 c.95. 

[(February 1989) 12 T.D.R.26 élt 26ft.] 
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Documentation 

Act for the Protection of Personal Information Procr,sed by Computers 
Under the Control of Government Institutions 

5«llort 1-Pur~ The purpose of Ihis acl Il 10 
prolecllhe rilhlland inleresls of individu ais. and 
10 promote Ihe proper and Imoolh funclionlnl of 
,O\Iernmenl Inllitullonl by providlnl for an 
undmlandinl of fundamenlal mallers in Ihe pro­
cessin, of personal informaI ion. and by eonsider­
Inllhe dewelopmenl of Ihe eompulerized procesl­
Inl of personal informaI ion under Ihe conlrol of 
,overnmenl inllitulionl. 

5«llon l-Dql"ilioflS The definilion of Ihe fol­
lowln, WOrdl whieh are used in IhillellhaU be ln­
lerpreled punuanllo eaeh of Ihe followin,: (a) A 
,rwtrnm,nl llUIlll/lion muns Ihe folJowinl ln­
lIilullons: (i) 10000rnmenl inllitulions which are 
oullined in Article 31ubseclion 1 of Ihe SIlle Ad­
ministrali~ OrllniZillon Acland instilulions es­
Ilblilhed by law under lhe control of Ihe Clbinel: 
(ii) InsUlullons whieh are lpecified under Ihe 
special Inllitullon provlded for in Ihe Stale Ad­
minislralive OrllnlZllion Atl by ubinel ordl­
nlnce. (b) Prrso,,"1 I",ormlllio" melnslhallnfor­
malion recorded eoneernin, elIillinl ind,vldulll 
whieh can be retri~ by nlme, dite of birlh 
and/or any olher descriplion or number and sym­
bol liven 10 indlvldulll which il included in Ihe 
information. Informllion which cannol be re­
Iri~ by ilselr bul Cln be ulily relaled 10 olher 
InformaI ion and ean be reuieved by luch refer­
ence Is also included. H~r. nlme., addrelses 
and olher informllion relardlnl direclorsIhalare 
Induded ln the informaI ion of le,al perlOns or 
olher orlaniulions are acluded from Ihe defini­
lion. (e) ComplII"lud procnsl", means any in­
pUI, record, edilinl, procClsin,. modlfyin •• up­
dalinl. retrleval, erasure, out pUI or 01 her limilar 
process whieh Il dilposed of by WIY or compuler. 
Bul processinl solely ror Ihe purpose of drawin, 
up a composilion or recordtnl the conlents or 
documenls and drawin,s or olher proc:elsinl 
whleh Is provided for by ,~rnmenl ordinance il 
acluded. (d) P,nonllll"'ormlllio" banle melnsa 
eol~lion or persollal inrormalion edlted Iyslem­
atlCllly 10 pnform cerlaln Omet worll, and Ihal 
ca"be recorded reliably ror Ihe purpose or CO;I\­
puftrized proceslinl by _y of mllnelie 11pt, 
~I,nelic disc or olher limilar medium. (e) Pro­
cn.std ''''ormllliort meanl personal informaI ion 
recorded in Ihe perlonal informllion file. (0 PPr­
Ion ln qllnllort of proctlSH l'''ormallon meanl 
Ihll person who can be ldenlified by any pro­
cessed inrormilion whlch can be relrieved Wllh­
ouI rererrlnl 10 Ihe name, dale of blrlh or olher 
description, number, mlrll or I)'mbol of anolher 
Indivlli·.al. 

Thil Il an unomclal lranllalioll of Ihe new aet 
whlch _1 promullaled on December 16, 1911. 

5«Iion J - Exuplio"s Personal Informa lion 
which WII collecled 10 prepare Ipteined Itallst.CI 
provided ln Seclion 1 or Ihe Slalbtles Act and any 
personllinformalion whic:h _s collecled by _y 
of SllllsUcal research reported 10 Ihe direclor len· 
eral of Ihe Mana.emenl and Coordinalion Alen-

CII.pltr 11-hna.al'a'o'lIIatiol PIOctlllR. 

5«110" 4 - Es'ablishm,,,' of ".rso",,1 /"'ormll­
lion fil,s (1) OOYtrnmtnt instltullons are re­
qulred 10 eslabllsh a personal Inrormallon file 
(Iny melns of colleclin •• recordml and lleepln. 
personllinformalion ror use ln their own arrain, 
includlnl the procrssinl of any penonallnforma­
tion Ihal is entrusted 10 a Ihird party, bul ellc:lud· 
in, Ihe proc:enin, or Iny peuonal Inrormallon 
entrusled by a Ihird parly 10 Ihe InSlitulion ln Ihe 
course of ill ani,nN dUlies). The samt Ihall ap· 
ply Insoflr a. is necesslry 10 perrorm Ihelr dulies 
as prescrrbed by law whlch specifies panlcular ob· 
jeelives for Ihe esllblishmenl o, pmonal IOfor­
milion files. (2) The 1C0pe of ittm. recorded ln 
Ihe personal informalion file (herelnafltr referred 
to as rrrordtd i',m-I" Ih, fil,) and or Indlviduall 
reeorded in proc:esstd informalion aslhe person 
concerned (hereinafler rertrred 10 a •. '"'" of l'ft­

ords 1" Ih, fil,) Ihlll nol elIceed limitllo Ihe lleep­
in, or penonal Inrormallon necesSiry 10 alla ln 
Ihe purposes prescribed in Ihe precedlnl para· 
,raph (hereinafler rderred 10 as Ihe pIIrpo!ft of 
lenpl", Ih, fil,). 

S«I,o" J-SteUfI/, of "rsonal ,"'orma/ion (II 
The head of a ,ovtrnmenl ins"tullon (in case of 
Ihose .pecill inslilullonl prelcnbed ln Secllon 
2(1)(lIi) Ihis meanllhal person desi,naled by,ov­
ernmtnl ordrnanct for tach InSlllullon) Ihall 
make every effort 10 lake Ihe necesSiry mtasures 
10 prevenl lealla,e. deslructlon or dama,e, and 
Ihalllake whalever olher sttpS may be rrquired 10 
mana.e perlOnallnrormalion properly in Ihe case 
of compultrized pracessin" punchin,. olher 
preplralion for Inpullin, informai Ion or in Ihe 
lIerpin. of ma,nellc lapes (hereinarrer referred to 
as complIl,rrud proctui", of ".no""'I,,,ormll-
110"). (2) The htad or a ,overnmtnl Institullon 
which ktePI personal Information files (hertln. 
afler rererred 10 l' Icnpln, 1"!fll/1l1101lS) ahall 
make every erfoll.o rar as Il necesllry ror Ihe pur­
pose or mainlainin. files 10 en;ure Ihal procClsed 
informllion corresponds wlth pasi and presenl 
facll 

Stello" 6 - Nollct III ,slllbloh/n, "no""'I",or­
mlllio"fil,s (1) The held of a I~rnment Inslllu­
tlon Ih.II,ive nolice of the followlnllo Ihe direc­
lor leneral or Ihe MC" before lhe eslablishmenl 
of any penonallnformallon file. The lime shall 

c:y IMCAI punllant 10 Secllon 11(1) orthe Siall'Ik, 
Atl, and any penonallnrarmallon whlch wu ,,1>. 
talned on Ihe reqlllsilion of a stlllsilcai Itl'''' 1 al' 
proved by Ihe dl'telor .tntral or Ihe MCt\ l'UI 

suanllO provisions or Iht Slahsllcal Rel'oll C"", 
dination Act. 

also al'ply whtn any chanlle 1. ml cil' ln Iht RIlle 
rial thal hal betn prevlou,ly nolifil'd N(llict fm 
eSlabUshlnl personallnrormallon flll's shall mn· 
larn: (a' Ihe IllIe of Ihe personallnfo,mall"n ml'. 
(b) Ihe Utleoflhe l0vtrnmtnt Inlllltliion Ihal Will 

keep lhe filnnd Iht namt of the or,anblllon Ihll 
will arnn.e and make USt of the penonallnrOl­
mallon filt: (c) Iht pmpost for keepin. Iht flll'. 
(d) Ihe Ilemi 10 be maln!llned and thl' I((lpt of 
matenallo be Includtd. (l') ml'Ihocll of COlltellnl 
Ihe IOformallon 10 he l'roce''l'd; (f) Iht naml' of 
any pany olher than Iht kttpln. 11I.llllulon Ihlu 
shall be orrtred conlinued use or any r«lIIc1td ln 
formai Ion: (.) in case or a ptnonll inflllmall"n 
file whlch Ihall apptl! ln Iht ptn"nallnrorml 
lion file relllltr IInder Ihl provl,lon 01 StlllOlI 
7(1) (aparl from cam l'rovldtd ln a l'lOvl,ury 
clause of Seclion !lUI and Cl\t. whl'It Iht l'lIlvl 
Ilonl of the lelIl of Section 11(1) a,e nol l"l'hrd 
to an the processed Inrormallon IIndl" Iht plllvi 
sionl of Secllon 19), Ihe III le and add,ru or Iny 
or,aniulion which accepls al'pllcallon undtr Iht 
provislonl of Ihe lell of Secllon 11(1): (hl ln ca'l" 
where part of Ihe rteorded Ilem. of 1 hl' fale or ml· 
lerial provlded in para'lIl'h (l') 0' (f) shall nol n,,· 
pear in Ihe peuonal inrormallon f.lt rt ... lt, 
undl'r Ihe prOVISions of Secllon 7(2) or ln ca Il" 

whert Ihe personallnrormllion rlle ,hall nul al' 
ptar ln the JIl'nonallnlmmallnn ml' ,rllllt, un 
der the provision. of Secllcn 7(11. a dl'mll'Iion ln 
Ihll efreel: (1) ln the ca.e or a JIl'IIOnlllnrolma 
lion file whlch cannol he applled ror undtr Ihl' 
provision. of the lelIl of Secllon 11(1) a. tht ra" 
Ihan fall wllhln Ihe purvlew of the PIOVI,OIY 
da Ille of Section IlUl. IIlalemenllo 'hll tUtCI. 
(j) ln cases where ail or pa,l of Ihl' conlrnts 01 .hl' 
processed Informai ion I"ptan ln a IIctme, pt,. 
mil. notice or olher paJll'1S Ihal arr alrrady IlIul'd 
10 Ihe penon conc:erned. or when ail or pa,l or 1 hl' 
conlenU of the proce .. rd Inrormallon l, madl' 
public or offered for public InsJIl'cllun. or whrn 
the perlOn concerned can mall' a rellUtl1 rur 
nollce or ail or pa" of Iht conlenls or Ihe l'III 
cessN Informai Ion. or when special procrdull" 
are prescrlbed for the procl'ssrd Infor milion 10 

whicta provilion. or Ihr Itii of Stellon 11(1) Ihan 
apply concernln, correellon. addition or dtltllnn 
(herelnaner referred 10 Il rorrte/ln". rtr lof III III 

pa" of the conll'nU 01 procl'lItd Informallon. a 
.lalement 10 Ihal eHeet and Ihl' tille of Iht Ilw or 
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ordln.nee eoneerned, .nd (k) olher mltlerl pre­
Kribtd by .~rnmenl ordm.nee. (2) The prteed­
ln, lubsecllon Ihall nOI.pply 10 Ihe personalln­
rormallon mes Indiealed in lhe rollowln' para­
,raphs: (a, a personll Inrormahon rde whlch 
deall wlth matteu eoneernin,lhe securilY or the 
lIaIt, eonrldenc:e or roreilln arralrs or olher Im-
11I"llulllllen', .. IIr Ihe 1111e: (It'I 11f,.IIUlllllr..,­
matlon rde whlch wu produeed or eolltcled for 
Ihe pur pole of Ihe Invesli.allon or orrenses, the 
Invelli.alion or a brelch or re.ulallonl re,.rdlR, 
Il. Ilw or Ihe inllilullon Ind lupporl or 1 public 
prolecullon: (c' 1 personllln(ormilion flle con­
cernin. , penon who Il or has becn 1 public ler­
vlnlll~ .. lovernmenllnllilulion and Ihll records 
only malerlal coneernlnl personnel records, sala­
ries, welrere prolrams service Ind olher simllar 
mlleri.1 "ncludm. any personal in!o'malion rite 
concernln. eumlnilions made by lovernment In­
slilutlonl': (d, 1 personll in(ormillon rlle only 
ror Ihe use or openmenlal eompulerized procels­
ina; (e, a penonal inrormllion me which records 
ln or part or Ihe p'ocnsed inrormllion ln a per­
lonallnrormltlon lile u sel ouI under Ihe provi· 
slons or Ihe precedln,lubsecllon, and ln Iddillon 
Ihe purpo,e for Ihe ktepin. of whlch flle and the 
1C0pe and ilems m:orded in Ihe me Ire wllhin the 
limilisel by Ihe nOlice of Ihe .iven file: (r) a per­
lonal Inrormalion file whieh records only pro­
cessed Inrormllion Ihal is 10 be erased wilhm one 
ye.r: (1" person.1 inrormallon file whieh l, used 
for sendln, mllerills, moneylol olher arlldes, or 
il used ror necnlary eorrnpondence in Ihe ser­
vlet, and Ihal records only Iddrnses, names and 
olher mllerill neceuary for Ihe sendin. or eorre­
lpondenee: (h' 1 personal inrormalion file which 
Is kepl bya public servanl Iione and used only for 
Ihe purpose or perrormill' hll or her dulies and 
only wllhln hls or her inslilullon; (l,a personal in­
rormallon file whieh 1. prepared or aequired for 
ICldemie purposel by a public serVlnl on hll or 
her _n Inillalive and used only ror Ihe lIid ac.­
demie purpose; (JI a personallnformallon file in 
whlch Ihe number or penonl 10 be procnsed il 
under Ihr one preserlbtd by .overnmenl ordinan­
ces, Ind or which Ihe procnsed Inrormallon is not 
o~td'IO be orrered 10 Iny plrly olher Ihln the 
keepllII Inllilullon: (~) 1 penonll Inrormltlon 
file whkh Il prncnbed by ,overnmenl ordlnlnces 
ln Ihe manner described ln plralraphs (e' 10 0). 
(Jt The head or Ihe Insilluilon keepin'lhe files (in 
Ihe case or IpeclallnstÎlulionl prncnbed by Ihe 
,OVfrnmenl ordinancn under Ihe promions of 
Secllon '(1) Ihll meanllhe person dnl.nated by 
I~rnmenl ordlnance under Ihe provisions of 
Secllon '(1)), Ihall make nollee 10 Ihe dlrector 
leneral or Ihe MCA 10 Ihal efrt~ct when lhe Inslllu­
tlon ktepln. Ihe file. or whieh nolice hu ~n 
,Iven Il prescrlbtd ror ln pln,raph l, hal ceased 
10 keeplhe file or when lhe rlle hls fallen wilhin 
Ihe purvlrw of plra.raph (JI of lhe precedin.sub­
section. 

5«tlO" 7 - Establlslrme"t 01 ptno",,1 l'IIorm,,· 
t/o" filr ""d ,,,bllt: lI«ffl to tlrr filr (1) The held 
or 1 lovernmenllnslilulion ttepin, files Ihlll pre­
pire a reliller (herein.ner rderred lOIS Ihe ~r­
sOIl,,1 Illformatioll fifr ~,/strr) recordin, Ihe ml­
lerill preseribed in plrllraph, (1) 10 (,) Ind pan­
IIl1ph. (i' and (j) of Secllon 6(1" purlulnllo Ihe 
p",vlalliliA Ilr ,"ver"lllelii Il,,llIlllIceA fnr flCh 
pe"onal mrormallon rite whleh Ihe Inslltullon 
eoneerned kteps (ocludm, Ihose files enlimelll­
ed m eaeh pera,"ph or Section 6(2)), and live Ihe 
public Iccelilo Ihll re,iller. (2) NOlwilhlllndin, 
Ihe provisions or Ihe precedinl lubsectlon, lhe 
head of the instilulion is permilled nollo enler III 
or any parI or Ihe recorded Ilems or Ihe file in Ihe 
reliller If he finds il may eon,iderlbly dislurb Ihe 
proper funelioninl of Iholt arraiu for w~icÎl pur­
pose Ihe inslilulion keeps Ihe flle. shou;d parI of 
Ihe Items recorded in Ihe file. or male"al enumer­
aled in parl,"ph (e) or (0, enler inlo Ihe personal 
inrormllion file re,isler (J) NOlwithllandin, Ihe 
proviSions of lubseclion (l', Ihe head of the insti· 
IUIlon teepin. files is permilled nol 10 enler Iny 
personal inrormllion flle which is u'ed ror Ihe Ir­
rairs enumeraled in Ihe rollowinl para,nphs in 
Ihe personl' InformaI ion file relisler If he finds il 
may considerably dislurb Ihe proper funcllonin, 
or Ihe Irrlirs ror which purpose the inslilulion 
keeps Ihe file: (1) arrlin concernin, the preven­
lion of crime: (b' Irraln concernin, the inlerna· 
Ilon.1 coopelllion or crimlnallnvestï,atlons: (c) 
Irra.,. concermnl Ihe enforcemenl or cuslody, 
correclion, relid or rehabililalion or criminll or­
renders: (d, Irrain concerninllhe Idmlnislralion 
of emi,ralion Ind imml.rllion or the leknowl­
edlemenl or displleed persons or afflin relalinl 
10 Ihe ,ranlin. of visls: (e' arrliu concerninllhe 
asses~menl Ind collecllon or a lu; Ind (f) afrlin 
prescribed by aovernmenl ordinanees Ind recol· 
nized as beinl Irtlled in 1 simll., mlnner 10 Ihe 
aforemenlioned Irrlirs. 

5«t/O" ,- PublIC: lIot/rt 01 ~rsoll'" ."'ormlllloll 
filrs The dlreclor leneral of Ihe MC" .hlll mlke 
public ln 1 he officiai Ilzelle al lelst once 1 yelr 
Iholt matteu enumerlled in Secllon 6(1)(1) 10(1', 
(1) Ind (j) concernin, Ihe pellonll informalion 
file Il nolified 10 Ihe MCA under Ihe provision. of 
Secllon 6(1" provided Ihallhe lame don nol ap­
ply 10 Ihe personal informai ion file IS nolmed 
under Ihe provisions of Secllon fiCJ). (2, Nolwith­
Ilandln' Ihe provisions of Ihe precedin, subsec­
lion, Ihe director ,eneral or Ihe MCA Ihall nol 
make public any plrls or recorded ileml or Ihe 
rites enumeraled ln tleh of Ihe roll_inl pln­
Ira phs: (1) ln Ihe Cise of a personll InformaI Ion 
file plrlS of Ihe recorded iteml of which il is dedd­
ed are not 10 be enll!ltd in Ihe reliller, accordina 
10 Ihe provisions set ouI ln lubsection (2) of Ihe 
precedln, seclion; (b) in Ihe case of a penonalln­
formllion file which il is declded is nOI 10 be ~n­
lered in Ihe penonal information re,isler under 
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Ihe provision. or subseclion (J) of Ihe precedlnl 
seclion. (J) NOlwllhslandinl Ihe provl,lons or 
lubsccllon (J), Ihe dlreclor ,eneral of Ihe MCA Is 
permilled not 10 make pubhc a penonlllinforma­
tion file on whlch Ihere WIS no noliee 10 modify 
Ihe mallers under Ihe provi,ions or Seclion 6(1) 
Ilnee Ihe Il.t or prevloll' puhlleallnn (4, The dl· 
rtelur lentr.' or Ihe MCA '''111,1111 ","te l'"hllc 
the conlents or Ihe nOltncallon Ihal he has re­
ceived under Ihe proviSions of Seclion 6(J, con­
cernlnl 1 personal inrormallon flle mlde public 
under Ihe provisions of subseclion (1). 

5«t/oIl9- Rtstr/c:t/oll o/,lrr "stand offrr 01 pro­
cr5Std l'''o,,,,at/oll (J) Processed Inform.lion 
shall nol he used or orrered ror any olher purpose 
thln Ihal for which Ihe personalinrormilion files 
are tepl oceplln clsn "lIere Ills used wilhin Ihe 
inslilullon Itselr or i. ofrered 10 anolher instilu· 
tion in accorllance wilh Ihe provisions of the la ... 
(2) NOlwilhsllndln' Ihe provisions or Ihe pr«ed­
in, subsecti"n,lhe held of ln Inslilulion keepinl 
a file mly use or orfer Ihe processed InformaI ion 
for purposes olher Ihln Ihal for whieh Ihe file w.s 
orillnilly kepllf he reco,nilnlhe cise 10 flllinlo 
one of Ihe followln, cale,orin. This shan nol Ip· 
ply 10 such Clses where it is recolnized Ihll Ihe 
ri,hlland Inlernll of Ihe person eoncerned or or 
other Ihird parlies may be serlously infrinled 
uponbylhe use or orrerinloflheprocessed in for­
mil ion for anolher purpose Ihln Ihal for whieh 
the file Wli orilinilly tepl: (1) where the person 
concerned iI,rets 10 such use or where Ihe ln for· 
matlon Is orrered 10 Ihe penon eoncerned; (b) 
..,here Ihe Inslitulion keepin,lhe file useslhe pro­
cnsed Inrormilion wllhln the Instilulion 10 whal· 
ever ,.Ient il ntctISiry 10 perform compelenlly 
the arrliu provlded for by Ihe laws, and Ihlt Ihere 
are rtlsonable ,round. for Ihe In!lilulion to use 
Il; (c) where procnsed InformaI Ion Is orfered 10 
lovernment inslilulions olher Ihan Ihal keepin. 
the file. local public bodies, seml-.overnmenlll 
corporalionl esllbllshed dlreclly by law or corpo­
ration. nllblished by specill formalilles of incor· 
porallon under speciailawi (herelnaner rererred 
to Il corporat/oM IrIlY/II' sprc/al S'II'''S), Ind Ihal 
those who are orfered Ihe processed InformaI Ion 
(herelnaner referred 10 Il,lrr m/p/tllt) use il only 
to lhe eslent necnllry 10 perform Ihe Irflln or 
bu.lnns provlded for by Ihe 100WS, and thlt Ihere 
are reasonable lrounds for uslnllhe processed ln· 
formation concerned: (d, ln Iddillon 10 Ihose 
menlloneclabovt, ln cases where processed Inror­
milion is offertd for Ihe preparaI ion or slilillies 
or for lcademle purposes, or in Clsn where Il 1. 
Ippllml thal offerln, the Inrormalion 10 Ihlrd 
partin will be 10 Ihe benefit or Ihe penon con­
cerned, or in olher cases where Ihere Ire special 
reasons ror orferin. luch procnsed informallon. 
(3) ThUIt provillonl of olher acls ortaw which re­
Itricllhe use or offer of processed inrormalion Ire 
not precluded from beln, Ipplled by Ihe provl-
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.Ions of Ihe l'recl'dmg sUb'l'Clion (4) Thl' head of 
an Inslitullon kel'I'ins a Ille shall re\lrrcllhe imide 
use of inlormallon processed for any olher l'ur­
pose Ihan Ihal for wh"h Ihl' flle wa, oriRlllally 
kept 10 a specilied departmenl or agency If he 
rinds a special necelslly 10 prolecl Ihe flllhil and 
Inleresls of mdlvlduals 

S~cllon /0 - Cio/ms 10 tht ","rplfnt 10 tokt ntas­
sor, mrosllrts (1) The head of an Imll'ullon 
keeplnll a hie shall impo,e re~IrI~llOn. upon Ihe 
retlplenls of Ihe proce,~ed infonnahon olfered 
concernlnilhe purpoSr5 or way~ of uSlllg Il, or 
olher necesslry reSlricllOn~, or shall ,equt,l hll" 
10 'ake wha.ever ,ecurily measures are needed 1 f 
he flnds il nelessary 10 orrer l'roce .. ed mforma­
lion 10 such persons as enllmera.ed III "a,aglal'hs 
(cl or (d) in subsecllon (2) of Ihe "recedmg ~ecllo" 
under Ihe prOVisions of sub~ecllOll (2) of Ihe l're­
cedlnll seclion (2) The head of Ihe ill~lt'ullo" 
keeplnglhe flle shalllalr.e carl' nOI 10 dlslurb un-

nece~Iallly 1 penon's alfain or bmme .. on Ihe 
occallon of imposing re~lricl","~ or reque"IIl!! 
neces~ary mea~ure, M enllmeraletl III pa,a~rallh 
(c) of subsecllon (2) of Iht p,el.etllllR .ecllI'" 

StctlOn 11-- RrsponsrhllllltfOltht Ifll<lf''' for pm­
cturn~ 1 he proVISIons of Secllon ~(I) ~hall 31'ply 
c()rre~pondmllly 10 anyone who I~ tn',m'ed \\lIh 
Ihe compuler proct\\",g of pel<onallllfnrmailon 
by a governmenlll1,llh,lIlllI II1lhe per rOlman,e of 
Ilis or her asslgned dUlIes 

Sel-tlOn /2 - Ob/rRollOnf uf thufe ln ,hl1'llf ul th .. 
mmpllttr pmctssrn/: of l'fTStmoll IIvormolwn 
Siaff or e~-slarf m charge of Ihe cnml'lIttr pro­
cel'1lI11 of l'ersonallIIfonnallOn or nny emplu)ee 
0' e~ employee eJ1Ralled m R"III"cd tllllle~ plo"d­
ed for IlIlhe precedlllg SCC'"111 511311 nol divuille or 
lI~e for IIllproper pur"o~e any l'!\IlIon of "e"ollal 
informallon Ihal has come 10 III, or her knowl­
edge III connec lion wllh hl, or her dUlies 

Chapler 111- Disdosuf'r or Amendmenl or .he Inrormallon Processed 

Sf'ctlon /J - DISe/OSII,... of r"'ormo/lOn procrfsrd 
(1) Any person can ,ubnlll a wnllen appllcallon 
for dlSc10sure (Ihis rndude, cases of glvinll nollce 
10 a penon 10 Ihe errecllhal proce,~ed rnforma­
Iton does nol e~lSt) of proccssed mfonnalion Ihe 
5ubjecl of winch 15 Ihe l'erson concerned (e.c1ud­
Ing informallon whith 15 nol induded m Ihe per­
,onalll1rurmalloll frle or whlch " nOI enle,ed III 
Ihe personal ,"COII"a1I0n reg".en, and any re­
corded lIems Inlhe flle whllh Il had heen decrdl'd 
were nollo bl' II1duded IIllhe l'erlunallIIforll1a­
lion file under Ihe l',ovl\ion\ of SeclloIl7(2)), pro­
vlded Ihe same doel nol apply 10 any pc,~ollal In­

formalloll rlle winch ,ecurd~ a J1er~un'\ \chool 
record or any record of Ihe l'ni rance e.amll1aIlOrl\ 
of s~:rooh p,ovlded for III the School [ducal ion 
I\cl, any l'erlOnalll1fu,maliun frle wlnd, wnlam\ 
records uf ft l'erson's medllal e,anllllaIlUn\ III any 
hJspllal, c1mic or malernily dlllle, or any person­
al Informalloll hie whlch rcco,ds Irrals, dl\"o.al 
bt" pllblk "rlKuralor, a ,cc,elar) of Ihe l'ubhc 
",rocuralor', offlcl' or ,udl<lall'ohce pc,"onnd or 
winch 'l'Cu,ds m31erral conecrnl"!,: Ihe enrorce­
ment of Iloy pumshmenl (2) 1 f'gal rep,elenla'I\es 
of minon and/or l'elSons adJudged Incompetenl 
may al'ply for dl~c1osure a~ leI ou. III .he l'reced­
Inll ,uhlel.llon (heremafler refc,retllo al app/rca­
tlOn for dne/lnllrt) II1lhe n3me of Ihe pe,"on cnn­
cerned (3) 1 he hend of an rn~lIlullo" keep'"l1 a 
flle shall di~clo~e Ihe procesled mfollnallon ar­
l'hed for m wrlting to Ihe pe,\on 50 al'plyrng 
(he,emaller referred lu a, tht appll( QlII' t~cept III 

cases enumeraled m Secllon 14(1) Provlded thal 
Ihe consenl of Ihe apphcanl has been oblallled, 
Ihe dlsdosure may be made by means olher Ihan 
ln wrllrn •. 

Sec/Ion U-CClffS ln ",/rrch l'ffsanal,r!fmI/lDlron 
opp/lf!d for nf/Rht nOI bl! tllfc/Ofrd (1) 1 he hcad 
of an ,",lIluIIOIl keel'ing a rlle 1\ l'ernnlled nol 10 
drsclole ail or pa,t of Ihe p,ocelled miormall"" 
appltcd for If he finds .hal Ihe dlsdolure would 
rail under one of Ihe followll1R hendll1RI (a) 111 

cale. whe,e Ihedi,clu\ure ",ay dllllll" Ihe p"'per 
runcilolllng of one of Ille lollllWlll1l (1' afla,," 
enllllle,aled III paraR,aph, (a) 10 (c) IIf "ellton 7, 
(II) arrans conl.tflllng Ihe IIIvelllgatloll of a crime, 
Ihe mv:~IIl!atlon ur IIIrrlllgelllenl~ of reFulat",n~ 
IInder Ihe l'rO\l\Ions of Ihe Th~ Act 01 Ihe 11II11'U­
lion and ~lIpporl of l'uhhc acllnn. (III) affalnCOII­
ct,nllll! Iheenforcemenl of an oll-Ihe -"olllllpec­
lion or 3ny ~ucholher Impeclt()lluntl~r the ,ule or 
law, (IV) arf"us conle,nmg the e.anll1l31lOn or 
knowlrdgc and lechmcal tXl'el1 I<e, ,evlew or qual­
i1lcallon" elc, Ille cOlllpulalllln or bene"" or 
compen~alt(1n money and any o.her a~~I~nlllell' 
or ludgmenl cOllell'ondmg 10 ~u,h aHaus, (v) 

olher affalls l'lOv,,led for by gove'"llIenl ",dl 
nance, ~lIch al may be ~lIl1Ilar m nalure Inlho," or 
lire ",ecedlll!,: p3,a!,:rapll: (h) ln ta'rl whr,e any 
d .. dOlure of proce<sed ln forma 11o Il May Injure 
lire nror~r f"Jul.Iary rclallon, or Ihe IIIll1uale col­
labora'lOn belwern Ihe 111'11'"110"1""<.,,, .. 1 and 
nlly Ih"tI parly m cn'e, whe,e Ihe l'rolc\,ed ml",­
lIIallon ha~ been oblarnet! !rom ~lIch n Ihlllll'arly, 
(c) III ca~e~ wh.,. any dlldOlllle may Impal' hfe, 
hody. prol'erty 0' IUl.h olher l''tere~t, or an mdl­
.. dual (2) The deUIIO" nol '0 dllc1me ail or 1'.1'1 
of the procehed ",formallon lIoder Ihe ",ovlllom 
of Ihe prl'Cedlng 5lIb~elllon .hall he made 111 wlIl­
IIIS and wllh rca50ns for .he d('(.1510n 

Src"on 1:J-/';!r/OdofdlScloSllrt (1)1 hededllon 

10 d"d,ne or n(lllll ,h" 1(I~e undrl Ihe 1'111\ I,,(ln~ 
of Secli,," 1'0) (hrrtlllaftrr ,('lrrrr,IIt' n~ dl" 1" 
_fil,...) ~hall be madt \\1111111 '" da\l of thr tllllr 
'" htn the """h"lIon f", d", l"'IIIr"." le, tl'rtl 
(2) 1 he head uf an Il,,lIluIIIIII .rrplll~ R hlr 
,huull! IIIoke '''''''''1111'. l'l' • '" 111((1ulllllllllr tlrl.,v 
frnm Ihe lime "" h ,h" 1",,"1' "rUlIlIr< p,,~,,"k. Il 
dllflllllly IIlI'trf"l1lnllg '"1h a 1.lIk '" ""V "Ihrl 
,e"<I'IIahll' !,:"'"11d~ pl('vrnled IlI,h d", 1"" Il r 
'" IlhlII tht "e"",II"r<lI Ihr,l III Iht 1"1'\ tthll~ "Ih 
,,('dlun ln sud. n lA~r Ih(' lira" ur Ihl" m\tlIlIlUlII 

kerlllllR Ihe hie ~haU ~lIe nnl "l'Ill Ihr appl" alll 
'" wIIllIIM 01 1 hl' tr.II""1 110.11 Iht ,h" 1'''"11' ",,1 
nollakr plalt' \\ltlHIl Ilir PCIIil.llll'l('\lflhrll.,I'\i\(' 

ni the 111111' of dmll1<lIIt (l) Ihr "l'ph\.1II1 "'.IV 
"",,,der Ihat Il ha, hrrll M\ .. kd Ihr ",f"l 111.11"'" 
~h,,11 nnt bf' ,h\dlPird Ir tll\dll'iutr, rh • l' nnl 
Inade wlilun tht Pl-UtHI JlI(,\lrlhl"lIllI \Uh\C"l tltlll 

(1) (or. 111 CMe nnllle hal hHII ~"rll nllllttnll"" 
10 r,lend Ihe 111111' l'rllnd hrlnle .11,,,,,,,"1' .... lIhlll 
SIIl.h a "tnod) 

.'irellon /() - /loIIIII/llR Ir .. (1) 1 hr HPl'hl. anl ,hall 
l'ay a handhn~ fee IInd.r Ihe r"tlVl,,"m uf !,:lI\tl n 
lIIenlordlllanle\ (2) 1 he al'I'hl.antlllay "l'l'Iv lOI 
the lendlllll of Ihe wllllen dlllIOllltel"'" ,,!t'\1 rOI 
III ~el.llnn B(1) hy 1_1\1111< lm" III ntlrh .. "" '0 Ih. 
handhllg fee plovlllet! 'n,mllrt l'tr\rtlrllg ",h,,, 
IIUII, l"urpl lit ~lIlh la\C'i a" 11fOHtktl'Of lU ~ov 

t"lIlnent UldlltalllC"\ 

.\1'( lIOn 17 -Amf'lIdmrfll of 1''''1 (,{\l'ri ",{O'''1fl 

lIOn (1) l he hcat! "llhr ~O\''''''trlll Imlllllllllll 
~hall mnk~ an Il1vr'illj.!alloli ln "h,llr,r, t'ltlrnt tt; 

ne(t"a,y 10 all"lII.h. l'"I l'm. '''' klrl''''R t1r~ flle 
wllholl! delay allli ,h.11I ~IVC ""Ille 10 the "r""rI 
wlro frlroJ Ih~ l'CII'101I of the ,r,"11 IIllhr Imt,11 
~a'lllli 1/1 wIIIIIIR •• "IU"III", la,,' "Itrlr 'l'rel.,1 
IlIolr"",c~ arr l'r,,,"k<l lm Ihe alllrn"",clIl of 
con[tnt, ~fc. ur Ih(" JHOlt"'\"irlllIIfofftliHIfHI lOI' 

<ernrd 11\ olhe, I.,"~ allli .. ,,,1.1111"". wlr," hr Ir 
l.rlv('~ a fltt Il If HI III \HIIII1~ (0' .1II1r'llIlml' Il 1 , ("11.. ,of 

Ihe IUOlC"l!i('(t lI1(orlll,t!WII hy il l'fi "iOn ",ho h,1I1 

tI .. limure ",,,lc,ll .. 111"'1\.'1111111 ~rtlloll 11(1) 

(2) Any "er~(lll \\1111 Irlr\ Il pcIIIIIIII fo, a ""'" 1 
mrnl, rlc, l'IHler Ihe prO\lI\I(III\ IIf tht" (Hr( rd",;, 

\"O,rl'Ion bill Irlll.'''II "",allll .. <1 ""Ir Ihr "" 
tilt' umlrr the ~arnr IHOVI'IOI1"i IIlily '"r n prlllllUl 

10 lire Ioratl oC Ilrr FIl'rrlllllflll ""1111111<'" lor " rr 
Vltw of Ihe 1""t,III","IOII (1) 1 he P'CJV.l,lfm\ 01 
luh\tdl"" (1) \h.ll1 "l'ply lflllr\I"""llIlply tfJ .111; 
la~r III wl1l<..h a 1'('1111011 1-. '''rd tIIHtrr Ih,. IHClVI 

11111" or Ihe IIICledlflK ,,,",ellllHl 

,~r( lIOn 1ft (mn",,,,,,rnl 10 f,m fi "",..", "III, 
nant t Ne<r"31Y Il1alellal (0111 wlln~ lire Iimll 
rnenrlon~d Ifl wflllnR IIndrr th,. (lfnVI'lIOU\ nr ',("( 
t"'" 13(1). S~lIIOII 1412). <'elltllll 11(11 mlll "1111('( 
110" (1) or Ih. l'lclcdnlR ICI 110", nit y I1r,r\\ary 
palIers Cor Ihe 81'I'Io<allo" 10' dlldolUft hy a Irpal 
,tp,c<entatrve ullder Ihe p,,,mlon, of ">rtlUIIl 

13(2" Iny plocedllle ne<e"a,y 10 Idrntlfy Ihe 81' 
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plieRnl la he Ihe lubJecl of any pracesled infor· 
mallon, alld Rny olher malerlal necellary for Iht 
pp(1lk"III>II for dlldolure, lIIelilOd of dllllomre 
and Dlllendmeni of plOccll.d mformallon shall 
be provlded for by Bovel nlllelil ouhnances 

Secl/on /9 - Relalmn 10 01 h"r lawi 1 he provilion 
of Ihe lexl of Seelloll 11(1) Ihall nol aPl'ly 10 ail 
or pari of Ihe prolened Informalloll concerned 

Ch. plU IV-Mlltelllnrou. Ruln 

SrI I/"n 10- emll/.lal/li hnntlllnR Ille head of the 
~lIvelnlllenl ImlÎlllliolllh"l1nmke every errorl in 
Ihe fall and proper handhng of complalllis con· 
lNllln!! Ihe Ille, offer or dlldolure of proc(~led 
infofllllliion and conlerJlIn~ pelillonl for the 
Rmendmenlnf Ihe pH"elled mformallon and any 
olher curnplallllllllncerJlIl1g Ihe handhng of Ihe 
l'IUlelSed Îrlfol mallon 

.\ellmn 11-Rf/lllfil for sufnnullon of malrf/als 
",", nplana/lIlni 1 he darellor general of Ihe 
MCI\ may make a requesllo Ihe head of a govern· 
menl illllllillion for Ihe slIblmllion of malcuals 
and c~plallallnlll. when he fllldlilnelel~a. y lodo 
,o,lIInLCrlllnR Ihe 0J1crallll!! pr8CIlCellllvolved m 
Ihe compuler proleslin!! of pcrsollalmformalion 
al Ihal governmenl illllllllllOn. 

Srctllln 11- .\Ialrmtnl of Ihrd,"1 lor gfnf'rall he 
dueclor general of Ihe M<'A may advance an 
opinion 10 Ihe prune mllllsier or Ihe head of any 

when ail or pari of Ihe conlents of such procesled 
mformalion 15 menliontd 111 any licens~ permit, 
nollce or other such papen al have already been 
dehvered 10 Ihe pelSon concerned, when ail or 
pari of Ihe procesled mformallon has been made 
public or offered for Pllbhc rerusal, or when Ihe 
pcrson concerned in Ihe procesl.d mformation 
can apply 10 make ail or pari of Ihe processed in· 
formallon known to him 

!!ovcrnlllcnt inltillliion concernllll\ Ihe handhng 
,f perlollal informalion procelled by COml'Ulers 
kcpl by a governmenllnslÎlulron when he flIIds 1\ 
neeessary in order 10 aUam Ihe purpose~ of Ihls 
ael 

Sf'cllOn 13 - Df'/l'liallOn of pOWf'r or mallus 1 he 
head of an IIISlllulion kecl'lIIg a ftle /Oay llelcgale 
power or malien provlded for in Seclion 9(2), Sec· 
lion 1\1(1), Seelion 13, Sccllon 14, Scctlon 15(2) 
and Scellon 17(1) 10 slafr of Ihe msillullon con· 
cerned by provision of governmenl ordmane .. 

Sec lIOn 14- GO~'f'fII/IIf'nl ordmancf'1 ln addillon 
10 Ihe prOVISlonl of Ihl\ Bcl malellal nece~sary for 
Ihe IInplemenlallon of Ihe lIel shall be provlded 
for by governmenl ordmanc .. 

S"({lOn 25 - l'PnollY Any person who oblaUls diS· 
closure under Ihe provIsions of Seclion 13(3) 
Ihrough false represenlalion or olher unjusl 
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means shall be hable 10 a correclional fine of nol 
more Ihan JPYIOO,OOO. 

SecllOn 16-RtfponSlbllllY of local publiC body 
Any local public bOdy shalllake every necelsary 
measure 10 secure Ihe proper handltn!! of personal 
informalion. laking 11110 considerai ion the na­
tional measures under Ihe rule of Ihe acl, and 
Ihall take slcps 10 implemcnl Il when enRaged in 
Ihe compulerlzed processingof personallnforma· 
lion 

Seellon 17-Respons,b,"ly of corporalions ha,,· 
mg spl'Clal .llalUS Corporal ion, havi"g lpeeral 
Ilalll' Ihalilake every neccllary mea'ure 10 leeure 
Ihe proper handhng ofperlonal informalion, lek· 
in!! mlo co"slderahon Ihe nallonal mealUfes 
under the rule or Ihe acl, when cngaded in Ihe 
compulerlzed proce~lmg of personal Informa· 
lion 

Supplemellliry Provisions 

Dall' of f'nforcrmf'nt Thil ael sha Il be enforced 
on the dalefixed by governmenl ordlllanee wUh," 
one year of ils promulgallon However,lhe provi­
sions of Chapler III and Section 23 (exdudillilhe 
provIsions concermnl Seclion 9(2) and Secllon 
I\I(I}) shall be enforeed on Ihe dale fixed by 
governmenl ordinanee wilhin IWO years or Ihe 
promulgallon or Ihe 8el .• 
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ANNEX 6: Guidelines on the Protection of Personal Data 

for Financial InstItutlons (the Center for 

FinanciRl Industry Information System: FISC 

(Tokyo, JAPAN) 1 March 1987) 
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1. Nature of the Guidelines 

1. BasIc points of view 

(1) ln recent years. rapid increases in the various applications of computers, 

coupled with the progress m communications technology, which have made 

possible the processing of a large amount of data within seconds, have con­

tributed greatly to the advancement of the information society. 

ln thls context, however, there has been mounting concern about the poten­

tial dissemination and process of persona 1 data without being noticed by the 

data subject, or in other words, an infringent mf privacy. Accordingly. various 

opinions requiring to study how to cope with the situation have been expressed 

heretofore. 

(2) It has become necessary to harmonize the handling and protection of per­

sonal data among countries because numerous data processing systems and 

communication netwoi ks carrying various data across national frontiers have 

been installed. The United States and the leading countries of Europe have 

already taken some legislatlve or other measures on the protection of personal 

data in accordance with the Recommendatlon by the Council of the OECO(-l) 

(herelOafter referred to as "the OECO Guidelines") and the Convention of the 

Council of Europe,(·2) Thus Japan will also be urged to deal with the protection 

of personal data appropriately. 

(3) Taking the above into consideration, in March 1987 the FISC has made 

up the guidellnes on the protection of personal data for financial institutions( # ) 

based on the free will of financial institutions. 

2. Effect of the Guidelines 

The FISC was incorporated in 1984 as a nonprofit organization under the 

imprimatur of the Ministr.,. of Finance. It has been doing various activities such 

as making and publishing guidelines, making researches, and others with emphasis 

on computer systems and networks Installed or connected to financial institutions 

for its rnernbers includmg financial institutions, computer manuracturers and 
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communication service providers. 

The Guidelines were drawn up after deliberations at the Expert Committco 

on Personal Data Protection of the FISC, which consists of experts represcnting 

academia and members of the FISC such as banking institutions, insu rance 

companies, securities companies and credit card comparues. 

Financial institutions are indicating their intention to handle personal data 

appropriately in accordance with these GlSidelines. In other words financial in· 

stltutions are responding to the OECO Gul)delines. 

(If) "financial institutions" in these guidelines covers insurance companies 

seccrities companies and credit card companles as weil a~ financial institu· 

tions in the strict sense. 

1 ~4 



( 

s 

Il. Guidelines on the Protection of Personal Data for Finaneial Institutions 

To ensure the protection of personal data, 'mancial Institutions should aet 

ln accordance with the following guidelines with regard to automatic processing 

of personal data. Hereafter "personal data" refers to any information relating 

to an identlfied or Identifiable mdlvldual ("data subject"). 

1. Collection of Personal Data 

(1) The collection of personal data should be limlted to the extent necessary to 

conduct business as specified undcr laws and regulations concerning financial 

institu tions. 

(2) Personal data should be obtalned by lawful and fair means. 

(3) ln collectlng personal data lrom a third party, f!nanclal institutions should 

strlve to avold impdrting unwarranted harm to anv interests Clf the data 

subJect worthy of protection. 

(Comments] 

A) This section corresponds to the "Co"ection limitation Principle" and the 

"Purpose Specification Prmclple" or the OECD GUidellnes. 

B) Personal data should be co"ected for specified purposes and only to the 

extent nccessdry for the f'Jlflllment of those purposes. The business 01 Imancial 

institutions in Japan IS specifled and its scopc IS stnctly Illnited by such laws and 

regulations as the Banking Law, the Securitlcs and Exchange Law, the Insurance 

Busine~s Law. etc. Therelore, the expression "to the extent necessary to conduct 

busmess" will satlsfy the prmclples mentioned above 10 the case of financial 

institutions. 

c) It is necessary for 'Inanclal institutions to ham.lle personal data fairly and 

lawfully. This requirement should be ta ken Into full sccount especially ln collect· 

mg personal data. 
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D) No problems arise in reference to personal data protection, whcn personal 

data are collected directly from the data subject, as the data subject is aware of 

the purpose of collection and discloses the personal data at his own discretion. 

However, problems may arise wh en the personal data are collected trom a third 

party, as the data subject IS usually unaware of the data collection. For this 

reason, in collecung persona! data from a thtrd pany, flllanciailnstitutions should 

make strong efforts to avoid Imparting unwarranted harm to any personal inter­

ests of the data subJect worthy of protection. 

2. Use and Disciosure of Personal Data 

(1) Use of personal delta in fmancial IOStltutlons should, in principlc, bc limitcd 

to the confines of business specifled by laws and regulations concerntng 

financial institutions. 

(2) Disclosure of personal data to third parties should be lirnitoo to those cases 

where: 

al the dlsclosure IS within the confines uf business spcclfled by laws and 

regulauons concernlOg financlal inStitutions, or IS rcquested to ensurc 

justifiallie intercsts of the data recipicnts, and is not Ilkcly to damage 

justifiable Interests of the data subject worthy of protection; or 

bl the data subJect consents to disclose the personal data to third parties; 

or 

cl the requests for the disclosure arc made for the public mterest, Includ· 

iny requests under laws and regulations. 

(CommentsJ 

A) This section corresponds ta the "Use Limitation Pnnclple" of the OECO 

Guidehnes. 

B) As l1lentioned ln the JJI eVlous section on "Collectlon of Per sOrlal Oata", thl' 

business of flnancial institutions IS speclfwd and the scope of bUSiness IS strtctly 

IUIlited. Thcreforc, fmallclo.Il IllstltutlOns wlilch use personal d ... ta only wH/lin the 
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confines of thelr busmess are considered to mect the purport of the above· 

mentioned pnnclples. 

C) Financlal institutions often handle sensitive personal data such as credit 

information, medlcal mformation, etc. The data transacted wlth fmanClal institu· 

tians are gcnerally expecled ta be handled with dehberation for the individual's 

sake. Thereforc, fillanelai inStitutions should rnake special efforts ta proteet the 

personal data when they dlsclose s+ch personal data to thlrd parties. Moreover 

personal data should not be dlsclosed ta third parties except in cases descnbed 

below. 

al Financlal Institutions arc able to diselose personal data ta tlurd parties 

when the dlsclosure is wlthlll the confines of bUSiness and IS not Ilkely to 

damage Justifiable mlcrests of the data subJcct worthy of protection. They 

• are also able ta ulsclose perso"dl data to thtrd Delrtles when the dlsclosure 

ensures soclally Justifiable Illtere~ts of data reClplents, for instance, minrmll' 

ing bUSiness nsks, and 15 Ilot likely to harm Justlf lable IJllere5ts of the data 

subject worthy of protection. 

However, ln lighl of the publie role of fmancial institutiOns and eus­

tomers' rellance on them, it is requested that the dlsclosure should be made 

with delluerdllon, for Instance, only when It 15 expeeted that the protection 

of personal dala concerncd is certarnly dssured after the dlsclosure. 

li) When thp data subject consellts 10 the dlsclosure, financlal Institutions 

are elltltled to uiselose personal data iO lhird partlps. The consent of the data 

subjcct IS requlred ln advance for the dlsclusure of personal credit mforma· 

tioll 10 a crecht bureau, rnalnly beeause of the grecJter possibillty of the data 

being widely used III the f manClal system. 

cl (2)·cl mcnt/ollcd above refers to cases where the request for disclosure 

IS made to fl/lallCldl IIlstltutlOns under the provisions of laws and reyulations 

autho/lzing a search warrant, Inspections, etc and other cases where authori· 

tics conccrned deterlllllie that the dlsclosure IS necessary for public interests. 

157 



3. Proper Management of Personal Data 

(1) Personal data should be kept accurate to the extent necessary for their 

proposed use. The penod of time that personal data is to be stored on file 

should, in pnnciple, be speclfied. 

(2) Personal data should be protected by reasonable security safeguards against 

such risks as unauthorized access, loss, destruction, modification, leakage, 

etc. 

(3) ln the event that the processing of personal data is entrusted to a third party, 

terms should be provided in the contract with regard to maintenance and 

management of data including keeping confidentiality. 

[Comments) 

A) This section corresponds to the "Data Ouality Principle" and the "Security 

Safeguards Principle" of the OECD Guidelines. 

BI The use of inaccurate data concerning any individual is likely to have un­

desirable effects on the individual as a result of misrepresentation. Personal data 

should be kept accurate to avoid such effects. Data, even if accu rate at the time of 

input, could become outdated at a later date. Therefore, personal data should be 

kept up-to-date and accu rate. There are, however, practical "mits to keeping ail 

personal data accu rate and up-to-date. Data revision might not always be neces­

sary. depending on the frequency of business transactions and use, etc. Accord­

ingly, financial institutions should endeavor to keep personal data accu rate and 

up-to·date to the extent necessary for the intented use. 

CI It is not only deslrable to specify the period of time for which data are stor­

ed on file to keep the data accurate and up-to-date, but 15 also effective for per­

sonal data protection because If the data are deleted at the expiration period, the 

possibility of undesirable effects on the data subJect can be reduced to that extent. 

It is difficult to specify uniformly how long data should be retained on file 

because of differences of business characenstics, data systems and others. 
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Therefore, It IS reasonabJe to Jcave this decision to the indivldual financial in· 

stitutions. 

DI ln connec tian wlth keeping personal data accurate, when inaccurate data 

are found and corrected, It IS demable ta the data reclpients to be notified the 

correction, provided they can be reached. 

El Security measures ta persona/ data are inc/uded in the computer system 

security. Measures necessary for the protection of data are also given in detail in 

"Computer Systems Secumy Guidelmes for Financial Institutions,,(·31 made by 

the F/SC m December 1985. These measures are established by the financial 

institutions themselves as the guidelines for personal data protection. 

FI When the processlOg of personal data is entrusted to a third party by finan· 

c.al institutions, maintenance and management of data measures should be taken 

in arder to prevent the third party from leaking data. In the event that the pero 

sonal data proeeSSI09 15 camed out entlrely by the third party tram imput ta 

maintenance and storage, it will be necessary to make an agreement of establitl· 

mg comprehensive security safeguards of data on the part of the third party. 

4. 'ndivldual PartIcipation 

(1) Aequests by the data subject backed by .dentification ta gain access ta his 

personal da(a should be accepted as far as possible, except in cases where 

it IS considered inappropriate to inform the subject of the content in light 

of customary praet/ces etc. 

(2) Aequests ta correct errors in personal data, should be accepted without 

delay. 

(Comments] 

AI This section corresponds to the "Openness Princip/e" and the "'ndividuaf 

Participation Prmciple" of the OECO Guidelines. 

BI Financlal Institutions should st rive ta keep data accu rate and up·to·date. In 

addition it is helpful for the data subJect ta have a means for checking accuracy of 
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the data personally when there are doubts about the data for some reason. 

Incidentally, financlal institutions provlde thelr customers with such data, 

on request, as deposit and loan balances and credit and debit transactions. Few 

requests have been made for other data. However, upon request and proper 

identification, financial institutions are prepared to furnish individuals with 

data as far as possible. 

Cl As to data disclosure requested by the data subject, it is inappropriate to 

disclose ail the personal data relating to himself that fiœncial institutions hold. 

ln light of the privacy of the genera! public and customary practlces, it is 

reasonable to withhold certain data such as individual evaluation and medical 

history, which are not supposed to be disclosed to the data subject. In addition, 

replying uniformly to ail data requests would interrupt operations at financial 

institutions. Unspecified requests, requests for a means of collecting data and 

the records of data use and disclosure, etc. are considered unacceptable. 

0) ln the event that data are incorrect and a request for correction or deletion 

is made, it should be accepted since it is difficult to specify when data should 

be corrected or deleted. It is reasonable to say that the correction should be 

made without delay. 

When data are disclosed to a third party and the data subject makes a request 

to furnish a notification of the correction to the party which has received in­

correct data, the notification should be made ~ithout delay, provided that the 

party can be reached. 

El F inancial institutions may impose a reasonable charge on a person who 

requests data disclosure unless the request is to amend inaecurate data. 

It is expected that an approprlate study should be made on charges for 

disclosure to the data subject at individual financial institutions. 

1.60 



( 

( 

Il 

NOTES 

(e1) Recommendation of the Council Concerning Guidelines Governing the 

Protection of Privacy and Transborder Flows of Persona 1 Data, adopted on 

September 23, 1980. 

(e2) Convention for the Protection of Individuals with Regard to Automatic 

Processing of Personal Data, adopted on SeiJtember 11, 1980. 

(e3) Computer System Security Guidelines for Financial Institutions consist of 

228 items in ail which are grouped under three board categories namely 

physical security, hardware/software security and procedural security. 

The main objectives of them are to prevent system failures caused by 

natural or other disasters, hardware or software malfunctions and illegal 

operations. 
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FISC 
The Centar for Financial Industry Information Systems 

Background 

Aggressive implementation of Electronic Funds Transfer Services has been pro· 

viding much better services for bank's customers, and improving the efficiency of 

banks in the last several years in Japan. 

ln addition, new issues are pointed out to be disQJssed in advance, in order to 

avoid the expected confusion coming from the changing financial services. 

The Center for Financial Industry Information System (FISC), organized in 

November, 1984, by about 1000 financial institutiOls, associations, computer 

makers and others, is established to research the new iSSJes on EFT services, and 

examine necessary measures for the appropriate approach to the sophisticated 

network society in the future. 

Rola and Activities 

1. Research and study of problems and issues on the electronic financial 

information serfices. 

2. 1 nvestigation of the financial information systems security. 

3. Development and promotion of the financial information systems security 

and the personal data protection. 

4. Development and promotion of EDP audit. 

5. Investigation of the feasibility of the co·operative financial services. 

6. Introduction of the software products for electronic financial services. 

7. Orgdnizing the conferences and the symposiums regarding the electronic 

financlal services. 

8. 

9. 

Publishing journals and papers. 

Other programs on electronic financial services. 

16th Floor ARK Mori Building 

12·32, 1 Chome, Akasaka, Minato·ku, Tokyo 107 

Japan 

Phon:!: 81·3·505·7711 

Fax: 81·3·589·5559 
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