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ABSTRACT

With the rapid growth of the aging population in the world, it is quite challeng-
ing for the inefficient conventional medical and healthcare system to address the huge
demands of medical services. Fortunately, the development of advanced biomedical
sensors and wireless communication technology makes it possible to establish an
eHealthcare system which supports all stages of care for the patients including pre-

vention, diagnosis, treatment, and follow up remotely all day long.

In recent years, the concept of Wireless Body Area Networks (WBANs) has at-
tracted significant interest in academic and industrial areas. WBANs specify the
networks dedicated to the wireless communication of personal biomedical data be-
tween advanced sensors and centralized devices that are then used for health and
lifestyle purpose. Compared to the prevailing wireless communication technologies
such as Bluetooth and Zighee, WBANSs have the advantages of ultra-low power con-
sumption, high reliability, and high-security protection while transmitting sensitive
personal biomedical data. Meanwhile, benefiting from advanced biomedical sensors,
multiple types of biomedical data can be collected relatively accurate from human
beings. Therefore, the cooperation between WBANs and advanced biomedical sen-
sors is a potential solution for continuously remote health condition monitoring for
medical services, which is essential for addressing the larger medical demands caused

by the trend of population aging.

v



In 2012, the 802.15.6 WBANSs standard was released by the Institute of Electrical and
Electronics Engineers (IEEE) to regulate the specifications of the communication in
WBANs. However, even though WBANSs have demonstrated multiple advantages in
various perspectives, there are still some facts limiting the development of WBANS.
For instance, the lack of complete and efficient baseband processing Application-
Specific Integrated Circuit (ASIC) for WBANs makes it difficult to establish the

actual communication networks for WBANS.

The general objective of the dissertation is to facilitate the emergence of eHealth-
care systems with the low power and high-security WBAN systems performing on
the patients’ side, and a trusted health data transmission and storage system run-
ning in the back-end. Concretely, this dissertation proposes ASIC solutions which
completely meet the requirements of PHY and security scheme specified in the IEEE
802.15.6 WBANSs standard for the front-end. Also, a blockchain-based data exchange
and storage system for WBANS is proposed for the back-end. In addition, to evaluate
various designs in WBANSs, the dissertation develops a unified evaluation platform
for WBAN systems. In summary, we make a required step for the development of
WBANS, especially for the low power ASIC designs for WBANs protocol. Mean-
while, the blockchain-based data exchange and storage system for WBANSs provides
a feasible solution for trusted medical data management for modern medical institu-

tions.



ABREGE

Avec la croissance rapide du vieillissement de la population dans le monde, il est
tres difficile pour le systeme de santé et de soins de santé conventionnel de répondre
aux demandes énormes des services médicaux. Heureusement, le développement de
capteurs biomédicaux avancés et de technologies de communication sans fil permet
de mettre en place un systeme de cybersanté prenant en charge toutes les étapes de
la prise en charge des patients: prévention, diagnostic, traitement et suivi a distance

tout au long de la journée.

Au cours des dernieres années, le concept de réseaux de zones de corps sans fil
(WBAN) a suscité un vif intérét dans les domaines académiques et industriels.
Les réseaux WBAN spécifient les réseaux dédiés a la communication sans fil de
données biomédicales personnelles entre des capteurs avancés et des périphériques
centralisés, qui sont ensuite utilisés a des fins de santé et de style de vie. Comparés
aux technologies de communication sans fil dominantes telles que Bluetooth et Zig-
bee, les réseaux WBAN présentent les avantages suivants: consommation d’énergie
extremement basse, fiabilité élevée et protection hautement sécurisée lors de la trans-
mission de données biomédicales personnelles sensibles. Parallelement, grace aux
capteurs biomédicaux avancés, de nombreux types de données biomédicales peu-
vent étre collectés de maniere relativement précise aupres d’étres humains. Par
conséquent, la coopération entre les réseaux WBAN et des capteurs biomédicaux

avancés constitue une solution potentielle pour la surveillance continue de 1'état
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de santé des services médicaux, ce qui est essentiel pour faire face aux demandes

médicales plus importantes résultant du vieillissement de la population.

En 2012, la norme 802.15.6 WBAN a été publiée par I'Institut des ingénieurs électriciens
et électroniciens (IEEE) afin de réglementer les spécifications de la communication
dans les réseaux WBAN. Cependant, méme si les WBAN ont démontré de multiples
avantages dans diverses perspectives, certains faits limitent encore le développement
de ces réseaux. Par exemple, le manque d’ASIC de traitement de bande de base
complet et efficace pour les réseaux WBAN rend difficile I’établissement des réseaux

de communication réels pour les réseaux WBAN.

L’objectif général de la these est de faciliter I'’émergence de systemes de cybersanté
dotés des systemes WBAN de faible puissance et de haute sécurité fonctionnant
du coté des patients, ainsi que d'un systeme sécurisé de transmission et de stock-
age des données de santé. Concretement, cette these propose des solutions ASIC
qui répondent parfaitement aux exigences du PHY et du schéma de sécurité spécifié
dans la norme IEEE 802.15.6 WBAN pour le frontal. En outre, un systeme d’échange
et de stockage de données basé sur une chaine de blocs pour les réseaux WBAN a
été proposé pour le back-end. En outre, afin d’évaluer différentes conceptions dans
les réseaux WBAN, la theése proposait une plate-forme d’évaluation unifiée pour
les systemes WBAN. En résumé, les travaux effectués ont constitué une étape im-
portante dans le développement des réseaux WBAN, en particulier pour les con-

ceptions d’ASIC basse consommation pour le protocole WBAN. Parallelement, le

vil



systeme d’échange et de stockage de données basé sur une chaine de blocs pour les
réseaux WBAN constitue une solution réalisable pour une gestion fiable des données

médicales dans les établissements médicaux modernes.
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CHAPTER 1
Introduction

This chapter introduces the dissertation in general including the motivation
and context of the dissertation, introduction to the Wireless Body Area Networks
(WBANS), the objectives of the research, the contributions of the dissertation, and
the organization of the dissertation.

1.1 Motivation and context

As predicted by the International Data Base of U.S. Census Bureau [46] by 2037,
twenty percent of the population in the United States and Canada will be aged over
65. Meanwhile, the number of people with chronic conditions in the world increased
from approximately 118 million to 149 million in the past 25 years, while the number
will increase to 171 million according to the prediction in [19]. In addition, according
to the data provided by the Canadian Institution for Health Information (CIHI), the
average health expenditure for every individual in Canada is 6,604 Canadian dollars
in 2017. It requires 11.5% of the overall Gross Domestic Product (GDP), up from
only 7% of the GDP in 1975. In other words, the Canadians spent 60.8% more for
healthcare over the past 43 years [17]. Even though the population required regular
medical consulting is increasing and the money each individual in Canada spent in
healthcare is rising as well, people still need to wait a long time before they can
actually have medical services since the queues to consult medical professionals are

getting longer due to the shortage of medical professionals; in Canada, for instance,



the average waiting time for healthcare queues was 21.2 weeks in 2017, as reported
by the Fraser Institute [10]. Therefore, there is a strong demand for an efficient,
economical, and secure healthcare system, which can not only monitor the physical
conditions of the patients remotely but can also provide the feedback to the patients
in different circumstances all day long.

With the rapid development of modern technology, especially the advanced wire-
less communication technologies and networks, eHealthcare systems could provide
the means to address such a demand. By utilizing modern biomedical sensors, var-
ious types of networks, and cloud storage, an eHealthcare system can support all
stages of care for the patients, including prevention, diagnosis, treatment, and follow
up remotely [41]. As demonstrated in Figure 1-1, an eHealthcare system contains
two major parts: the front-end and back-end. The front-end supports the communi-
cation between the biomedical sensors and centralized devices around the patients.
The back-end is responsible for providing different types of medical services remotely
and managing the medical data. The front-end and back-end are connected by public

networks.
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Table 1-1: Biomedical data types and its corresponding sensors

Biomedical Data Biomedical Sensors

Electrocardiography (ECG) [84], [113], [61]
Electroencephalogram (EEG) [84], [22], [15]
Heart Rate [43], [121], [34]
Glucose Level 95], [94], [90]
Body Temperature 98], [16], [93]

Blood Pressure 96], [92], [91]

Meanwhile, increasing types of biomedical data can be collected from patients
and transmitted for further data processing and storage. This capability is enabled by
the rapid advances in biomedical sensors as illustrated in Table 1-1, as well as wireless
communication (such as the Fifth Generation of Cellular Mobile communication (5G)
and Bluetooth Low Energy (BLE)).

However, there are two potential issues that still restrict the development of
the eHealthcare system [65] [60]. First, the sensors on humans are extremely power-
sensitive, especially the implanted sensors with limited power supply and inconve-
nience of battery change. The most commonly utilized wireless communication pro-
tocols in the proposed sensors are Bluetooth and Zigbee which are not dedicated and
optimized for biomedical data transmission. Second, even though multiple methods
have been proposed to ensure the privacy of confidential personal information [33]
[33], there is no mature security protection mechanism established for the data in
the eHealthcare systems [60].

Therefore, it is of great significance to investigate solutions for a complete, effi-

cient, and reliable eHealthcare system.



1.2 Introduction to WBANSs

In recent years, the concept of WBANSs has attracted huge academic and indus-
trial research attention since WBAN is a wireless communication protocol that is
dedicated to biomedical data transmission in the circumstances of medical applica-
tions. As one of the most fundamental elements of the eHealthcare system, WBAN
establishes the communication between the biomedical sensors attached or imple-
mented in the human body and the centralized devices such as the smartphones or
tablets as illustrated in Figure 1-2.

There are multiple advantages that WBANs could provide. First, WBAN is
the first wireless communication protocol which is dedicated to wireless data trans-
mission between biomedical sensors and centralized devices. The network unifies
the communication methods among the biomedical sensors, and between the sensors
and centralized devices. Second, multiple methods of optimization can be applied,
based on the characteristic of biomedical data collected, instead of obeying a wireless
protocol such as Bluetooth or Zigbee which are not tuned for the communication of
remote healthcare devices [65]. Third, WBANs address the interference issue caused
by various communication protocols around the surface of the human body.

In 2012, the IEEE 802.15.6 standard for WBANSs was released, which speci-
fies and regulates the detailed specifications in the network, such as the security
requirements, baseband processing procedures, frequency, and channels [51].

Based on the specifications of the IEEE 802.15.6 standard, evaluation of perfor-
mance between WBANSs and other widely utilized wireless communication technolo-

gies such as Bluetooth, Zigbee, and WIFI in various perspectives has been performed
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Figure 1-2: Architecture of a typical WBAN

to analyze the potential advantages WBANs can provide in biomedical data trans-
mission. According to the simulation results of the evaluation, WBANSs illustrate the
advantages in power consumption, privacy protection, and efficient communication
for biomedical data [65].

For instance, the power consumption of WBAN systems is between approxi-
mately 0.1 mW to 5 mW when the transmitting data rate is 1 Mbps, while for the
same transmitting data rate, Bluetooth consumes between approximately 5 mW to
100 mW power. In this case, a typical AAA battery can last approximately 1 year
for WBAN systems, while it can only last less than a month for Bluetooth systems
[65] as illustrated in Table 1-2.

In terms of the security specifications, there are specific requirements in WBANs
security processes. As mandated by the IEEE standard 802.15.6, three security levels,
Level 0, Level 1, and Level 2, have been specified to classify the communication

process in WBANSs as demonstrated in Table 1-3 [51]. The security level of a specific



Table 1-2: Comparison among different wireless communication technologies [65]
Wireless

Communication Consurrli);gsrrl (mW) Battery Life Rangg?iz:iers)
Technology
Bluetooth 5 to 100 1 day to 4 weeks 100
Zighee 5 to 60 3 days to 5 weeks 10-20
Z-Wave 2 to 40 1 week to 2 months 100
WBANS 0.1tob 6 weeks to 12 months 3

Table 1-3: Security levels of communication in WBANs

Security level Security Method Typical information contained
0 None Time stamp
1 Authentication Name, age, gender, locations
2 Authentication and Encryption Data collected from the biomedical sensors

communication is determined by data type and privacy level. To be precise, for the
lowest security level, Level 0, no algorithm or mechanism is applied during the data
exchanging, and the channel is unsecured. In the case of Level 1, authentication is
required during the communication, which provides a medium level of security in data
exchanging. For the communication specified as security Level 2, they need to have
both authentication and encryption (such as Elliptic Curve Cryptography (ECC)),
which provides the highest protection during the data exchanging in WBANSs.

Due to the advantages that WBANSs provide, they have great potential in both
medical and non-medical applications. Actually, multiple published papers have
discussed the potential applications of WBANSs into specific areas [7]. Concretely,
[86] discussed the possibility to prepare the necessary medical treatments in advance
when receiving the vital information regarding heart rate and irregularities of the

heart captured by the sensors remotely cooperating with WBANs. Meanwhile, an



intelligent device for determining the time points for injecting insulin based on the
glucose level monitored by the sensors has been proposed in [115]. Furthermore, [2]
proposed that the sensors which could detect the allergic agents in the air could alert
the patients and corresponding medical professional in advance.

However, there are some main facts restricting the development of WBANs. Sys-
tem on a Chip (SoC) is a commonly used platform for designing and implementing
wireless communication protocols since it can achieve higher operation frequency and
stability with lower power consumption compared to software-based solutions. How-
ever, unlike Bluetooth or Zigbee, there is no existing SoC solution for WBANSs proto-
col, since it lacks mature Application-Specific Integrated Circuit (ASIC) based PHY,
and security scheme for establishing the completed SoC architecture for WBANS.
Meanwhile, the cooperation between the WBAN systems and existing medical data
management system is relatively challenging. Finally, even though various designs
and implementations of sensors and systems have been proposed by different re-
searchers [103], while there is no unified and fair comparison platform for evaluating
the performance in the identical environment for WBANSs.

1.3 Objectives of the research

The general objective of the dissertation is to facilitate the emergence of eHealth-
care systems with the low power and high-security WBAN systems performing on
the patients’ side and a trusted health data transmission and storage system running
in the back-end as illustrated in Figure 1-1. The low power WBANSs protocol could
support the biomedical data transmission between nodes and hubs with ultra-low

power consumption and proper security protection.



Even though the IEEE 802.15.6 WBANS standard was released in 2012, there
are still multiple critical issues that we need to resolve for the wider acceptance of
WBANS.

Initially, the real devices completely fulfilling the requirements of the standard
are badly needed to help the spread of the WBANSs technology and verify the stan-
dard.

Furthermore, since WBANSs are transmitting extremely private biomedical data
which is directly related to the health condition of the patients, WBANs technology
will not be adopted if there are still security concerns regarding the WBANSs. In other
words, mature security schemes that not only meet the requirements of WBANs
(hardware-efficiency and low power) but also can be resilient to common attacks
such as timing attacks and simple power analysis, are required to ensure the secured
communication in WBANSs.

Last but not least, the interoperability and automation between the WBANs
and other medical services including medical professional, pharmacies, insurance
companies, and emergency systems are relatively challenging for conventional medical
systems.

In future, blockchain technology could be a solution for the urgent need of
trust, security, and privacy for the healthcare system. We would like to tune the
blockchain to share data and provide smart contracts for healthcare systems, espe-
cially interoperating with WBAN systems. There are multiple potential use cases
of the blockchain-based medical data systems. Among the most significant cases

are Electronic Health Records (EHRs) for personalized medicine. In personalized



medicine, numerous sensors track various physiological state variables, such as blood
sample data, exercise, nutrition, and various medicaments, and the collected data is
used to infer the medicament dosing. The blockchain-based medical data system can
resolve the challenges of providing the trusted prescriptions, medicaments, and sensor
data in the exchange among medical practitioners, pharmacies, insurance companies
and patients, such that no faulty data hinders the health/wellness regimen.

The demonstration of the objectives in the dissertation is done in a bottom-up
manner. The specific objectives are described as follows.

First, based on the requirements of the IEEE 802.15.6 standard, Physical Layer
(PHY) and the security scheme of WBANSs will be designed and implemented.

Second, various optimization of the PHY and security scheme will be performed,
and performance comparison between proposed designs and other published designs
will be illustrated.

Third, an eHealthcare system which can not only meet the requirements of the
security scheme and PHY of WBANSs but also can interoperate with WBANs will be
investigated.

Finally, an evaluation of all proposed modules will be illustrated to demonstrate
that the performed designs are functional.

1.4 Contributions of the dissertation

The goal of WBANS is to establish a low power, high security, and stable real-
time eHealthcare system which contains the WBAN systems in the front-end, and
data exchange and storage system in the back-end. In terms of the general contribu-

tions, this dissertation proposes ASIC solutions for the front-end which completely
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meets the requirements of PHY and security scheme in the IEEE 802.15.6 WBANSs
standard for the first time and a blockchain-based data exchange and storage system
for WBANs has been proposed for the back-end. In addition, to evaluate various
designs in WBANS, the dissertation also proposed a unified evaluation platform for
WBAN systems. In summary, we make a required step for the development of
WBANS, especially for the low power ASIC designs for WBANSs protocol, and the
blockchain-based data exchange and storage system for WBANSs provides a feasible
solution for trusted medical data management for modern medical institutions.

The detailed contributions of this dissertation are illustrated as follows:

A) For addressing the fundamental communication issues of WBANs, a base-
band processing ASIC for WBAN systems is proposed, which supports all the meth-
ods of modulation and frequency channels specified in the IEEE 802.15.6 standard for
the first time. Moreover, for optimizing the power consumption of the baseband pro-
cessing ASIC, a stochastic computing-based Bose—-Chaudhuri-Hocquenghem (BCH)
decoder for WBAN systems with lower system complexity is developed.

B) In order resolve the security concerns of WBANSs, a security scheme for
WBANS is proposed based on the security requirements of WBANs. Furthermore, to
optimize the performance of the proposed security scheme for WBANSs, an encryption
method that utilizes the characteristic values of the body channel is added. In
addition, the proposed security scheme for WBANS is designed as ASIC for the first
time to achieve the ultra-low power consumption requirement of WBANS.

C) To guarantee that the biomedical data transmitted among WBAN systems

and other components in the eHealthcare system is trusted, a blockchain-based
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eHealthcare system interoperating with WBAN systems is designed. Benefitting
from the combination of WBANs and blockchain technology, the proposed eHealth-
care system achieves low power, low hardware cost, and stable communication in
the WBANS front-end, while the immutability and non-repudiation properties of
the blockchain back-end offer powerful anti-tampering logging and auditing in the
back-end.

D) A Software Defined Radio (SDR) based evaluation platform for WBAN sys-
tems is developed to provide a unified evaluation environment for the fair comparison
among various designs and implementations for WBAN systems. All components
supported by the IEEE 802.15.6 standard are built in the platform and available
for establishing a standard communication link in WBANs. Meanwhile, every indi-
vidual component can also be replaced or modified by other designs to evaluate the
performance in the communication link of one or multiple certain blocks in WBAN
systems.

1.5 Contributions of authors

There is a list of publications illustrated all the articles written by the author on
page 161. The dissertation contains 3 published journal papers (#1, #2, #3), 2 con-
ference papers (#9, #10), and 1 journal manuscript under review (#4). I would like
to declare that I am the first and principal author among the co-authors. In general,
my contributions to the articles including conducting the research studies, collecting
and preparing the data, proposing the models, analyzing the data, implementing

the designs, and writing the manuscripts. Concretely, in terms of my contributions
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in article #3, after analyzing the network requirements, I proposed the system ar-
chitecture of the baseband processing module, simulated the design with software,
implemented the design by hardware language, verified and evaluated the baseband
processing module in FPGA. In the articles #2, #9, and #10, I was responsible
for proposing the system architecture of the security scheme for WBANSs, propos-
ing the mechanisms of authentication and encryption, implementing the design by
hardware language, evaluating the design in FPGA, and analyzing the security char-
acteristic under side channel attacks. I brought up the idea of the blockchain based
eHealthcare system interoperating with WBANSs initially in article #4. The hard-
ware implementations of WBANSs parts, the structure of the blocks and transactions
in the eHealthcare system, and the Hyperledger implementation were also done by
me. In the article #1, to address the demand for evaluating different designs for
WBAN systems in a unified testing environment, I proposed and implemented a
unified evaluation platform in an FPGA for WBAN systems. The author’s supervi-
sor, Prof. Zeljko Zilic provided guidance, comments, editorial revisions, and research
funding throughout the entire process. Kaining Han contributed to the concept of
stochastic computing, and part of the software simulation in the articles #2, #3,
and #9. In article #4, Anastasios Alexandridis helped to implement the proposed
work of the blockchain part in the Hypterledger. Zhiyu Chen did the verification
of the evaluation platform for WBAN systems in the circumstances of narrowband
communication in the article #1. Yu Pang and Jinzhao Lin are responsible for the
post-synthesis and fabrication of the ASICs. The other co-authors contributed by

helping in providing comments, and editing the papers.
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1.6 Organization of the dissertation

The remainder of this dissertation is structured as follows. Chapter 2 presents
the background of WBANSs and the general specifications and requirements of the
IEEE 802.15.6 standard. Afterwards, a baseband processing ASIC for narrowband
communication in WBANS is proposed in the Chapter 3, and the optimized stochastic
computing based BCH decoder for WBANSs is also discussed in the chapter. More-
over, Chapter 4 illustrates the proposed security scheme and corresponding ASIC im-
plementation for WBANs. Meanwhile, to further increase the security performance
and decrease the system complexity of the security scheme, an encryption method
by using the characteristic value of the body channel for WBANS is discussed in this
chapter. Furthermore, Chapter 5 presents a blockchain-based eHealthcare system
interoperating with WBAN systems, which provides a trusted data transmission and
storage system benefiting from the blockchain technology. In Chapter 6, to provide a
fair and unified evaluation environment for various WBANS designs, an SDR based
evaluation platform for WBAN systems is illustrated. Last but not least, Chapter 7

concludes the performed work and discusses the potential work for the future.
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CHAPTER 2
Wireless Body Area Network Background

This chapter reviews the background of WBANSs including the development
history of WBANS, the structure of WBANSs, Radio Frequency (RF) characteristic
of WBANS, general requirements of WBANSs, and constraints of WBANSs.

2.1 History of WBANSs

WBAN is a subset of Wireless Personal Area Networks (WPANs) whose goal
is to provide data transmission protocol among different personal electronic devices
such as computers, smartphones, tablets, and personal digital assistants in short
range between few center meters to few meters. The early development of WPANs
was first made at Massachusetts Institute of Technology (MIT) in the 1990s where
the initial purpose was to establish the communication among different information
devices and use the electric field sensing to determine the position of human beings
[65]. Based on the requirements of WPANS, various wireless network technologies
such as Bluetooth and Zigbee have been proposed and made great success in the
commercial market.

However, the limitations of WPANSs in medical situations caused by close prox-
imity to the human body tissue requires a novel communication standard. For the

wireless communication in medical circumstances around/in the human body, the
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novel standard should not only overcome the limitations of WPANSs, but also pro-
vide an efficient, low power, and reliable network while transmitting biomedical data
in medical applications.

To address such a demand, the IEEE 802.15.6 working group was established
working on the standard of WBANs. In April 2010, the working group made the first
draft of the communication standard of WBANs which optimized for lower power
on-body/in-body nodes for medical and non-medical applications [65]. The official
version was approved and released publicly in February 2012.

The goal of the IEEE 802.15.6 is described as follows: To develop a communica-
tion standard for low power devices and operation on, in or around human body (but
not limited to humans) to serve a variety of applications including medical, consumer
electronics, personal entertainment, and other.[42] A demonstration of the high-level
structure is shown in Figure 2-1.

2.2 Structure of WBANSs in IEEE 802.15.6

The IEEE 802.15.6 standard specifies three types of communication: Narrow-
band (NB), Ultrawide-band (UWB), and Human Body Communication (HBC). Each
communication type defines various configurations for the network. However, the
processing flow is similar for different communication in WBANs. As specified in the
IEEE 802.15.6 WBANSs standard [42], the transmission flow of WBANSs is mainly
separated into four parts which are Medium Access Control (MAC) layer, security
scheme, PHY, and the RF front end, as shown in Figure 2-2. Initially, the MAC layer
specifies the MAC frame format and the communication modes in the network [89],

which requires a microcontroller unit (MCU) to process. Afterwards, the security
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scheme needs to determine whether a specific communication needs to be authenti-
cated and encrypted, based on the security level of the communication. The PHY
involves the baseband processing module, where it processes the original binary data
from the security scheme, into a format that is suitable for processing in the RF front
end, where it is physically transmitted. Precisely, the responsibility of the baseband
processing module is the activation and deactivation of the radio transceiver, clear
communication assessment, and data reception and transmission [89]. Last but not
least, the RF front end converts the digital data into an analog signal modulated at
the right frequency, passes the modulated signal to an amplifier, and transmits it by
the antenna (vice versa for the receiver).

2.2.1 MAC layer of WBANSs

Placed above the PHY, the MAC layer of IEEE 802.15.6 is designed to control
communication access. To do this, the MAC layer divides the entire communication
into a chain of superframes through the hub (coordinator). At the boundary of
these superframes, the hub chooses beacon periods of equal length to bound each
superframe. If needed, one could shift the offset of the beacon period through the
hub. The superframes will be normally sent in each beacon period [65], unless there
is a restriction by regulations in the Medical Implant Communication Service (MICS)
band or the superframes are inactive.

Figure 2-3 provides an overview of the structure of superframes in the standard.
The superframe can be divided into three different components, the MAC header, the
MAC Frame Body, and the Frame Check Sequence (FCS). With a length of 7 Bytes,
the MAC header can be further divided into Recipient ID, Sender ID, WBANSs ID,

19



and Frame Control, which contains information such as protocol version, ack policy
and so on. The MAC Frame Body has a variable length; it contains Low-Order
Security Sequence Number, Frame Payload with selected types, and MIC. The last
2 bytes of a MAC frame is the FCS to detect possible errors in transmission. The
standard specifies the CRC-16-CCITT sequence to be used in error detection. The
CRC polynomial is shown in Equation 2.1, where a5 is the LSB of the field, aq is

the MSB, and a15,a14,...,a¢ are the binary coefficients.

Gx)=a0 +22 +2°+1 (2.1)
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2.2.2 PHY of WBANSs

There are three main jobs that PHY of WBANSs is responsible for. First, PHY
needs to activate and deactivate of the radio transceiver based on the requirements
of the upper level (MAC or security scheme) for power saving purpose. Second, the
PHY shall do the clear channel assessment (CCA) which includes carrier sensing and
energy detection for the current channel. Finally, the PHY is responsible for the data
transmission and reception [65].

As mentioned before, there are three types of communication specified in the
IEEE 802.15.6 standard, which are NB, UWB, and HBC. Each type of communica-
tion is corresponding to their specific PHY implementation since different types of
communication has specific specifications in PHY. For instance, the frequency and
bandwidth are different for each type of communication as illustrated in Table 2-1. In
addition, other specifications such as modulation/demodulation, encoding/decoding
methods, and communication technology are also different. Detailed specifications
of each type of communication are illustrated in Chapter 3.

2.2.3 Security scheme of WBANSs

The IEEE 802.15.6 standard specifies three security levels for all communication
in WBANS, which is Level 0, Level 1, and Level 2, respectively. Level 0 is unsecured
communication, where neither authentication nor encryption is required. Public
information, such as time stamps, which is neither critical nor private, could be
transmitted at this security level. Meanwhile, the communication of security Level 1
contains private, but not critical data, such as names, ages, and locations. This data

is not significant for the physical conditions of the patients; however, they would
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Table 2—-1: Frequency and bandwidth for different communication in WBANs

Types of Communication Frequency (Hz) Bandwidth (Hz)

402-405 M 300 k
420-450 M 300 k
863-870 M 400 k
NB 902-928 M 500 k
950-958 M 400 k
2.36-2.4 G 1M
2.4-2.4385 G 1M
3.2-4.7 G 499 M
UWEB 6.2-10.3 G 499 M
16 G 4 M
HBC 271 G 4 M

still not want to release it to the public. In these cases, authentication is required
while encryption is not involved. In the case of the most critical data, such as blood
pressure, heart rate, and parameters for a pacemaker, it is a requirement for them
to be transmitted at Level 2. Both authentication and encryption are mandatory for
Level 2 communication.

In terms of the methods implementing authentication and encryption, the stan-
dard specifies the certificate validation as the authentication method and ECC as
the encryption method. Based on the specifications, multiple security schemes have
been proposed to implement and even improve the security protection of WBAN
systems. Concretely, lightweight data authentication schemes have been proposed
in [27] and [80], which achieved much lower power consumption than conventional
WBANS security schemes. Moreover, [116] and [72] proposed data authentication

and encryption methods by utilizing the data collected from the sensors to generate
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dynamic keys, which simplifies the system complexity of the security scheme while
increasing the security level.
2.3 Radio frequency characteristic of WBANs

The IEEE 802.15.6 standard covers a series of operating frequency bands: 402
MHz to 405 MHz, 420 MHz to 450 MHz, 863 MHz to 870 MHz, 902 MHz to 928
MHz, 950 MHz to 958 MHz, 2360 MHz to 2400 MHz, and 2400 MHz to 2483.5 MHz.
Each frequency band includes several sub-channels which are shown in Table 2-2,
where g;(n.) and g2(n.) are mapping functions used in the 420 MHz to 450 MHz and

863 MHz to 870 MHz frequency bands, respectively.

Ne, 0<n.<I;

ne+6.875, 2<n.,<1;

ne.+13.40, n.=>5;

gi(ne) = (2.2)
n. +35.025, 6<n,<T,;

ne +40.925, 8 <n.<9;

ne + 47.250, 10 < n, < 11;

ga(ne) = | (2.3)
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Table 2-2: The central frequency and number of sub-channels in each frequency band

Frequency Band (MHz) Relationship between f. and n, Number of channels
402 to 405 o = 402.15 + 0.30 x 1. (MHz) 1. = 0, ..., 9 10
420 to 450 f. = 420.30 + 0.50 x g1 (n.) (MHz),n, =0, ..., 11 12
863 to 870 f. = 863.20 + 0.40 X ga(n.) (MHz),n. =0, ..., 13 14
902 to 928 fe =903.20 + 0.40 x n. (MHz),n. =0, ...,59 60
950 to 958 . =951.10 + 0.40 x n. (MHz),n, = 0, ..., 15 16
2360 to 2400 . = 2361.00 + 1.00 x n, (MHz),n. =0, ..., 38 39
2400 to 2483.5 fe =2402.00 4+ 1.00 x n. (MHz),n, =0, ..., 78 79

Table 2-3: Data rate supported on each frequency band

863 to 870 MHz 2360 to 2400 MHz

402 to 405 MHz 420 to 450 MHz 902 to 928 MHz
050 to 058 ML, 2400 to 2483.5 MHz

Data rate (kbps)

75.9 75.9 101.2 121.4
151.8 151.8 202.4 242.9
303.6 187.5 404.8 485.7
455.4 607.1 971.4

Based on the different bandwidth on these frequency bands and using the corre-
sponding PHY parameter configuration, the data transmission rate is shown in Table
2-3.

2.4 Requirements of WBANSs in IEEE 802.15.6

Based on the specifications of IEEE 802.15.6 and the application circumstances
of WBANS, there are several basic requirements of WBANs as demonstrated follow-
ing [65].

e All devices in WBANS shall be capable of transmitting at -10 dBm and the

maximum radiated transmission power shall not be larger than 0 dBm.
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e Since the components in WBANSs are extremely power sensitive and they have
limited power supply for the nodes, power saving mechanisms shall be utilized.

e The bit rate supported in WBANSs is between 10 kb/s to 10 Mb/s.

e The connection time for each node in WBANSs shall be less than 3 seconds.

e The maximum connection nodes of each WBANSs shall be more than 256.

e On-body and in-body WBANS shall be capable of coexisting within the range.

e Proper security scheme shall be utilized based on the security level of the
communication.

2.5 Constraints of WBANs

There are still several factors constraint the development of WBANS.

First of all, even though WBANs have illustrated great potential in different
areas, while most of the researches have been published related to WBANSs are from
the specific sensors side instead of the network side. In other words, the establishing
of the whole networks of WBANs needs more research attention.

Second, the IEEE 802.15.6 standard released in 2012 specifies the communica-
tion in WBANSs, and few modules cooperating with WBANSs have been proposed such
as [59] and [21]. However, a mature architecture implemented in a proper platform
of completed WBANS structure is needed for establishing the whole network.

Third, the nodes in WBANSs have an extremely limited power supply and there
are strict requirements for power consumption in IEEE 802.15.6 standard. However,
the reliability and security protection of the communication in WBANSs is also sig-
nificant. Therefore, power optimization for different layers in WBAN systems shall

be investigated.
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Fourth, as a wireless communication protocol, IEEE 802.15.6 does not specify a
higher-level data transmitting and storage system to cooperate with WBAN systems.
However, in realistic, it is more convenient for the users to have a higher-level data
transmitting and storage system to manage the behaviors of the WBAN systems,
which needs more research attention to.

Last but not the least, the lack of unified evaluation platform for WBAN sys-
tems leads to the situation that it is difficult to have a real performance test in
application circumstances for a specific module for WBAN systems. Furthermore,
different evaluation environment for different designs could also cause unfair perfor-

mance comparison between different designs for WBANSs.
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CHAPTER 3
Baseband Processing Techniques in WBAN Systems

The development in the field of advanced biomedical sensors has resulted in a
large volume of data being collected and transmitted wirelessly. The IEEE 802.15.6
WBANSs standard has specified a communication protocol for WBANSs, however ex-
isting general-purpose communication protocols such as Bluetooth and Zighee are
more widely used due to multiple reasons. One of the critical issues is the lack of base-
band processing hardware modules that implement the standard. In this Chapter,
the author initially proposes a baseband transceiver for NB communication imple-
mented in ASIC, which meets the 802.15.6-2012 standard requirements. Compared
to other published designs, the proposed implementation exhibits better performance
and cost parameters, while also offering a more complete standard implementation.
Furthermore, benefiting from the advantages of low complexity of stochastic comput-
ing circuits, stochastic computing based BCH decoder for WBAN systems has been
proposed, which decreases the power consumption of the transceiver for WBANS.
3.1 Related work of baseband processing techniques in WBAN systems

Among baseband processing schemes proposed, Liu et al. [59] proposed an ultra-
low power baseband transceiver Integrated Circuit (IC) for WBANSs, and fabricated
it in 0.18-um Complementary Metal-Oxide-Semiconductor (CMOS) technology in
2011. The bit error rate and packet error rate were demonstrated for evaluation

purposes. However, since it was proposed before the standard of IEEE 802.15.6 was
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released, the processing method does not meet the requirements of the standard,
even though it exhibits some advantages at certain points.

Chen et al. [21] proposed a low power and area-efficient baseband processor for
WBANS transmitters, based on the IEEE 802.15.6 WBANSs standard in 2013. The
processor was designed to achieve the specifications of the NB PHY in the standard.
Moreover, two major optimizations, employing canonical signed digit coded filter for
Differential Phase Shift Keying (DPSK) modulator, and applying clock gating tech-
nology, were implemented to minimize the power consumption. The corresponding
receiver, however, was not proposed in the paper.

In 2014, a hardware platform involved a baseband processing module was pro-
posed by Liang et al. [55]. It was implemented by an FPGA, an RF IC, and a
Digital-to-Analog chip and obeyed the specifications of NB physical layer of IEEE
802.15.6 WBANSs standard. The performance of the proposed implementation, such
as throughput, operation frequency, and power consumption were evaluated, and a
comparison to Zigbee was demonstrated at the same time. However, similarly to
[21], the corresponding receiver implementation was not considered in the paper.

Chougrani et al. [23] proposed a UWB digital baseband architecture using im-
pulse radio for WBANS, in 2014. The proposed architecture combines coherent and
non-coherent receivers. The evaluation performed in FPGA illustrated the advan-
tages of low packet error rate and bit error rate.

In 2015, Mathew et al. [62] proposed a complete NB physical layer transceiver
implemented in FPGA that consists of both baseband transmitter and receiver

blocks. Moreover, software-defined radio was used to optimize performance.
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As it can be seen, even though a few baseband processing modules have been
proposed, most of the works are based on the evaluation of FPGA implementations,
while, one of them was synthesized using 0.18-um CMOS technology, but it was not
quite fit for the IEEE 802.15.6 WBANs standard. Therefore, an ASIC implementa-
tion of baseband architecture, which consists of both transmitter and receiver that
obey the IEEE 802.15.6 WBANS standard is proposed in this dissertation. The design
is synthesized and evaluated using the Semiconductor Manufacturing International
Corporation (SMIC) 65nm CMOS technology. Details regarding the verification and
evaluation of the proposed ASIC are demonstrated in Section3.4.

3.2 Structure of the data packet in WBANSs

In the specification of IEEE 802.15.6 WBANSs standard, there are three types of
communication that could be utilized in WBANs: NB, UWB, and HBC respectively,
with each of them having various advantages, and presenting different implementa-
tion challenges. This chapter focuses on the physical layer of the NB channel. The
standard Protocol Data Unit (PPDU) for NB has been illustrated in Figure3-1. Ev-
ery PPDU contains three main components: PHY Convergence Protocol (PLCP)
preamble, the PLCP header, and the PHY Service Data Unit (PSDU).

3.2.1 PLCP preamble

As seen in Figure 3-1, the 90-bit PLCP preamble is the initial data package
that needs to be sent for every PPDU, and the goal of it is to assist the receiver
in data packet detection, timing synchronization, and carrier-offset recovery. It is a
combination sequence which contains a 63-bit m-sequence, specified in the standard,

followed by the sequence “1010101010101101101101101101”.
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Transmit Order

Figure 3-1: Standard PPDU structure

3.2.2 PLCP header

Following the PLCP preamble, a 31-bit PLCP header that contains a 15-bit
PHY header, a 4-bit Header Check Sequence (HCS), and 12-bit BCH parity bits
shall be sent. The purpose of the PLCP header is to provide the parameters related
to the BCH encoder so that the receiver can decode the PSDU.

As the most significant part of the PLCP header, the PHY header is constructed
by a 3-bit RATE, 8-bit LENGTH, 1-bit BURST MODE, and 1-bit SCRAMBLER
SEED, while one bit is reserved, as illustrated in Figure 3-2. The encoding methods
and corresponding meaning of them are specified in the standard.

According to the standard, the PHY header shall be protected with an HCS of
Cyclic Redundancy Check 4 (CRC-4), while the HCS shall be the one’s complement
of the remainder, generated by the modulo-2 division of the PHY header by Equation
3.1.

31



» BURST MODI
"= SCRAMBLER SEED

RATE G bit9) | 3 LENGTH (8 bits) 3
Ro R1 R2| 3 |FSB MSB;
0‘1‘2345‘6|7‘8‘9‘10‘1112

Transmit Order

v

Figure 3-2: PHY header bit assignment

1+ X+ Xx* (3.1)

The BCH(n=31, k=19, t=2) code, which is a shortened code derived from the
BCH(n=63, k=51, t=2) is utilized as the encoding mechanism of the PLCP header.
The output of the BCH encoder is 12 bits together with the BCH parity bits.
3.2.3 PSDU

The PSDU is the most significant component of a standard PPDU packet since
it contains the data from the MAC layer. More precisely, it consists of a 7-byte MAC
header at the beginning of the sequence, a 2-byte FCS at the end of the sequence,
and a 0-255 byte MAC frame body in the middle, containing the data.

3.3 Proposed baseband processing module for NB communication in
WBANs

As it has been specified in the IEEE 802.15.6 WBANSs standard, the baseband
processing module for the transmitter in WBANSs contains five blocks: BCH encoder,
Spreader, Bitwise Interleaver, Scrambler, and Symbol Mapper. The receiver side

needs to do the reverse process which consists of De-Symbol Mapper, De-Scrambler,
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Block Diagram of Baseband Processing Module for Transmitter

|
I
|
' | BCH(63,51,2) | _ | Bitwise - .
i Encoder Spreader Interleaver »  Scrambler Symbol Mapper
|
|
|
\t Y
Information Source RF

Figure 3-3: Block diagram of transmitter

Bitwise De-Interleaver, De-Spreader, and BCH decoder. The block diagrams of the
transmitter end and corresponding receiver end are demonstrated in Figure 3-3 and
Figure 3-4 respectively.

Both the PLCP header and PSDU follow the procedure illustrated in the base-
band processing module block diagram, with slight differences in the BCH encoding
(and decoding) step. The PLCP preamble is transmitted at the desired symbol rate
and encoded using the same parameters as the PLCP header.

3.3.1 BCH encoder block

As mentioned, the PLCP header uses a systematic BCH code, where n=31, and
k=19 to make the header more robust. This shortened BCH(n=63, k=51) code can
be obtained by appending 32 shortened (zero) bits to the 19 information bits. For
the PSDU, a systematic BCH(n=63, k=51) code is used. Appending shortened bits
is performed to match the desired code rate, while the procedure is slightly different

as the number of PSDU bits is vary.
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Figure 3-4: Block diagram of receiver

Shortened bits
First, the number of bits in the entire PSDU, N, is calculated by adding
the number of bytes in the PSDU, then multiplying by 8 bits per byte, as shown in

Equation 3.2.

Npsdu :<LengthMACheader + LengthMACframebody (3 2)

+ LengthMACframechecksequence) * 8
Then, the number of codewords, N, is calculated by taking the ceiling of the
number of PSDU bits divided by the message bits (k), that is, the number is rounded

up to the next integer after division, as shown in Equation 3.3.

N,

p;d“w (3.3)

Ncw:’7
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Here the difference between the PLCP header and PSDU encoding can be ob-
served; for the header, the length is short, so the number of codewords is one, which
means the computation is not necessary.

The number of shortened bits, Ngpore, is then calculated and padded to the N4,

bits prior to encoding. Ny is calculated as shown in Equation 3.4.

Nohort = (Ncw X k) - Npsdu (34)

The shortened bits are distributed equally over the N., codewords. First, the

parameter Ny, (shortened bits per codeword) is defined in Equation 3.5.

NShf’”J (3.5)

Nspcw = \‘ N

Then, the first (Ngpor)mod(Ne,) (mod indicating the remainder of integer divi-
sion) codewords will be appended with Ny, + 1 shortened bits, while the remaining
codewords will be appended with N, shortened bits. In both cases of PLCP header
and PSDU, the shortened bits are removed after the encoding process and are never
transmitted.

Parity bits

The systematic BCH encoder will compute the parity bits for every codeword,

as shown in Equation 3.6, where, the remainder polynomial r(z) is defined as shown.

r(z) = me’ = 2'* m(z) mod g(x) (3.6)
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where g(z) is the generator polynomial g(z) = 1+ 23 + -+ + z'? and m(x) is the
message polynomial m(x) = 22’20 m; X 2° r;, where i=0 to 11, and m,, where i=0 to
50, are elements of a 2 element Galois Field, GF(2).

Message and parity bits will be transmitted in order; msy and r;; respectively
will be the first ones transmitted, whereas my and ry will be the last ones. As
mentioned, the shortened bits will be removed before transmission.

Padding bits

Following the BCH encoding, padding bits are appended to the PSDU to align
it for symbol mapping (modulation). The padding bits are zeros. The number of

padding bits, Npuq, is a function of PSDU bits (Npsqy), codewords (N, ), number of

parity bits (n — k), and modulation constellation size M, as shown in Equation 3.7.

N N, —k
Npaa =loga(M) x [ pspu + New x (n )-‘

logs(M)
— [Npspu + New x (n — k)
where N,, = 0 if the transmission is unencoded.
3.3.2 Spreader, bitwise interleaver, and multi-mode Symbol mapper blocks
Spreader
The spreader is a simple block that replicates input bits S times on the output,
where S is defined to be a spreading factor. For S = 1, the output will be identical
to the input. For S > 1 every bit will be output S times before moving on to the

next bit.
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Bitwise interleaver

The bitwise interleaver is commonly used in digital communication systems to
increase their robustness against errors. The interleaver operates on the output of
the spreader and aims at lowering the effect of burst errors. By interleaving, an error
that could affect several bits in a row will have corrupted random bits in the trans-
mission after de-interleaving, uniformly distributing errors across the transmission.
Consequently, less error correction is needed. The interleaving operation has been
defined by the standard.

Scrambler block

The functionality of the scrambler is to avoid direct current bias in the data bit
streams. The scrambler performs modulo-2 addition (XOR) between its input and

x[n] to produce its output, where x[n] is defined as shown in Equation 3.8.

z[n] = z[n — 2] ® z[n — 12] & x[n — 13] & z[n — 14] (3.8)

Figure 3-5 shows the block diagram of the scrambler. The minus sign is used
to indicate a delay. This delay is equal to the time it takes to scramble one bit, that
is, for the next bit all the values will have rotated around, and a new x[n| will be
computed.

The Scrambler Seed (SS) is a 1-bit rolling counter. It can take two values:
either 0 or 1. It rolls down to 0 when incrementing at 1. For each seed, there exists
an initialization vector that defines all the delayed values x[n-D]| at the moment

operation begins.
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Figure 3-5: Block diagram of scrambler

The starting seed value is defined in the PLCP header, and it will increment for
every frame sent. When a new frame is sent, the scrambler seed is updated, and a
new initialization vector updates all the delayed values of x[n].

Multi-mode symbol mapper

As defined in the IEEE 802.15.6 WBANs standard, the PHY should support
three modulation types to meet the requirements of different data transmission
rate. In the proposed design, a flexible multi-mode symbol mapper has been pro-
posed, which supports Differential Binary Phase Shift Keying (DBPSK), Differential
Quadrature Phase Shift Keying (DQPSK), and Differential Eight Phase Shift Key-
ing (D8PSK) modulation. Besides, the initial phase and constellation points are also
flexible. To reduce the dynamic power consumption, the clock gating technology is
also applied in the proposed design. At the receiving end, the corresponding symbol
De-mapper is implemented.

3.4 Implementation and evaluation of the proposed baseband processing
module for NB communication in WBANs

The performance of baseband processing of the proposed NB PHY for WBANs
was evaluated in Matlab. Three modulation types, DBPSK, DQPSK, and D8PSK,
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Figure 3-6: Simulation results of various modulations

which cover all the modulation methods specified by the IEEE 802.15.6 WBANSs
standard were evaluated. Meanwhile, an Additive White Gaussian Noise (AWGN)
was added to simulate the transmission environment. The simulation results are
illustrated in Figure 3-6, which demonstrates the relationship between Bit Error Rate

(BER) and Signal-to-Noise Ratio (SNR) applied in various modulation methods|[31].

In terms of hardware implementation, the proposed baseband processing module
was implemented in VHDL. Then, it was synthesized by Synopsys using a density
and performance optimized high speed library of the SMIC 65nm CMOS technology.
Figure 3—7 and Table 3—1 illustrate the layout and synthesis results of the proposed
design respectively.

Comparison of performance between the proposed design and previous publi-

cations has been given in Table 3-2, featuring process technology, power supply,
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Figure 3-7: Layout of proposed design

Table 3—-1: Final synthesis results of proposed ASIC

Technology SMIC 65nm CMOS technology
Die Area 0.325 mm?

Core Area 0.069 mm?
Maximum Frequency 869.5 MHz
Operating Frequency 10 MHz

Maximum Throughput 10 Mbps

Power in Operating Frequency 32.8 uW

Latency 8 us
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modulation method(s), power of transmitter and receiver, maximum throughput,
operating frequency, core size, and energy consumption per bit (Ej).

As it can be seen in Table 3-2, the proposed design has the advantages of high
throughput, low transmission power, high operation frequency, multiple modulation
method support, and high energy efficiency, all while maintaining the relatively small

area.
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3.5 High-performance BCH decoder for WBAN systems using stochastic
computing

BCH codes have been accepted as the error correction coding scheme by the
IEEE 802.15.6 standard for power and energy sensitive WBAN systems. Soft-decision
BCH decoders are attractive for the reason that the decoding gains result in signifi-
cant transmitting energy reduction. Stochastic computing is a promising low power
and low hardware cost implementation candidate for BCH soft decision decoders.
In this section, stochastic computing based soft decision decoder is presented for
the BCH codes defined in the IEEE 802.15.6 standard. According to the evaluation
results, the proposed design has the advantages of energy consumption and hard-
ware cost while approaching the Maximum Likelihood (ML) decoding performance
in terms of Block Error Rate (BLER). In addition, the proposed design requires no
noise power estimation, further simplifying the WBANSs receiver.

In 2012, the IEEE 802.15.6 standard [42] was released for the specifications
of WBAN systems. According to this standard, to improve the reliability of the
communication, the BCH code has been specified as the error correcting code scheme.
Besides, benefiting from the coding gains of BCH codes, the transmitting power of
the sensor end could be reduced, enhancing the usage duration of the energy and
power sensitive sensors.

In terms of BCH decoding methods, the Hard-Decision Decoder (HDD) for BCH
code is commonly used in WBANSs due to the simple hardware implementation struc-
ture. However, in view of system power consumption, a Soft-Decision Decoder (SDD)
is more attractive since the better BER performance leads to power reduction in the

transmitting side. Based on the evaluation performed by [39], ML decoding provides
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the best BER performance for SDD, while the huge complexity results in imprac-
tical hardware cost. Regarding the BCH SDD in WBANSs, multiple architectures
with acceptable hardware cost have been proposed [110],[45]. However, the BER
performance gap between published decoders and the ML decoder is still relatively
large.

As an implementation technique, stochastic computing can carry out complex
computations with simple logic and has the advantages of low implementation com-
plexity, short critical path, and high fault tolerance. Several stochastic computing
based decoders have been proposed in prior literature for various codes such as such
as Reed-Solomon codes [40] [53], LDPC codes [87],[66], Turbo codes[70], and Po-
lar codes [111]. The advantages of lower hardware cost, shorter critical path, and
higher throughput are observed for stochastic computing based decoders compared
to conventional binary decoder designs.

For SDD of BCH codes, the core decoding is based on the hard-decision kernel.
While the biggest challenge is the efficient search of the test pattern. In this section,
a novel stochastic computing based BCH decoder is proposed, where the test pattern
is generated with a stochastic method.

The detailed evaluation and analysis results, such as performance and latency
evaluation of BCH codes for 7-DQPSK modulated WBAN system, are presented in
this section. The novelty and contributions of this design can be summarized as

e A novel stochastic computing based test pattern generation method is proposed
to achieve efficient search of good test pattern candidate, which contributes to

the approaching ML decoding performance.

44



e The combinational logic based hard-decision decoding kernel is designed to save
memory consumption and total hardware cost.
e CRC aided early stopping criteria and Noise-Dependent Scaling (NDS) are uti-
lized to reduce the decoding latency and enhance the throughput and eliminate
the noise power estimation module.
e to apply the proposed design to a practical WBAN system defined as IEEE
802.15.6 standard, soft-decision demodulation for 7-DQPSK is adopted in the
proposed design to generate the log-likelihood ratio (LLR) as the soft-input of
the stochastic BCH decoder.
3.5.1 Background of BCH code and stochastic computing

In this subsection, the basis of BCH code and stochastic computing are intro-
duced.

BCH codes

A binary BCH code with code length N = 2™ — 1 is designed based on the
Galois field GF(2™), where the information length K > N —mt is selected according
to the required error correcting capacity ¢t. In the IEEE 802.15.6 standard, the
(N = 63, K = 51,t = 2) BCH code is designed over GF(2%), which encodes the
information bits uf = {uy, us, ..., ux} to codeword bits 2 = {z1, 29, ...,z }.

The commonly used HDD algorithm for BCH is Berlekamp-Massey [105]. How-
ever, once the error correcting capacity t is low such as the BCH code specified in
IEEE 802.15.6, where ¢ = 2, the Look-up-Table (LUT) [67] and Peterson Rule-based

[109] HDD are more suitable [110]. Benefiting from the efficient architecture of HDD
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kernel, the HDD based SDD, such as the type-IT Chase-based SDD [58], shows ad-

vantages for hardware compared to the Maximum Likelihood (ML) decoding [97]

and Generalized Minimum Distance (GMD) [32].

Soft-Decision decoding of BCH codes

Type-II Chase-based decoding algorithm is an efficient SDD for BCH codes.
The decoding steps could be summarized as,

(1) Determine the searching radius r = |dnin /2|, where d,,;, is the minimum Ham-
ming distance of the BCH code.

(2) Traverse the r least reliable bits to generate the 2" test patterns.

(3) Decode each of the test patterns using the HDD kernel and mark the successfully
decoded test pattern as a candidate.

(4) Calculate the Euclidean distance for all of the decoding result candidates and
output the optimal candidate with the smallest Euclidean distance as the final
decoding result.

Even though some optimization methods are proposed to reduce the number of
redundant test patterns, such as the two-stage method in [20], the searching of least
reliable bits still involves huge complexity.

Stochastic computing

In stochastic computing, a number is represented with a random bit stream by
comparing it with a uniformly distributed random number R(t)~U(0,1). Using a
stochastic representation can map complex arithmetic functions to simple bitwise
logical operation. For example, multiplication, which has high hardware cost in the

conventional binary system, is mapped to a single AND gate in stochastic computing.
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Figure 3-8: The hardware architecture of the proposed stochastic BCH decoder: (a)
Top level architecture; (b) BCH HDD kernel architecture.

In this section, stochastic computing has been utilized to represent and randomize
the decoder soft input, while the decoding is processed in GF(2™) with binary logic.
3.5.2 Stochastic BCH decoder

The proposed stochastic BCH decoder consists of Bit stream generator, HDD
kernel, and CRC check module, illustrated in Figure 3-8. The bit-stream generator
produces test patterns to be used in a Chase-like scheme based on a HDD kernel
[40][53].

Stochastic bit stream generation

The first step of the proposed stochastic BCH decoder is to transform the input

log-likelihood ratios LLR, to probabilities P, = P(y,|r, = 1) and then represent
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them with bit stream: {Yn(t)|Pr(Yn(t) =1)=P,}, wheren=1,2,...,N.
P (yn | = 0))
LLR, = log ( 3.9
Py 2= 1 >
1

P —1) =
(ol on = 1) = T TE R

17 P(yn ‘ Ty = 1) > R<t);
Y = (3.11)

n

0, otherwise;
The bit stream generator based on (3.9), (3.10) and (3.11) involves a large
number of exponential operations, resulting in large hardware cost. The direct LLR-

to-Stochastic (L2S) method [38] is applied to remove the exponential operations.

P(yn |2 =1) > R(t) = LLR, < In [RL(t) _ 1] (3.12)

1, LLR, <R (t);
Y = (3.13)

n

0, otherwise,

where R (t) £ In[1/R (t) — 1] can be calculated with the uniformly distributed ran-
dom number R (¢). The random number sharing scheme is also applied in this work
to reduce the amount of Random Number Engines (RNE) [38]. Even though the
bit stream generator adds slight hardware overhead, the proposed stochastic BCH
decoder still illustrates lower hardware cost compared to conventional binary based
BCH SDD since it does not contain the multiple bits represented test syndrome

calculation module and sorting module.
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The reason that the proposed stochastic BCH decoder can approximate to the
performance of ML decoder is that the bit stream representation of the input LLRs
can be considered as random searching, while the combination of the bit stream:
Yl(i)N could be any codeword of the BCH codeword space. Therefore, with enough
bit stream length, the whole codeword space can be covered by the random searching.

Combinational logic based HDD kernel

In HDD kernel, the first step is to compute the syndrome based on vector-

formated bit stream y = [Yl(t), Y2(t), o Yjs,t )] and parity check matrix H as,
s=y-H" = [s1, 53], (3.14)

where s is the syndrome vector. The second step is calculating the Error Location
Polynomial (ELP). For the BCH code when ¢t = 2 in WBANSs, the ELP can be
calculated as,

§(z) =1+ 012 + 6922, (3.15)

where d; = s; and d; = (s} + s3)/s1. The third step is to utilize Chien search module
to allocate the error bits. All the possible values of z = o' are tried in (3.15) to check
whether it holds, where ¢ = 0,1,...,n — 1 and « is the primitive element of GF(2™).
If 6(a’) = 0, the (n — 4)-th bit of the error mask vector is 1.

In the proposed design, the second and third step can be implemented with a
LUT, which could shorten the critical path and increase the clock frequency. Ben-
efiting from the combinational logic based syndrome module and LUT based ELP
computation module and Chien search module, each bit in the input bit stream can

be processed in one clock cycle, which contributes to higher throughput.
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CRC aided early stopping criteria

To improve the decoding performance and reduce the decoding latency, CRC
aided early stopping criteria is applied in the proposed stochastic BCH decoder.
Based on the simulation results, the trade-off between the CRC error detection ca-
pability and effective Signal to Noise Power Ratio (SNR) loss is evaluated. Despite
the increment in code rate and loss in effective SNR, the better coding gain is ob-
served by using the CRC check. Therefore, the 8 bit CRC is applied in the proposed
design.
3.5.3 Stochastic computing based WBANSs receiver

In this section, the soft-decision demodulation for 7-DQPSK and noise-dependent
scaling method are presented.

Soft-Decision DQPSK demodulation

For the 7-DQPSK specified in IEEE 802.15.6, every two information bits are
mapped to a phase transformation, [700”,701”,710”,”11”] is mapped to APhase =
[z, 3 5% Tm)  Thus, there would be M = 8 constellation points {C,,} = {e/"7 },
where m =0,1,..., M — 1.

The first step is calculating the phase transformation probability Pr(APhase =

=) as,
: M-1 jme (i)
T lye—1—e” 1] lye—¢’ 4 )2
Pt(z) = Z e N e N (3.16)
m=0
where i = 1,3,5,7 and d;(m) £ [y, — ¢/"7 )% is the Euclidean distance between

received signal 3, and the constellation point C,,. Afterwards, the LLR could be
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Figure 3-9: The scaling operation with scaling factor a = 0.5, 1, 2.

calculated as,

L, Pi=0) Pi(%) + P (F)
LLA() =108 55—y = | s |
max [d;_1(k) + dy(k + 3),di_1(1) + dy (1 + 7)]
o - (3.17)
max [di—1(k) + di(k + f), di—1 (1) + de(l + 5)]
B NO

where k,1 =0,1,..., M — 1. The other bit LLR LLR;(bs) could be calculated in the

similar way. The log-likelihood ratio would be passed to stochastic BCH decoder.
Using the max-log approximation method, there would be no exp(-) operation

involved. The division operation Nio could be eliminated by the NDS method. Thus,

the soft-decision demodulation for 7-DQPSK shows an acceptable complexity.
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Noise-dependent scaling
For many of the stochastic computing based decoders, to reduce the number of

hold states, NDS [87] is used to reduce the error floor and speed up convergence:
LLR, = «a-LLR,, (3.18)

where o = X\ - Ny is the scaling factor obtained through simulation, and Ny is the
noise power, while usually a < 1. The scaling result is demonstrated as red curve in
Figure 3-9.

The scaling operation on the soft input is used to narrow the searching range
and reduce the decoding latency. As illustrated in Figure 3-9 (blue curve), the linear
scaling operation on the L L R,, results in a non-linear scaling operation on the original
probability. The highly reliable inputs, such as P, > 0.9 and P, < 0.1, are scaled
close to 1 and 0, respectively. Based on the fact that the error bits usually occurs
at low reliable positions, smaller searching range leads to a lower decoding latency.
Moreover, by using the NDS method, there is no need for noise power estimation for
soft decision demodulation module.

3.5.4 Evaluation and implementation of the proposed stochastic com-
puting based decoder for BCH codes in WBAN systems

In this section, the simulation results on decoding performance, decoding latency

analysis, and hardware implementation results are presented.
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Performance simulation

The proposed stochastic BCH decoder is simulated based on a BPSK modulated
communication system with the (63,51,2) BCH code specified in the IEEE 802.15.6
standard. The floating point ML decoder and HDD [39] are also plotted in Figure
3-10 (a) for comparison. The length of the bit streams L in the proposed stochastic
BCH decoder is set to 32, 64, 128, and 256 respectively. It can be observed that
the performance of the proposed stochastic BCH decoder improves significantly with
the increase of bit stream length. Eventually, it approximates to the performance of
floating point ML decoder when L = 256, with only 0.1 dB loss. In the rest of the
simulation and implementation for WBAN system with BPSK modulation, the bit
stream length L is selected to be 256.

As demonstrated in Figure 3-10 (b), a comparison between proposed stochastic
BCH decoder and existing soft-decision BCH decoders [45], [110] has been illustrated.
It can be observed that the proposed stochastic BCH decoder outperforms the exist-
ing SD decoders by 1 dB in terms of Eb/N0. Moreover, the proposed design provides
1.75 dB coding gain compared to HDD.

Further, to adopt the proposed stochastic BCH decoder to the IEEE 802.15.6
standard, a practical WBAN system with 7-DQPSK modulation is simulated. The
decoding performance is illustrated in Figure 3-10 (¢). Compared with the HDD
decoder, the proposed stochastic BCH decoder with bit stream length L = 1024
gains 1.75 dB at BLER=10"3, which means that 33% transmission power could be

saved for a practical WBAN system.
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Figure 3-11: (a) Average decoding latency of the proposed stochastic BCH decoder
with CRC aided early stopping criteria, where L = 32,64, 128,256 and BPSK mod-
ulation. (b) Average decoding latency of the proposed stochastic BCH decoder with
CRC aided early stopping criteria, where L = 128,256,512,1024 and 7-DQPSK

modulation.
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Latency evaluation

Benefiting from the CRC aided early stopping criteria, the proposed stochastic
BCH decoder illustrates a significantly reduced decoding latency at high signal-to-
noise ratio region. The IEEE 802.15.6 standard requires the frame error rate lower
than 10%, where each frame consists of 1~255 Bytes (up to 40 BCH code blocks).
Thus, in a practical WBAN system, the proposed stochastic BCH decoder would
work at the Eb/N0>4.5 dB region (BLER<1072), where it takes lower than 4 clocks
latency on average shown as Figure 3-11 (a).

In addition, the stochastic BCH decoders with bit streams length L = 32, 64, 128, 256
show a similar average decoding latency when Eb/N0>4.5 dB which means a longer
bit stream length would lead to much better decoding performance with little dete-
rioration on decoding latency.

For a practical WBAN system with 7-DQPSK modulation, the average decoding
statistics are plotted in Figure 3-11 (b). Even though the maximum bit stream
length is relatively long, the stochastic BCH decoding converges quite fast, lower
than 2 clock cycles at Eb/N0>9 dB, where BLER is lower than 1073.

Hardware implementation
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Form Table 3-3, it can be observed that the area consumption and logic gates
of the proposed design is lower than the existing SDD [110] as a result of the simple
architecture of stochastic computing. The SDD in [45] shows the lowest hardware
cost due to its lower parallelism level (P = 7). The design in [110] and [45] used
a test syndrome calculation and sorting module with complex structure and longer
delay, resulting in a lower throughput than proposed work. Consequently, compared
to the conventional binary system based SDD, the proposed design illustrates the
advantages of both coding gains and the hardware efficiency defined as the ratio of
throughput to logic gates.

3.5.5 Conclusions of the proposed stochastic computing based decoder
for BCH codes in WBAN systems

This section presents a novel stochastic computing based decoder for BCH codes
in WBAN systems. A combinational logic based hard decision decoding kernel and
noise-dependent scaling are characterized in the proposed design to further reduce the
hardware cost and improve the throughput, which contributes to high hardware effi-
ciency. Besides, the soft-decision 7-DQPSK demodulation method is adopted in this
design to provide the log-likelihood ratio for the proposed stochastic BCH decoder.
The proposed decoder significantly improves the decoding performance with respect
to the existing art in soft decision decoders, while achieves higher area efficiency.
The proposed stochastic BCH decoding scheme could be a good implementation
candidate for practical WBAN systems.

3.6 Summary of the chapter
With the development of advanced sensors, increasing types of human biomed-

ical data can be collected accurately. However, most of the communication between
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biomedical sensors and centralized devices are still utilizing existing wireless proto-
cols such as Bluetooth or Zighee, even though the IEEE 802.15.6 WBANSs standard
has specified the communication methods in WBANSs. A significant reason for that
situation is that few baseband processing modules had been proposed for WBANS.
An ASIC of such a baseband processing module in NB physical layer for WBANs
based on IEEE 802.15.6 WBANSs standard has been proposed in this chapter. By
comparing the performance with other publications, the proposed ASIC for baseband
processing demonstrates advantages in multiple perspectives. Meanwhile, to further
reduce the power consumption of the baseband processing module of WBANSs, a
novel stochastic computing based BCH decoder has been proposed and evaluated
in this chapter, which has been proved that the proposed design has advantages in
better wireless communication performance, lower power consumption, and better

fault tolerance ability:.
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CHAPTER 4
Security Techniques for WBANs and Corresponding Hardware
Implementations

With the development of WBANSs and sensors, various types of biomedical data
such as ECG [84], heart rate [14], and blood pressure[112] of the user, can be collected
conveniently and accurately as illustrated in Table 1-1. Moreover, some nodes such
as the smart insulin pumps mentioned in [119] have a feedback system. The behavior
of the node is based on the current situation of the user and the analysis of the system.
Therefore, maintaining security in WBANs becomes a significant research topic, as
the networks are transferring more and more critical data [56].

In the IEEE standard 802.15.6 for WBANS, security requirements have been
determined and regulated [51]. Based on the standard, various algorithms and im-
plementations of security schemes [27][118][116][72][80][6][77] have been proposed.
The majority of the above papers are focusing on the software implementation of
their proposed solutions. [77] proposed an optimized general microprocessor design
which has special functional units and instructions integrated, resulting in acceler-
ated Advanced Encryption Standard (AES) encryption. Meanwhile, [6] evaluated
their proposed security scheme in a Field-Programmable Gate Array (FPGA). Pre-
vious work will be reviewed and discussed in detail in the section of background and

previous work.
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In this chapter, a security scheme for WBANs and corresponding ASIC imple-
mentation are proposed based on the requirements of the IEEE 802.15.6 WBANs
standard. It contains an authentication module, an ECC encryption module, and
another logic control unit. Furthermore, to further reduce the power consumption
and increase the security level of the encryption module of WBANSs, a novel dy-
namic encryption method based on the characteristic values of the body channel has
been discussed in this chapter. It decreases the system complexity of the encryption
module and utilizes dynamic encryption to increase security protection.

4.1 Background and previous work

As mandated by the IEEE standard 802.15.6, three security levels (Level 0, Level
1, and Level 2) have been specified to classify the communication process [51]. The
security level of a specific communication is determined by data type and privacy
level. For the lowest security level (Level 0), the plaintext is directly transmitted,
and no authentication is required. In the case of Level 1, authentication is required
before the node gets access to the network while the data transmission is still in
plaintext. The communication of security Level 2 requires both authentication and
encryption, such as ECC, which provides the highest protection in WBANs. On the
basis of the security and power constraints of WBANSs, light-weight data authenti-
cation schemes have been proposed in [27] and [80]. Compared to other proposed
protocols such as SPINS and BROSK, these schemes achieved up to 98% and 67%
less power consumption respectively. It makes them more feasible in nodes side which
is limited by the power supply and computational ability. Moreover, ECG and other

biomedical data are involved as dynamic factors in the design schemes of [116] and
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[72]. Biomedical data is utilized to generate keys used for data authentication and
encryption. This method simplifies the system while maintaining its security level
and properties.

In terms of hardware implementation, [6] designed and implemented an FPGA-
based hardware security add-on solution for WBANS. [77] proposed a security scheme
for WBANSs operated on a custom microprocessor optimized for AES encryption. It
integrated vector functional units and cryptography instructions to accelerate the
process of the encryption.

4.2 Proposed security scheme for WBANSs

According to the specifications of the IEEE 802.15.6 standard, authentication
needs to be done by the validation of the certificate. The method of encryption for
the communication is ECC. However, the detailed implementation methods, such as
the method of validation procedure, are not clarified in the standard.

The proposed security scheme consists of four major hardware modules: the
authentication module, encryption module, an interface between the authentication
and encryption module, and an interface for the security scheme. The authentication
and encryption module could work independently or together, depending on the se-
curity level of the communication. For instance, both authentication and encryption
modules are enabled when the security level of the communication is Level 2. A
diagram of the proposed security scheme is demonstrated in Figure 4-1, while the
sequence is illustrated in Figure 4-2. Serial Peripheral Interface (SPI) has been uti-
lized as the interface of the security scheme for establishing the connection between

the proposed security scheme and existing systems.
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Figure 4-2: Sequence of proposed security scheme
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4.2.1 Proposed authentication module

The procedure of the proposed authentication method can be broken down into
two steps: i) validation of a certificate and ii) validation of the challenge-response
exchange. The sequence of the authentication phase is illustrated in Figure 4-2.

Validation of certificate

As mentioned previously, the certificate validation is a procedure that has been
specified in the standard IEEE 802.15.6. However, there are multiple methods for
achieving the requirements of the standard. In the proposed design, validation of
certificate involves an X.509 certificate [26] and two tasks are performed here. First,
the certificate, found in the unknown node, is sent to the Hub. Second, the certificate
is validated by the Hub. The certificate obeys the X.509v3 standard. A certificate
chain can be found in the Hub with the node certificate signature verified using the
public key of the next certificate. For testing purposes, the certificates used were
self-signed and generated using OpenSSL. Validity is accomplished by following the
certification path validation algorithm, as specified by RFC 5280 [26]. Once the
certificate is validated, the certificate-holding node is genuine. In the username-
password authentication equivalent, the username has now been provided and it is
trusted. The password security layer in the form of challenge-response authentication
is next. It secures the system further by explicitly tying unique challenge responses
to nodes and requesting them on authentication.

Validation of challenge-response exchange

Validation of the challenge-response exchange is an additional security procedure

that is not specified in the standard IEEE 802.15.6. It is broken down into three
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steps. Initially, a 64 bits challenge is generated by the trusted hub. The challenge
can be considered as a random sequence of bits, and can potentially be generated
using biomedical data collected by connected nodes such as ECG, temperature, and
blood pressure. The challenge is sent to the unknown node where it is processed. A
256-bit response is computed using a 256-bit secret key only known to the trusted
hub and trusted nodes. Then, the response is sent back to the hub, which computes
the response using the same procedure and compares it with the received one.

To compute the response, the Hash-based Message Authentication Code (HMAC)
is involved. The HMAC is a secure procedure which is based on a cryptographic
hash function. In this case, the hash function utilized is Secure Hash Algorithm-256
(SHA-256). Any weaknesses found in the underlying hash function inherently be-
come weaknesses of the message authentication code. For this reason, the function
needs to be resistant to attacks (for instance collisions) [49].

In short, hash functions work by mapping an arbitrarily large set of inputs into
a typically smaller fixed set of outputs. This output set is generated procedurally
but differs a lot from the input and cannot be traced back. A collision happens when
two inputs can give exactly the same output. This is also known as birthday problem
[99]. This is extremely unlikely to happen accidentally. However, flaws in the hash
functions can make it possible to detect collisions and forge messages to deliberately
cause them. Popular functions such as MD5 or SHA-1 have been determined to be
insecure, as shown by the Software Engineering Institute in Carnegie Mellon Univer-
sity [28], and by the CWTI Institute in Amsterdam and Google [83], respectively. For

this reason, the hash function SHA-256, which is considered to be a safer alternative,
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was used in the proposed authentication module, which is considered to be a safer
alternative.

The HMAC procedure works in such a way that it combines two inputs, a
message (m) and a secret key (k), and produces an output, HMAC(m, k), with
the use of a hash function (H). The hash function is executed twice, and is a
functional block of the HMAC, together with addition modulo 2 operations (XOR)
and concatenation. The procedure is shown in equation 4.1, with & and | indicating

XOR and concatenation respectively.

HMAC (m, k) = H((k & opad)|H((k & ipad) \m)> (4.1)

The 2pad and opad are inner and outer padding constants, and consist of the
repeating values Ox5che.. and 0x3636.. extended to the length of the hash block size.
A similar pre-processing is performed on the key, which is shorter. It is padded with
zeros on the right to match the length of the hash block size. If the key happens to
be longer, the hash function is executed a third time on the key itself, to reduce the
key length to the correct length.

As shown, the pre-processed key is initially XOR-ed with the inner padding,
and the output of that is concatenated with the message, all of which is hashed. The
pre-processed key is then XORed with the outer padding, and concatenated with the
output of the aforementioned hash. The output of the concatenation will be hashed

again, and the output of the hash function this time is the final output.
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Figure 4-3: Flowchart of SHA-256

As mentioned, any hash function can be used to implement the H block, and in
this case, it is SHA-256. The procedure of SHA-256 is illustrated briefly in Figure
4-3.

SHA-256 begins by initializing 8 variables, hash variables Hy to H;, with the
first 32 bits of the fractional parts of the square roots of the first 8 prime numbers, 2
to 19. Variables H are used to store the hash output. Another initialization follows,
which initializes an array, k, with 64 constants (ko to kg3). These constants, also
called round constants, are the first 32 bits of the fractional parts of the cube roots
of the first 64 prime numbers, 2 to 311.

After initialization, some pre-processing is performed on the hash input. A single
"1 bit is appended to the end at first. Then, a number of '0” bits are appended, such

that L + 1+ K + 64 is a multiple of 512, with L being the length of the input, 1
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the ’1’ bit, and K the number of ’0’ bits appended. Once that is done, the length L
is appended to the end as a 64-bit big-endian integer, hence the value 64, bringing
the total length to a multiple of 512. The message is then broken down into chunks
of 512 bits, with the following procedure utilizing variables H, repeating for each
chunk, and adding back to the variables H for every iteration. Evidently, if the hash
input is relatively small, the function will only execute for one chunk.

For every chunk, an array, w, needs to be created and populated. The array
is also called a message schedule array, and much like the round constant array, it
contains 64 32-bit elements. To populate the array, the chunk is broken down into 16
32-bit sub-chunks, which are copied on the first 16 elements of the message schedule
array, w0 to wl5. For the remaining 48 elements, equation 4.2 shows how they are
populated. It should be noted that ROR indicates rotating to the right, that is,
the bits dropped are placed on the space created on the left, whereas SHR indicates
shifting to the right, that is, the bits dropped are discarded and the space created is

populated with ’0’ bits.

w; = w;_16 + wi_7 + So + (4.2)

where
Sy = (wi—15s ROR7) ® (wj_15 ROR 18) & (w;_15 SHR 3) »
S = (w;_» ROR17) @ (w;_y ROR19) & (w;_ SHR 10) -

The next step is to initialize 8 temporary working variables, a to h, with the

contents found in the hash variables Hy to H;. Then, for every element of the
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message schedule array (total of 64) a compression function is executed, which will
manipulate the temporary working variables. The algorithm of the function is shown

below, in equations 4.4 to 4.6.

h:g,g:f,f:€,€:d+T1

(4.4)
d=c,c=b,b=a, a=T+1T5
where
T1 :h‘i‘Sl‘i‘Ch‘i‘kl‘i‘wl
(4.5)
T2 = S(] + maj
where
S1=(e ROR6) & (e ROR11) & (e ROR 25)
ch=(& f) & (e&kyg)
(4.6)

So=(a ROR2) & (a ROR13) & (a ROR 22)
maj = (a&bd) & (a&c) & (b&c)

As can be seen, the compression function relies on ¢, which is an element of the
round constants (k;) and message schedule (w;) arrays. Following the compression
function, the working variables will be added back to the hash variables, updating
their value. This procedure will repeat until there are no more chunks left to process,
at which point, the output of the hash is simply the hash variables appended to each

other as shown in equation 4.7.
H = Hy|H,|H3|Hy|Hs|Hg| H7 (4.7)
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4.2.2 Proposed encryption module

Elliptic curve cryptography

ECC is utilized as the cryptography method for the proposed encryption module.
ECC is an efficient cryptography approach; it has been proven that it can achieve
the same security level as other public-key cryptography methods, by using a much
shorter key size [47] [13] [104]. Because of that, and the advantages of lower power
consumption, lower processing latency, and lower memory consumption, ECC is
accepted by IEEE 802.15.6 standard as a standard encryption scheme [89].

ECC was proposed as an alternative public-key system to provide stronger se-
curity compared to the established Rivest, Shamir, and Adelman (RSA) and Digital
Signature Algorithm (DSA) system [30] [48] [63]. The reason stronger security cryp-
tography is needed is that the integer factorization problem and discrete logarithm
in the existing RSA and DSA take sub-exponential time. With the increasing com-
putational ability, an ever-increasing key is needed to provide enough safety. For
example, it is suggested to select 1024-bit long keys in the standard established by
the National Institute of Standards and Technology (NIST) [35].

In contrast to that, the security of ECC is mainly based on the apparent in-
tractability of Elliptic Curve Discrete Logarithm Problem (ECDLP); given an elliptic
curve E(F},), a base point P € E(F,), and an order k, it is easy to calculate another
point on the elliptic curve with the point-multiplication defined on the finite field
F,. Q=k-P=P+P+---4+ P e E(F,), where k could be used as the private key,

k times

and () could be used as the public key.

70



The basic attack on ECC is calculating the order k, which is used as the pri-
vate key, from these two given points P and (), provided that such integer exists.
However, even the most efficient general algorithm will be tremendously complex to
compute (exponential to the order key size) [35] [71] [106]. Consequently, the main
attractive point of ECC over the existing technologies is that the best algorithm to
solve the underlying hard mathematical problem, the ECDLP, takes fully exponen-
tial time in ECC. It is proven that the ECC public-key systems with 160-bit keys
provide an equivalent level of security to the existing RSA and DSA systems with
1024-bit keys [8]. The lack of a sub-exponential attack on ECC offers potential re-
ductions in processing power, storage space, bandwidth, and electrical power. These
advantages make ECC a better cryptography candidate for constrained devices such
as smartphones and IoT devices.

The Mathematics behind ECC

In general, an elliptic curve is the set of points described by the equation:
2 _ .3
y =x"+ar+0b (4.8)

where 4a® + 270% # 0. The curves may have different shapes on the plane based on
the value of a and b. Meanwhile, assume a point at infinity which is represented by

the symbol of 0(zero). Then the definition of the elliptic curve now is
{(z,y) eR* | y* =2’ + ax + b, 4a® + 276> £ 0} U {0} (4.9)

There are four group laws applied in elliptic curves:

1. The elements of the group are the points of an elliptic curve;
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2. The identity element is the point at infinity 0;

3. The inverse of a point P is symmetric about the x-axis;

4. The addition is given by the following rule: given three aligned, non-zero
points P, ), and R, their sumis P+ Q+ R=0

If we draw a line passing through two separated points P and @), this line will
intersect a third point on the curve, R. If we take the inverse of this point, — R, then
it is the result of P + @), since that is the group law for elliptic curves. If P and @

are distinct, the slope of the line through them is

m= 9P " Y% (4.10)
Tp —XQ

The intersection of this line with the curve is R = (zg, yr) where
xR =m>—1p — 1q (4.11)

yr =yp + m(zr — xp) (4.12)
When P = @, the slope of the curve is defined as:

3 2
m—= 2t (4.13)
2yp

this expression for m is the first derivative of:

yp = tr\/2% +axp +b (4.14)

72



Besides addition, there is another operation in the elliptic curve which is scalar

multiplication defined as follow:

nP=P+P+---+P (4.15)

n times

where n is a natural number. As can be seen, computing nP requires n additions,
and assume that n has k binary digits, then the algorithm is O(2*), which is relatively
complicated.

One example of the faster algorithms for scalar multiplication is double and add
algorithm. An example is given to illustrate the algorithm. Assume n = 151 which

is 10010111 in binary. Then,
151-P=2"P+2'P +2°P+2'P+2°P (4.16)

Based on the algorithm, it can be computed as following:
1. Take P and double it so that we can get 2P;
2. Add 2P to P, so that we can get 2'P +2°P

Double 2P, so that we can get 22P

Ll

Add it to the previous result, so that we can get 2P +2'P + 2°P
Double 22P to get 23 P

Do not perform any addition involving 23 P

Double 23P to get 24P

Add it to the previous result, so that we can get 24P + 22P +2!P + 20P

© P N o o
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By utilizing this double and add algorithm, it is feasible to compute ) based
on n and P. However, it is extremely difficult to do the other way. It means it
is extremely difficult to compute n based on P and ¢, which is also known as the
logarithm problem.

Since the computer has limited memory and computing ability, it is necessary to
restrict the elliptic curves to finite fields. A finite field is a set with a finite number
of elements. An example of the finite field is the set of integers modulo p, where p
is a prime number, which is denoted as GF(p) or F,. The set of integers modulo p
contains all the integers from 0 to p — 1. Therefore, the elliptic curves in the I, can

be expressed as:

{(z,y) € (F,)*|ly* =2’ +az +b (mod p),
(4.17)
4a® +270* 20 (mod p)} U {0}

For the point additions in the finite field, it is similar to the previous procedure,
while just need to add "mod p” at the end of each expression. For a given P and @,

for computing the — R, the slope is:

m = (yp —yo)(zp — 1q) " (4.18)
and the zp and yp are:

zp = (m® —zp — 2g) mod p
(4.19)

yr = [yp + m(xr — xp)] mod p = [yg + m(xr — xg)] mod p
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In term of the point multiplications in finite filed, the double the add algorithm also

works. Meanwhile, the multiplications are repeating cyclically. For every integer k,
kP = (k mod 5)P (4.20)

Curve25519 for ECC

Since different curves utilized in ECC lead to different performance for the en-
cryption module, a certain proper curve of ECC for the proposed encryption module
shall be determined based on the requirements of WBANS.

Curve25519 is a function to accelerate the Diffie-Hellmann key agreement over
elliptic curves. It is based on a prime field with a prime number close to a power
of 2 (Pseudo Mersenne Prime) and defined over prime fields GF(p), where let p be
a prime number with p > 3 and F), = GF(p) the Galois Field over p. The curve is

specified as following [75]:
Y? = 2% + 48666227 + xmod(2*°® — 19) (4.21)

Assume a base point P with @ = (X},Y;, Z;). It defines a combined point doubling
and point addition functions as a single step of the Montgomery Power ladder [64]
with 4 squares, 5 general multiplications, 1 multiplication by (A-2)/4 and 8 additions
or subtractions. Meanwhile, since only x-coordinate of each point is necessary for the
computing in the Curve25519, y-coordinate can be omitted in the formulas. Thus,
the point multiplication only relies on the x and z coordinates of the two points @

and )'. Therefore, the combined step can be computed by the following equations
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Figure 4-4: Double and add formula based on Montgomery’s ladder

Tog = (22 — Z%)? = (z — 2)*(x + 2)*
zog = 4xz(u® + Azz + 2%)
(4.22)
rorg = 4(za’ — z2')
zo+q = 4(x2' — za")y
In term of scalar multiplication k& x P on the curve, there are 255 combined point
double and addition operations are performed followed by a final inversion and single
multiplication calculating X x Z~!. The algorithm is illustrated in Figure 4-4.
In the proposed encryption module, Curve25519 has been utilized as the curve

for ECC, which is a state-of-the-art ECDH function suitable for a wide variety of
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cryptographic applications. There are multiple advantages of the Curve25519 [12] as
illustrated below which is suitable for the circumstances of WBANs applications.

1. Free key validation. In typical ECDH encryption cases, the public keys
must be validated at the initial phase for encryption since the functions could be
broken down once the public key is not a point of order n in E(F,), where F,, E,
and n are specified by the corresponding domain parameters [4]. In other words,
extra hardware resources are required for the public key validation purpose, which
also leads to relatively noticeable latency for the encryption module. However, the
validation procedure for the public key is not needed for Curve25519 since every
32-byte string is accepted as a Curve25519 public key.

2. No time variability. As one of the most popular attack methods for side-
channel attacks, the goal for timing attack is to analyze what types of logic compu-
tations have been done in the encryption block by measuring the latency of various
computations takes to perform for different inputs. However, Curve25519 is immune
to timing attacks, including hyperthreading attacks and other cache-timing attacks,
because it avoids all input-dependent branches, all input-dependent array indices,
and other instructions with input-dependent timings [12].

3. Not patented. Even though there are multiple curves could be selected
potentially to perform the ECC for the encryption module, while most of them are
patented such as US patent 5159632, US patent 5271061, and US patent 5463690.
However, Curve25519 is a public curve to the scientific community, which allows us

to dig into it.
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4. High execution speed. By utilizing Curve25519, the experiment result of
ECC illustrates that it is one of the fastest ECC curves have been released [12].

Due to the unique algorithm of the Curve25519, it provides multiple charac-
teristics facing the side channel attacks. Precisely, the timing attack is one of the
most popular attack methods for discovering the secret stored in a certain block by
finding dependencies between the secret and the operation time of the cryptographic
computations. However, as demonstrated in Figure 4-4, every addition or subtrac-
tion is followed by multiplication and almost every multiplication is followed by an
addition or subtraction. Meanwhile, regardless of the data, the number of operations
executed is always the same for Curve29915. Therefore, the Curve25519 can prevent
timing attacks by its own natural advantages.

Similar to timing attacks, the goal for Simple Power Analysis (SPA) is to reveal a
secret by measuring and inspecting the instantaneous power consumption of a device
during the cryptography computing operation depending on the secret. However,
since Montgomery’s Ladder of Curve25519 has the advantage of same numbers of
operations during the computing procedure, the power consumption of is always
identical, which means SPA can also be prevented.

In term of the hardware architecture of Curve25519 core, based on the mathe-
matical algorithm of the Curve29915 provided by [12], the hardware architecture of
Curve25519 core [75] is illustrated in the Figure 4-5. The core is mainly constructed
by four modules, which are modular addition unit, modular multiplication unit, a
RAM, and a logic control unit. To be more precise, the responsibility of modular ad-

dition unit is to compute the modular addition and subtraction of ¢ = a4 b mod (p)
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Figure 4-5: Curve25519 core

by two blocks of digital signal DSPs which supports addition, subtraction, multi-
plication, and accumulation, while one of the DSP is performing the computation
of ¢ = a+ b and the other one is computing the ¢ = ¢ F p. The result of
the computation coming from the two DSPs is stored in the RAM. In term of the
modular multiplication unit, it contains 18 DSP modules, 15 of them are utilized for
computing the partial production, one of them are used for pre-reduction, and the
last two for the final modular reduction. Same as the modular addition unit, the
results are stored in the RAM of the core. The logic control unit oversees the control
signal (command and response) internally and externally.

AES-ECC encryption system

AES is a stronger symmetric-key algorithm compared to the previous Data En-

cryption Standard (DES) scheme, which is selected by NIST [29].
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In this design, the ECC and AES techniques are combined to achieve a strong
and efficient encryption scheme in the proposed security scheme. In this scheme, the
ECC module generates and exchanges the public key based on the Elliptic-Curve
Diffie-Hellman (ECDH) key agreement protocol [9]. Using the secured channel, a
shared key is generated and exchanged between both communication ends, and faster
symmetric encryption ensues, as performed by the AES module. The hardware
structure of the proposed encryption module is shown on the right side of Figure
4-1.

The encryption procedure of the module is illustrated as follows: At the very
first, the random private keys are generated on both communication ends, which are
marked as k1 and k2, respectively. Using the ECC module, both sides calculate the

public key as

Q1 =k =P (4.23)

Q2 =kyx P (4.24)

where P is a base point pre-defined on the elliptic curve. The multiplication
operator is a point multiplication defined on the elliptic curve. The safety of the
ECC encryption is guaranteed by the ECDLP; it is extremely hard to calculate k

from @ and P. According to the ECDH protocol, the public keys Q1 and Q2 can be

shared between both sides.
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K =k * Qs
=ky * (ko x P)
=ky*kyx P (4.25)
= ko x (k1 x P)
= kg x (1

Finally, the symmetric key is generated as shown in Equation4.25, which can be
used in AES to encrypt and decrypt the plain text. The ECDH based key agreement
is only processed once before the whole authentication procedure.

For the AES module, a counter operation mode (AES-CTR) is selected. One of
the reasons is that AES-CTR provides strong safety in the block encryption. The
other reason is that the encryption and the decryption could share the same hardware
module, which is significant for the low power requirements of the WBANS.

The middle part of Figure 4-2 demonstrates the sequence of the encryption
setup phase. After that, the communication between the nodes and Hub is secured.
4.3 Evaluation of the proposed security scheme in FPGA

The proposed security scheme was implemented with Verilog and VHDL. It
has been evaluated with the Altera Arria 10 FPGA(10AS066N3F40E2SG). Table
4-1 illustrates the FPGA implementation report. The evaluation is separated into
two sections, the first subsection demonstrates the general performance and resource

utilization shown by the synthesis report in FPGA, while the second subsection
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illustrates the performance of the proposed security scheme under timing attacks
and SPA.
4.3.1 Synthesis results in FPGA

The proposed security scheme was evaluated with a trial synthesis analysis,
where an operating frequency of as high as 106.18 MHz was achieved, without vi-
olating the clock constraint. However, when considering the circumstances that
WBANSs would be operating under, an operating frequency of 10 MHz was found to
be sufficient. There are two major reasons for this decision. First, compared to BLE
[36], WBANSs is exchanging data at an even lower rate, since it is unnecessary to
request biomedical data from a node at thousands of times per second. For instance,
the typical sampling frequency of an ECG sensor is between 50-500 Hz for the orig-
inal 1000 Hz ECG signal [52], which means the proposed design under operation
frequency of 10 MHz could support the communication between the ECG sensors
and centralized device easily. As for the body temperature sensors [98] [16], the
sampling rate is between few Hz to around 50 Hz, which can also be supported by
the proposed design. Second, the latency of the proposed design is close to the con-
nection time of BLE, even when operating at the frequency of 10 MHz, which meets
the requirements of the WBANSs. Therefore, the operating frequency is determined
as 10 MHz for the final synthesis as the typical case, which differs from the trial one
when optimizing for power consumption. The resource utilization of the proposed
design is demonstrated in terms of adaptive logic modules (ALMs), registers, and

memory. The percentage out of the total resources are also listed in Table 4-1.
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Table 4-1: Final synthesis results of proposed security scheme

FPGA Altera Arria 10 (10AS066N3F40E2SG)
ALMs 7,341/251,680 (2.92%)
Registers 14,743/1,006,720 (1.46%)
Memory 1,007,616/43,642,880 (2.31%)
Operating Frequency 10 MHz

Maximum Frequency 106.18 MHz

Power Consumption 61.86 mW

Connection Time 2.7 ms

As mentioned before in Section 3, the authentication module and encryption

module in the proposed security scheme can operate independently, or together,

based on the security level of the communication. In other words, there is only one

module operating in some circumstances, resulting in even lower power consumption

than the core power shown above. The resource utilization and latency of the au-

thentication module and encryption module are illustrated in Table 4-2. One point

that needs to be emphasized is that the latency of the encryption module illustrated

in Table 4-2 is the duration of the ECC key generation period of encryption setup

phase, as shown in Figure 4-2. This specific latency only occurs once. Afterwards,

the latency of the encryption setup phase is the latency of the AES key computation

period of each data frame, which is 0.01 ms. Meanwhile, the maximum throughput

under the operating frequency of the security scheme is 11.85 Mbps.

Table 4-2: Synthesis report of each module

Module ALMs Registers Memory Latency(ms)
Authentication Module 1,529 (0.61%) 2,048 (0.20%) 16,384 (0.04%) 0.95
Encryption Module 5,812 (2.31%) 12,695 (1.26%) 991,232 (2.27%) 1.75
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4.3.2 Timing attack analysis

Even though the synthesis report of the proposed security scheme in the previous
section has illustrated that the proposed design meets power, timing, frequency and
other constraints of WBANSs, while as a security scheme for WBANS, it is essential
to prove its resistance to attacks. As mentioned before, timing attacks and SPA are
two of the most common methods for attacks security protocols. Benefit from the
natural advantages of Curve25519 provided by Montgomery’s Ladder, the execution
time of ECC core is fixed, as well as the power consumption. In other words, the
proposed security scheme is resistant to timing attacks and SPA theoretically. To
prove such the claim, the evaluation of timing attacks and SPA has been done as
follows.

For timing attack analysis, 1000 random 32 bytes strings have been selected as
the testing values of the public keys in the encryption module, while another 1000
random 32 bytes strings have selected as the testing values of the private keys. Af-
terwards, 2000 times of executions for different public key and private key random
combinations have been performed in FPGA. The execution time has been moni-

tored.

Table 4-3: Execution time for various public and private keys

Public Keys Private Keys Execution Time(ms)
1000x 32 bytes strings 1000x32 bytes strings 1.75

The evaluation results illustrated in Table 4-3 proved that for various public keys
and private keys, the execution time for a single encryption procedure keeps constant

as 1.75 ms for the proposed security scheme for WBANSs in the performed FPGA.
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Figure 4-6: Execution clock cycles for different public key in FPGA

Meanwhile, 4-6 demonstrates the execution clock cycles for different 32 bytes public
keys, it shows that the execution clock cycles is identical as 138097 clock cycles. In
other words, it proved that there are no dependencies between the execution time
and the secret stored in the design, and between the power consumption and the
secret stored in the design. Therefore, it proved that the proposed security scheme
is resistant to timing attacks.
4.3.3 Simple power analysis

As mentioned before, as one of the most commonly used methods for attacking,
the objective of SPA is to reveal the secret by measuring and inspecting the instanta-
neous power consumption of a device during the cryptography computing operation
depending on the secret. However, the Montgomery’s Ladder which has been uti-

lized in the Curve25519 core has the fixed execution procedures theoretically [75],
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Table 4-4: Power and energy consumption for various public and private keys

Power Energy
Public Keys Private Keys (mW) Consumption
(x107%7)
1000 x 32 bytes strings 1000 x 32 bytes strings 58.42 102

since it always performs an addition and a doubling for a single stage, which means
it is difficult to distinguish combined point double and add operations by different
sequence length of patterns in the power trace. It is still necessary to prove that
it has identical execution power and energy consumption for different keys for the
encryption procedure in hardware.

Similar to timing attack analysis, 2 groups 1000 random 32 bytes strings have
been selected as the private key and public key for the test and 2000 times of exe-
cutions have been performed. The power and energy consumption for every single
execution have been recorded.

As is shown in the Table 4-4 and Figure 4-7, for different public and private
keys, the power and energy consumption for individual encryption process are fixed
to 58.42 mW and 102x107%J respectively. It proved that there are no dependen-
cies between the power, energy consumption and the secret stored in the proposed
security scheme for WBANSs, which means it is resistant to SPA.

4.4 ASIC implementation of the proposed security scheme for WBANs

In term of the ASIC implementation of the proposed security scheme for WBANS,
it was synthesized by Synopsys using a density and performance optimized high speed

library of the SMIC 65nm CMOS technology.
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Figure 4-7: Power consumption for various public and private keys

The operating frequency of the proposed security scheme was evaluated with
a trial synthesis analysis, where an operating frequency of as high as 500MHz was
achieved, without violating the clock constraint. Still, when considering the circum-
stances that WBANs would be operating under, an operating frequency of 10MHz
was found to be sufficient, which meets the requirements of WBANs. Therefore,
the operating frequency is determined as 10MHz for the final synthesis which differs
from the trial one; the trade-off is it demonstrates a lower power consumption at the
same frequency. Figure 4-8 and Table 4-5 illustrate the layout of the final synthe-
sis, and synthesis report, respectively. Even though the operating frequency of the
final synthesis is set to be 10MHz, the final proposed circuit can still operate at the

frequency of 151MHz without violating the time constraint.
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Figure 4-8: Layout of proposed security scheme

Table 4-5: Final synthesis results of proposed ASIC

Technology SMIC 65nm CMOS technology
Cell Area 0.72 mm?

Die Area 1.22 mm?

Logic Gates 501K

Operating Frequency 10 MHz

Maximum Frequency 151 MHz

Core Power 1.93 mW

Latency 2.7 ms
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As mentioned before, the authentication module and encryption module in the
proposed security scheme can operate independently, or together, based on the secu-
rity level of the communication. In other words, there is only one module operating
in some circumstances, resulting in even lower power consumption than the core
power shown above. The power consumption, area, and latency of the authentica-
tion module and encryption module are illustrated in Table 4-6 respectively. One
point needed to be emphasized is that the latency of the encryption module illus-
trated in Table 4-6 is the duration of the encryption setup phase, as shown in the

Figure 4-1. Precisely, this specific latency only occurs once, at the initiation of each

communication.
Table 4-6: Power consumption of each block
Module Power(mW) Area(mm?) Latency(ms)
Authentication Module 0.08 0.05 0.95
Encryption Module 1.85 0.67 1.75
Total 1.93 0.72 2.7

The final synthesis results illustrate that the proposed ASIC implementation
of the security scheme meets the requirements of low power, low latency, and a
small area for WBANs. Meanwhile, the operating frequency of the circuit has been
optimized to achieve even lower power consumption based on the circumstances that

WBANS are applied to, while the latency of the circuit still meets the requirements.
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4.5 Discussion of the proposed ASIC implementation of security scheme
for WBANSs

As has been shown previously, the advantages of the proposed security scheme
can be summarized as follows. First, the latency of connection is small when com-
pared to BLE. Second, the operating frequency is 10 MHz, which is relatively low,
also resulting in low power consumption. Third, in addition to the certificate valida-
tion process for authentication purpose, which has been specified and mandated by
the standard, a novel challenge-response exchange method involving HMAC-SHA256
is proposed to enhance the security level of authentication. Fourth, the proposed se-
curity scheme has relatively low hardware resource utilization. Lastly, the proposed
design is implemented in ASIC. Compared to software-based or FPGA-based secu-
rity schemes, ASIC-based designs have the strength of lower power consumption and
higher flexibility in operating frequency.

However, the proposed security scheme also has limitations. Since it is im-
plemented in hardware, additional corresponding integrated circuits have to be in-
stalled, on both the hub side and node side, when applying the security scheme
for the WBANSs. This increases the difficulty of the application when compared to
software-based designs. Meanwhile, the cost of hardware implementations is also
higher than software-based security schemes.

4.6 Using the characteristic value of the body channel for encryption of
WBANSs

As mentioned, communication in WBANSs requires high-level security protection
since WBANS are transmitting the most critical and private biomedical information

between the hubs and nodes. At the same time, WBAN systems especially the nodes
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have an extremely limited power supply. However, common encryption methods
found in computer networks are not ideal due to complex algorithms and high-power
consumption. Therefore, a new encryption method based on the human body channel
has been proposed in this section. This new encryption method has the advantages
of low-power, dynamic updating, rapid operation, and easy implementation, which
is suitable for WBAN systems.

In terms of other encryption methods for WBAN system other than the ECC
encryption specified in IEEE 802.15.6 standard, [18] puts forward a multi-path re-
inforcement method, whereas [72] and [116] generate the keys according to the peri-
odicity of physiological signs information. However, the requirement of lower power
consumption in WBANSs needs to be considered. In this section, a method is proposed
in which keys are based on the WBANSs channel characteristics.

4.6.1 Human body channel model

The human body channel model needs to be established since the proposed
encryption method is based on the characteristic value of the WBANSs channel. Being
different from other communication channels, the WBANs channel is dynamic and
depends on the human body. Establishing the human body model and calculating the
parameters of the WBANSs channel is, therefore, necessary for exploring the channel.
To establish the three-dimensional body channel model, the VariPose simulation
software is used. VariPose is a software that models the human body in various
postures, and it can be used to obtain different positions of the human body channel
through the method of the human grid. Different kinds of dielectric constant and

conductivity of human tissue are used to simulate the human grid and build the
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channel model. The established channel model is imported into the XFdtd software
to simulate the bio-electromagnetic field, which utilizes the Finite-Difference Time-
Domain (FDTD) method.
4.6.2 Software parameter configuration

The corresponding path loss value in the WBAN systems is calculated with the
XFDTD software. The path loss discussed is at 2.4 GHz, and a half-wave dipole
antenna is simulating the transceiver, which is placed 2 mm apart from the human
skin. The impedance is set to 50 €2, and the incident wavelength is «, thus, the
length of the antenna L is § and the radius of the antenna 7 is 555; L=62 mm and
~v=0.62 mm at 2.4 GHz.

Channel path loss

With the aid of the XFDTD software and the human body channel model, the
effect the distance between transmitters and receivers has on the channel character-
istics can be observed. The transmitter antenna is fixed on the right-hand wrist,
the receiver antenna is not fixed, and the distance of the transmitter and receiver is
adjusted by changing the position of the receiver antenna.

The path loss is defined as the signal power ratio of the channel output over the
channel input and is represented as Sy;. This electromagnetic wave attenuation is
the characteristic value of the WBANs channel. Table 4-7 shows the Sy; values of

human body channel at different distances between the antennas, with the negative

sign indicating a loss.
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Table 4-7: S; values of human body channel
d(mm) Sy  d(mm) Sy

25 -28.74 300 -63.97
20 -30.12 325 -65.38
75 -32.47 350 -66.04
100 -36.1 375 -67.16
125 -37.61 400 -68.92
150 -44.86 425 -69.34
175 -50.02 450 -69.87
200 -55.43 475 -70.16
225 -56.53 500 -70.69
250 -98.97 525 -71.25
275 -61.25 - -

Channel simulations

To simulate the human body channel, 9 snapshots are extracted from a human
walk, as shown in Figure 4-9. The 62 mm length half-wave dipole antennas are
simulated, with the transceiver antennas on the right waist and the left ankle. As
before, the antennas are placed 2 mm apart from the human skin and the transmitting
frequency is 2.4 GHz. The path loss values are calculated in each snapshot by the

simulation.

Table 4-8: Human body channel path loss of each snapshot at 2.4GHz
Snapshot Se1(dB) Snapshot Sy (dB)

1 -66.275 6 -65.623
2 -70.146 7 -68.546
3 -72.068 8 -72.429
4 -65.567 9 -72.679
) -62.246 - -
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Figure 4-9: The nine snapshots of human walk

As shown in Table 4-8, when the human posture changes so do the communica-
tion link between the right waist and the left ankle, resulting in a path loss change
in each snapshot. The average fluctuation is 2.89 dB, the maximum path loss value
of 72.679dB appears in the 9th snapshot, and the minimum path loss value of 62.246
dB appears in the 5th snapshot (in this snapshot, the left foot of the human body
is straight forward, and the right foot is backward, and thus the antennas are unob-
scured by the human body). The difference between the maximum and the minimum
path loss is 10.43 dB.

4.6.3 Proposed encryption enhancement method

To reduce power consumption in the WBAN systems, the computation during
the data encryption is minimized. As illustrated in Figure 4-10, the encryption
process is: first, the transmitting power information of the sensor node and the
leading sequence is transmitted from the node during the initialization, and the
sensor node does not perform any computations. Second, the coordinating node on
the receiving end computes the characteristic values of S based on the transmitting

power information of the node, the leading sequence, and its receiving power. It
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then generates a key based with the Linear Feedback Shift Register (LFSR) circuit,
encrypts the current key with the key from the previous sequence, and broadcasts
them. Third, the sensor node encrypts the WBANs data according to the current
key received from the coordinating node. Last, the system will randomly select a
sensor node to send the leading sequence to the coordinating node over time, and
the coordinating node will re-compute the key based on the transmitting power
and receiving power. Therefore, the encryption method calculates the characteristic
values to form the key in the coordinating node. The other sensor nodes do not
have to perform any heavy computational tasks, which effectively reduces the power
consumption of the whole WBAN system. Moreover, if an eavesdropper somehow
gains access to the key at a point, it can only gain access to a small part of information
due to the key changing shortly after.

Key generation

After detecting the path loss value for a short period of time ¢, which is no more

than a few seconds, the characteristic value A can be calculated as:

A= iz (4.26)
n

where i is the amplitude of the i Sy; of the sensor nodes and coordinating node
within the short period of time ¢. The channel path loss has a significant difference
on different individuals, while, even for a single individual the path loss will vary over
time. Therefore, the characteristic value of A is dynamically updated, and the key
is refreshed based on A. Additionally, in the actual applications of WBAN systems,

So1 is the ratio of the receiving power over the transmitting power. The receiving
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power and the transmitting power are easy to obtain from RF (radio frequency)
chips without any additional costs, therefore, this method is conducive to low power
implementation of the sensor nodes in WBANSs. The characteristic value is quantified
as the initial key for the LFSR with N-order to generate the stream key. The
keystream broadcasts to the nodes in the WBAN system, and the nodes use the key
to decrypt the data. The encryption method will re-generate the key, and the above
steps are repeated at regular time intervals of 7' (where T' >> t).

Method of LFSR circuit encryption

/f\ tn th—1 ty
€/

g rn rn_ 1] - rl Key Stream

Y >

Figure 4-11: The LFSR based private key generator

Different from software encryption, Circuit level encryption has the advantages
of lower consumption, Higher security, and stability. Basing on the channel char-
acteristic values, this design adopts the LFSR circuit to produce the stream cipher.
The n-level LFSR consists of the shift register R = (r,,7,—1,...,71), the tap se-
quence T' = (t,,t,_1,...,t1) and the enter digital signature S. As shown in Figure
4-12, when generating a new key, one of bits in digital signature and the feedback

bit form a new bit through a operation, then the new bit would insert the shift
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register, and the right side output a bit at the same time, the other bits moves one
bit to the right in turn. The structure of the key generator could output the self-
circulation keystream, meanwhile, the circuit construction of the key generator is
relatively easy and some logic gate would provide high security. But if the eaves-
droppers master a certain number of corresponding plaintext and ciphertext, the tap
sequence would be deduced and then crack the encryption system. Therefore, the
structure needs to be optimized. This proposed work adopts a 16-order linear feed-
back shift register to extend the period, and its maximum value is 2'¢. In addition,
the dynamic key update is essential, because the key is refreshed every T seconds

leading to a lower probability of cracking. Compared to using software encryption

CLK
Figure 4-12: 16-order LFSR
algorithm alone, the LFSR circuit has the fast conversion speed [117] and simple
hardware implementation. Therefore, a 16-order LFSR circuit is used to encrypt the

WBANS plaintext. As shown in Figure 4-12, the polynomial of 16-order LFSR is

F(X) = X' + X2 4 X5 4+ 1. Moreover, the dynamical update of the key based
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on the S5; value at regular time intervals T' can ensure real-time encryption, which
significantly reduces the possibility of an attack.
4.6.4 Experiment results and analysis of encryption

Figure 4-13 shows the figure result of the encryption proposed, using an 8-bit

grayscale image of a baboon. In this experiment, the pixel intensity probability

(a) Original Image (b) Encrypted Image

Figure 4-13: Encryption results of baboon image

distribution was investigated. Figure 4-14 shows the pixel intensity probability dis-
tribution histogram of the plaintext and ciphertext images of the baboon. The
plaintext image of Figure 4-14 (a) shows that the pixel intensity distribution has
certain specific regularity. However, as shown in Figure 4-14 (b), the distribution
of the pixel intensity in the encrypted image is evenly balanced. The proposed en-
cryption method disrupted the probability distribution of the pixel intensity found
in the original image. This result indicates that the encryption method based on the

keystream would be able to effectively resist statistical attacks.
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Figure 4-14: The original and encrypted statistical histograms

The encryption algorithm needs to have a strong sensitivity, such that a small
change of the key will result in a decryption plaintext that is totally different from
the original plaintext. For this experiment, the WBANSs channel characteristics are
used to compute the initial key and then used to encrypt an image with peppers.
The encrypted image is then decrypted with a key that has a slight difference; one
bit of the initial key is changed, more specifically, one bit of the initial value of the
16-bit shift register is randomly selected and inverted. This initial key is then used to
generate the key stream. Figure 4-15 (a) shows the decrypted image when the correct
key was used, and Figure 4-15 (b) shows the decrypted image when the wrong key,
that is, the key with the difference, was used. As shown in the figures, even a small
change in the key will result in incorrect decryption. Paper [117] shows that this
algorithm demonstrates excellent performance to differential attacks. Therefore, the

NPCR (Number of Pixels Change Rate) and the UACI (Unified Average Changing
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(a) Decryption using the Correct Key (b) Decryption using the Wrong Key

Figure 4-15: Test result: the sensitivity of the algorithm

Intensity) are being used to measure the sensitivity of the encryption algorithm. In
this sensitivity measurement, two similar plaintext images were used, in which one
pixel, (,7), is different. After the key stream encryption, the intensities of the (i, j)
pixel in the two images are C4(7,7) and Cs(i, j), respectively. It is defined that if
Ci(i,j) = Cs(i,7), D(i,j) = 0, and if Cy(4,j) # Ca2(4,7), then D(i,j) = 1. The
formulas of NPCR and UACT are:

M N

1 .
NPCR = m;;mm) x 100% (4.27)
L s alig) —eli))|
o 1\% — 214,
UACI = y—— ; ; o x 100% (4.28)
The ideal values of NPCR and UACI are:
NPCRg = (1 —27") x 100% (4.29)
1 S i+ 1
UACTy = A 22= WU+ a0 (4.30)
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where M and N represent the row number and the column number of the image
pixels respectively. D is 0 or 1, as defined above, and the experiment images are
8-bit grayscale, thus n = 8 in the formulas (4) and (5). The ideal values of NPCR
and UACI can be calculated as 99.61% and 33.46% respectively. This experiment
utilizes the image with the baboon to test the NPCR and UACI, by randomly se-
lecting one pixel in the image and inverting its lowest bit to generate another image.
The calculated experiment values of NPCR and UACT are 99.46% and 49.0138% re-
spectively. When compared with the ideal values, it can be seen that the experiment
NPCR values are close to the ideal values, but the experiment UACI values are quite
different from the ideal values. This is because the encryption method is lightweight,
and it can ensure the pixel change rate but not the pixel change strength.

4.6.5 Discussion of the proposed encryption method using the charac-
teristic value of the body channel

In this section, a new encryption method is proposed which uses the channel
characteristic values as the initial key, and introduces the LFSR circuit to generate
key streams and encrypt the WBANs data. The new method has the advantages of
dynamic keys, low power consumption, rapid operation, and easy implementation.
Experimental results show that the encryption method can be helpful for design-
ing low-power WBAN systems, which provides theoretical support and engineering
implementation.

In future, more research attention will be invested in the hardware implemen-
tation of the proposed encryption method using the characteristic value of the body
channel, and the cooperation between the proposed encryption method and other

security designs in the WBAN systems.
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4.7 Summary of the chapter

In this chapter, a security scheme for WBAN systems has been proposed based
on the specifications of IEEE 802.15.6. Initially, we include the background and
previously published work related to security of WBAN systems. Afterwards, the
proposed security scheme is described as the algorithm level and implemented in
FPGA to verify the design. Then, the proposed security scheme is implemented
in ASIC and synthesized by SMIC 65 nm CMOS technology. The final synthesis
results illustrate that the proposed security scheme meets the requirements of low
power, small latency, and small hardware cost for WBAN systems. Meanwhile, the
operating frequency of the design has been optimized to achieve an even lower power
consumption than required in the circumstances that WBANs are applied to, while
the latency of the circuit still meets the requirements. Finally, to further decrease the
power consumption of WBAN systems, the author presents an encryption method
using the characteristic value of the body channel for WBAN systems, which has

lower complexity and power consumption than the traditional encryption methods.
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CHAPTER 5
A Blockchain-Based eHealthcare System Interoperating with WBANSs

Due to the increasing population of the elderly and patients with chronic dis-
eases, more and more individuals are suffering from the limited service capabilities of
the traditional medical systems. Benefiting from the rapid development of biomedical
sensors, Internet of Things, and modern communication and network technologies,
eHealthcare systems start appearing in the medical services, especially for the remote
physical condition monitoring which improves the efficiency of the traditional med-
ical systems. In this chapter, a blockchain-based eHealthcare system interoperating
with WBANS has been proposed, which utilizes the WBANSs as the communication
protocol for the networks around the human body of the patients and blockchain
technology as the data transmitting and storage method. The evaluation results
show that the proposed system has the advantages of low hardware resources uti-
lization, high-security protection level, and stable performance.

5.1 Introduction of the chapter

The number of patients with chronic diseases in the world has increased from 118
million to 149 million in the past 25 years, while the number will rise to 171 million
in the next 10 years [1]. However, inefficient conventional medical and healthcare
systems cannot provide timely and efficient medical services to the public. For in-
stance, based on the report by the Fraser Institute [10], the average waiting time for

consulting medical professionals was 21.2 weeks in 2017 in Canada. In other words,
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the current and future patients need to wait for around 5 months in the queues
before consulting the medical doctors about their physical conditions. To shorten
the waiting time for consulting medical professionals, some countries with a huge
population such as China started to adopt the triage-type hierarchical diagnosis and
treatment based on the conditions of the patients[44]. Even though it helped improve
the efficiency of traditional medical systems, there is still a huge demand for efficient,
economical, and secure healthcare systems, which can not only monitor the physical
conditions of the patients but also store the data and give feedback to the patients
under protection if necessary. Fortunately, with the rapid development of modern
technology, eHealthcare systems provide the possibility to address such a demand.
Precisely, by utilizing modern biomedical sensors, various types of networks, and
cloud storage, an eHealthcare system can support all stages of care for the patients
including prevention, diagnosis, treatment, and follow up remotely [41] as illustrated
in Figure 1-1.

Generally, an eHealthcare system has two types of communication protocols.
One is the network around the human skin surface which supports the communi-
cation around the human body between the biomedical sensors and the centralized
devices at the front-end, while the other one is the pervasive social network such as
the Internet which supports the communication between the operation exchange cen-
ter and other participants in the back-end. In term of the communication protocol
around the human skin surface, even though Bluetooth and Zigbee have been widely
utilized in eHealthcare systems, the drawbacks of them are obvious. Since none of

Bluetooth or Zigbee is dedicated to eHealthcare data transmission, the frequency,
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data rate, power consumption, and security schemes are not suitable for eHealthcare
circumstances [65]. In 2012, a communication protocol standard of WBANSs, which
is IEEE 802.15.6, was released. The standard specifies the details regarding the
communication according to the characteristics of the data that needs to be trans-
mitted between the biomedical sensors and centralized devices. To be more precise,
compared to Bluetooth and Zigbee, WBANSs are more sensitive to the power con-
sumption due to the power supply constraints [51] while it has lower requirements
for the frequency, data rate, and bandwidth since the data collected by the sensors
is relatively simple and the transmission period could be much longer. Meanwhile,
the standard of IEEE 802.15.6 also specifies a lightweight security scheme consisting
of authentication and encryption, which is dedicated to WBANs [79] [101]. In addi-
tion, a data transmitting mechanism has been proposed for WBAN systems which
improves the data transmission efficiency[3].

In recent years, the blockchain technology has attracted huge academic and in-
dustrial research attention due to its characteristics of consensus and decentralization
[54] [85]. By utilizing blockchains, different peers in the system can achieve the same
functionality with the same amount of certainty without having a central authority
[73] [25] [24]. Therefore, a blockchain-based eHealthcare system interoperating with
WBANS is proposed in this chapter. WBANs can be found in the front-end of the
system, where it interconnects sensor nodes together, which in turn interact with a
blockchain network found in the back-end. The front-end is also comprised of the
users participating in the system. Benefiting from the combination of WBANs and

blockchain technologies, the advantages of the proposed system are as follows. First,
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the power consumption is relatively low in the local networks around the human
skin surface of the patients. Second, data from different participants in the system
are trustworthy. Third, computation, analysis, and data storage are decentralized
without having a central authority in the back-end, which ensures the security en-
vironment of network and the privacy of the data while it decreases the cost of
establishing the system. Further, the immutability and non-repudiation properties
of the blockchain back-end offer powerful anti-tampering logging and auditing. How-
ever, there are three main disadvantages of blockchain technology [69]. First, due
to the complexity of the algorithms of the blockchain, it requires higher computing
ability and power consumption from each node in the blockchain network than other
conventional systems. Second, implementing a blockchain-based data transmitting
and storage system is more complicated than traditional information systems. It re-
quires engineers with higher professional skills in blockchain to implement, optimize,
and maintain the system which could increase its cost. Third, due to differences
between the blockchain platforms (such as Hyperledger, Ethereum, etc.), different
blockchain implementations will be incompatible with each other. The blockchain,
by definition, is based on certain principles such as cryptography hashing, certifi-
cates, proof of work, and so on, however, there is no standard mandating consistency
between different platforms.

The motivations of the research are demonstrated as follows. First, it has been
demonstrated that the blockchain technology can ensure the security environment
of the networks when applying into finance, and insurance fields due to the features

of decentralized storage and achieving consensus [107]. Meanwhile, the security of
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eHealthcare system could also benefit from those features of the blockchain technol-
ogy. Moreover, as the most fundamental element of the eHealthcare system, WBANs
supports the communication between biomedical sensors attached or implanted in
the human body with the centralized devices of the patients, which is protected by
its own security scheme. The interoperation between the security scheme of WBANs
and the security specifications of the blockchain-based eHealthcare system could be
a challenge when they are working together with each other to ensure the security of
the whole system. Few published works can be found regarding the security issues
of interoperation between WBANSs and eHealthcare systems [11] [81]. However, they
only proposed the security scheme and privacy protection solution for non-blockchain
eHealthcare systems. In this chapter, a blockchain-based eHealthcare system interop-
erating with WBANSs has been proposed, which is bringing together the advantages
of both technologies in a compatible and meaningful way.

The chapter is organized as follows. The background and related work are pre-
sented in Section 5.2. Afterwards, in Section 5.3, the functionality description and
system architecture of the proposed blockchain-based eHealthcare system interoper-
ating with WBANSs are demonstrated. Moreover, the implementation and evaluation
of the proposed system are shown in Section 5.4. Finally, the last section concludes

the chapter and lists potential ideas for future extensions of this work.
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5.2 Background and related work
5.2.1 WBANSs basics

In 2012, the IEEE 802.15.6 standard for WBANs was released, which specifies
the communication parameters (frequency, data rate, etc.) based on the charac-
teristics of the data transmission in WBANs. WBANSs provides a communication
protocol dedicated to the communication between the biomedical sensors and cen-
tralized devices around the human skin surface since it meets the requirements for
efficient, economical, and uninterrupted health condition monitoring. Compared to
conventional wireless communication protocols such as Bluetooth and Zigbee, the
communication range, transmission speed, and bandwidth of WBANs are relatively
small since the nodes in WBANSs are extremely sensitive to the power consumption
due to the battery supply constraints, especially for implanted devices [65]. Mean-
while, the IEEE 802.15.6 standard also specifies a unique lightweight security scheme
consisting of authentication and encryption which provides enough data protection
while the power consumption is also acceptable [102].

One of the most critical advantages that WBANs have compared to other wire-
less communication protocols is ultra-low power consumption at different data rates.
For instance, when the data rate is 1Mbps, the power consumption that WBANSs can
achieve is as low as 0.1 mW to 8 mW, while the power consumption of Bluetooth is
between 8 mW to 100 mW. In addition, when the data rate is 100 kbps, the power
consumption of WBANSs is between 0.03 mW to 8mW while it is 5 mW to 50 mW for
Zigbee [65]. Meanwhile, the wireless communication in WBANS has less interference,

since it supports a large range of transmission frequencies from 400 MHz to 5 GHz,
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while Zigbee and Bluetooth are all working at 2.4 GHz [65]. Furthermore, the IEEE
802.15.6 standard specifies a unique security protocol to protect the communication
in WBANS [81].

In terms of the security specifications of WBANS, there are three security levels
specified in the communication of WBANSs, which are Level 0, Level 1, and Level
2 respectively [81]. The security level of communication in WBANSs is determined
by the information contained in the communication. The unsecured communication
identified as security Level 0. It only contains non-confidential information such as
timestamps. In these cases, neither authentication nor encryption is required. The
communication specified as security Level 1 contains private but not critical infor-
mation such as name, age, gender, and locations, which shall not be accessed by
someone does not has the authority. Therefore, authentication is necessary for this
communication. In terms of Level 2, the communication contains most confidential
information including biomedical data collected from the patients, the feedback from
the hospitals and doctors, the parameters for the insulin pump, and so on. This data
has a direct relationship with the physical conditions of the patients and intruding
into the communication could cause fatal health issues. Therefore, for the communi-
cation specified as security Level 2, both authentication and encryption are required.
In terms of the methods used for authentication and encryption, the IEEE 802.15.6
standard has specified the validation of certificates as the method for authentication,
and ECC as the way to generate the key for AES, which is the encryption method

to be used [42]. Meanwhile, the standard also leaves some room for the engineers
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to improve the security performance of the WBAN systems regarding the detailed
implementations of the security scheme of WBANS.
5.2.2 Blockchain basics

In 2008, blockchain was invented by Satoshi Nakamoto [82] to serve as the public
transaction ledger of the bitcoin, which addressed the issue of double spending for
digital currency without a trusted authority. Afterwards, the blockchain technology
has been applied to various areas such as finance, insurance, as well as healthcare
systems [68].

Generally speaking, blockchain is a technology which can build a distributed
database consisting of a list of blocks. Meanwhile, the blocks in the database are
connected with each other, and every node in the blockchain can not only generate
the blocks but also store them. In terms of the data structure of the block, it contains
the timestamp of its generation, the hash of the previous block, and the transaction
data [24]. Therefore, different nodes in the blockchain can achieve consensus with-
out a trusted authority, which provides better privacy protection than conventional
centralized network technologies|25] [37].

5.2.3 Related work

Since the personal data collected by biomedical sensors in WBANs and other
health-related data in the eHealthcare system, including blood pressure, glucose
level, parameters for insulin pump, parameters for pacemakers, and so on, are ex-
tremely critical and hacking into the eHealthcare system could cause fatal health
issues [120], the blockchain technology provides a potential solution of distributed

data management for eHealthcare systems.
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There are few publications discussing the possibility of applying the blockchain
technology in healthcare applications; in 2016, [114] proposed a secure system for
pervasive social network based healthcare, while the authors focused more on the
network side instead of the realistic medical application circumstances. In the arti-
cle [50], the authors discussed the utilization of blockchain distributed ledger tech-
nologies for biomedical and healthcare applications. The benefits of blockchain for
biomedical and healthcare applications were illustrated in [50], while the system ar-
chitecture and detailed implementation were not given. Meanwhile, a decentralized
personal data management system using blockchain was proposed in 2015 [122], this
research focused on the privacy protection and data management of personal data,
while the system architecture of the eHealthcare system was not given.

5.3 Proposed blockchain-Based eHealthcare system interoperating with
WBANSs

5.3.1 System architecture

Figure 5-1 illustrates the architecture of the proposed blockchain-based eHealth-
care system. In terms of the roles in the proposed system, there are patients, medi-
cal doctors, medical center(s), insurance providers, medicament suppliers (including
common pharmacies) and emergency services. The detailed functionality and op-
erations of each role are specified by smart contracts between the parties, and its
overall operation is demonstrated in the following subsections. The data transmis-
sion between the sensors and centralized devices around the patients is supported by
WBANS in the front-end, while the blockchain-based data transmission and storage

system apply to all the roles in the proposed system.
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5.3.2 Roles in the proposed Blockchain-Based eHealthcare system

As mentioned before, there are six roles in the proposed system which are
patients, doctors, medical center(s), emergency services, insurance providers, and
medicament suppliers, as shown in Figure 5-1.

As the most fundamental part of an eHealthcare system, patients need to trans-
mit the biomedical data collected from the sensors to the centralized devices for every
period t which is specified by the stack of the centralized devices. Meanwhile, central-
ized devices give the latest instructions to the sensors. The communication protocol
in this scenario is WBANs which is dedicated to the communication between the
sensors and the centralized devices. Afterwards, the centralized devices generate the
information structure which contains the patients’ ID, patients name, corresponding
medical doctor, time, and location information, then submit a transaction to the
blockchain network to update the physical data of the patients.

In terms of medical professionals, every individual physician only has access to
the physical record of the patients who have been assigned to them. Meanwhile,
doctors could also give medical instructions to the patients by submitting transac-
tions to update the medical instructions. The structure, in this case, contains the
corresponding patient, the ID of the doctor, medical instructions, and time. The
patients who are assigned to the specific doctor grant access to their own medical
instructions.

Medical centers and emergency services are two parts that interoperate with
each other closely in the proposed eHealthcare system. Medical centers have the

highest authority to access all of the medical data in the blockchain. There are two
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functionalities for the medical centers, one is assigning different doctors to various
patients, while the other is to assign the emergency services to specific patients based
on the physical condition of the patients, which are collected by the WBANs around
the patients. Once the emergency service has been assigned to a patient, it will have
access to all the medical and physical record related to the specific patient until the
emergency service is terminated.

For patients that need renewable supplies of medicaments, the contract between
the patient, insurance providers and medicament suppliers (both the original produc-
ers and distributors such as pharmacies) specify the exact condition under which the
medicament renewal is safe to supply, as well as when all the payments are received.
The feedback information on the quantities of medicaments is also made available
(under all privacy protection mechanisms) to physicians and medicament makers,
such that the dosing of the medicaments can be optimized and also personalized for
a given patient.

5.3.3 WBANSs in integrated the eHealthcare system

WBAN is a communication protocol which is dedicated to the short-range com-
munication between sensors and centralized devices, which is regulated by the IEEE
802.15.6 standard. In the scenarios of the proposed eHealthcare system, WBANs
have been utilized as the communication solution for the data transmission between
the sensors and centralized devices around the patients. As specified by the stan-
dard, the transceivers of WBANs consist of BCH encoder, spreader, bitwise inter-
leaver, scrambler, symbol mapper, RF front end, and corresponding inverse opera-

tion modules[101] as illustrated in the Figure 5-2. Benefitting from the nature of
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WBANS [65], the power consumption for the patients’ side has been reduced dra-
matically compared to Bluetooth. The detailed implementation and evaluation of

the WBANS in the proposed system are demonstrated in Sections 4 and 5.

Block Diagram of Transmitter for WBAN
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Demapper Interleaver Decoder

Block Diagram of Receiver for WBAN

Figure 5-2: Block diagram of transceiver for WBANs

5.3.4 Blockchain-based data transmitting and storage in the proposed
eHealthcare system

In a conventional medical system, all the data is stored in a central database.
Based on the roles in the medical system, different users shall have various per-
missions to access different types of data. For instance, medical doctors shall have

access to all the data belonging to their corresponding patients, while an ambulance

116



shall have access to the location and the historical medical record of a patient who
has been assigned to rescue. However, the drawbacks are obvious: once the central
database has been attacked or the data in a central database has tampered, all the
participants of the system will be impacted. In a blockchain-based system, the ledger
is append-only and distributed. There is no single point of failure, and tampering
is not feasible. Altering data requires submitting a correction transaction which is
subject to the nonrepudiation properties of the blockchain, that is, every transaction
is cryptographically signed and secure. Further, the transaction needs to be endorsed
by the relevant parties. The combination of an append-only ledger requiring crypto-
graphically signed transactions achieves powerful, immutable logging and auditing.
The endorsement also ensures the transactions will only be accepted if they meet the
endorsement policies specified in the medical system. Last but not least, the privacy
of data and access to it can be enforced through access control rules.

The blockchain-based data transmitting and storage module is composed of
several sub-modules, each of which has a different function.

Hyperledger Fabric is the core of the blockchain module, it is a Distributed
Ledger Technology (DLT) platform designed for the enterprise. In an enterprise use
case, several things need to be considered. For instance, the participants need to
have identities; the networks need to be permissioned; and the transactions need to
be private and confidential. Hyperledger Fabric was designed with these things in
mind. It is configurable and supports modular consensus protocols, which need not

require a cryptocurrency to incentivize mining or smart contract execution. This
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reduces the risk of attacks and makes the computational power required compared
to that of any other distributed system.

Hyperledger Fabric relies on two components, the transaction log, and the world
state, to make a ledger. Concisely, the world state is the current state of the ledger,
that is, a Key-Value Pair (KVP) database showing the state of the system at any
given moment. The transaction log, on the other hand, also called blockchain, is the
log of all transactions, consisting of all the changes that have been made to the world
state that result in the current state of it. Following the transaction log can recreate
the current world state. A good analogy for the world state and transaction log is
the current balance and history of transactions in a banking account. It is easy to
understand that following the history from the creation of the banking account will
result in the current balance. The ledger is replicated on every peer.

As discussed, Hyperledger Fabric does not feature or incentivize mining. In
fact, it does not use computationally expensive consensus algorithms such as Proof
of Work (PoW) and Proof of Stake (PoS) varieties. Instead, various consensus al-
gorithms, for example, Byzantine or crash fault tolerant, can be implemented. The
method that they achieved consensus is by ensuring the participants are identified
and authenticated to submit transactions. In other words, the network is permis-
sioned and participants trust each other, albeit not to an unconditional extent.

Hyperledger Fabric achieves consensus by ensuring that all transactions taking
place are confirmed to be correct and execute in order. A transaction flow will be
presented here. The transaction will be proposed at first by a peer, and then sent to

endorsing peers as specified by the endorsement policies. The transaction will then be
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simulated by the endorsing peers that will validate and vote for the transaction. The
results are then broadcast to the ordering service, which will order the transactions
into lists of records called blocks, before sending them to the peers, where they are
finalized in each peer’s copy of the distributed ledger.

Blocks, responsible for the naming of the blockchain, are an integral part of any
blockchain platform. In Hyperledger Fabric they are comprised of a header, a data
section that contains one or more ordered transactions, and a trailer that contains
metadata. The blocks are connected using cryptographic methods; more specifically,
a block’s header will contain a hash of the previous block.

Figure 5-3 illustrates a diagram of a block and a transaction respectively, indi-
cating what are the contents of the block, and transaction(s) found within the block,
in more detail to aid with the visualization of the transaction flow and the ordering

of transactions into blocks.

Transaction structure
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Figure 5-3: Block and transaction structures
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Using Hyperledger tools, a business network is deployed on Fabric, which imple-
ments the architecture of the system. The business network contains assets, partici-
pants, and transactions, the combination of which is called the model of the network.
It also contains transaction functions, also called smart contracts, and access control
rules. An example of a network asset is a patient’s medical record. An example of a
network participant is a user of the system, such as a patient. Also, an example of a
network transaction is updating the patient’s medical record using the immutability
property found in blockchains. The participants are essentially images of the users
within the network, and users can be associated with an identity. The identity is
used to connect to the business network and is subject to the specified access con-
trol rules mentioned above. An example of access control would be that a patient
identity may only view information related to itself, whereas a medical center would
have access to all its patients.

Access to the business network needs to be available to the participants and to do
so, the network is exposed as a Representational State Transfer (REST) Application
Program Interface (API), using a REST server. The REST server allows a web
application to interface with the business network and Hyperledger Fabric. The web
application is used by the users to access the blockchain-based data transmitting
and storage system, where they sign in to the business network with their identity,
through the REST server.

5.4 Implementation of the proposed blockchain-based eHealthcare sys-
tem interoperating with WBANs

To evaluate the proposed blockchain-based eHealthcare system, a miniBEE plat-
form which contains a Xilinx Vertex 6 XC6VSX475T FPGA and runs CentOS, one
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smartphone with Android operating system, and two PCs have been utilized to sim-
ulate all the roles in the proposed system. The miniBEE platform is running the
WBANSs transceiver specified by the IEEE 802.15.6 standard to simulate a patient
as the front-end in WBANSs environment, while the blockchain network is deployed
on the Hyperledger Fabric platform.

5.4.1 Implementation of the blockchain in the proposed system

For the blockchain-based data transmitting and storage module evaluation, the
Hyperledger Fabric platform version 1.0 is used. Additionally, the Hyperledger Fabric
Composer framework is used to model and deploy the business network on Fabric,
and Hyperledger Composer REST server is used to expose the business network as
a REST API. For the web application, Node-RED is used.

For the implementation, Fabric is configured as one peer node belonging to one
organization, one Certificate Authority (CA), and one orderer node. The orderer is
running the SOLO ordering service, which is a simple non-production ordering service
consisting of a single process. Consequently, there is no real consensus taking place
as there is a single orderer node, however it is the preferred approach for development
and testing.

All the Fabric processes (peers, certificate authority, and orderer) ran inside
Docker containers. The containers, the Fabric Composer framework, and REST
server all ran in an Ubuntu 16.04 LTS 64-bit virtual machine.

In the model of the business network deployed on Hyperledger Fabric describing
the architecture of the blockchain-based data transmitting and storage system, six

participants, one asset, and four transactions are defined. The transaction functions
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are implemented in javascript, which is also called chain code or smart contracts. Ac-
cess control rules are also specified, allowing or denying access to resources depending

on the identity of the user, which is tied to a specific participant.
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Figure 5-4: UML class diagram showing the business network model
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The participants are doctors, patients, medical centers, hospitals, emergency
services, ambulances, medicament suppliers, pharmacies, and insurance companies.
The asset is the patient health records, which contain information on both the pa-
tients and their doctors. Patients can submit transactions to update health records
with health information. Appropriate doctors can submit transactions to update the
health records with medical instructions, as well as assign and remove an emergency
service participant to a patient. The insurance companies are aware of all medical
instruction submitted. Any payments that may be required are automatically made
when a medical instruction is submitted, as part of the same transaction. Medica-
ments are also supplied if necessary. The insurance companies can automatically
pay when needed, and they also have access to a plethora of information which can
be used to form statistics. Meaningful statistics are extremely powerful for insur-
ance companies, as they can be used to accurately compute risks and premiums by
actuarial principles.

The business network is defined in the Hyperledger Composer Modeling Lan-
guage, which is used to describe the participants, assets, and transactions. A Unified
Modeling Language (UML) class diagram of the business network model was created,
using PlantUML, which is featured in Figure 5-4. In the diagram, the network is
modeled to clearly show participants, assets, and transactions. A participant (such
as a patient) or asset (such as the patient’s health record) that is added to the net-
work will implement an instance of the respective participant or asset (Patient or

PatientHealthRecord) found in the model.

123



Access control rules are used to allow or deny access as needed. For example,
patients may only view their own health record, whereas doctors may only view
their patients’ health records. A medical center may view the health records of all
the patients that use it. The emergency services temporarily gain or lose access to
patient health records, as necessary. Medicament supplies may view health records of
patients that require medicaments, however less personalized information such that
they cannot, for instance, view the name of a patient. Insurance companies may
access all the data of their customers once the patients are having medical services.
The above properties can be found described in the Hyperledger Composer Access
Control Language and control the network by providing declarative access control
over the modeled elements. They can be used to determine which users can read,
create, update, or delete elements in the business network. Participant instances are
associated with identities, which essentially are the users that can perform operations
on the network, and subject to the access control rules.

5.4.2 Implementation of the WBANSs in the proposed system

The WBANS in the proposed system are implemented by the MiniBEE4 SDR
platform for evaluation purposes. The Virtex-6 XC6VSX475T Xilinx FPGA embed-
ded in the MiniBEE 4 platform runs a baseband transmitting module and a receiving
module of WBANSs, two Square-Root Raised Cosine (SRRC) filters, a digital down
converter (DDC), and a low-pass filter. Meanwhile, the FMC111 RF front end is
embedded in the platform, which consists of a Digital Analog Converter (DAC),
an upconverter, an amplifier, a Low Noise Amplifier (LNA), a down converter, a

band-pass filter, and a digital-analog converter, which are used to process the RF
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transmission. Two omnidirectional antennas have been utilized as the transmitting
antenna and receiving antenna. Furthermore, an MCU has been connected to the
FPGA to generate and verify the source data. The architecture of the implementa-

tion of WBANS in the proposed system is demonstrated in Figure 5-5.
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Figure 5-5: Implementation of WBANSs in the proposed system

5.5 Evaluation of the proposed system

The evaluation environment of the proposed blockchain-based eHealthcare sys-
tem interoperating with WBANS is performed as shown in Table 5-1. A web appli-
cation has been provided to every role in the system to have access to the blockchain-
based data transmitting and storage system. Detailed evaluation has been separated
into two parts: the evaluation of the blockchain-based data transmitting and storage
system, and the evaluation of WBANSs.

5.5.1 Blockchain-based data transmitting and storage in the proposed
system

The average latency to process a transaction was measured to be approximately
2350 milliseconds per transaction. This is the latency to submit a transaction, all
the way from aggregating the data in a sensor node hub and sending it through the

REST API to the blockchain back-end, to the proposal, endorsement, and ordering
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Table 5-1: Evaluation environment

Roles Evaluation Environment
Patients and WBANSs BEECube MiniBEE4
Blockchain-based Data Transmitting and Storage Hyperledger Fabric
Doctors pPC
Medical Center(s) PC
Emergency Service pPC

of the transaction into a block. This latency would theoretically allow up to 51
users to submit transactions to the system once every two minutes each, assuming
no transactions ever overlap. This is also only taking into consideration biomedical
data that updates patient health records, other transactions would need to execute
too.

This number is influenced by various parameters such as the number of peers,
the number of machines the peers are running on, as well as the computational power
of the physical, or virtual, machines themselves, or even network latency in the case
of multiple physical machines. The most important parameters, however, are the
ordering service used in Hyperledger Fabric, and its configuration. As discussed
above, the SOLO ordering service is centralized and consists of a single process
running on a single node. As such, there is correspondingly low availability and
scalability, which hinders performance. SOLO is therefore acceptable for testing
purposes, but not for a production environment.

Further, the achieved performance is insufficient to support a realistic situation
of a regular sized medical center. Therefore, optimizations in the blockchain would

be necessary. for instance, tweaking the blockchain ordering service to create blocks
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more frequently could improve performance. Moreover, Hyperledger Fabric employs
MultiVersion Concurrency Control (MVCC) to prevent the double spending problem.
Therefore, overlapping transactions are not executed. Workarounds for this could be
implementing a queue between the users and the blockchain back-end, which ensures
that transactions will execute until they succeed. Another performance gain could
be achieved by performing bulk reads/writes during MVCC validation and commit
[88]. [88] showcases more complete work regarding Hyperledger performance and
optimizations.
5.5.2 WBANS in the proposed system

As mentioned before, the implementation of the WBANSs part of the proposed
system is performed on the BEEcube miniBEE4 platform. The setup of parameters
for the FMC111 RF front end is demonstrated in Table 52, where the 1800 MHz
radio frequency and pi/4-DQPSK modulation are defined in IEEE 802.15.6 standard.
The other parameters are set up according to the practical system requirements. The
detailed evaluation results regarding the utilization of LUTs, registers, memory, and
Digital Signal Processing Units (DSPs) are illustrated in Table 5-3. First, it can be
found that the proposed design utilizes a quite low hardware resource, which means,
on one hand, the SDR platform is quite extensive for further improvement. However,
the proposed design could be implemented with low hardware cost in a future ASIC
chip.

Meanwhile, the symbol rate of the WBANSs implementation achieves 31.25 Msps,
which means the data rate is up to 62.5 Mbps. As the centralized side has been

set up to perform transactions every two minutes. The size of biomedical data in
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Table 5-2: System parameters
SDR Evaluation Platform BEEcube miniBEE4

Radio Frequency 1800MHz
Midle Frequency 30.72MHz
ADC Sample Rate 250Msps
Modulation /4 DQPSK
Baseband Symbol Rate 31.25Msps

Table 5-3: Hardware resource utilization of the baseband test demo module

Hardware Resources™  Specifications  Utilization Ratio

LUTSs 14,805/297,600 4%
Registers 11,707/595,200 1%
Memory 81/1,064 %

DSPs 190/2,016 9%

Clock Frequency 250MHz -

x FPGA platform: Virtex-6 XC6VSX475T Xilinx FPGA.

the eHealthcare system is between 10k bits to 1M bits, the data rate that can be
supported in WBANSs is more than sufficient to interoperate with the blockchain-
based system, and can even be extended in future for larger transactions.

As can be seen from the evaluation results, the WBANs implementation of the
proposed blockchain-based eHealthcare system has relatively low hardware resources
utilization. Meanwhile, the symbol rate and frequency of the WBANs implementa-
tion demonstrates that it could interoperate with the blockchain-based data trans-
mitting and storage system in the proposed system properly since the centralized

side has been set up to perform transactions every two minutes.
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5.6 Summary of the chapter

In this chapter, a blockchain-based eHealthcare system interoperating with WBANs,
which follows the specifications in the IEEE 802.15.6 standard, has been proposed.
The evaluation results demonstrate that the proposed system has the advantages
of low hardware utilization, high-security protection level, and stable performance.
Therefore, the proposed eHealthcare system has great potential to be applied in
modern medical systems.

In future, more research will follow in this project. First, research regarding im-
proving the blockchain network of the system will be undertaken, since the blockchain
network can only support a maximum of 51 users for now, which is not suitable for a
medical center with many patients and doctors. Meanwhile, more practical evalua-
tions in the medical institutions will also be investigated to explore the performance

of the proposed system in practical medical circumstances.
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CHAPTER 6
A Software Defined Radio Evaluation Platform for WBAN Systems

In recent years, the WBANSs concept has attracted significant academic and
industrial attention. WBANS specifies a network dedicated to collecting personal
biomedical data from advanced sensors that are then used for health and lifestyle
purposes. In 2012, the 802.15.6 WBANSs standard was released by the IEEE, which
regulates and specifies the configurations of WBANs. Compared to the prevailing
wireless communication protocols such as Bluetooth and Zigbee, WBANs standard
has the advantages of ultra-low power consumption, high reliability, and high-security
protection while transmitting sensitive personal data. Based on the specifications of
the standard, several implementations have been published. However, in terms of
evaluations, different designs were implemented in proprietary evaluation platforms,
which may lead to unfair comparison. In this chapter, An SDR evaluation platform
for WBAN systems is proposed for evaluating the RF channel specified in the IEEE
802.15.6 standard. An NB communication protocol demonstration with a security
scheme in WBANs has been performed to successfully validate the design in the
proposed evaluation platform.

6.1 Introduction of the chapter

Based on the data provided by CIHI, the average health expenditure for every

individual in Canada is 6,604 Canadian dollars in 2017, which requires 11.5% of the

overall GDP, up from only 7% of the GDP in 1975. In other words, Canadians spent
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4.5% more of their wealth for healthcare over the past 43 years [17]. Meanwhile,
according to the report provided by Bacchus Barua from the Fraser Institute [10],
the average waiting time for consulting medical professionals was 21.2 weeks in 2017
in Canada due to the shortage of medical professionals, even though they have spent
a huge amount of their income on healthcare. Therefore, there is a strong demand for
economical and efficient healthcare solution, which is also capable of addressing the
shortage of medical professionals. One such solution can be a secured eHealthcare
system which can not only monitor the physical conditions of the patients remotely
but also analyze the potential physical issues the patients are facing, and provide
feedback to them, as demonstrated in Figure 1-1.

By benefiting from the rapid development of modern technology, increasing types
of biomedical data can be collected from patients and transmitted to the cloud for
further data processing and storage. This is especially true with the rapid growth
in advanced biomedical sensors, such as EEG and ECG sensors [84] and blood pres-
sure sensors [112], as well as wireless networking, such as 5G and BLE. However,
there are two potential issues that still restrict the development of eHealthcare sys-
tems [65], [60]. First, the sensors on humans are extremely power-sensitive, espe-
cially the implanted sensors with limited power supply and inconvenience of battery
change. The most commonly utilized wireless communication technologies in the
proposed sensors are Bluetooth and Zigbee, which are not dedicated and optimized
for biomedical data transmission. Second, the data collected from patients is private

and critical, which could cause serious problems if the information tampering. Hence,
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Table 6-1: Power comparison among different wireless communication technologies
[65]

Wireless Communication Technologies Power (mW) Battery life
Bluetooth 5 to 100 1 day to 4 weeks
Zigbee 5 to 60 3 days to 5 weeks
WBANSs 0.1tob 6 weeks to 12 months

an efficient and unique security scheme is also necessary for wireless communication
in the eHealthcare system.

WBANS, illustrated in Figure 1-2, have attracted huge academic and industrial
attention in recent years, because they define the shared communication infrastruc-
ture for wireless data transmission among sensors and other devices. In 2012, IEEE
released the 802.15.6 WBANSs standard, which specifies and regulates the detailed
configurations of WBANSs. Based on the specifications of the IEEE 802.15.6 WBANSs
standard, multiple hardware-based and software-based implementations of WBANSs
have been proposed [101], [102], [23]. The evaluation results of the implementations
illustrate that WBANs have advantages in power consumption, privacy protection,
and efficient communication for biomedical data. For instance, the power consump-
tion of WBAN systems is between 0.1mW to 5mW approximately when the trans-
mitting data rate is 1 Mbps, while for the same transmitting data rate, Bluetooth
consumes between 5 mW to 100 mW approximately. In this case, the battery can
last approximately 1 year in WBAN systems, while it can only last less than a month
in Bluetooth systems [65] as illustrated in Table 6-1.

However, since the IEEE 802.15.6 standard supports three types of communi-

cation (NB, UWB, and HBC), and each communication is corresponding to various
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transmission specifications such as encoding methods, modulations, and transmis-
sion frequencies, the designs were implemented in different platforms for evaluation
purposes. However, evaluating different implementations of WBANSs in various plat-
forms could cause certain issues. On the one hand, the evaluation results are affected
by different configurations of the platforms, such as the performance of the FPGA,
Random-access memory (RAM), and Read-only memory (ROM), which leads to un-
fair comparisons among different designs. On the other hand, establishing evaluation
platforms for every individual implementation of WBANS is not only time consuming
for the researchers and engineers, but also increases the complexity of the design.
Since each RF front end, design and fabrication will take many months, a platform
is needed that can drastically speed up the evaluations.

The motivation of this research is to provide a rapidly configurable SDR evalu-
ation platform for WBAN systems, which not only can provide test cases that can
help evaluate different modules in different circumstances (e.g., the BER for differ-
ent distances), but also be reproducible in multiple implementation platforms. To
provide a wider benefit to the research community, all the source code for this SDR
platform is posted to a publicly accessible GitHub repository. The SDR evaluation
platform may be used to evaluate and prototype different applications, including but
not limited to healthcare networks and vehicular networks [100], which were found
to be good candidates for WBANs implementations.

Further, to ensure that the proposed SDR evaluation platform can be supported

on various FPGA platforms (other than the MiniBEE), the verification has been
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performed in Xilinx Kintex-7 FPGA KC705 Evaluation Kit, and Altera Arria 10
SoC Development Kit.

Our contributions are as follows. First, the procedure of designing and validating
the WBAN systems is dramatically shortened by utilizing the proposed evaluation
platform, since there is no need to build circuits for each specific WBAN system,
especially when the transceivers take an exorbitantly long time to be developed in
ASICs.

Second, it is more feasible for researchers to evaluate the real performance of
a certain optimized module in the WBANs by simply replacing the module in the
evaluation platform and comparing the performance. By selecting the appropriate
hardware on which the evaluation platform can be implemented, which would be
dependent on the application, and evaluating two different modules on it, module
optimization can be carried out to a certain extent. At the same time, the evaluation
platform can be implemented in different hardware, should a different application
require that. Third, it provides a fair comparison platform to evaluate different
designs for WBAN systems in RTL level, which eliminates the effects for different
circuit synthesis technologies.

The rest of this chapter is organized as follows. Section 2 provides the back-
ground and previous work focusing on the IEEE 802.15.6 standard and the general
specifications of the SDR testbed. Functionality, structure, and hardware compo-
nents of the proposed evaluation platform for WBAN systems are detailed in Section

3. The implementation of the proposed testbed for WBANSs and a demo performance
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of a baseband processing module with a WBANS security scheme is shown in Section
4. Section 5 concludes the chapter and provides a future work guide.
6.2 Background and related work

The IEEE 802.15.6 standard specifies three types of communication: NB, UWB,
and HBC. Each communication type defines various configurations for the network.
However, the processing flow is similar for different communication in WBANSs.
As specified in the IEEE 802.15.6 WBANSs standard [42], the transmission flow of
WBANSs is mainly separated into four parts, which are MAC layer, security scheme,
PHY, and RF front end as shown in Figure 2-2. Initially, the MAC layer specifies
the MAC frame format and the communication modes in the network [89], which
requires an MCU to process. Afterwards, the security scheme needs to determine
whether the link needs to be authenticated and encrypted, based on the security level
of communication. The PHY involves the baseband processing module, where it pro-
cesses the original binary data from the security scheme into a format that is suitable
for processing in the RF front end, where it is physically transmitted. Precisely, the
responsibility of the baseband processing module is the activation and deactivation
of the radio transceiver, clear communication assessment, and data reception and
transmission [89]. Last but not least, the RF front end converts the digital data into
an analog signal modulated at the right frequency, passes the modulated signal to

an amplifier, and transmits it by the antenna (vice versa for the receiver).
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6.2.1 Specifications of IEEE 802.15.6

MAC layer of WBANSs

Sitting above the PHY, the MAC layer of IEEE 802.15.6 is designed to control
communication access. To do this, the MAC layer divides the entire communication
into a chain of superframes through the hub (coordinator). At the boundary of
these superframes, the hub chooses beacon periods of equal length to bound each
superframe. If needed, one could shift the offset of the beacon period through the
hub. The superframes will be normally sent in each beacon period [65], unless there
is a restriction by regulations in the MICS band or the superframes are inactive.
Figure 2-3 provides an overview of the structure of superframes in the standard.
The superframe can be divided into three different components, the MAC header,
the MAC Frame Body, and the FCS. With a length of 7 Bytes, the MAC header can
be further divided into Recipient ID, Sender ID, WBANs ID, and Frame Control,
which contains information such as protocol version, ack policy and so on. The MAC
Frame Body has a variable length; it contains Low-Order Security Sequence Number,
Frame Payload with selected types, and MIC. The last 2 bytes of a MAC frame is
the FCS to detect possible errors in transmission. The standard specifies the CRC-
16-CCITT sequence to be used in error detection. The CRC polynomial is shown in
Equation 6.1, where a5 is the LSB of the field, ag is the MSB, and aq5,a14,...,a9 are
the binary coefficients.

Gx)=2"+2” +2°+1 (6.1)
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Security scheme of WBANSs

The IEEE 802.15.6 standard specifies three security levels for all communication
in WBANSs, Level 0, Level 1, and Level 2 respectively. Level 0 is unsecured communi-
cation, where neither authentication nor encryption is required. Public information,
such as time stamps, which is neither critical nor private, could be transmitted at this
security level. Meanwhile, the communication of security Level 1 contains private,
but not critical data, such as names, ages, and locations. This data is not significant
for the physical conditions of the patients; however, users would still not want to
release it to the public. In these cases, authentication is required while encryption
is not involved. In the cases of the most critical data, such as blood pressure, heart
rate, and parameters for a pacemaker, it is a requirement for them to be transmitted
at security Level 2. Both authentication and encryption are mandatory for Level 2
communication.

In terms of the methods implementing authentication and encryption, the stan-
dard specifies the certificate validation as the authentication method and ECC as
the encryption method. Based on the specifications, multiple security schemes have
been proposed to achieve the functionality of security protection of WBAN systems.
Precisely, lightweight data authentication schemes have been proposed in [27] and
[80], which achieved much lower power consumption than conventional WBANS secu-
rity schemes. Moreover, [116] and [72] proposed data authentication and encryption
methods by utilizing the data collected from the sensors to generate dynamic keys,
which simplifies the system complexity of the security scheme while increasing the

security level. Furthermore, an ASIC implementation of the security scheme for
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WBANSs has been proposed [102]. In this design, besides validating the certificate,
there is a second phase for the authentication procedure called challenge-response
phase to increase the security protection of the communication in WBANS.

PHY of WBANSs

As mentioned before, in the specifications of the IEEE 802.15.6 WBANSs stan-
dard, there are three types of communication that could be utilized in the communi-
cation of WBANs: NB, UWB, and HBC, respectively. As a typical case, the physical
layer processing of NB communication is analyzed as follows.

The standard PPDU for NB is illustrated in Figure 3-1. Every PPDU contains
three main components: the PLCP preamble, the PLCP header, and the PSDU.

e PLCP Preamble

As seen in Figure 3—1, the 90-bit PLCP preamble is the initial data package
that needs to be sent for every PPDU to assist the receiver in data packet detection,
timing synchronization, and carrier recovery. The data packet detection, timing
synchronization, and carrier recovery are presented next.

e PLCP Header

Following the PLCP preamble, a 31-bit PLCP header that contains a 15-bit
PHY header, a 4-bit HCS, and 12-bit BCH parity bits, can be found. The BCH
code with 19 information bits and 12 parity check bits (31,19,2) is a shorter version
of standard BCH code (63,51,2), which provides up to t=2 error bit correction ca-
pability. The purpose of the PLCP header is to provide the system configuration

parameters related to the receiver.
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The PHY header is constructed by a 3-bit RATE, 8-bit LENGTH, 1-bit BURST
MODE, and 1-bit SCRAMBLER SEED, while two bits are reserved. The detailed
encoding methods and the corresponding meaning of them are specified in the IEEE
802.15.6 standard.

e PSDU

The PSDU is the component that contains the data from the MAC layer. More
precisely, it consists of a 7-byte MAC header at the beginning of the sequence, a
2-byte FCS at the end of the sequence, and a 0-255 byte MAC frame body in the
middle containing the data. In this work, the MAC frame body length is fixed to
255 bytes to simplify the control logic of the transmitter.

The block diagram of the baseband transmitter is illustrated in Figure 6-1.
According to the IEEE 802.15.6 standard, the modulation for the preamble, PLCP
header, and PSDU is 5-DBPSK, 7-DBPSK and 7-DQPSK, respectively.

139



I9))TWISTRI} pUuR|aseq oY} Jo wreliderp Yoo[q 9], :T-9 oINS

(T715°¢9)
Hod

ERTREN |
1dS

surpddepy (T61°1E) 1915150y
uoneNpoTN HOg 7 uoneINSIJu0))
——s31a. 06— y
! Jopesy o Surpddeyy . JOARD[INU] T
<« orquieaig 1d Nasd onEpoy I[qUILIS | . le— Toprordg |e—|
A 119 T i W ssT—
Surpddeyy Od1d
UOTIRTNPOTN a[quealg

ereq
uoTjeIIojuY

140



6.2.2 Radio frequency characteristic of WBANSs

The IEEE 802.15.6 standard covers a series of operating frequency bands: 402
MHz to 405 MHz, 420 MHz to 450 MHz, 863 MHz to 870 MHz, 902 MHz to 928
MHz, 950 MHz to 958 MHz, 2360 MHz to 2400 MHz, and 2400 MHz to 2483.5 MHz.
Each frequency band includes several sub-channels which are shown in Table 2-2,
where g;(n.) and g2(n.) are mapping functions used in the 420 MHz to 450 MHz and

863 MHz to 870 MHz frequency bands, respectively.

(

Ne, 0<n.<T;

n.+ 6.875, 2<n.<1;

ne+ 13.40, n.=>5;

gi(ne) = (6.2)
n.+ 35.025, 6 <n.<7T,;

ne +40.925, 8 < n, <9;

ne +47.250, 10 < n. < 11;

)
N, 0<n. <7

ne+ 0.9, n.=3§;
92(ne) = (6.3)
n.+1, 9<n.<12;

ne+ 1.9, n.=13;
(
Based on the different bandwidth on these frequency bands and using the cor-

responding baseband parameter configuration, the data transmission rate is shown

in Table 6-2.
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Table 6-2: Data rate supported on each frequency band

863 to 870 MHz 2360 to 2400 MHz
402 to 405 MHz 420 to 450 MHz 902 to 928 MHz
050 to 958 Mhy 2400 to 2483.5 MHz

Data rate (kbps)

75.9 75.9 101.2 121.4
151.8 151.8 202.4 2429
303.6 187.5 404.8 485.7
455.4 607.1 971.4

6.2.3 SDR testbed

The traditional industrial process of developing a digital communication system
is to use an ASIC to perform the RF test. However, despite having the advantages
of great performance, low power, and reduced footprint, using an ASIC, on the other
hand, raises a high non-recurring cost and dramatically increases the development
time. Unlike the ASIC implementation, SDR testbeds provide users with great flex-
ibility to evaluate the RF performance of a certain design. For a common SDR
system, the data processing task is performed by a digital signal processor (DSP) or
by an FPGA. Due to the programmable nature of the DSP and FPGA, users working
with SDR platforms have the ability to change the parameters of the system based
on their requirements [74].In industry, SDR testbeds have been widely adopted as
verification tools in wireless communication by the researchers working with other
technologies such as Long Term Evolution (LTE) [78], WLAN [5], Bluetooth [76],
and 5G technologies [108]. For instance, in the article [57], the authors proposed a

new design architecture to provide effective spectrum management for 5G wireless

142



networks by applying it on an SDR platform. On the contrary, there is still no ex-
isting SDR evaluation platform for the latest IEEE 802.15.6 standard. Meanwhile,
the IEEE 802.15.6 standard defined a wide range of frequency channels and multiple
modulation methods for applications under different circumstances [89]. This highly
adaptive nature raises the need for an equally flexible evaluation platform. Due to
the configurable nature of the SDR platform, switching among different frequency
channels and modulation methods can be achieved easily, which was earlier impos-

sible without manufacturing multiple ICs that implement different configurations.

6.3 Proposed SDR evaluation platform for WBAN systems
6.3.1 Functionality description

As mentioned in Section 2, WBANs supports three types of communication,
namely NB, UWB, and HBC channel. Various methods of encoding, operation fre-
quency, modulation, and other communication parameters shall be utilized in dif-
ferent communication in WBAN systems. Further, the security scheme could also
vary based on the security level of the communication. Therefore, for the evaluation
purpose of WBAN systems, all supported configurations including methods of encod-
ing and decoding, operation frequency, methods of modulation, and specific security
scheme, need to be implemented in the evaluation platform. In this section, an SDR
evaluation platform for WBAN systems is proposed that supports all the communi-
cation specified in the IEEE 802.15.6 standard utilizing RF as a carrier. In addition,

since HBC does not utilize RF as the communication carrier, it is not supported in
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Figure 6-2: Architecture overview of the proposed SDR platform

the proposed evaluation platform. The detailed architecture and specifications are
given in the subsections to follow.
6.3.2 Hardware architecture

In the proposed SDR evaluation platform, the information source generated from
the user interface can be transmitted through three different hardware components
in a designated sequence. As illustrated in Figure 6-2, after the information is
sent from the user interface, it will be first transmitted into the protocol stack for
frame formation implemented in the MCU. Then, these frames will be authenticated
and encoded following the given security scheme of the IEEE 802.15.6 standard on
an FPGA. Once the encoding process is done, the encrypted data goes into the
baseband processing step implemented in an FPGA. Here, the encrypted message
will be modulated and filtered through an SRRC filter under the specified settings.

After that, this signal will be passed into an FMC 111 RF board. In this RF module,
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the digital signal will first be converted into an analog signal and will then be stepped
up to the radio frequency for transmission through the antenna. On the receiver side,
once the antenna receives the transmitted signal, it will downconvert the RF signal
to a medium frequency (MF) of 30.72 Mhz to meet the relatively low sampling rate
of the analog to digital converter (ADC). After getting the digital signal, the signal
will be passed into the DDC to shift the MF down to the baseband. Once the
baseband signal is obtained, it is passed through a low-pass filter to filter out the
harmonic frequencies. The remaining processes are just the inversion of the previous
processes. Once the signal is passed through the SRRC filter, which is compatible
with the sending end SRRC, it is demodulated in the baseband receiver module.
Then, the security scheme applied to FPGA decodes the data and sends it to the
protocol stack for de-framing. Finally, the extracted data is sent back to the user
interface.

The detailed configurations of the proposed evaluation platform are demon-
strated in Figure 6-3. As can be seen from the figure, every individual block is
reconfigurable as needed. Once the configuration of a certain block is determined,
the corresponding modules will be activated, while other modules which are not

utilized will be disabled to reduce the hardware cost of the platform.
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For example, assume that the security level of a certain communication has
been determined to be Level 1, which requires authentication but not encryption. In
this case, the authentication module of the security scheme in the evaluation plat-
form is activated, while the encryption module is disabled. Based on the types of
communication, the different operating frequency is distributed. For NB commu-
nication, the proposed evaluation platform supports 7 RF bands from 400 MHz to
2.4 GHz, while it also supports 11 RF bands from 3494.4 MHz to 9984.0 MHz for
the UWB communication. Meanwhile, even though both NB and UWB utilize BCH
as the coding method for communication, there are still various configurations for
them. The proposed platform supports all the configurations for BCH encoding and
decoding required by the standard as demonstrated in the figure. Moreover, there
are 8 methods of modulation that can be configured in the platform; 7-DBPSK,
5-DBPSK, 7-DQPSK, and GMSK for NB communication and On-off signaling, CP-
BFSK, Wideband FM, and DPSK for UWB communication. The proposed evalu-
ation platform is sharing the blocks for spreading factor, bit interleaver, scrambler
seed, SRRC filter, low pass filter, and DDC for both NB and UWB communication,
since they have identical configurations.

6.4 Implementation and demonstration

6.4.1 Implementation architecture of proposed evaluation platform for
WBAN systems

The proposed SDR evaluation platform is implemented on a MiniBEE4 platform
provided by Canadian Microelectronics Cooperation (CMC). The MiniBEE4 con-
tains a Xilinx Virtex-6-XC6VSX475T FPGA connected with a configurable FMC111/110

RF front end, and a personal computer with CentOS running in it. In addition, two
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Figure 6-4: Demonstration of the proposed SDR evaluation platform for WBAN
systems

isotropic antennas are attached to the RF front end. At the same time, an Agilent
Infiniium DSA80000B spectrum analyzer is utilized to determine the frequency char-

acteristics and verify the performance of the RF front end, as shown in Figure 6-4.

The User Interface (UI), connected with the MiniBEE4 SDR Platform, identifies
the information source and received data, while the stack (MAC layer) is running in
the CPU of the PC. The security scheme that contains an authentication module and
encryption module is implemented in the FPGA, while the reconfigurable baseband
processing module of the PHY (PHY) is also performed in the integrated Xilinx
Virtex-6-XC6VSX475T FPGA.

In terms of the configurations of the RF front end found in the physical layer, a

typical configuration of the RF channel is defined as shown in Table 6-3. Since the
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Table 6-3: RF front end configuration
FMC111/110 Value

Radio Frequency 1800MHz
Midle Frequency 30.72MHz
ADC Sample Rate 250Msps
Baseband Symbol Rate 31.25Msps

MiniBEE4 platform integrates a reconfigurable FMC111/110 RF front end, all the
required operation frequencies specified in the IEEE 802.15.6 standard are supported
and can be reconfigured through the RF setup.

6.4.2 Demonstration of evaluating a baseband processing module with a
security scheme for WBANs performed in the proposed design

To further evaluate and verify the functionality of the proposed SDR evalua-
tion platform for WBAN systems, a baseband processing module [101] with a secu-
rity scheme [102] designed for WBANSs has been implemented and evaluated in the
proposed evaluation platform. Validating the RF channel functionality in various
scenarios was the primary interest.

In terms of the demonstration, to assess the modulation scheme, Figure 6-5
demonstrates the constellation map for four cases. To be more precise, initially,
there is a short distance between the two antennas (1 meter), and the constellation
map from the receiver is shown as Figure 6-5 (a). It can be observed that the
transmission quality could be guaranteed at 1-meter distance. Afterwards, a longer
distance between two antennas (2 meters) is applied, and Figure 6-5 (b) illustrates
the constellation map for that scenario. In this case, even though the transmission

quality seems not as good as that in Figure 6-5 (a), the bit error rate can be further
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improved by the BCH decoding methods. Moreover, in the circumstance of Figure 6
5 (c), a practical transmission link, where the maximum frequency offset between
the transmitter and the receiver is specified in the standard (20 ppm), is considered.
Last but not least, after the frequency offset correction, the constellation map is
demonstrated in Figure 6-5 (d) which shows satisfying transmission performance.
The overall transmission performance is expressed by the BER vs SNR for different
modulation methods, as shown in the left side of Figure 6-6. The pink line, which
is mostly overlapped with the blue line, is the performance result running in the
proposed evaluation platform, which matches the simulation results.

To improve the performance of the communication in WBAN systems, mul-
tiple BCH decoding methods are applied to replace the original hard-decision de-
coder specified in the IEEE 802.15.6 standard. Therefore, hard-decision decoding,
soft-decision decoding, and maximum-likelihood decoding methods for BCH (63,51)
configurations have been simulated as demonstrated on the right side of Figure 6-6.
The blue line is the performance results, BLER vs Ej, /Ny, running in the proposed
evaluation platform for the soft-decoding method, which meets the simulation results.

Furthermore, Table 6—4 demonstrates the hardware cost of implementing the
baseband processing module in the proposed evaluation platform for WBAN systems.
Moreover, the security scheme proposed in [102] has been utilized and implemented
in the evaluation platform as the authentication and encryption module for the demo
communication. The communication level is set to Level 2, which requires both au-
thentication and encryption. Hardware utilization of the security scheme performing

in the proposed evaluation platform is shown in Table 6-5. It could be found that
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Figure 6-6: Communication performance executing in the proposed SDR evaluation
platform for WBAN systems

Table 6-4: Hardware utilization of the baseband processing module performed in the
proposed evaluation platform for WBAN systems

Hardware Resources Resources Utilized Utilization Ratio

LUTs 14,805 /297,600 4%
Registers 11,707/595,200 1%
Memory 81/1,064 %

the FPGA platform hardware resource utilization is quite low, which means that the
SDR platform is able to support more complicated functional tests and validations
at the same time.
6.4.3 Discussion

For NB communication, the proposed evaluation platform supports 7 RF bands
from 400 MHz to 2.4 GHz. However, for the UWB communication, 11 RF bands
from 3494.4 MHz to 9984.0 MHz with 499.2 MHz bandwidth, as shown in Table
6-6, cannot be covered by the FMC111 RF module. Meanwhile, both NB and
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Table 6-5: Hardware utilization of the security scheme performed in the proposed
evaluation platform for WBAN systems

Hardware Resources Resources Utilized Utilization Ratio

LUTs 13,186,/297,600 4%
Registers 113,94/595,200 1%
Memory 121/1,064 11%

DSPs 190/2,016 9%

UWB utilize BCH as the coding method for communication. The proposed plat-
form supports all the configurations for BCH encoding and decoding required by the
standard. Moreover, there are 8 methods of modulation that can be configured in
the platform; 7-DBPSK, 7-DBPSK, 7-DQPSK, and GMSK for NB communication
and On-off signaling, CP-BFSK, Wideband FM, and DPSK for UWB communica-
tion. The proposed evaluation platform is sharing the blocks for spreading factor,
bit interleaver, scrambler seed, SRRC filter, low pass filter, and DDC for both NB

and UWB channels, since they have identical configurations.

153



reuonidQ G 66V 07866 0T
rewonidQ G 66V 878V6 6
reuondQ ¢ 667 9°G868 8
[euonidQ G'66V 7' O878 L
ue(q a1
L107epUely G 66¥ G L86L 9 P
reuonidQ G 66V 0"88¥.L g
reuonidQ G 66V 8'8869 4
reuondQ ¢ 667 9°6879 €
reuondQ ¢ 667 Sdiiay ¢
L107epUely G 66¥ 9°€66¢ I pueq Mo
reuonidQ G 66¥ v'veve 0
onquiyye pPuuey) (zHN) qIpmwpueg (ZHN) Aouenbey [erjue)) Iequnu [ouuey)) dnoir) pueqg

spueq Adouonbory Surperodo gAr :9-9 ORT,

154



6.5 Summary of the chapter

With the development of modern technology, it becomes possible to establish
an eHealthcare system that increases the efficiency of conventional medical systems.
As the most fundamental element in the eHealthcare system, WBANs provides an
ultra-low power, reliable, and efficient wireless communication channel for the data
exchanging between the sensors and a hub. At the same time, WBANSs implementa-
tions can be found in other areas as well, such as that of vehicular networks [100].

However, the lack of an evaluation platform for WBAN systems increases the
complexity of designing novel systems for WBANSs. Furthermore, evaluating WBAN
designs on various platforms could cause unfair performance comparison among dif-
ferent designs intended for the same application. In this work, an SDR evaluation
platform implemented in MiniBEE4 is proposed that supports all the communica-
tion configurations specified in the IEEE 802.15.6 standard. Up to the best of our
knowledge, this is the first such reported case of all functioning IEEE 802.15.6 RF
channels. Moreover, a demonstration of NB baseband processing module with the
security scheme is set up to verify the performed evaluation platform. The demon-
stration results proved that the proposed SDR evaluation platform is functional, re-
liable, and provides the capability to build larger WBANSs configurations with more
complexity.

In future, more research attention will be invested in a few additional topics.
First, more RF channel cases, such as UWB communication channel evaluation will
be performed exhaustively in the proposed evaluation platform for WBAN systems.

Moreover, a more rigorous verification procedure to evaluate WBAN systems in
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the proposed evaluation platform will be investigated, so that different designs for
the same functionality in WBANSs, such as conventional BCH decoder and high-

performance BCH decoder, could have fair comparisons.
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CHAPTER 7
Conclusions and Future Work

7.1 Conclusions

With the rapid growth of the aging population in the world, the inefficient con-
ventional medical system is no longer sufficient for strong demands for having regular
medical services. The concept of the eHealthcare system provides a feasible solution
to address the huge medical demands. Compared to the traditional medical sys-
tem, the eHealthcare system can support all stages of care for the patients including
prevention, diagnosis, treatment, and follow up remotely all day long. However, es-
tablishing of the completed and mature eHealthcare system requires the research and
investigation in the wireless communication protocols for medical data transmitting
between the centralized devices and the sensors.

As the most fundamental element of an eHealthcare system, WBAN is dedicated
to the wireless communication for biomedical data exchanging in short distance. It
allows not only the patients but also the medical doctors to be aware of the physical
status of the patients remotely all day long. Furthermore, based on the requirements
and characteristics of the circumstances, IEEE 802.15.6 was released to regulate the
communication in WBANSs.

However, even though many advanced sensors have been proposed which can
collect the biomedical data relatively accurate according to the standard, few at-

tentions have been given to the topics of security, baseband processing schemes for
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WBANs. In this dissertation, low power security techniques and baseband pro-
cessing techniques for WBANs and corresponding ASIC implementations have been
discussed. Meanwhile, a blockchain-based eHealthcare system interoperating with
WBAN systems has been proposed to provide a higher-level data transmitting and
storage system which could cooperate with WBANs. Compared to a traditional
medical data system, it has the trusted data exchange and storage environment ben-
efiting from the advantages of distributed storage and mechanism of achieving the
consensus of the blockchain. Finally, to evaluate different WBAN systems in an
identical testing environment, a unified SDR based evaluation platform for WBAN
systems has been proposed.

In conclusion, the dissertation achieved the objectives laid out in Chapter 1. The
performed work made a further step for the wider acceptance of WBANs. Concretely,
the dissertation proposed and implemented a low power baseband processing ASIC
for the PHY of WBANSs. Also, a stochastic computing based BCH decoder has been
proposed for optimizing baseband processing procedure. Afterwards, a hardware-
efficient security scheme for WBANS, which is proved to against common attacks,
has been proposed and implemented as ASIC to address the security concerns over
highly private data that WBANs transfer. In addition, the dissertation proposed a
dynamic encryption method by using the body channel characteristic values, which
fits nicely within WBANSs normal use cases and has extra safeguards. Moreover, the
blockchain-based eHealthcare system interoperating with WBAN systems provides a
potential solution for the issues of interoperability and automation of WBAN systems

and existing medical services such as the medical professionals, pharmacies, insurance
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companies, and emergency services. Finally, to provide a unified testing environment
for various designs in WBANSs, an evaluation platform for WBAN systems has been
proposed in the dissertation.

7.2 Future work

Even though different parts and techniques in the WBANSs have been discussed
and proposed in the dissertation and the future work of each individual chapter has
also been discussed, there are still few general missions as listed below could be
accomplished in future for achieving the better performance of the communication
protocol in WBANS.

The first is that the performance analysis for the ASICs of the security scheme
and baseband processing needs to be investigated after the final fabrication. Since
the fabrication process is usually a long-term procedure, which could take for more
than 6 months, the proposed ASIC designs are still undergoing. Even though all
the proposed design has been verified in the FPGA platform and synthesized in the
fabrication CMOS technology, there still could be a potential minor performance
difference between the synthesized results and the practical results.

Meanwhile, still caused by the fabrication issue, the analysis of side channel
attacks shall be done in the future to verify the security performance of the security
scheme for WBANs. Even though the side channel attack analysis has been accom-
plished in the FPGA platform which illustrates sufficient performance as expected,
while it is still necessary to have the practical test.

Third, the potential issues caused by the cooperation among different modules in

the WBANSs transmission flow shall be investigated, such as the cooperation between
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the MAC layer and security scheme, and the cooperation between the security scheme
and PHY in WBANS.

Finally, this dissertation proposed a blockchain-based eHealthcare system inter-
operating with WBAN systems, which provides a more efficient and reliable eHealth-
care system compared to conventional healthcare systems. However, even though it
illustrates a lot of advantages, moving to this blockchain-based eHealthcare system
could be challenging from the conventional healthcare systems. Therefore, more
research shall be given to the simple transfer or compile from the traditional health-
care system to the blockchain-based eHealthcare system interoperating with WBAN

systems.
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