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o o " Robot tasks have come to demand ﬂexuble sensory-based 3mtelligent' behaviour

B As a result. ane must confront a growmg number of prbcessmg elements for control and
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sensing. It has recently become préc*tlcal to link these elements with a Iocalaarea netwo;k
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" . Iv, The Computer V|S|on and Robotrcs Laboratory of '‘McGill Umversuty is a dis-

~

‘ trlbuted computmg envrronment based on an Ethernet locaL area network of host com-
PN e a ¥ ' (

- puters operatmg under .the UNlX 4.2BSD operating system, and encompassing multrple
, robots vrsron systems., and other sensmg and positioning perrpherals ’ Programmmg in

L ] such a drstnbuted system requrres that user processes be provaded with 2 reliable and

» e o e effrcrent means of mterprocess commUmcatron‘that would also be easy to uge
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“ [ . ! . it «l,

s compatTnllty so that programs wntten by dllferent users can be mtegratgd

"” 5 m “work- cell applrcatlans .The secondary commumcatnon érchrtecture called the Network
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g élements et les rprotocoles 'de commumcatron LRt S

v sirs, eﬂ‘rcaceset d’ utrlrsatron commode A _'::r P
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f'~ T Les applrcauons robothues avancees exrgent de Ia part des robots'un comporte—

rﬁen‘t dit <<mtell|gent> basé sur I utilisation de capteufs En consequence Iés concepteurs

R
«

de tels systemes dowent farre face a &es systemes comportant un nombre croissant de pra—
cesseurs pOur a comn'{ande desr robots et le trartement des donnees Il est mamtenant

/;commode d ut|lrser des réseai.fx iocaux pour standardlser T mtierconnectlon physrque de ces
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Le laboratonre de. Vrsromque ef de Robotrque (Computer Vlswn and Robotrcs
Laboratory) au Departement de Gemé Electnque de McGlll Unrversrty possede yun systeme
mformatrque dlstﬂbUé base Sur un reseau Iocal Ethernet rehanf des ordmateurs operant

sOus la“systeme d explontauon UNIX 4QBSD c0mporftant plusreurs robpts. des systernes

de vrsromque et autres capteurs sensonels La programmatron d un systeme dlstnbue tél ™,
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que celur decrrt requiert que fes’ processus arent ac‘ces a des rnoyens de commqmcatron
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des perfbrmances d’un envrronnement de p’rogrammatoon drstrlbuee pouvant servir de base
3 Iai,mls\eiep ceuvre d’ appfrcat)ons robothues dlstnbuees parml plusreurs processeurs et.”.
incluant piusreurs robots et captem*s Lenvrronnement offre deuxrméthodes de commu-
nication qui drﬂ'erent en complexlté et en perform&nce mals qur presente uhe mterface
au ’reseau uniforme. La méthode de communrcatlon prrmarre. <<Sessron Layer» (Couche
de Sessmn) est basee sur Ie <<Open System Interconnect Basrc Reference Model» de
I’ Organisation lnternatronale de NormahZatron Cette couche présente un format standard
pour intégrer les prlmltwes de commumcatlon entre taches d uh programmé d’ apphcatlon,
complexe:; ceci permet ausSn d355uret la compatrbrhté entre programmes écrits . par dlf—
ferérents usagers pour qu ris pulgSent etre intégrés dans une apphcatlon de cellule de travail
robotisée. L’ archltecture de commumpatron Secondaire oﬂ‘re une rnterface mdépendente

.u('

. d’un niveau lnféneur mais trés effrcace pour la commumcation entre tﬁches

“'\11 Cette thése décnt ‘a concept!on (archrtecture., la mise en;, oeuvre et Iana!yse~ '
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M!iler 83} This prowded a convemgnt means
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.
N

robot work-cell

. .
LR

1

- pe N
N Iy

Y

S
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.

and lntncate tasks lntelﬁgent*computet based

s

-}

1.
S

s

wed stages and end eWector toolsare frequent!

V\;ere prograr'nn‘;able devicés{f controlled by limit s(mtches and cams, and capablé’of per-.
l formlng s~1mplen pick-and-place” and pamung tasks
emp!oymg Servo, systems for general path control was led by Unimation Incorporated dur- .
mg the 1960 s Commercual robot controllers based on digital computers were realized in

the early 1970's. with the mtrodsuctnon of T3 by anmnatn Milicron Corporatnon [Ayres and .

baséd eqmpment to the controller, allowmg more complex tasks to be performed wnthln the -

Duriﬁg“ the 1980'sl work—cells"nave evolved to include enormously varied and -
' compléx conﬂguratlons The smgle robot has been followed by multiple robots. cooperab

ing m three dnmensnonal dynamlc environments which allow them to accomplesh complex '

«mg employed for. mspectuon of objects and robot supervision through motcon coordination.

AR

wfhe

2

: Commercial robots were first introduced by Plannet Corporation in 1959. They -

\

i

“The development of robotic units' -

-

of mtegratmg external digital and analoguq

\
v

v

" ’

¢

penpherals such as vns1on systems are be-

a

Sophlstli:ated sensnng devices such as Iasers and acoustic. ultrasonic. strain and pressure

bemg mcorp&rated for proxu’mty detgrmmatuon Controllers for lnghtmg motor-

y components of state of the art work cells

P
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“lntroduction and Motivation

—
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‘ [Goldwasser 84] Motion plannmg and adaptwe control are essential to these complex con-

~

frguratrons custom expert systems have béen employed to coordlnate the various elements

- v

{Gonzalez and Safabakhsh 82) L PR o

PN
-
: 3

! o Because of t\he complex nature of the tast(s perfor%med.ucéntraliged\control is o
longer practical. "The role of the robot controller as 'the nucleus of the work-cell has.been
superseded, with control now drstnbuted amongst many elements. The robot contfoller has

+ become simply another peripheral device : Work- cells have become centres of drstnbuted
computmg networks of many devices This 1s exemplified by IBM's modular 7575 Man-
ufacturmg System whrch is composed of a-robot: manlpulator a controi computer, and a

servo power module . The control computer can be linked through a network to any number ’

~

of other host systems.

\
- * s
i . - ’ .
N

Inherent wrth the'increased complexrty of the robotlc work-cell-are the problems

assocrated wrth any drstrrbuted computmg system The need for an easy to use mterprocess

N J

\ communication (IPC) envrronment whrch lntegrates rndlvrdual elements both within and
. ' ‘between work-cells is immediate .This structure must afford “efficiency in its applrcatron

‘ while facilitating user acoess to any given element. In addition. device dependent features

-

consistent interface.

- - .
e -t
I N .- 7 7 B 3 ¥ ” ’ T
' ’ '

In general industry has been slow in proposmg and rmplementrng robotic work-

oot *
\

This mrght be attnbuted to the complex nature of thé

.1 ' =

cell commumcatron standards

¢

/ subject~and its wrde range of applrcatlons There are as many standards as there are

robot manu?acturers Communrcatron remarns Iargely vendor dependent. both hardware

and software mterfaces are frequently umque for each rndr\rldual element Tbrs uniqueness

rncurs’ high costs, to the end user when mterfacmg e|ements lncompatrblllty and installation

y '—"—pwbtemmn sometrmes be c:rcumvented by purchassng all equrpment from a single vendor

1

Frequently though each system must reflect a partrcular set of device requlrements whrch

are not met by a: smgle manufacturer In addrtron companies tend to avord smg1e sourcmg

and purchase work-ceT'_Iements from: drfferent vendors Even if @ manufacturer were to '
p . - . BE
2,

- should be made transbarent to the user, encapsulated in suchl a yvay as to conform to a -

!




- ,
\ - . v P ‘ ¢

" meet all the rdevrce’requi‘rfem’er‘fts. thém products may not B'e;'the mpsét cost eﬂectrve : v

b
Y - ¥

» ‘

Thrs srtuation 1S gradually changing with the’ adoptlon of the so called open

systems. mterconrfect phrlosophy put forth by the Internatronal Standard«'s Ofgan,rzatron

(1ISO). An dpen system |s one lor whrch standards have: been publrshed allowing system .

components from dlfferent vendors to be rntegrated fThe ISO has propred a herrarq:hrca]
communications framework called the Open System Interconnect Basrc Relerence Mndel
(OSI). which partrtrons the tasks rnvolved in communication over a COmputer network |rim

seven logical layers.’ Protocols descrrbung the function of each laygr have also been specrhed

The result of this development is a strong desire to standardizé
expanding. Standardization makes communicatio

hardware and software model’ - - ~ . , ..

' One example of a robot lcommunrcatron standard based on the ISO s Open com-

munication reference model is the Manufacturmg Automatmn Protocol (MAP) ]MAP 85]

proposed by General Motors The MAP spe,trfrcatrons represent the frrst attempt at a

1 ’ !

+ concerted effort en an. mtematronal basis by major industries actrng n con;unctrorr wrth

13

- professional socretres to establrsh protocol profrles for automated manufacturmg}retworks

and to test and evaluate ‘them in practrcal applrcatrons The proposal appears ‘10 -haye

\ YA

gained considerable momentum although its adbfition as a robotrc commumcatrons stana

dard is not expected in the near future Although recently avarlable commercial systems

v r

suppor‘tmg the MAP specifications are well suited to large mdustnal applrcatrons such as
«{factory floor communications, they may not be attracgwe for full rmplementatron n certam

", research oriented envrronments However. srnce the. specifications are well desrgned it is
advantageous to consrder adopting any applrcable features into a_robot commumcatrons

[N v 4 - -

envrronment. < e

12 ScopeandGoals * " - . 7 7 . o1 T
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This thesrs describes the development of a communication programmrng envi-

- ronment for the Comptrtgr Vrsron and Robotics Laboratory (QVaRL)bf McGlll Unrversrty
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. : l~ ‘ e S : - S -12 Scope and Goals
. e . I The CVaRL communlcatrons envrronment is a hlerarchrcal structure whickr can
ki ( S _w be descrrbed with the OSI Reference Model. The OSl Reference Model dwrdes the tasks -

" involved in the communication” between two systems into a leyered hierarchical structure

wooL
~

corhposed of the Physical. Data Link. Network, Transport. Sessnoh. Presentation, @nd

‘ N © Apphcation Layers This model will be discussed in greater detail in Chapter 2.
N The environment. was expanded to inclide two useful communication architec-

S " tures which vary in complexrt?y and perlormance and olfer'a consistent user interface to the -
- . ; networkt The prrmary focus of this presentatlon ls to describe the desngn phrlosophy archl-

£
-~

E * tecture and lmplementatlon of a Seséron Layer whrch provrdes a standardrzed and strarght

[

Al N "
W : > forward means: of efl'ectrng interprocess commUmcatron The secondary communlc’atron .

\ T

‘“ ; rchrtecture whrch 15 prOV‘IdEd by a software package called the Network Interface lerary

%

| T .

. ol'lers a flexrble and very efhcuent but nonstandardlzed means of achlevmg enrl to~end pro-
‘t‘"

) »
5 - - }
~ < 1 . - T N .

- cess commumcatron . _ R

~ N4 IS .
v ? - - ~ - e .
‘4 ‘ - =t o 3 ¢ R e . R [ 4,"~ [ R
- - L 1 “ -3 % R PR . *:‘ A
- Al A N ~ R

c PR - The Sessrqn Layer provudes the user with a easy to use programmlng |r‘rter

v ' - face that facrlrtates access to the mterprocess message passmg servrces supported by the Iy
E i »
“ ;. Transport Layer The Sessnon Layer” appears to the user as a black box’ whleh lrnks com- g

.
.

Ve

R municating processes and acts as an mterrnedrary in passing messages -between them as

k]

oo shoWn in Figure 1.1. Communication.services are presented to the user in terms of Ioglcal

e ~ K taps on the network called endpoints and logical channels between 'endpoints called hi nks
4 - N N .
- Network communrcatlon is a complex issue, and to achieve it in an efhcuent way often -

" « 7 requires anin- depth knowledge. on the part of the user, of the low level aspects of networlr AN

L e COmmunucatron The Sessron Layer allevrates this through a:set, of high IEVel communica-

~ ’

3

- ‘ { tron primitives which allow the establlshment management and termlnatlon of endpomts .

EH \ A _ . .

rz

L.
s, and links. . ‘ > R
v , . . X ; .

+ v - ;5 ~ .
1 / ¢ - P . 3
N . ‘ Process A ) _E Session N Process B )
o .o i X{on any host) [* Layer ‘ " fon any hosb} o

e
i L LN -t

o

T -

» . - . o = .,‘ “ v, A 5 N - oS
< - v - ¥ = . . “

o < N
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@ N - ! Figure 11 lnterprocess communrcatron medlated by the Sessron Layeu* SN
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IR < 12 Scope and Goalsf
i 3 v, 5 ‘. 27 N ‘ :a .
el The Sessron Layer s standardrzed format alds rrr mtggratmg mterprocess com- “
o - ",_ , mumcatron pnmrtwes into sophlstrcated apphcatron programs It ensures compatrbrirty so 1
o ' that programs‘ that were developed rndependentiy cah be shared amongst users and easrly
.o, rntegrated mto~ thew’ wqu-cell applrcatlons Standardlzatron is a most desrrable feature tc
oo N - 5 R N -
~ havein a research envrronment as |t promotes productrvrty Users do not have to ma’mtam
4 RN L, T . “ 3
— . tﬁerr own set of communJcatron routrnes and new: users can benefit from an exrstmg llbr‘ary
: * * ,." [ - e - - -
- _—of -work- cell utllrtres R AT IR ,
\";:“t;"'~ Lo e e - IR S
S ;} T ' Implementatron df the Sessmn Layer reqmred the development of*a set of net-’ .
RN ¢ - [N - - " -
- A “ work pnmmves to. commumcate wrth the transmrssmn control’protocol faerhtles in the
. oo, ) Ce
J o i‘_: Transport Layer These prrmrtrves are avarlable to the user in the form of an*mterproeess‘
el Ly ) xbmmunrcatron lrbrary called the Network Interface Lrbrary (NIL) NIL supports drrec:t \lser-
- .. T g ; protess to user process commumcatron that is. mterprocess communrcatron that rs not -
- T medrated by an mtermedrary such as the Sessron Layer . e e " T
I A R oo L L N S
= ARTINL N ~ el —r‘ [N oo N ST o ~—
. X4 ;""' ' , :_: < - g ,:' ’—,h “ 3 “‘r L : :'. [t ’- ~—
-+ " - R AN
0‘; ‘3‘ S - NIL su‘nphfles the rmplerﬁentatgon'of mterpr’ocess r.ommumcatron appllcataons‘ S
— ORI ’” b rovrdm an 1nterface to the s stem network whrch is easrer to use than that provrded
YR byp g
SATRFCSS by the Transport Layer as we" as by furmshmg the burldmg blocks necessary to rmplement -
5?\:;:"‘1} R "13_ '; z,? —e I N L ’ ’: .
N L LN Msome of the most commonly u5ed commumcatron archltectures NIL promdes a lower level il
. e .j,j network lnter!ate than the, Sessron Layer» itis not as powerfuI and’ |s somewhat moreJ
t & oo N
N RS drffrcult rto use h,On the other thand. "the prrmary advantage of the lrbrary over the Sessron St
i e, e P = S
. “ 7S y B —— .
; o i Layer is rts méreased*speed Fhis package may be used rndependent of oL rntohmnctron. ‘
. i, .‘,rfv 3 r,»y R ..
L wrth tbe facrlrties yovrded by the Session Layer accordrng to the usgr’s: dernands Ve
v = Ly "“»“:«' TR AT e = I - ,: i h=
! I PRI IR R SIS E T T
. . wrr 3 , -4{ \ tpen "A’ - X3 " oo - +
, '..}', o 3 The goais of this presentatron are to survey methods of mterprocess commu—
:“,, IR EIN *’mcat%on wrth an emphasrs on those common in both general computrng and drstnbuted
I\ IR ,;’: N fw.. q;
" e robotrc agphcatrons to discuss CVa RL’s commumcatron envrronment to descrrbe the de- .
1 * i < ""\ k4 < ¢
ks ctl T : sign and rmplementatlon of a Session Layer and a Network Interface Lrbrary surted to our
- " . - . 5 - ;
T "env)rorfmem to present 'an evaluation these of mplementatrons. and to make suggestrons e
o ) for future research .- : :, ‘, : SR o
) . ST T e 2 ) oL Fa
- - v ; - v“ "\ :‘" . . . ® S S
. - - 5 ' ' e ¢
1 N P . "r ™M o ) 7 ’ ' . '
- ! /AN ! ’ N N ' - : t * ‘1 N
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S S s ff BEEERE e o 1'3 .Outline of the Presentation
e W 1.3 Outline of the N " .
e Lo, : A Erl s o ) Y . a . /.:” - \ DR ,' T L Ce
y . .
S e o ’ ‘f, o The remalnd’er‘ol thrs chapter is devoted to a drscussron of the research goalsof . .
P N the robotrcs laboratbry 2 descnptron of the lmplementatlon envrronment and Justsfrcatron S
oo e for vihy it should be changed N R o - ;
L T A PP I A : , I PR .. y .
b ’ , ! ’tL v vet? ’ ’ 3
o e e Lt Chapter 2 drscusses of mterproceSs communrcatron m the context of drstrrbuted
: oL computrng Chapter’ 3 presents F survey of rnterprocess commumcatron rri the- context of o
RS e C« - drstﬂbuted robptrcs,n Chapter 4 rdentrf les the rnterprocess communrcatron servrces most

IR ) f‘— e uselul t.o our research commumty and th%n descnbes the design phrlosophres and architec-'~ 7, -

S ot ¢ ~ v e 1
SR N, : tures of our Sessrpn Layer and, Network Interface Library. In Cllapter 5 we ase qualitative - -

i‘ ‘ N :f‘;’“ : r andquantrtatrve crrtena to‘evaluate the cornnrunrcatron servrces Chapter 6 summarlzes

. _,lr g“ :1 A - the'presentatron“arnd makesl suggestrons for future research | . o ’ .
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- o7 Vv RN At\the present trme the. prrnclpal ferS of the robotm grgup -at_ CVaRL is the~ SR

J s »;‘ A ‘rnspectron and reparr of hybnd 1ntegrated crrcurts The rntent is to ;nvestrgate the hardWare | ‘
ra . I ,\"‘“ : and software requrrements of 2 robotrcs work‘ cell whose purpdSe is to vrsually mspect a

J S = target dre "and reparr certarn krnds of hybrld crrcurt delects Related workws armed at

// A , - . the rnsﬁectron and reparr ofaprmted crrcurt boards frncludrng theqnsertron and. removal of v
T ’ ' con\ponents and the’mspectron,of solder jOlﬂtStl__"'” Lo L s
) : . ’ x . To this end we are explormg certam aspects of drstrrbuted computrng especrally

, A h‘ N how networkrng a set of work-cell elements can rnﬂuence real- trrhe perfbrmance and how g
I to desrgn algortthms and data structures ﬁ)r a drstrrbuted envrronment . . -
© .00 1.5 Implementation En\“rironn'rent*--:,ﬁ RS DR
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iy - T 2 I order to evaluate pe‘rformance results and: nlace them in their proper coriter;t _' .

0 T \1: © - itis necessary to become atquarnted wrth the rmplementat|onfenwronmerit We can- char-~ o
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. acterrze the computer network as ini and micro _computer based running a concurrent

operatmg system with. modest mput and out\put requrrements The prrmary reason for the
dlstrrbuted envrronment is to enhance performance thr /ough parallel processing. The Iabo-
‘ ratory currently has twelve computers Irnked by a 10MHz Ethernet local area network The
network conﬁguratron is compdsed of a VAX 11-5180 three’ VAX 11-750's, two mrcroVAX

5
Tl

.

Il S, and six Sun System If's. All systems operate under the Umversrty of Berkeley at: San
Drego s UNIX versron 4.2 dperatrng system (UNIX 4 ZBSD) except for (the VAX 780 which
. concurrently runs VMS 3.7 and EUNICE 31, a‘UNIX emulator ,

) 1t %
4 s v N - 1\, A 2

3

- . A typical- ‘work-cell conﬁgmatron of computer robot, and vnslon and other sens-

S,

rng systems is shown rnwF‘gure 1.2~ One VAX 750 is dedrcated to robot control applrcatrons

whlle the other systems are drrected towards vision and the c0ntrol of perrpheral “devrces

. !
f '

L

3

“ ) KR . .
. s ) kR /"‘ 1 B* N <
- i ¢ e ; o,

- ’ Three robots:are currently avallable in the laboratory a Unlmatlon PUMA 260

a Microbo ECUREUIL, and an IBM 7565 Manufacturmg System Th,e lBM system |ncorpp-,
rates a gantry type robot for Irght assembly- and is programmed m lts natrve Ianguage AML
The PUMA and ECUREUIL robots are both have six degrees of fréedom. the canl‘lgur:mon
of the PUMA is anthropomorphrc whereas the ECUREUIL is cylindrical. Both the PUMA
» and the ECUREUIL share the same programming envrronment RCCL. which- replaces their
‘respective native robot programmmg languages VAL and IRL.-RCCL, a library of rbbot

. control pnmrtlves wiitten rn C was orrglnally developed at’ Purdue University [Hayward

A

and Paul 83] and has since been enhanced and adapted for qur research envr‘ronment by
Cloyd [leyd 85). , v , c " . M v

1 L 4

.
SN da, .. .

: 1.5.1 'uNIX 4.2BSD'Interp’l‘/6cess Communication Facilitiei& * s

.
» " 1y
\, .- . T N N

N : \ v , : "
,,l 5.11° .Socket Commumcatron b 0 P Nt
o~ - . . . . )
.‘ - The standard UNIX 4.285D: dismbutron includes a. Transport Layer protocol

Ealled Transrﬂrssron Control Pfotocol/lnternet Protocol (TCP[lP) ‘which provides a low
level networl_t IPC interface [UCB 83|. [SRI 82]. [Tuthlll 85]. All computers oh the CVaRL

.
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. !:Etherngf"si:pbért the TCP Transport Layer pliotocoI:’_ In this section. we will —prfovide’wé\
y review of some of the more important T CP facilities and demonstrate that although v

mplete, they do not support interpyocess‘ .communication at a sufficiently high
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- — o

- UNIX 4.2BSD supports several’ commumcatron domains whlch represent dif-
ferent IPC environments. Wrthm each domam commumcat;on Imks may be estabhshed
between endpomts known as sockets Sockets are classrfled accordlng to therr abstractron

v

type. which specifies the semantics of communication. In most applrcatrons there are two’

Quseful types of sokket services offered wrthln the mternet domain, datagram and stream "

¢ 8

'+, Datagram_ services are connectlonless the message delwery is hot guaranteed to bé se-

+ quenced in the correct order, relrable or unduplicated. Stream sockets provide rehable -

flow-controlled. full duplex data transmlssion over vrrfual circuits, A vnrtual clrcunt refers to
!t a communication Imk that may or may not be a physrcal channel between two processes,
Drstnbuted robotics demands rellab|e message transfer 5o we will henceforth restrict. oun

consrderatlons to stream type sockets. o \ — ] R T
-3 r‘)/’ /\ - - b 4 '
- ' Ay N,

. Sockets are classrfred aselther actlve or passive. and may “he either connected

v .,lw>

~n o or drsconnected All Sdckets are created actlve and unconnected, by the UNIX functron

* socket. A socket is made pass;ve by bmdmg it to 2 port rdedtlfrér through the functlon

“blnd A pair of unconnected active: and passrve sockets may be connected establrshlng

el Vi ‘3'

a rellable flow-controlled full duplex commumcatron link referred to’ as a ,\nrtua! curcurt
T } Te

Connectrons are mrtlated from actrve to, passwe sockets by the function connect Passnre

sockets listen for and accept connectlon requests from active sockets, Data transmrssnon

A
‘.',,

;between pairs of connected sockets is conducted by re_ad. write. recv and send. - .-

«
V¥ Mo t " - . ;
’ <y
: [ N -
“ 3

r|<'

A socket\ apbears as a ﬁle to the operatmg system. When a Spcket is created

a socket descnptor whlch is simifar to a file descnptor is returned In estabhshmg acon- .
r}ectron from an:active to a passrve socket, the active socket is referenced by thls descrrptor '

'whlle the passive st:rcket is reférenced by its port |dentrfrer ThlS |rhphes that the process

requestmg the connectlon must k ow the full port, {dentrﬁer that is, "the concatenatmn o

of the= hoSt |dent|f|er w:th the T P port; which has been assigned to the passrve socket

When a passive socket accepts a connectlon it actually creates and accepts the connection

at a duplrcate socket: a descnptor o‘f this duplrcate is retumed The orrgmal passuve socket

.. remains open and may ‘fisten for and accept addmonal connectron requests from other ac~ -

e » > . X

s s ‘ 4
~ - - . s
§ 3 . ‘
: ‘ . 9
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‘ " ! f

. ‘ R tive endpoints. Thus. more than one apparent connection may be.established"to 3 socket‘. L

‘7”\' . . Lo “\ w . '-\ :‘k " . ) » *’J ’
, e . ! Data js transmitted or received: at a«/connected socket by referencing its socket descriptor. -
oo o : “ { K S ey
- -, Sr \\ h ! L . L . -

L . 1.5: 1 2 Pseudo Termlnal Commumcatlon , e

P < in addition to the socket orrented approach to mterprocess communlcattoh
; UNIX a. ZBSD provides support for a devrce-parr termed 2 pseddo termmal A pseudo\
. - termmal is- a‘ master/slave pair of character devrces The operatmg system views the slave .

: - devrce as it would any -other terminal: all systeanottware fdr controllmgctermmal device

N - : 1” Y "rr

v - drivers’ can also be apphed to the slave devrce Data sent frdm a slave device serves’ as

" W N <
x \ ’.. -

input for the master d_ech and vice versa. U T . ' L
~ . B v - - - o “ “ ~

- . ) P v < LY . - » ) 3 Tl » .

- or I“/ L =, N E) ~ . -~ o o Lo, f , .

o s e Pseudo termrhals afe mtended for: conVersatronaI computmg between programs s

o 1 v P
N N "

" Lo \»that ~requure termrnals for standard mput and output. Processes commumcate between e

pseudo termmals over the network through sockets Pseudo termmals are norma{ly used‘,,

P . for Apphcation Layer programs 5uch as remote logins (rlogm) . fﬂe transfers fftp).:and -

5 . - . S ‘
c R user-to-user phone facrlmes (talk).. . oy PR “{‘t ~
., " "' . v “‘:: ” DT, &, Al f“»} "\e ‘:.an . i " T , \‘” .
I -y S, =i * toae N ' . L M
RANE 1 5 1.3 Justlf catlon for a H |gher Level Network lnterface ES A ‘ R
;::(: ) ‘;' N: ~f‘_ \e‘ ‘e ) . ’ " - I::: N . - , 3 s:' “:
"’*::-}; o K o * -3 . ) . . >, 4 ‘ ¢ " . (l‘ . f" P 1‘ : f
ARG e , llj T s appareﬁt that the UNIX:4.2BSD IPC facrlutres provide an adequate;means )
-y L of achlevmg ,mterprocess’ network commumcatror“: However attamlngz efhcrent network
. " ‘.‘ . ‘: :.1( ,“ ,U .o t\
BT A communlcatron m a dlstrlbuted pro;essmg enwronment is -not a tnvnal task with these
S I g functuons alone Many programmers ﬁnd the TCP lPC pnmrtwes drfﬁcult to understand, .
e a '\;,:‘ and tb work wnth Programs usmg the TCP network prrmltrvescan somet;mes be long: It is
57 \.;‘ - . RS ) , ey \ : " i 4-
D s not uncommon for a program whrch implements the. communlcatrorr archltecture of a srngle .
\ - . . \\' L ( | ‘n, |
work-cell appheatron, rncorporatmg two robots a visioh system and posrtibnmg stages to _°
o T “requrre over one: -thousand hnes of p(ogram COde -'"Fdr‘thermore some apphcatlons demand
. I L S e W
T ..*+ . a knowledge of system level programmmg ‘to be eff clently lmpiemented\(, R ‘
! \ \_q‘ 'i.. 5 ,I\'&;‘ , g"\: wiy A 1'; - A ; X i v —. 3 . IR (
! S O ‘_,‘;‘., VoL ”These problems are compounded by\. the complex nature of ‘the‘ IPC commu-
: o S msatlon structbres that are often assocrated with sophnstrcated robot WOrk-cells.ﬁ Coupie T
| ol W Rl .
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_ this wnth the problems mherent wuth\.debuggmg extenswe coﬂe that spans more than one L
- r‘ “e 'fo e\l

L . 3

‘ - maehme bolmdarx and one h“as to questlon the adequagy of the native ~commnmcatnon

- »r‘:w"}'" N progran;r\hrlbgaen\momﬁeﬁt. ,‘:'”\“ , RPN - T -
v v s . L L oo e Ve < s ,
‘e o Tfhe SesSnon Layér‘ and Nll. promote eﬁl nent network commumcatlonty pro-

g " N i44 the use{ wuth a set of hugher iével netwwk functtonﬂ thus aVOndmg the Iow level .
. " ' system pmmttwes based on sockets Users do not havé to cmeentraie thewefforts on the LT
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. _."_ s Chapter 2 Interprocess. Communication and Drstrrbuted Computmg o

:—‘—" 1 . . ‘ ~ - '17 j
; R . o 7 ) ' N ‘ v ’ ‘,:'.— - ‘o(‘
oo Y S - ) ’ \ \/L\ 4 \ < / " N o ) ~
i ~ o - . ¢ RN \ )
? Ve v hS . b ,’ ! ' : ‘ ) ’ ‘
? ) s - v “ % ! !
~ t \“\r s L *) e - o
5::5: ! iR - . - - < :.
" L . S LN \A ~ 1‘ S
Aot o Co~ s K
» M e S .3
SR | K] * ' . CSE sy
. o 2 1 lntroductron - L R,
* ‘_’:' 'l:,‘ ,/ .. A - \.\‘ \’ . " . . . “‘ 'r . ;‘ ' B . . “‘ . N
. :.\ (r\ - i N . X b . . . RN ;3» Y4 .‘:‘_ ,: \‘" “hy re t ¢ b2
. - s e . . LS N . ] , :-. - P ,
SRR P , in thrs chapter we review some of the approaches to rnterprocess communrca-
. " Y N . e - ™ v ‘_ v
et e tron from the general perspective of distributed computing envrronments We describe the zoe
S

comp[ex nature ‘of distributed systems and how communicatjon is’ achreved; Two general )
. - -2 o

soas \
AT categbnes of communlcatron mechanisms, synchronous and asynchronous are revrewed

el T s -

SR TR e and examples of each mechanism are presented Layered communrcatron structures and

;7‘\ PN ’ 2 :\l( “ .‘_,t" '
sob e T T e the ISO’ s Open System Interconnect Basic Refence Model an emergrng standard for hrer— “
A R , : . -
Ll 0.7 - archical archrtectures. are also discussed.’ - ya
I - v - L
p 3 - . . Lo . . N - R T
;;—= R ,‘\S'/lr - "~ {, e R . ,
et Lo 2 2 Drstrrbuted Systems
. ‘Z _\ ) : N , ‘ A 4\ ‘\_ o N\ -'_‘ . S
: s . . ’ :
3 A R ? !
e D -(,‘ o T A drstnbuted computer system is'a collectron of processing elements which are
", 3 o . . e .
AU physrcally rnterconnected controlled by sgstem-wrde resource managers and capable of
A ‘ SO T e executmg appzhcatlon protes;es in a coordinated manner. Coordrnatlon is accomplrshed
‘:‘; [ . . ‘ -
o P through communrcatron and :?nchronrzatron the .processes associated with each pro-
S cen i - -
* PR ceﬁsrng dement Factors which - have rnﬂuenced the developr‘hent of drstr;buted systems

. R v w ey

mclude performarfce processrng throughput. ﬂexrbrlrty relrabrhty resourrce sharrng. decen-

e XU
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‘
g
wZ
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~

-* @ ” trahzatron. and growth potentral [Joseph 74] v , !
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) U T N ‘ Cov 22 Drstnbuted Systems
S o Interprocess communtcatron rs a COmptex rssue which -is cdmpounded by the
£, N N )
BN . s fact that there IS NO unique approach to communrcatron or Synchronrzatnon This problem
) L - 1s 3 result of the wide varrety of hardware and software confrguratrorgs whrch are possrble
.;f' i ’ The type of commumcatron rmp]emented is usuav!ly dependent oh the amount
. of cOupIrng present that is. the degree to which the system s processbrs share resources.
EECTE The two extremes of processor coutﬂtng are tight and fogse. | ' oo
T r.:‘:" -- : “ ‘l“k ‘”’ H : , < : , kS
T S e A trghtly coupled distributed computer system is characterrzed by its.reliance on
e o ) shared memory as an intermediary, with no facrltty for drrectamessagetransfer between pro-
iy » -cesses, a srngle common operatrng system which coordrnates and synchromzfes rnteractrons
‘ ) .. R 3 . ~ [
LRI between processors some degree of resource sharmg* anjd processmg porlver ‘divided equally
ey T o ) .
Mool T amongst the systems autonomous processors [Fath\ et“ al. 83] Such systems have been -
y e burlt around concurrent programmrng1anguages such as Concurrent. Pascal {Brinch- Hansén,,
- 75).and Modula [Wtrth 77]. whickr assurhe that pfograms execute ‘on-a srngle processor and
Y.L o S - S 3 N . :
o LT communrcate through shared’ \rarrables. Cl P g SOy e >
T N 1 \ \ _\1‘[ o 'rﬂ'(“‘,'\“ A )
‘ - N ; . e
T :'_ K R This'is in contrast to )oosely coupled rsystems whose processors t:ommunr- R
“ Ut cate wrthout the benefit’ of shared memory 1ltoossely“cohpled systems are composed of

. - autonomous‘ computers whrch emp]oy message based mechamsms whrch are effected in

SRS Coe '?ccordance wrth network commumcatron protocois,\artd must therefore contend with such
R - rssues as -network access comn’rumcatron pr‘otocols and remoté procedures. These systems .
. . are often t:ontrolted by’ dr‘strlbuted operatmg emvrrorrrnents whrch rncorporate communrca-
S t}ron mterfaces stich as that provrdetf by BSD4 2 UNIX [Tuthrll 85] The early context of this,
P -
oo b "rwork was. data transfer ‘over. long-haul netwotks. It" has srnce evolved towards drstrtbuted )
“ ) E ‘», ot -
I sxstems and Iocal area, ﬁetworks }LAN s) Both concurrent and drstrtbuted ehvironments
é.nff', PR . seek to hrde cOmmt“mrcatron detarls from the user \makrng remote opetattons resemble local ‘
Wt :5 L . : . PR ST <
S0 ST sones t E e A TVEE N _
DA R T et R Cel B
3 - , C -, Yo Y vt ! T' 4 N . o <
. S : &
TE evn . The requtrements ot a, robotrc WOrk-»cell can be viewed ftpm the perspectrves
ey I . N . N I ERN L
o o,i; G of concurrent and dretﬂbuted software as Well as trghtly and lqosely eoupled hardware. A
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N &
3

‘ - . loosely cqupied system bffers Breates ﬂe:ubrlrty However some e!urrents in the work cell

‘ : “ . _f ,; .must work together an a tlghtiy coupTed way parhaps redumng specrflc kmds of mterpro— 2
i a ‘ ':: ‘ ' -cess commumcatroﬁ m order to meet spec:al rconstramts oni speed and rehabrlrty Smce

C ' ) - n is desirable to presentr a srmple and umform programmmg mterface whlch waufd hrde

“ 0 theun derlymg aspects. ofrcommumcatron selectmg the apprﬁprlate IPC apprdach l$ oﬁen :

N . .~ y - - LA h ..‘; 4 ‘
Sl difficu , S o S LAY
- * o~ . Ly il g el
¢ ‘ ifficult. - L) . N . o - & ap ., .- ool
- > - - [ - - -
.y ” . ' B t
¢ 3 . : L - Wy .
~ ~ r M ")' -~
8 - . L ;. ¢ - 1
/ * - - P - - - « . »
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2 3 ‘Synchronous and Asynchronoyus Communication -~ . ',‘5'; | >
A . v Lt h . r‘ : s W . o b " . Y - - A . s

- . . . B . « -

Interprocess commumcatlon ean be cIassrfled as elther sym:hronous er asyn-

« - -

chronous A synchrohous protocoi is one whose commumcatron pumatlves employ, block‘mg

\ © techniques to regulate the flow-of traﬂ‘lc A pnmatwe is sald to be biockmg if once, a message

T has been transmltted the soUrce process is suspended- until an. acknowledgemeht has been

7w

\ R received fiom the destmatron This is analogous to the functlon Call mnplemented in most -

programmmg Ianguages B]ockmg techmques are most often used for' eommand/ reSpense

or query/status signalling {Sllverman 84] L o R .‘ *,‘:' L oo

/ * . ‘.
N v . - ~t,,
-~ ' Al ‘ﬂ'— ’

o Blockmg protocols have’ thelr ad\/antages as weli as t,helr drsa,dvantages Srnce L

only one message can be in trar&sit a_t 2 grven trme |rr 2 synchronous system e)rte’nsrve

ol wl ‘message queumg at both the seurcebr destmahon lsnot ne;:essary aﬂordmgsrmphcrtym rts : t

,.,.’ . -,
i
V.L

|mplementatron However. Bloekmg protocols can be meﬂ‘rcuent in that they vestnr,t paralie1

\

caL T, ; processlng When a process sends a message ri must walt untrl the 'entlré message has ~ -
L EE been transmrtted and xthe remote prdcess has aeknowjedged |t.s rece)pt Smce drstrlbuted 4
e componer;ts are not alwaysf 1] close proxmmy the ume 1o transfer the message could be' y

o N v . "s,‘\\,

N srgdnfncant Tlmeout features must be mcluded -ui rhe séﬁd aud recewe pnmgtwes to, prevem Vo

s - [ - LI

p .’ PR '-" mdefmrte hlockmg should therdestmatloﬂ program be dnable ’»to re,sp‘ond;\ 'Programmmg 1
S '»\""’ T ‘:
BT langUages such’ as ADA ﬁalrer et al 35] and CP lMao ahd Knshnaimsrtr A801 sﬁpport a. :*,‘; ;.
T v . dnscbnnect mechamsm that allows the programmer to control the aqknowledgement delay “:.'j'
; :;'c o0 <. J‘( 'P. "“'»,‘m\- "(. ,', ‘. [ - "‘: \ ""_ .‘,- ,‘ ‘.; . ," ”” !\’1 P .o ,, a' - Vs . . . r",”::‘
e Ty T B o [ Jooe ! (-;l"""
A 'I\notherfmodel pi syncﬁronous ’méssage‘passmg is’ the R,emote Procedure Caﬂ i
0 (RPC) [Brrrell and Nelson 831 H-lolmgrén 85] The- RPC model allow‘s user prOgréms w o
L r"v'rv ‘\)’ L _,4 : - }’(
] ‘ ,‘_::,-: ') ; tr r“ - ., '1 \ _" 'r': "L 4 N
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‘ £ rnvoke remote procedures ma manner whlch is similar to that for local procedure ‘call

-~ £
.,.)' & . s A
o e e .modéls.” When rnvokmg the*local procedure call, the caller places arguments in a procedure

. 7

o

[ s oo - -
s s

& ; A ca‘ll buﬂ'er.,control 1S passed to the procedure and then eventually returned to the Callrng
j"“ ‘ ; - procedtfre “At that pownt, return parameters are extracted from the prOCedure cal] bufl'er
5 : ’ ) ~, o :" . Wltlr the remote model/ RPC services manage message passing to and lrom user processesL -
. . -ﬂ\ ,LV by rncorporatrng dedlcated ‘slave’ servers ‘that perform specialized lPC servrces for ‘master’ ' l
l

AR g < - user ‘program‘s_._' The user therefore avoids direct use of the Iow level system. primitives .

f 1

o for communication An RPC >rs like most system functron calls, rnvocatnon blocks the

[AZAN
. f,/, /

Lol power of. the computlng envrronment somewhat by removrng the possibility of concyrrent

B S sender/recerver actnntres Desprte this, shortcommg RPC alloWs ‘the user to approach

kS - - -
7. ’ ' 3 i

e . ﬂser program untrl the procedure returns. as shown in_ Ergure 2 1 Thrs decreases the
|

aL - T dlstnbuted programmrng rn a very simple way L - . ~

"3 B ’ B ! e L -
N [ - - 4 2 o - -
. . g . \ - [
ot ‘ ‘ AL s o
Y . L R R

R L Y As drscussed in [Andrews and Schnerder 83] one can also provrde a communica-

» : -

L i 4 trons facr]ity by embeddrng specrallPC pri’mrtrves iia programmmg language. A numberrol

“t

ﬁ St g - attempts»have been made to to desrgn general purpose drstrrbuted programming Ianguages

AT ,1 wrth IPC pnmrtwes that use the Remote Procedure Call model Three examples ADA

N

- PUTS! and csp are compared in [Shatz 84, o A
I »:) T e o ) . < ' :“ :‘."/‘ , { ) , J : «f‘ " -
L . . f'_»r ) L ‘Synchronous proiocols are suitable for. trghtly coupled drstrrbuted programmrng .
| .~ . 1 ") enwonments But are ,ofteh excessrvely restrrctrve n loosely COUpled concurrent environ- |
l;' J ,. E r, \ - mems.hAddrhonal flembllrty can be provrded by asynchronous or message passing protocols(
o | 1‘ 1Stankevrc 82], »Under asynchronous protocols. the sendrng process does riot have to w~ ’
hi"‘_, ;“4",;1‘ - for the recelwng process to, acknowledge the message. suspensron of programs pendrng,

{ + ”\ N4 A
K ce e acknowledgement ‘of. transmrtted messages is therefore not requrred However. thrs might

o ff‘ necessrtate the queurng of message transmissions. The extra c0mplexrty can be buried

R v . deep wrthm the opera‘trngr system ot hidden' from the user through the use of dedrcated
{xell",‘ . ‘/ T, :;‘ ') N .

Soet
AR A servers Nonetheless. asynchronous IPC tends to demand a hrgher level of programming ..
. PO P S £ , -
& L

Ll L T T SOphrstrcatron frorn the user than synchronous IPC For example. the: user must antrcrpate

.e: .ot P sy ¢ I,
Lt o Wz "‘d - ) :

B 0 e T the possible blockrng of transmrssrons at the source or destrnatron, P -7

:" R Tl e ] J . , d,: . SO . ’ ) L.
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N A The snmplest model of qsynchronous user/ server mteractloms dlalogue whereby e
4 v ’ ’ - AN A
- N
S L the user requests services. whlch are gfanted bysthe server Thls model dlffers from the
Sy o
. TR e
Ceoo T TR R /Remote Pfocedure Call.in- that.a master/slave relatwnshlp is not establlshed and thus, the
) . < . \ .
. O o server may not always be avallable Of course, thq dialogue. model presupposes a facuhty for
, ¥ A
e i ‘
e e ) rel;abl’y sen,dmg and recemng mebsages. In general we find two, kmds of message passing
s - . ‘ .
beox o . N
. o LI ser\nces; the datagram. and the wrtual circuit:’ Datagram servncés are connectionless; & -
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' 3,
®

connectron is estabhshed‘temporanly only for the ddratlon of the message. transmrssron -
Vay *

FoIIowrng transmrssron the commumcatron Imk A5 brbkem Datagram message dehvery is

il 7

not guaranteed to be sequenced in, the: couecf order reliable. or unduphcated This is ~

sometimes called transactlon—of‘rented cOmmunrcatron because each datagram representsn

a complete and urdependent transactron C N T N

-~ oy
" LI e

! .y

b -

i 3‘ 2 T
~
-

1n contrast« are vrrtual circuft’ serwces ‘which mamtaln the' comrghuni’cation link

@
until the user detides to termrnate it. Stream sockets prowde reliable. flow:gontrolled, full Ty,
duplex data transmrssron over vrrtual crrcurts Eacﬁ 1ransmrssron is acknowledged by its .
recrplent In the event that——-an acknowledgement is not returned 10.the source, wrthrn a

o ‘

fixed tlmeout perrod the transmrssron is automatrcally repeated; thus ‘message dehvery is

: guaranteed Thrs requrres that transmrssrons must be-buffered at the source and thatcom- -

A

phcated error détection and recovery protocols must be in place The assocrated o\rerhead c

- u

wesults ina s!ower service'than that provrded by datagrams Virtual circuit commumcatron

’
f -1

. servrces are sometlmes referred 1o as ‘end-to-end’ or connectron orented’. L
s . L ; ; A . e h e e
. o :,‘ - - { ' RN « ’ - "
oo Another’ use?/Server ’model of: asynchronous communrcatlon is the mail servrce :

f
- /
\ . 7

Thrs servrce represents a genera| class ‘of IPC models that are frequently encountered in

. tghtly coupled systéms* whrch have multrple processors ut:rllzrng shared memory |Faro et

[
¥

&
.

)

- oprocess sends a, message to- a Jocal server Whrch }paqketrzés the data and transfers 1t to ©

2,
e

85] Programs exchange lnfoﬁnatron m the form of marl messages whrch are sent to

: and*‘retrreved from \assrgned marlboxes,rn (;Ommono mernory.,.as rllustrated in Frgure 2.2.

St *

Assocrated thh each processor.ﬁs’a send'and a recen}e mar]box‘whreh res'pdes in-a bank ,

;_,r—s

s

i r‘;‘ Ty ,r.r._..

of common memory that is.. memory whlch |s shared by ~aﬂ ,processor's on the system A

H

H
Y !rn',

: the approprrate recerve malibox. The destrnatron pyocessor rs srgnal[ed when the message

]

[r
»has been deposlted It responds by rsSurng a vecerve command to a local server whrch then
e.,.:»tv’ . \ - ~ (: Ve .' v A

fetches the message SN _;“,: I TR PN T )

<, A

N RS e V-

B [ . R
1 . ’ . R 2~ ,", I~ -

{:

- \ N Ll T ~ . - .

Mallmg cafi appear to be very responswe but |t actually rnvolves srgnrhcant .

R

I operating system overhead Incommg and outgomg marl queues must be managed readmg

/«f" -

. a meéssage rnvolvesrevrewrng the headers of numerous rrrelevam messages untrl the requrred
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1 can,
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A , N [ i
B . T memory at any one time,. creatrng a bottleneck Even when multroort memory is used
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x

¢ ‘,- Sl :3 contentlon is stlll a serlous,problem, This problem is further aggravated by the fact that .

" when transferrmg data betv)een prbcessors the cbmmon memory must be accessed both

g i - ‘ ?

"L ',",; P f': when deposrtrng and retrrevmg the message This tends=to restrrct fhe number of pror,‘essors‘
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: ” " ﬁcoljr;putlng overbead than that of bus oriented systems An exarrlple of a shared memory
"y . network system based on XENIX is discussed by Devarakonda [Devarakonda et al. 85
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tlonal burden of message packetrzanon error detectlon and correctron that i is inherent lo

° : e o - St .
b e - "the network transport ’protocols.,, , o v T \',:P
T ) 4" :‘ ’ o = ‘/ , - lx." T ,“ ’ T
'/; ) e o \ ) ‘ ; ' : - oo - ‘ , /, . -\- : ( l“ ) ‘/ . N i
ST T ‘2.4 © Layered Communication Standards » . _* " : .. 1o T
N te, N K N . Yoe .,
N \ - N '1\ N . R ° . . . . .
N ¢ Layering“serves to deconipose the mechanism of conimunication.into smallerv

-

. sub—tasks. Each layer provrdes services to the Iayer abo\re and below it. ,ina way whrch Is -

R
[

- lndepEndent of how the services are performed Thls permlts the rndependent tmplementa-

[ o
, u

<

2
A
s

v

tlon of each layer. thus making it possrble to mtegrate products from dlfl'efent vendors. By e
classlfyrng« commumcatron services mto standardrzed layers: morﬁflcdtrons can also bemade - - N

to one layer for, example to |m’prove eff crency or speed wrthout afl’ect)ng the operation of -

other layets o S - 2 b A feow,

:
i Y - » -~ N 1 - v
4 -t . 4

Al - » * M < 3 T -
-~ * v Pl v " t R - \ # v 2

- Sl =T Howev‘e'r ‘not everyone agrees with, the layered apprdach - Detractors warn, of’

-y,

]
exeessrve COmmumcatron overhead and point to functions; ‘such as flow, control and error
ir= - ,\ n

0‘ detection whlch are duplrcated in each layer [Clark 82] High: level protocols must some: |

trmes undo the error. recovery, of, lower levels .as for example when a message must "be |
- o . .

o completelye retransmlt&d desplte retransmrssron of message ’l"ragments . R .

- . 3 r
~ ' 4 N + L s
. - J “ R , . s .

.o R B {‘ x :q : Opponents to layerlng believe that better perfonhance can be achteved by bunfd |

o P v

IR ) mg IPC mto a dlstrrbuted operatmg system whrch is supported by speclal software resrdent .

, ,‘f on each host: the software- ls sométlmeSfbundled as separate x\serVers or simply i rncor- \

e po,rated into the kernel rtself The aotual exchange of messages. usually' of fixed; length g

v, ) ‘ ,r,r e

. |s t:arrred out‘ usmg a: srmple data 1ink Iayer or. networg datagram protocol. Others haVe .

?
{
4 Ty i

o o0 e added more sophlstlcatron to thls basic serrpce by proqumg explrcrt management of vrrtual

[P

: S 5crrcurts User processes obtam IPC servrces 'by sendmg‘ system requests to the kernel over a

s

S T link whnch was dedrcated to that process when it was flrst created The underlymg networlt‘

L ) R : . ‘ ~, : z -I. ; s
R servrc"e guarantees delivery.of aII messages cC - o , - -
i . “ : o "’

- '

[

. - 1 : . - "‘ ‘ t - =’ v A Y ‘ -
) ,o o y ., - > NN - 12
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As a rule. all the designs descrlbed thu$ far ignore the actual contehts ol mes-

. 3
<
w : " R

- - R y

o U, sa‘ges However, there are some designs whrch provude different types of commumcatlon )

g - T v ~
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~° ;e e -

. services for drﬂerent kmds of messages For example al drst‘rrbuted system—mrght oﬂ'er—
v
. dat—agrams “virtual crrcurts. and a special expedrted servrce for hmhyno’nty méssages.. ln

. o addrtrdn the message type could dictate whether synchronous or asynchronouspw‘ﬂ)i
B ) are employed Some desrgns automatrcally provrde different IPC* Servrces on the basrs of~-

. message type. ]Andrews 82] Rather, than leaving the selectron of the lPC mechamsm tb
e the user. a 'set of message types is pronded and each one is passed in a drfferent way

\ - . , . b
. ' . L

.\:I ‘;:44: '. ‘ - o - ) \’ ) ‘. N ’ “ ' ) - : o ‘ i ’ i - 3
_‘"‘rﬂ‘ 2. 4 1 The Open System lnterconnect Basic Reference Mode! , =~ AR

N ~ .. “ ot nr'_ ) = e -,
) { v

v A - ’ -1 - s .
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= . r .
. \ o N . . - \ - -
N / . f x, R

- The Open Systems lnterconnectron {osh) Basrc Reference Model of ‘thei lnter-
! O natron’a‘l Standards Organrzatron is a strong contender fo become the standard hrerarchrcal
T S commumcatron framework. [Zrmmermann 80}: [lSO 7498]. The osl mod’el ongmated in

) o Europe where. it qurckly gained wrdespread acceptance In’ North Amerrca howeVet, lBM s

~r

P System Network Archltecture [Hoberecht 80] is the accepted standard because it provrded

N}

a means for rntegratmg lBM 5 mamframe computer products ; S

< —— Y \

Thé 0sl model breaks the i major functrons mvolved in commumcatrng between

i . 0 two systems into an orderly sequence of seven layers [Tanenbaum 81} Standards specrfy

’ s ’ " the servrces and protocols of each layer. The Basrc Reference Model, defmed by ISO 7498
CT T e and adopted in 1984, is shown in Frgure 2.3. I S
4 o ,-._ o e The Physical Layer [ISO 8802, 4] is thelowest Ievel of the Reference Model

r specrﬁr,es the glectrical and mechanical aspects of the communrcatrdn hardWare as well as

N

o N the functronal contlol of the data crrcurts Thrs layer actrvateSvmamtarns and deactwates

. ’) 7 N
- (G N . e N

“:*(’ } ' the physrcal connectron ST Tl e SN
I e The Data Lmk Layer [ISO 8802 2] establlshes marntams and releases data
7 \ links. It also performs point- to-pornt error and ﬂow control of frames. K -
-1 ‘4 . B N . . 7
l " r.\ N \ :’ -~ . - - “' L ¢ - \“_ - \ .(_“

i Y- - [

- Th&Network Layer ['Qr 8473] is reSponsrble for network rmrtmg swrtchrng

1 1 N

segmentrng blocking. error recovery and flow control oj packets It is in- this la&er that
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dr . ~’ t "y A
T along a,phySIcaI network patrr Tt T a0y =1 sy . :
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, 4 - The T‘ransport Layer IsO. 8072] [ISO 8073] furnlshes the base for- hlgh level -
A MlE " { ’
PRI R w'otocols by efffcting data transfer and. endxto-end rellabllrty control ‘Th%s Ihxer provndes
P C T
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S h systerh can underSta H This could lnclude dafa encryptlon or eonversmn 1 ‘of data to dewce

P

‘\dependent codes.
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S mampulatuon of structured ‘data.

o

- consrdered part of this layer they residé |mmed|ate|y abqve it. .

C 25 Summary

.

It ensures that data is converted to a form that the
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DAL TN The hnghesn Ievel of t‘he. Referén e, Modet [lSO 8571] |s the Appfoatmn Layer.

,‘ lt rs’fntended for user apphcayon and management functlons such as file transfers, vrrtual

*

_ . file systems.-and vrrtual termmal emulators It should be noted that user programs are not

% .
s
N Ny, N

4 _b}x , J{
A 2 v .

: Poal . .
Numerous layered communtcanon architectures have been proposed in an at-

r‘v

tempt to address the problem Of‘standardtz,atlon of mterprocess communication. Several

1
oL

Wb

»

X.,25 and the iEEE s 302 Iocal area, etwork standards are compared by Voelcker [Voelcker” .

standards, lncludmg the 1SO’s OSI model IBM 5 Sysfems Network Architecture (SNA)
- the Us: Department of DefenSes ARPAnet CéITT s packet swrtchlng protocols such as

; 86] ‘The;OSI SNA and ARPAnet standardS* specrfy more or léss the same funictions, but

&
LI

v are par’trtroned dlﬂ’erentlya the X. 25 protocol specifies the Netwo,rk Data Link, and Physical

r'\m ~

y, "‘7( N sie
SRR

~ L m ,1 !

.- 2 5 Summary

m* h—v
«

’V‘ .

Al

bayers whlle the IEEE 802 protocols specrfy only the Data Link and Physical Layers.

4 E

ot
a
-

’
W,

o T is obvrous that interprocess communication in a drstnbuted .environment ns

2 comphcated\by the number of dlfferent types of communlcatlon that can be considered. Dis-

b

> "a

tributed systems employ drﬂerent types of commumcanon dependlng ‘on their archrtecture

;\ Shared memory and mailbox type systems are best suuted to tightly coupled synchronous ‘

L
: )
YA

A

implementation.

[T

_ systems, remote procedure calls and message passing are bést suited to loosely coupled
« systems The Iayered architecture adopted by the 1ISO provndes a highly desnable framework

fqr cdmmunlcat;on ln a Ioosely coupled drstnbuted processrng envnonment It is genérally

*.the most ﬂexoblhty Iayenng makés it convement to- .experiment with dnﬂ‘erent levels of the

4
s
P

.

. ,accepted that a hlerarchlcal layered archltecture is desirable for research as it provides .
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Chapter 3 Interprocess Communlcatron and Dlstrlbuted Robotics
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3.1 ‘Introdiiction: Sty ' N *
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D : ’E 3 Sy s -~ > A
- A manufacturing work-cell should |dea1]y consist: of one or: ﬁnore robots, pro- '
», A3 \
girammable workpiece posmomng devices, sensory elements sucf\ as vrsuon and haptic sys-

L

K]

N ’-‘.

tems and a programmrng enwronment which mclude\s facrl;tres for mterprocess communi-

cétron both within and between work-cells. t . NI N .
-t\x - \ [ Ve - ) ! ‘rl‘“ 'J.;" ':: 1’! i
ey - ‘;'p\
T . . In this chapter, we drscuss three Basm approaches to mterprocess commumca- :
S ((‘ I{ y (. N H P n\L .

tion in a dlstnbuted robotics enwmnment ‘We begrn wrth. a discussion of programmmg

Ianguage approaches to “robotic IPC, followed by‘\system \deVelopments armpd ‘at netwark o

systems and end wrth a revrew of backplane bus .Systems ST ,j ) =3
N '}\ \ Do ’,.\v . = Ca N B

N L

3 2, Programmmg I.anguag’e Approaches to IPC in Robot Work-Cells ]
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o LN Wt
v
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s N ), k\L I
Most programmmg anguagg{s developed for |ndustrrag< mé"nufactirring applica-

> - - }(‘ . 2 \

tlons fail - to address the twm rssues of commumcatlon between work—cells and commum-
catlon rwrthm work—cells [Gruvpr et al 83] [Bonner and Shrn 82].- Thss makes mterfam g
\ the necessary q\ntellrgent sensor and actuator syste‘ms of the work—cells very: -difficult. Until

recently most commercual ‘robot comrollers provrded only. CVéry pnmmv% Jcommun‘;atlon fa- - .

5 { N
- crhtres such ds parallel and senal ports which t3ser\red as interfaces for»bmary mput/output
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TR e, language are descrrbed by Carayannis and Mlchaud [Carayannrs 82, {Mlchaud &5J These

fA 2 5,
e Do ~ Somé dessgns have SOught to bypassfthe native programmmg environment en-

R O Ianguage efforts. L L T ooy ~ -~

A .
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‘32 P(ograrnmmg Language Approaches to {PC in ﬂobot Work Cells

o el - B . 1 i

- { . v ‘. ' ' r*u‘ I

' U dlsplay termmal "and perhapsa teach pendant and nQ hOSt cantnoller mterface [Janns

) t\
[ )r' " ., . _ {,a(\rg‘

84). lNagel 83] :’;..‘, ' 5 o e “, 5 SRR EES

s
A e AR L - -

-

r v
ol . B v — , 0 N N
[ M ; ""~ . o % . - ; . N
P v * ~ w ¢ [ v -
¥ s
M

N ". ; wT hrs srtuatlon has become madequatefora two mam reasons As pr‘ogrammmg .

JETU tasks become more drﬂ‘rcult there is a  need for a ncher programmrng envrronment than T

o ( Rt

$ - that whrch is provrded by the native'robot controller Secondly the ﬁeed‘for more ﬂepuble or. . ,,

%

e ) l lntellrgent behavior has meant ‘the mcorpotatqon of the robot ltself lnto a Iarger framework

.~ - under the control of other hosts These systems‘ate sometlmes referred to as flexrb/e S

. - N et 7 e { —
S manu[acturing s)gstems. ¢ N ,\::,_ R S
;n : a" ' ) . ' : i :,\: i

[ A {

wol oo v The'slmﬁleSt solutron to the problem has been the devg}opment‘of speclal soft- L

-' = ro—

\

ware to llnk an extemal host Gomputer to the robot c:ontroller through its: termlnal port,

V7 1

Zr lThrs enables robot softWare to be developed ‘on ‘an external hqst and then downloaded .

to the robot s controller vra an RS—232 or remote ‘oontrol Ilnk Examples of wrreless lmks '

. .

ot based oninfrared frequency shift. key srgrlallmg have been presented b,yf wlvedl and Pearson
= oo |waed| 83]. [Pearson and Green 84] SRR _'L : »\ L

R - . . . ~\ T ‘r\“,'("’\‘ ’
. \:K, s . ¢ - o 1 .
S : . Alterﬁatrvely more complex desrgrts wrth varymg degrees of supervrsory abllrt){
’< "’b - ‘I\ '
R A have bedi |mplemented based on dedlcated hosL gontroller ‘lﬁ‘tks. For example termmal
‘ ¢ . f‘ Q° f, 1y N
emulaﬁon _programs which send commands to the robot contrpller |n the robot s natlve e

' ——‘J

programs serve to make the robot an. mtegral part of the dlstnbuted envrronment arld also

Mg
:

g e make it possrble to program the robot usmg cross development facrlmes in languages

r other than’ the natlve dne of the coﬁtroller An advantage of workmglon an external host

s L R 4 NI - -
RARREPIL RN system is ;the; avallabcthty of powerful debugglng and slmulatzpn facrlmes o
‘t'x "\( . = ¢ j; " ,l,l - H . P = \{ ) boe " R f

, o e 5 - ‘ e
~

e® ’ (7 TnoedA
! / tlrely by dgrect(l,y éontr‘ollrng the jomt servos. Weswrll now ré\new sOme of these programmmg
‘ / .

‘
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et >,_ " A set of process Ievel commumcatldn and synchromzatron pnmltlves for an ~ °

- 1, mtegrated mrultr-robbt system is descnbed in [Shmr and Epstein 85] Five tategones of

.o . Y . ! .
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v - " - { .

*motlon and WOrk coupled specrflc commumcatlon strategies are devejoped for each Each

Y

proceSS manages a set of tasks. a task berng the smallest element of control actwrty Inde-

\: i
te pendent processes can srmply'send staté update messages\to tasks they have in common.

e

Wrth Joosely coupled processes the actrons of one depends upon the other “Thus, they
g must quéry each other or a common task for ,state mfortnatlon Trghtly coupled protesses

. use a master/slave control approach the slave always acts n, accordance to the mas}er
- s ?
.o+ jand. returns a status’ message after each dlrectrve ln senalrzed motron processes one or

(

more processes must sometimes be performed before ano’ther can begm Comrnumcatron

- N

is‘used lor synchromzatron and event srgnallmg Frna!ly wrth work coupled proce..ses. each

(S N -

-~ B ’
> & -

pdated before resuming execution ) P .

4 o . ’
- 4t
-

A modular command languagc for industrial robots called LMA’C provides mes-

a

o .. .. '+. sage-passing facilities for communication and synchrOnizatron 'o’f processes ln a multr-robot
A L

mdustr;al system [Bonin et al. 83] To prdxrde the commumcatlon between processors.

o~
L4 ¥

»

ﬁ LAN is structured’ as a four-layer, hrerarchy network transport sessron and applrca-

tron LMAC has been rmplemented’on a set of LSl/’ll s wrth the programmrng Ianguage

4
Co : PASCAL R g I 2 N
. - T . v° . . L R
- P , "" ) - 4 ' Nl . - .o i , .
< - ¢ . ~ I’ . o « o " ~ ' - \
<

~ 1

A dlalect of PASCAL wrth new' IPC prlmrtrves for robot programmrng is de-

' S ) scrrbed in [Barrd et al.. 84] The targbt‘work-cell consrstﬁs of a smgle PDP/ll control

ot N - :t% cromputer lrnkedto two robots and two Visidn" systems via lﬂ?S__2232 ser‘ral hnes Commumca-
'7,' ' ((ZW(W( ] ‘ ! g’ ”1' on between the controller and F dev;ce is modell¢d-as an asynchronous series of commar'
EE L B and replres There are also language prrmltwes to allocatefand deallocate the devrces The

¢ . - LT e e

e : " actual lPC wrthm thecontroller is based ori the message passmg prrmrtwes provided by the

A r' B LI
- - N ‘

N R lRSX dperatmg system TR A e LT .
. -, . - . g P ’L v ’ N ' ’ \\'l .,l
i A e - ’;_ . \ A l(' K 1 et - ,-‘ , S ’ : I4 -~ ' r
., g‘ Programmmg of robot based rnanufacturmg r.:ells usrng ADA is drscussed in
t . ¢ M'\ . 4
o o [Volz et al, _84). They |dent|fy rssues cogcernmg the software aspects of robot cell cohtrol
/ ' - ™ ot \I s - hd - . o
S * " - R R - Lo~ e : . ‘: . 25 i
- . H :*,\"‘ - : ) ‘1 N b M ‘j K P
'CN - N R , " . :A( - S )
re ~ ' ooyl .

’ rndustrlal processes are rdentrfred mdependenL loosely caupled. Yightly- coupled serlalrzed

' one must malntaln a state descrrptron of all the others; once a psocess completes a t..el{

. it must broadca‘t the state change and then wart untrl all ccate descrrptrons hive beer.
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[N - . ' . ' 4

: . and how ADA addres'ses these issues Included in their ‘discussion is ADA's ability to
* A manage large complex software systems, the efhcrency of code produced for real time ap--
! - plrcatrons n’rultrtaskmg rnterprocess commumcatron and ‘task synchronlzatron ,portabllrty
’ * and program debugging in a real time envrronment A drstrrbuted run trme ADA pack-
©o- age called DARP, which extends communication and task synchromzatron across machme

boundaries. is curr/ ntly’ under development [Fisher and Weatherly 86] . R

- “ %
- Y Y
£

; Instead of extendrng a base language, one can also construct a procedyre library
- to perform Specralrzed servrces One example of this is RCCL a lrbrary “of C functions for s
o robot programmmg [Hayward and Paul 83]. [Lloyd 85] A servo program resident ln the ;

kemel of the supervrsory computer delivers setpomts to the rndrvrdual joint controllers

... ' .at prescribed intervals. Motron requests from the. user program aré translated rnto joint
motrons and then queued for transmrssron over a buffered hrgh ‘$peed parallel lrnk DA

¢

RS Finally, we review two second generatron robot programming languages which
\_,.,_.
N have rec tly _le\ developed. These desugns attempt to present.a truly rntegrated ‘system

.. level design. AML [Taylor et al. 82] is. IBM $ arfswer tor mtellrgent robot programming: -

kN

, -~ all serrsrng and control is managed by a Series/1 computer Unrmatron s VAL 1) [Shrmano :
: et ‘al 84] provrdes extended facilities for network commumcatron ar‘rd sensor mterfacrng

‘ The robot controller has-a port dedicated to- supervrsory control over a LAN There is «an

, addltronal high speed serraf port for. online modrfrcatrons to the planned path of the robot o

., “from an external computer When the ‘external alter’ mode is actrve the system ser‘rds~
L= l messages‘ to the external computer once every control cyole to enqurre if changes ‘should be
SN made'to the planned path VAL lll is expected to be released in late 1986 lt |s<reportedly

- , compatlble with su;h networks as MAP, SECS Ill.. and lntels Brt Bus and has facrlltres to ;

Coee lntegrate a hrgh speed vision SYStem [UNIMATION 86]

- v, - .
v 4 , . o y -
- [N N - \

. ) 3 3 Netwoﬂ; Orrented Approaches to IPC in Robot Work~Cells~ , .
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A Sessron l.ayer for a LAN mtended for robotrc mtanufacturing cells has been -

V.

, descnbed by ]Bruno et- “al” 84] MODIAC consrsts of clusters of 28001 mrcroprocessors “

¥
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! - 3 3 Network Onented Approa;hes to IPC’ in, Robot Work Cells

'..

R Imkeﬂ by arhrgh Speed senal bus A drstnbuted operatmg system caﬂed MODUSK }Garettr

et al. 82] manages actwmes withm each Cluster through shared memory. A Vnrtual Network

Operatlng System ts pianned tor rnter—cluster process coordlriatlon [ K

s . ¥ ' e
4 . . A - - ] - -7
- .o, . a . 4 L - !
.

The’ concept of an at'hwty controller for a multlple robot wOrk-cell is deve|oped
KR
the actrons of multrple robots shanng tasks and auxrhary de\ur:es such. as feeders mn an

w‘assembly work cell . One application is. presented in |Malmon 85] ‘wherein two robots and-

1

s auxihary devrces eXchte asynchronol,Qs concurrent tasks both robots are controlled from
o -

a VAX "11/780 host computer rtmmng UN!X and are programmed mC. REERE )

+ -
i
- B « H
e ’ o ;‘t

A network for'distributed robot;cs based on three host computer syslems lmked

‘:by an Ethernet jMetealfe and Boggs 76] LAN is descrlbed n [GoldWasser 84] and [Goldr
J waséer and Bajcsy 83} An expert system resudes an each host and js responsrble for vrsuon
':f ) control or hapuc fuhctrons The hapth expert provrdes an interface to’ a robot equlpped
wnth a sophrstlcated antldulated hand. The hand consrsts of three fmgers each Wlth two

i%_ o jmnts and three tactile ‘pads. For each flnger separate processors are USed to drive *the
- ,jomts and process tact:rle information, Commumcatron among the egperts v,sr hlerarchrcal

. Each level can issue Orders to experts on the level below and’| pass responses back- to the

N
e

, 3

one trmmedlately above. There is also a facrhty for high prroraty message passmg,

B , N ‘s et A e )
- - . . . ooy Ve .

S . G et AR : L S
.

o -
N N - .

T In the context ‘of LAN orlented deveIOpments 2 petWork mtetface destgned for

W

supervrsory control assocrated wlth Ummat:aon‘s VAL Il robot controller has been descnbed

X , by Shrmano {Shlmano et <al. 84] The mterface has three, layers the bottom whlch

performs physrcal mput/output the. mrddle whlch serves tor mulﬁplex multrple messqges
e for transmgsslon over, a smgle Imk and the top whtch assocuates Ioglcar addresses wrth
mput/output devrces These° layers do not dlrectly map. onto the osl reference modef"for

s ,example the bottom layer is a combmatron of Physrcal and Data Lmk layers

-4 ' .7 s . AL
) . N P v
’ LRY

arl N . ]

DA R A Iayered approach to networkmg wuthm a robotlcs enwrorrment based on the

OSI model has been descnbed by Faro and Messma |Faro and Messma 83] |Faro and

- ,
M ~ .oo® . PR
PR - N ; . N ‘o ~

m [Malmon and Nof 83} The actwrty controlter serves to sequence s well as synchromze .

1
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. [ORN a

I| t -
LI s ¢ ﬁ:‘, PREEE

. Messrna 84] Wnthrn P work cell they suggest & slmplrﬁed message passmg facrhty based
( ] o ," on shared memory_ A transport layer is marntalned lor a556cratrng de\hces m;h “addresSesl

- . N ]

. a’nd a,sessron Iayer Is proposed to provrde~hlgh level con‘rmumcatron servrces rsuch as opémng
¢ v M .

e e '\ ’ and closrng of channels and managrng data transfer over the channels A smgle host within
4 each\work-cell is desrgnated master "and serv‘es as a gateway to the supernet whrch is |
O based on redundant busses. Overall rthree kmds of modules are ;dentrfred to 5upport rbbot

cooperatmn wrthm and between work-qells Qne, for message passmg one for; remote jr)b

exeeutmn and one for frle manageme,ht Of the three only the - message passmg module

T w;oUld be requrted everywhere . SRR p t.\

e “ PN -
- 3 s - , . .
a ~ -~ . ' ’ T ' -
s

- The concept of networkmg work—cells wrthm a factory and the Factory Area,
PRI Nétwork (FAN) -are explored in [Holland 83]. The author rdentrfres a hierarchy of commu~
R mcatlon needs whrch parallel the hrerarchy of devices wrthm the factory.” At level-1, the
-device level rhessages are exchanged over dedrcated point- to -point hnks for binary sensrng
e " and servo control At level 2, messages are used for synchronlzatron and data exchange

( . ) J between devrce «cdntrollers Ethernet LANSs. are emplojed at ‘the physrcal level to effeact

oy B i

G message transfer At level 3, the work—cell Ievel message passmg i€ in response to opera—

tor commands such as productron monitoring and data loggrng Frnally at Ievel 4. .we are

1 -~

. ) concerned wrth factory wrde data processlng : .

r . > 1 ¢

¢ - ot v y

' }’ - | One example of a FAN is Allen- Bradley ¥ Drstrrbuted Network Archrtecture. An

Smgle data hrghwayor LAN links distributed devrces on the shop floor such as computerlzed
numencal control (CNC) and robot statrons and gateways are used to tie networks of

supemsory subsystems to the data hrghway A flemble manufacturing work-cell based

ot

on Allen Bradley equrpment is descnbed in [Hanlon and Westori 82]. Two programmable

controllers are used 10 manage a robot arm and a CNC machrne. and they are lrnked by a.

L\

o ) data hlghWay But the data hlghway is used for more than commumcatron within. the WOrk—

cell: 'a remote file server and a network supervrsory station are also’ connected The LAN

s u

is a hrgh speed baseband serial bus; wrth»a contentron based protocol. When a statron on

the net desrres to transmrt it must walt until the current network master has transrmtted

L
L
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&
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33 Network Oriented Approaches to IPC in Robot Work-Cells
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1 to the one wrth the hrghest prlorrty Whlch has SOmethrng to transmrt <In lact the pollmg

N . ~l "‘“‘ll“ i S
2,all of lts messages All actrve statrons are then polled: mastershup of the net is: granted

-2

rs done tsmce ‘flrst all hrgh priority stations are polled and.then statrons wrth normal

pnorlty “ P ',
Most manufacturers of fféxrble automatron still provude prbprretary solutrons to

PR ; ,’ :
the commumcatfons problem but thrs srtuatron is changmg One receht development 45

'

MAP a set of manufacturlng automation protocols promoted by General Motors |Leopold

‘84] [MAP 85] |Kammskr 86]: MAP is a layered commumcatron standard for Irnlnng drs-
trlbuted elements w:thln a factory The MAP specrfrcatron is based on the commumcatron

structure defined. by:the Open Systems Interconnect (0SI) layered archrtecture [Zrmmerman

LA
r -
A

-~
+

80] The (01| Reference Model was developed by the International Standards Organrzatron

s

(1S0) to provrde a framework for connectmg open systems (an -open system is one for
which standardsfare publlshed) allowing system components from drfl'erent manufacturer;

-5

[}

to be mter-connected.
MAP is rapldly becoming a de facto standard in factory automatron and has

" MAP's physrcal transport system utrllles the

-

Q already gamed widespread endorsement.
IEEE’s "token-passing-bus network standard. although the Honeywell Plant Management
System usesan Ethernet [Iversen 85). Eventually, MAP will mcorporate all seven layers of
pilot implementation which’ lrnks 200 data acqulsrtlon units monltorrng;

sy
i
¢ .
- i

.r,

the OSI model.

_ 10,000 s€

in [Storoshchuk and Szabados 83]
The token-passing-bus media access controus also used by IBM’s SNA standard’

-
-

2y

x

f]

and is favoured dvet Ethernet in a pure industrial applrcatron asitis better suited to real trme

P

applications. The token- passrng-bus protocol controls when an element can have access
to the network. Thls is based on a predefined order which'is establrshed to correspond to

Nl
(‘(
'

real time events in the manufacturmg process. This isin contrast to Ethernet whrch relres .

on colirsron detection with’ randomrzed backoff, that is, all partles wa;t a random amount
of tlme after a colllsron. to resolve network contentron Ethernet rs not Capable of méssages
' S 20
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s - pnorltlzrﬁg and is generally better sulted to applrcatlons where real time performance is not

; .

| .

| e‘ i <) t - ' i -

! Y . "t ] . c. e - ' v- -

: ' L requrred o ; - - . Lo el T

k4 r
2y N " B , . - - L
' ™ - - - - L "o
i . v ) PN . v

. i L K h “
N | -

, :\'j* " ;"‘,"‘ K . Desprte MAP Ethernet 1s strll a v\ery popular lLAN technologyl For example . g
:,J ) :: K ! many manufacturers of Automatrc Test Equrpment (ATE) such as Falrchlld and Zehntel
AR l " ,:) have develqped Ethernet compatlble networks to fink programmmg testmg and repair. '
J " o '( statnons [Mrlne 83] In a drstnbuted robot system for assembly- descnbed by Barthes 7 B
L o

and Zavrdowque. a vrsron system a rebot arm, and aplannmg quule commttmcate via v

" bl

; C - . message passrng over a custom Ethernet LAN [Barthes and Zavidovigue 81] oo
e L, g . : S - - Co
r T N ' .. A dlstnbuted approach to complex robot‘systems based on rrjessage passmg
‘ - ,‘:" A s descnbed in {Harmon et al 84] the target problem domains are an expenmental au-
¥ ’ e ) tonpmous vehrcle and an auto‘mated weldlng workscell The‘authors defme three classes .

’

B ]- ol wasystems sensors ‘which translate raw data into symbollc mformatron controllers 7
w(l:gch translate symbohc plans rnto commands and knowledge bases, which ‘reason’ about "'~

¢
= v symbollc mformatron and prepare plans These subsystems are connected by a LAN in a

( : L bus topolbgy and mteract by \passing, messages wrtl‘f specrflc formats Each message has ]

&

. sourqe apnority and a body The body can be of type plan, that is, a command. or of typef A

‘report Whtch is a response Amore elaborate message formattmg scheme is. descnbed in

L " [Harmon 83] and [Harmon and Gage 80] in ‘connection Wrth a’layered robot to robot com-; .

. . _ munication. ‘A mesSage content layer formats mformatlon to be commumcated using three
M B !
fields. The l\rst s called the address. which contalns the identifiers of the source entity

) ~ »

and one or more destinations. The second \fleld rs called the content whlch contams the

- message.;tself and a congext for the message: The third f|e|d ‘the message state contams

¥

LRV

message parameters mdrcatmg message‘type. priority, and \the state’ of the source entlty

N ~
- »
7 K N “r

% :' :‘ [l 1 ‘ ’ v
L Lot 3 4 Backplane Bus:Oriented Approaches to IPC in Robot ‘ -
T e - A C
U Work-Cells o R . ) x
LT . 3 ‘ . N
e LT e s * In"contrast to loosely coupled networks aré tlghtly coupled multrprocessoncom—
- 0 . " fnon. bus systems. Several- examples of such systems are now.: descrrbed -
;}\\ \ : - . VI ¢ ) . q_(:‘ , ‘ 2 . - QT, : ' - -
- ‘ . ] ) [::\.,J ~ l ® » -~ 4‘ : . -~ , - . 30
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34 Backplane Bus Oriented Approaches to IPC in Robot Work-Cells |

~N qb\

v A Iog Ioadlng robot crane is described in [Katkkamen and’ Manninen 83 A

set of three 68000 microcomputer modules are conhgured as a sensor processmg unlt

~a coordination unit. and a servo processmg umt They are linked by a VME bus kand

. communicate vua shared _memofy. The coordlnanon unit serves to reconcile the sensory

S

information wnth the desured goal state The seu"?o umt is the heart of the system and —”

|t superwses the robot ciane. a sensory subsystem, and the man/machlne interface.” Thé

(IS
Y J Y

“x  sensory subsystem Is a dalsy chain of sensors. each havmg a smgle chnp mlcrocomputer

interface lKarkkalnen 83]. The link to the servo unit is a high speed BST232 serial line.

8r p . ,w_ -
\ N

~
- \

N The—demgn of .apothier multl mlcrocomputer network. for generehzed robotics

~,
3

control consisting of four 68000 i mucroprocessors is described in [Plessmann 133] Data

exchange between nodes takes place at the Data Llnk IeveLover a cﬁstom paralfel bus.

BN

Synchromzatlon 5 performed’via an interrupt schéme.
. N -

/v\' [ - i
v -

-

- rer s

Another example is the CHORUS system, developed at the National Research
Councﬂ of Canada [Green 83] whlch is based ‘on the MQLTJBUS Communlcatlon is ‘via
message passmg pnmltwes supplled by the HARMONY pperatrng system |Gentleman 83).

A sample ap}ﬂucatmn is destnbed in [Elgazzar et al. 84} fo Iocate recogmze and then S

“insert regularly shaped blocks into matchlng holes —The robot apgllcauon task on &ne host

j%and the wsron applncatlon task on another host communlcate forﬂutual synchronization .

v ke { —_ Lo R
- - ~

"and exchange of data. e : Lo

‘ -

. ' R
P 5 o 3 ) -

A multn robot real time’ eﬂvnrénment ith mtellrgent sensors requlrés an eﬂncuent

v

commumcatuons mechamsm which promotes parallelism. partltlomng of tasks and recon-

flgurablllty Two parallel bus desngns whrch Jmee these requlrements bre RAPl bus [W{Ihs -

_and Sanderson 84] and REPLICA [Ma, and Krlshn murtu 84] L

"«‘ [N . -
a ' - - *

L ot e - RN N
{
described. The authors suggest how a Bitbus could be used t6 link related phyS|cal dewces
such as "multjple- gomt servos, and then a Multibus. to cohnect dlstmct but cooperatmg

suhsystems within a work-cell composed of robotand vision systems Finally, they propose

& y !
5 .-

In [MacWiIliarns et al.’ 541 a high- speed s‘eﬁql bus from Intel called Bitbus s ..

‘.
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NN separate work cells be mterconnected via a factory wrdewEthernet* ;L .
. B - . In this context of tlghtly coypled systems we also inentron a pro;eot’ underway g
T e at Carnegie Mellon Unlversrty to defveIOp an autonomous land vehicle [Elfes and Talﬂkdar

83] A set of slave processors dedlcated to drive tram control and sensrng systems for )

& . . an
. VR “sonar. cameras and proxlmrty devrces are Imked to expert modules teérdent' in a central
BN IT‘x ! lH . ' R
e ‘)l o ) processor, The experts share lnl‘ormatron vra shared mer’nory but communrcaﬁon between S
. = o e , N e ‘s* o7
PR ©  a slave and :ts master rs vra message passlng Thls iS5 managed by ‘a small feal time kernel .
‘ ’ ' I TS ‘
' ;A resrdent in the each processor o _‘ RS U I
- o o e s . . S ,r:, S > TE " S y g
: i 4 . ’ < ' |’ ~ " ’ v ‘s} " b " K T

An mdustrral worklcell lor .mtellrgent assembly is descnbed in, {Staufler BSJ One~

robot acts as a matezlal feeder. for two others whlch weld pads on |grntron modules A vlsmn

Y w

o system is used to accurately |ocate the pads for weldmg The matena] handlmg robot acts =
- < as the master: it communicatés with the Weldmg robots via erght bit parallel ports and ’
R . S 4 , ; P
’ - with the vision system via, a senal port. - - L
- .’ o ”, W g ’j .“*' - te L
> L S ¥ A srmple robotlcs testbed for small scale laboratory expenm‘ents |s descnbed m ,
s . [Warnwnght and Moss 85] Th drrectlon arld speed of each robot Jornt servo is controlled '
. - L by pulse w:dth modulatjon using ircusfom robot controller’ Commumcatlorr;betwgen the ‘
Ve o ":s AU ~'L - A v - K
oLt 4 5 P M .,
CL oL cdnttoller and the SUpefvrsory ost i rs 0ver an 8 bit parallelled bus. : b e
::" a: ‘y;ﬁs e ﬂ_\ ;’t :‘ ‘ l,’ \, » : ; 5; 1 )‘. 4: ) o ’: , (_t ‘1","’,_.1;: ) t
wt = .:" ~ ":“‘i :‘{‘:, ¥ r.' ot K _l“ l’ﬁ \1 7, " - “ L o
NI = ,Je - ln |Ch et al,; 83j ahother small scale testbed lS descnbed rconsrstmg“ of
< o Yy ~o4 et ’ Py
- om0 e R htwp rol;ot arms Wltlf sebaratev‘controllerSTand a,"master controller wnth a voice recogmtion A~
R :’ " ﬁoht end The master passes messages to the two arms via dedlcated serlal Imes to therr L
- z‘:’*_‘ v f\.y' et . ﬁl: - B ’ -
IE Y « controllers a5 :~_ poo T o f“, T
’ e b - “:ﬁ v P &1;,; e . _(:;. - " ‘ ' ' | N N
' g A :“ - L PRI AR o s ‘-
G s PR [ v An expenmental testbed fOr coordlnated robot and vision work. V(thh"lS de— '
) oo T scrlbed in: [Makhllrr 82]. i rs based bn a Westmghouse \nspon system’ and an Ollvettn robot

3 o W . With two arms. Commumcatron between the two LSI/11 base’d systems is 'via hrgh speed

,'::,. ;'U':;';* . LQMA message transfers. Extﬁnslons~to the Olrvettr robot’ programmln& Ianguage SIGLA b

- « - ~ e ' \ £
' ; P, ! T ot y
.( @ Lo io sqpport vision related commands is also described. . . L ‘
’ A . ' | L] . - 4
J L L, " : ‘ . ” B
S % i o 1“\«, . . .. h
- B T u
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“ - 35 Summary

!

A testbed at the Jet Propulsron Laboratory for generalrzed bilateral control of

two robot arms is descnbed in [Bejczy and Lee 84]. Each robot is controlled by a set ol

three Natlonal Semiconductor microcomputers whlch communrcate with-each other over d-

v

shared parallel bus

/ B (_

A ¥

~ \

“

- - ’ ° S
t L
*

A trghtly coupled thre’e level hieratchical netwbrk of srxteen 8086 based mrcro-‘

.

N

,arms The multi-arm coordmatron computer transmrts new posrtron commands to eaeh

e
3

4

) Lt .
A

¥
3 PR

o '

- °‘computers is desctrbed in [Alfqrd and Belyeu 84] for the coordmated control of two PUMA-

AN

robot vra hrgh speed’ block transfers to rntermedlarres called predrctron computers. The

’

predrctron computers use a snmple handshakmg protocol to |ssye new setpoints to the

-,

robots JOIﬂt controllers

N\
% s, e,

w

35 Summary L

e

-
] » 5
e

b < ' y ~
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c Although ,the need to standardnze commumcatron mechamsms is apparent re-

actron from the robotrcs md’ustry has been slow and Ilmrted A survey of relevant work

y suggest.s that few attempts attempts have been made: the survey presented was more a re- ‘

‘view of research actwrues than rndustnalellorts ‘Each of the approaches presented satrsfres

i -~ v"

¥

a partrcular aspeci of mterproces‘s communlcatlon in a dlstnbuted robotrcs emnronment f

‘l‘ ’ha_ l

s

)‘ s

‘}, ! --:Dependlng on the system requrrements one Has the choice of a programmmg Ianguage

system o a\tlghtly coupled multrprocessor system. The fiterature mdreates that the most

faVOured mechamsm of rnterprocess commumcatron is.message passing entrenched ina

hrera%hlcal framework: The reason for thrs |s, probably because of the general purpose ;

hardware and software conﬁguratrons found in ‘many Iaboratorres Our work is based on

this approaqh and in the followmgchapter we describe an easy to use means of achrevmg

effrcrent IPC in’ thrs type of emmonment
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'agchreved at the level of the operatmg sys-‘

kil

Interprocess commun‘iéatron will ‘ﬁ‘
tem rather than through a prdgrammmg Ianguage Although. .a language approach eases

v, .
|mplementatlon of commymcatrop prlrnltwes and rs generally more tranSportabIe than an

14( ¥ ,

operatmg system. we consrder it *unvrnse"and lmpracqcai to restnct all programrmng to be

o

A
-

carrred out with a smgle Ianguagb rn 6rdef to/,achreve IPC BSD 4.2 UNIX whlch mcludes

N ~

XTCP.t is well surted to thls apphcatron as |t suppbrts the necessary Iqw level IPC pnmltrves

B N r-
N At .
. t\ A

to build a high level commumcatlons envuronment &
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R Ce :

: r “ s
vy ot \ “The physrcal Imk between dustrlbuted deylces will be accomphshed ussng a net-

Wi work approach rather than a “common, bus;'“A 10 MHz Ethernet wrll be. used to llnk the
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LW VA work-cell elements.
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Although the backplane bus oﬂ‘ers mqreased sneed, through shared
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memory and signalling;- it represents a less flemble desrgn The hackplane I|m|ts thé num- ”

ber c{ connectablevelements they are restncted to a vcommon 1ocatron and there a(e always

g .
e proPIems Mth’ system mtegratron As VLSI pushes down the’ cost of equrpment ll is bea
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conhhg more, practrcal to distribute mtellrgence within thq work-cell and tie devrces together

L
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, ere most of the network based dlstnbuted applrcatrons surveyed We faVor the

~a ln

user/server paradrgm ln ‘this scheme, each host incorporates a commumcatron server

that provrdes the usero wrth set of commumcatlon pnmitlves Wthh arevndependent of the .

\;'

o programmrng language berng used We favqr asynchrqnous message passing over more

&

restnctlve alternatlves such as the Synchronous remote procedure call or mallbox type sys-

oo +

* tems. Utdrty procesSes controllmg the work-cell wrll resrde on dlfferent host computer

\
systems. IPC will be used to emphasrze co—ordmatron of séts of parallel tasks rather than.

"Q" ‘, a
4

/ sirgple data exchange Users wrll logically structure their jobs: the vusron programs ‘will

>
'l

execute on one host, robot programs on other hosts and so on.. With thrs distributed
u , { ' kS
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mtellrgence one, would exper.t " for the most part,, that n‘res‘sages transferred between ele-

A} z \

ments/mrll be short and infrequent. keeping the amount of network traffic between entities

lom— Thus, the l'irgh bandwrdth* p'rovrded by a backplane bus system is not necessary.
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The commumcatlon framework twrll be baséd on the ISO s .Open System In-

ar

¥

{

terconnect Basrc Referdnce Modél The Physrcal., Data Lmk and Network bayers are

. . i ]
K R g % is

Hmplementéd by the Ethemet the Transport Layer erI be pfovrded by TCP: (a Sessron
l.ayel wrll be |mplen’|ented and the Presentatron and Appllcatlon Layers are rnhefent to~

o F

) ’Sessron l..ayrer Model We»antrcrpate that by Jp?txvrdmg only the most useful leatures of .

: T the OSl model.rwh w;ll ?chreve both zsrmpllcrty through a- hrgh level mterface and more

x)‘

effrcrent |PC By adqptmg OSl prmcrples the desrgn can take advantage of the applicable

¢ - v

', . ,specrfrcatrons and protocol algqrithms i "-’.;ﬂ S . l .
. -:,.‘ ﬁ,i:\ - S ..‘:*‘ ’ . :i",“{, .\\‘ ( _‘\l’ ..'« "I t‘, 't N “ ; l* \\ ' :’: " ‘n\ - ) . /..
t In rr‘nplementmg the Sessron Layer. the rntegnty of UNIX: will be preserved:

| ﬁthe rmplementatlon wrll not mvolve any modrfrcatrohs to the operating system kernel.” We
L N . :" .

- 1.

.‘iﬁ;‘gg ' recogmze that thrs may have a negatrve eflect on the commumcatron performance cl}arac-
{3' @ o \ te;rstrcs but expect ‘that this w;ll bé more fhan of’l'set by a less complicated design and a .

o Ty ‘ e shorter lmplementatrbn trme ln* de-t.on actmty within the work-cell is presently bound

‘ ! ] : 7‘ W 'vz : by the speed of xhe robots and posrtroru‘r{rké‘deWCes as well as by vision processing. In .our

' ;v , Vi E . appl|catlons1 the rate of IPC is at least an order of. magmtude faster and i Is therefore not
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- e ol‘“prlme conéern However we would llke to minimize the overhead assocrated with the
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c,Y us .-
LR
R ‘ chorce for.the Session Layer rmplementatron We shall also follow UNIX conventrons whéfe-
- \‘ ~. o ;‘_,_ 3 A ( v >
e e Ty p&ssrble as for“example wrth error handlung, to marntam consrstent system interface to
-~ _‘) s P N —

- - ‘ " the user. The Se /ssron Layer will be compatrble with’ any programmmg Ianguagewsuch as ’
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o < o Fbrtrgn. Pascal LISP or assembly, \whose object modules can be lmked withC. -~
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The session layer desngn w;ll be Based on the vurtual dirctit serwog of TCP. We %

. expect that message passmg will be extremely rehable since- TCP |tself is a roBust pr‘étocol

,ﬁn, at

and since the LAN represents a relatively noise-free netWOrk . TCP was ongmally desngned '

for the. Iong-haul packet swntched ARPAnet whuch#ls used to relidbly transport messages
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3 ’f‘f Lo v appearmg as aﬂack{bbx which Irrfks prOcesses and acts as an mtermediary in exchangu‘rg

a \ i . . { rnessages Our"$esswn Layer rnterface consrsts of eommunrcatron endpomts amf lrnks be- -
‘ . }: J tween the endpornts An endpornt is a Sessron Layer Ingcal tap on the network whrch is.
) LNy _J;’ 7 e ’unrquely assoc{éted wlth a’ user assrgned name. '[he user references endpomts by specrfy
3 ',:'f;" '~f7 ,)J ) [T ing Only therr Iogrcalfnames Ilnks are referenced by pa)rs ‘of \names. rdentrfylng sowceand
| ) ‘, ‘ :: :» ’—destrna‘f“ton endpomts The Sessron Layer translates the Iogrcal names into physrcal net-
U M _—w 7 work addresses whlch dre: specrally ordered conCaienatrons of host addresses and petwork
= -' ~ . port rdentrfrers These addresses are, expressed m a standafdtzed form of external data
.~ o o {‘ ) repreSéntathn that is necessary for drﬂ'erent |ahguages operatrng systems anf machrne
_’ A ( ’\ archrtettUres o ber abie to commumcate It is the responsrblhty of the Sessron Layer and

4 |

| o “\.f not the ,use? to ldentlfy ‘ohr whrch host an endpornt resrdes the user*oryly has to rdentrfy

o, 0 o

T e the end_prnt 5 Iogrcal name An important consequence of Ioﬁroal'addressmg thrs rs thaf
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tiers: (he top level is occupred by an Admlnrstratwe Server and the lower level by Dralogue
~ Server. The Sessron Layer is complemented by a set of Session Layer pnmrtrves whrch
are hnked to the user s application program. These functions bndge the servers and’ user‘

processes, grovrdmg the user with a means © 1 Ereafmg and deletmg endpoints, establlshrng

' and termmatrng eommunlcatron links between endpaints. and transmrttmg and recelvmg

messages over those~hnks The Administrative Server is responsrble for managing endpoints

whrle the Dralogue Servers Ilnk the endpomts and coordmate dralogue over the links. -

-7 REES

,
‘e :

The Administrative and Dialogue Servers as well as the lsession Layer primitives. '

are discussed below. Additional technical details can be found in [Gauthier et al. 85]. o

1

'i.4.2.1 Session Layer Administrative Server . .

. -

< P

’

, The Session Layer Admrmstratrve Server rs respon5|ble for managmg endpomt
information. This mcludes mamtarmng records of current endpomts arid sharmg this in-"

formation with servers on other hosts. In addrtron the Admmrstratrve Server keeps the

sr.

w oy
= A . kY
. -
t

+. The Administrative Server marr?tarns a table whrch is used to map user specrf ed

~

Igrcal names to port Identlflers o{ passive socket:s. T hrs table makes the port |dent|f|ers

of pasSrve sockets avallable to servers across, the network allowing the user to |dentrfy S

‘endpornts by therr names only The table is. updated through the user program by elther ~

. appendmg descrrptrons of newly created endpoints or deletrng those that are no Ionger

3

‘needed This includes removmg entnes created by user processes that have subsequently

terminated. These table entrres whrch we call” abandoned result from the user program

abortlng unexpectedly or termlnatlng wrthout first havrng removed endpomtwdescnptrons "
from the table. Upon termmatron of a process any associated TCP ports and open sockets

are freed by the operating” system: the corre‘spondmg table entries must be removed by the .

ﬁ .
Admlmstratrve Server L '\ Bt ‘ ' L .
T g > ;l L X = ~ -

¢ nr

Separate Admrmstratlve Servers resrde on each network host. Through mter— ‘

o
server commuhication, the tables are, marntamed to be |dermcal each contarnrng enthes

’ - *

.
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for endpornts across the network. Multrple servers ofler speed and redundancy whrch helps

guard thé Sessron Layer against collapse in the event that a host becomes lost fo the

-.

- network that I8 r[ it crashes or its network mterface becomes dlsabled The servers also

[

A4 Tl'le Ge!sron Layer Desrgp o

A

exchange Sessron Layer status rnformatron and therefore play an rn)portant rofe m error o

N v v -
PR , 4‘ R

recovery procedures o j o L s A ,
- 3
. ,..n * 1 i o Y : . Y *

-

. Erght idate frelds ‘are requrred to completely descrrbe an eptry ip the Sessnon
Lafer Admrmstratwe Table (Frgure a. 2). The server uses the hrst three fields ol the table
the logrcal name ‘assigned to the endpomt by the uset process ‘the. TCP port number
assrgned by the operatmg system and the name of the host on whlch the endpomt resrdes
to map the name of an endpornt onto its- socket address. The socket address is the
concatenat‘l”; of the TCP port number with the host's lnternet address, whrch Is denved

.e N

through a system call by ‘the server baSed on the host's name

t

The fourth fleld of the table, the user identification, specrhes whp ons the
endpornt The motrvatron IOr thls wrll be descrrbed later. . x

t":

. In mamtarmng the: Admmrstratwe Table, the server is tesponsrble tor ensurlng
‘that abandoned endpoint entries are deleted Thrs requires, the mclusron of the next two

table‘ fields: the |dent|frcat|on number of the process that created the endpomt and the

iehdpomt type, The endpornt type may: be elther reserved whrch rdentrfres a permanent

endpornt o,r uSet whlch rdentrfres a endpomt whose entry should be removed from the

)

table when rts ‘usef process termmates Reserved endpornts are mtended to be assocrated

: wrth processes controllmg wprk-cell utrlrty modules For example assume that 2 system

uutrlrty process exrsts that controls an XY stage énd its endpomt 's: logtcal name i stagel

A user would srmply establrsh a connectlon from one of therr processes to stage b 5 and

. control thestage by sendrng and recelvlng messages to and from it,’

-

ol

- A3 ’
- L . - a
a - ;

The temarmng two f‘ elds : .are. useful only to the Admrmstrat’nte Server that was

w
»

mvalved rrt the creatron of the endpomt These ﬁelds specrfy the process rdentrﬁcatron-
number//f the Dralogue Server & chrld process of the Admrmstratwe Server whrch rs ded-
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Message pendmg tells the server that '1 has read and lnterpreted the message at, that

: éndpomt to' be data whrch will eventually be passed on to the user process! The signal
o X 1

" a
enabled and srgnal riumber flelds teII the server if the user process should be interrupted
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Figure 4.4 -An example of a Dialogue Table
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. The Dralogue Server ~lc;ommumcates with three different entities. the Admln-

lstratNe Server the assoclated user process. and one, or more other D|alogye Servers.

PR
Messages received by elther Dralogue or Administratives Servers are aIWays in the format

1

. ofa command followed by any relevant data. Received messages must be read and parsed

—) l A

to determme the\appropnate actlon ahd handling of any data that follows For example 4

IR . - ~ upon.the reeernt of-a message and~|f so. which interrupt signal should be used.

o , T = - 4 L “\
* "3 i oy i Destmatlon‘ , Socket Message | Signal | Signal | o \
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J message reCerved by the’ Dialogue Server could contain status mformatlon from “he Iocal
- - % N .A v

TR ’ Adrmmstratlve Server mdrcahng that one of the network hosts will be gomg oﬂ' line. The

?
N

R ', Dlalogue Server would then inform the user process of the pendmg termmatlon and perform

-
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" an orderly shutdown of any ‘affected commumcatron links. .- .
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N “The Sessuon Layer Function lerary provudes the user with an mterl'ace to the\

. Sessnon Layer Servers. . The lubrary is lmked to’ the user program and executes in the user s

PN ¢

’ - process’ space, . Functions are provuded to create and delete commumcatlon endpomts

~ . ~ establish and termmate commumcatron Imks between endpomtst and exchange messages

<3

over the lmks. \ The functlons provnde a USeful hrgh level network interface by buuldlng

- - \

upon the IPC:: system calls provuled by UNIX 4 2BSD The user is not precluded from
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/ P X hd
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H crrcumventrng the Sessron Layer’ ar;d mr;ung lower level 1PC’ 4unctron calls with’ Sessron

Layer prrmltlves. This mrgh\t be necessary in ninstances where the speed of the Session |
. - s ) 4 . [ o~ 5

. s e Verl v .
Layer service is insufficient. FO ' . ! s,

' Some of the Sessron Layer functrons must adhere to protocols to ensure that

* B (¢

e . the varrous servers’ tatﬂes residing on dlﬂ'erem hosﬁs are properly updated and deadlock

- " situations do not occur. These pfb\tocols are a consequence of the#general nature of the

»

s
*

o " Sessron Layer— and are part of tHe penalrty that must be pard when such a general purpose *

—
’

archrtec‘ture is adopted ln apphcatlons such as ths, masler/slave paradrgms are often

Ly

: « employed. Dependlng on the srtuatron these protoqols may be symmetnc or*asymmetrrc

‘\. X

. ln a symmetric protocol either srde may be the master whlle Inan, asymmetrig protocol one
U srde is always the master. lrrespectrve of the symmetry of the master/slave model there..
( " is alvdays an asymmetry rn estasthrng the initial conr‘rectron between" the two processes :
s Under UNIX -4:28SD. TELN ET.is an example of a symmetrrc protocol whrch is used for

SR S remote terminal emulatlon FTPis anexample of an asymmetric protocol that s used for g

5o N oy, -1

.o % - file transfers [Sun 85]. - ‘ oL
"1 ‘
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Y , The Session Layer functrons can be dividéd into three cIaSses initialization. -~

’ - . routines, mahagement routines, and termmatron routines. The Sessron Layer functions»

- A Y 1 -

3o, U . and their associated parameters are summarized in Figure 4.5. A sample ap_phcatron of the

&

N "~ Session. Layer in which three processes communicate.over two host computers 1s presented .

[ N Y b ¢ ¢ ) .

~ " in Section 4.4.5. - ) . )
’ . PR A - :

- < ' [ s, . .

“ae

v ' 4.4.4.1 initialization Routines _ . N

L e
t ] - .
- e .

¢ Init_sessjon L . Wb . e

-
-
"

. .o N [ '\.
' N s "‘“,

. Imt_sessron |mtrai|zes a §et of Iogrcal names in the Admrmstratwe Server Table

0 c The Admrmstratrve Server rs then responsrble for ensurmg that the Iogrcal names entered :
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Session Layer Functions .

Function Name i

Parameters . :

init_session

list of loglcaf na mes

create‘:'endpoint

maxrmum number-of connectlons to er‘rdpognt.. N

s

>

logical name of ,endpornt e -

B

type of éndpornt reserved or user

-

’ [V\,

2

id

list. of destrnatron endpomts to Imk to.

hst of mterrupt servrce,groutmes

- : ‘f, dlspatch msg

B . -

3 - .

~ /
!u 3

o

Iist of destlnatxon endpomts to send to,
message buﬂer name D

Pecay

Y - =" ] read.msg

£

” Ioglcal hame‘of source"er‘rdpomt >

meSSage buffer ,name

¥

“ yor

[

delete_endpoint

£
,‘1

iz

terminate_link

<

N

e gy

.y * exit.session . = T :

v
.
«
=

N f
" ¥ ol . < * ' ~ - 4.
B ) f - T ‘

é
.
P

’:\'\"

A n',,_

- ‘concurrent actrons by distinct,servers must also be avorded The followmg protocol achreves

R 'f‘ thrs by establrshmg a master slave relationship between the Admlmstratrve Servers

<gh \,'L, o - -
‘ bt . A3 s
v ; il ~ ¢ . , | . {

¢ . ’
- . S, - \ - ,

S Priér to updatmg its table, the Admlmstratlve Server broadcasts a message to

/

the’ other Servers nequestmg permrssnon to perform an; update The broadcast is rnterpreted

-~z

L by the remote Servers as a temporary block o table modrfncatlons Thé Admmrstratwe

o, L

v Server does not proceed with the update until all other Admmrstratwe Servers have ac-

Jmowledged the request. Provided that the logical names Specrfred by the user are umque

tes

K partral entnes SQeufymg the logical name and the identifications of both the user and the

CA
> hos’t are appended to the Administrative Table. The entnes are later' completed throu&\h

43

K wrth ‘the createtendpomt call. The modrflcatrons are. then broadcast t’o the other servers,

~ "

the remote tables are updated and the update block |s |rfted 7 5 b
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’ by

AN

- ~
¢ ‘ N .
prrorlty is known by -all other hosts in the network. Should two or miore servers: srmul

taneously broadcast a request for permission to perform an update the servers wrtb the : .

ny '

Iower pnorrtles will deﬂay their Tequests: Admlnlstratrve Servers recel\rmg table update and

init_ sessron requests, whrle .a block on updating is m effect, ,buﬂer the requests until the
~ ~ f
block has: been lifted. . N -
; ). . . ) . o

9

The protocol is most effrcrent when several entries are appended to the Admin-

istrative J' able with a smgle init_session call. Once a server becomes the ‘master. it can

make all of its additions and the Admrnrstratlve Table update protocol is invoked once

t(\‘( 4-4"‘4.

'Endpomts not |dent|fred througﬁ rnrt sessron are mrtrahzed through create. endpomt and .

the update protocol must be performed each trme create ehdpomt is called: this rracreases -

L ¢ A - b 1.‘ & '
the Session Layer’s initialization ttme. - : b o ER
: :

. .
1 . =

-
.
< 4

o Create endpoint w3 Yo% C oA A

1 "; . -

L
. :" . »
- ) . = ' ", ' * v
} s . e -
: - = iz

N AN
A

Thrs routine creates a single Session Layer endpoint The user specrfres th

v

)
Iogrcal name of the endpomt the maximum number of connectrons that can Ee accepted :

4 e

at the socket from other endpoints, and ,the'type of endpoint. either reserved or user. -
2 Voo ' ] P ) .

/ i ‘ . '
\ “ - PR

Users may specify permanent Administrative. Table entries by dec]a'ring an end-’ .
point type of reserved, otherwrse it is of type usér and may be malntarned ‘throughouit

the life of the process that called its creatron Reserved Iogrcal names arerntended to be
\

- associated with work-cell utility processes such as controllable stages. sensors. or lighting.

" . . E
7 o Y -

{ . o )" . R "

] 7 -

N I

* When a process calls create. endpomt a. connectron is IS\ established to the

Administrative Server via a well known socket port and the logical name of the endpornt

t 1

is passed to the Administrative Server. The setver in turn verrfres whether the user has

-3

been granted the use of the requested logical name through a prevrtzusly rriade rrrrt ‘session

'call Thls condition is srgnalled by a partral entry in the Admrmstratwe Table, referencrng

the Iogrcal name and the rdentrfrcatron of rts owner. lf a partral entry is not present, it rs

z N T * ~
i * s .
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" may créate onty a smg‘ie endpornt Lo N LT . -
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PeeslA 0 T Once the umquepess of the foglcal r)ame hasllbeen \rerlfted the Admrmstratnle

.
.
L A :

: Server creates the requested endpomt and enters all the pertment mformatron ln the Admm-

Te LTSS ‘ ¢ “\‘r
ol o o

W ‘:',‘::ﬁ rstratlve Table It then. creates a Dralogue Server whlch is, dedrca g d‘to the newl eated K

Z s v
i ! " u.

atlve Server and the

L

A “'-l n

ST ndpomt and possesses. commumcatlon llnks to both the Admrm

user process. The Dialogue Sétver Irstens at the hewly created en mt; for connectlon

v requests from other Dralogue SerVers CosL R

T .
ot \ ey . . -4 5 . - T P ? e, ‘i N
“ IL‘, . 4 -~ . ~ v [ M . " ) -
' % -~ . /. s T Al A foy iy Y Y ¢
- - Y . . i P

v . - L, e 4 v v , . - .- .
~ e .c\ "‘\ . ~( ‘/r,t 1y

SR o AR
o ‘ . Thrs routme estabhshes comn’tunicatlon channels to other processes Links 1%

o 2
. h . ‘.u

' are connected between the Dralogue Servers assocrated wuth‘the end processes. enabllng

',3‘ mtergrpcess commumcatton via thé servers o B G - ;;l P o
t - \\ .—. N . "(_ N . .
’ ' ‘. » B \ A ¢ \‘ ‘4 .

The “user ptovudes @ list of loglca! names of destmatlon endpomts assocrayd

a1
3% ~

r‘ - t A
+ - ! '

N

wrth other Dralogue Servers These endpomts must be described in the Admtmstratlve

Table prror to invoking this functnon The Dualogue Server estabhshes the required Ilnks

<. .
‘. :{ N N .y\ [N N -,

and appends the,lr descnptrons to the Dlalogue Table. T

YR ¥
i S , . !
> > . b sy

A . Also passed as a parameter when the funcfibn is' called is a list of. ihterrupt

\ . service routlnes one corresponding to “each destrnatron endpoint. Y software mtferrr‘rpt .

. invokes:the appropnate routine when a message is received at, the endpomt ook

N
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.,> Before establishing a link. the Dialogue Server verifies; hy examining it?s Dialogue "
TaBje whether the link already exists. Sh0u|d it exrst a duphcate hhk is not establlshed ot

Otherwise, an active socket is created and connected to the destrnatlon through its assocn- S

. . - \
|

C oo ated port which i Is retrieved from the AdmnmstratrVe Table by referencmg its Iogrcal name.

- ’ For each link established, the Dralogue Table is updated to lnclude ‘the socket descnptor of

4 e

the new active sod(et and the logical name of the destmatron endpomt The server then i
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- transmrts the logrcal name ol the sousce endpomt over the newly created link in ordér.that
. W3 E S y
9 L the des’tmatron Dralogue Server myy update r.ts table. - l-
Y . ~ L B SR ’ .
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Ay

If p?Ograms ére wrftten by drﬁerentusers it should not be necessary to a55ume «

t ot
’ A

N 11t

Lo w‘ar\y kmd of master/slave relatrohshrp reqyrrrng that one partlcular program he responsrble

%

Sy for estabhshrng the commumcatron links to the ether as would be the' case if NJL‘“'or &

s : the TCP, functrons were employed Thrs is a srgnlfrcant feature of the Sessron Layer as )
W it aIIows programs to be developed mdependently without reguard to a partrcular lPC
N ’

initialization scheme The Sessron Layer allows either or both communlcatlng programs to

A be, the master. f one program is the master the other wrll automatlcally assume the role - .
L " of the slave. thereby ensurmg compatrbrhty The' exceptrons to this are’ processes that are
bound to reserved endpornts They are always slave processes meant to be utilities that

o lie dormant, Irstenrng for connettion re(xu,ests from processes that call establish link.

B :
. . "'f 4 L0 ' -~
‘ ‘L 6 Special precautions must be taken to prevent the concurrent actions of twe

W
. : < 0

Dlalogue Servers from resultrng in the duplrcatron of lmks When establishing a link between

o

P el d
.
. 2
, R : '

4

)‘ﬁ

two endpoints, the Dialogue Servers ensure that‘ accndental dupllcatron df the link wlll be
undone Consider the situation where two Dialogue Servers each attempt to initiate a link

to the other at the same time. Neither would find the requrred connectlon descrlbed in their

’

respectlve Uralogue Tables and both would proceed to establrsh the llnk The Dralogue g

'

Server acceptmg ‘the connectron s requrred to verrfy that two srmrlar entnes to its, table

have not been made If duphcate entries aré present, then one link must be removed To

> -

avord removing both links>a lrnk is removed if the ASCII equwalent of the logrcal name of
$

the accepting endpoint is less than that of the mrtratmg endpdmt

.

44.4.2 Management Routines

v , v \
o 1 S
' \JT s ; ot ).ﬂ: i

. ?ispatch_msg o,

Yt

P - . A -.
’ : N . A .
1S - . :"'

This routine sends a message passed from the callmg process. ina character

‘
) ' n
&

4 string, oyer one or more links to the destrnatron(s) specrfred in a list of logrcal names.

g
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s Sorn AR . ) toar Ve
. y DN A & j*’,\ *This funetron call returns the next' message received’over the link from a specufled
- i S W ) ! Yo ,‘, s — i
R Sourge fWhen the Dlaipgue Server re;ewes a message at a socket, it srgnals its user.process-
/:.:’ - ’ \” ™ H s, ’\
kj; : > xvttﬁ @ soﬁware qntermpt, A dlﬂerent rnterrqpt is associated with each link: “’[he user
\,"‘(.'7 . )) b -'\’ N
e process can therefore ldentlfy the link over which a message has been received When the
e ’9?7, L
R o user“proces,s recéw&s the mterrupt its mter(rupk servrce routme is executed The contents
M wgly v, S rj'{ . f,“ v RN
: Lo M o
o M of the servnce routrne |s at the dlscreﬁaon of the user but it generally includes a call to.‘
P \ N S o
. N A
T oA T read . msg. Alternattvely UNHX aIIows the usér. to dlsable |nterrupts in *whuch case any
. ‘7\‘ I‘s’r&‘ ',’h ‘: k Py &. ’t . N LN . v
7 R recenved sngnals are rgnored I : SRR NI
AT IR W Messages sent or recerVed over arfy Imk are appendedu to its endpomt s as-
| P IEE <, 'W‘i W H
Iy
{ M e ' socrated send or recewe FIFQ buﬁ‘ef whrc'h IS’ approxrmately 2 kllobytes in Iength.‘untll
| P -
| i "
‘ % el transmltted or read. Because of TCP s, mlrerent reliability, messages are not lost if the end- .
‘; . z}r"‘,. 'L\ ;ﬁ
B N pdlnt s buffer becomes full further trarlsrmsslons to that socket are blocked until sufhcaent
%, - kA . SN -
; c R spaeé becomes avallable, CIT ),.? Ty - - Y
' ' - Y - ‘ N =
. ", O i o ‘o o ‘ S T o, ~ .
Y -1: !:( ’,"\ "t" = o A“,‘r.‘ ,\g? 1\ " " - ., . wd )\A‘ 3\ . -
R RN 4 4 4 3 Term‘n ton Routines . , R ;
- N ' . g i % “ ) -
¢ { - -“\ '\; E“ Vo ‘;(; A 4 !
' R ) ';\ O T . BN ) ] .
Ny s Deléte endpomt g T T e Ly oy
P " e RARRAN TS AR ’ ) #s e 5
- S v, :‘I r,\ : NI LN " N '{' LS :' v, N wi
{:;: ~ A ). A ‘ v x' N - 0 .
a0 o
. T E This routme mrtrahzes a procedthe that deletes an entry from the Admlmstrailonr
f N ; P S ‘
. N Table.z te;mlnates a" commumcatlon links to the specified endpomt and terminates the
Py . L .
i N -
assocrated Dlalogue Server process , . - e
)y N
s{‘x , . I ) )‘ B - R
T N : ’
' R . . Prlor to closing a connected socket the Dialogue Server notlfles each destlnatron
- ¥ Ao ;
: - endpomt.&blalogue Server of the impending termmatlon S0 that the destmatuon endpomt
LT . -
W B may be closed and the lmk s entry may be removed from all the Dralogue Tables.” The
. 7 Dialogue Server |nstructs its Administrative Serveg to delete_the endpoint entry from |ts
SR table and to inform' other Admmlstratlve Servers of the table update The socket is then
g 0 oL closed and the ﬁssocuated Dralogue Server process is terminated. - .
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"o Terminate_link . R
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~
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£ This fnnctron” call wtermmates commumcatron links and removes !helr descnp— *

- vy

trons from the Dlalogue Table The hnks are |dent|f|ed by “the \Ioglcal names of theu
destlnatlons& The Dlalogue Server notlfres the destmatrons Dlalogue Servers ofits, mtem” ‘

‘. to terminate the links so that they can update therr Dlalogue Tables: The sockets sup- # -

[N

portmg the specified Imks are then closed UNIX enforces a limit on the number of frles
a that may be open to a“user at any one tlme “The number of processes per user and the

number of open files per process are set to 25 and 20 respectively by default i in.a Standard

UNIX 4.2BSD+¢onfiguration. Endpolnts look like open flle/s to the operating system and in -

apphcatrons where the number of endpomts’ and open files approaches the user s limit, u is

a—

concewable that infrequently used links would be opened and closed when they are needed

% — . , N .
N2 - =

o Exit_session ) 0
r 2 h t 1 L
,“ ' 0 - o
> ~ - / -3

S ’“ = This routine ends the session by closmg any open sockets in an orderly way

T
4 2 ¥

2 and termmatmg the user process.
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g The followmg example lllustrates an mplementatron of some'of the Sessron; .
. P T
Layer s functions. Two short programs are presented whose objectlve is to establlsh\the, "

»r’?.xv.

r,-

:simple but commonly,\used archltecture deplcted in Frgure 4.6. and to cycle a message r

. £ ’ \ 2 i Yo 1 L

y
]
=
¥

o through each: procegs. o N ST Ty

. ) \
# ! . » X - ~
‘ 0 . , " /oa,
- 4 - I

. '\ The first programis composed of a‘single process.~which is ideniifieias process
» k
A Th} second program is made up ofa two processes a parent process and\archrld process.

identified as processes B and C, respectrvely

- s ;
— - - . z Wty ‘, .
. N 7

-
N b
P
.

'

e 7. Prior to executing these’ programs the Sessrqn Layer must have first been ;

\,
£ v . e, .

mvoked on one host A boot-strap Ioadnng procedure then lnvokes the Sessron\tayer .

R % N~ N o : 5
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- X
. LE T The “child process. C. is created by forkrng process B and is linked to both. |ts parent
N ' -y *

vy, - process and to process A, through the function establish_ lmk Usmg dlspatchmsg and .
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L ‘ N of i \" At e ‘

e~

{ ‘read_msg ( ‘A' msg 5,,‘ /* ‘The~ function reads the mess‘age mto msg s}/ " .

~y

C§ . done-—i } . /% and sets the global variable done . '*Z-;\ﬂ

£ N
~ T Yo A
t ~. h - 1
CoaL 'y T s o W
N , - ~ - L R
1 - A e . e NN :
.

R - -get_msg.B (signo) /% Inf.enrupt serv1ce routine 1nvoked when a, #fiV

int sidﬁb* /* mehsage arnves from Process B’ s endpoint . */

{ readmsg ( ‘B', msg ) /’< The function reads the message into msg */

L 4 o0
. - '‘done=1; } S /* and sets the global variable done ook

&~
< A _— i ‘ L. B N ‘
main() ;}5 l, . " 1 ' . .' 1=
- { ‘ I .
Afb e . [} ;,
., int get msg_B?) . get_ msg_(:(). ’
) int_fn fn[3]:- E ‘
‘ - o b ' _ ’
. ,,, pe ' E
’ init_session(‘B,C’); /* Initialize session with endpoints B and C */
! . ; ‘ ' 5
st — g /* Beginning of ‘process c . ' */
) : ) 7 ’ y 5 {} L) fﬁ/ .
9 o it (fork() == 0) T/« Create the child process c af
y g\ ’ . i j T
- i o 54r .
H . . . “l:‘;“’;;;‘{i
r i PN L)‘ ':\‘»
k " . ; ¥y o, :‘,k
e o . L e
oy ‘ - - Ty
&ﬂiéﬁ?‘\.‘m}mm_‘ P Y A A A a N <?§§L




- B TWILAT - el o ; D ow -
[ T R AR > L5 R Crbg o S
NN - IS LT s P - A b e ‘
N . (SN LEIRN 1 N . N s . . P ¢ . N
3", ‘7 * ) s ' T ¢ ¢ o
, E N KN ‘ N n aeo. D e
- H " "
s . - » .
‘ . 3 o A 4 The Sesswn {ayet Dcs«gn
PARSS . A -
d m’ < . . N T e ‘~~ o, N
T, - B . T
. [SEIRS e

-, " { create endpmmt.» . - . . ,‘_5, L ',i -
o e (‘¢ 2) /* Create endpoint iC, ma:i of 2 links ailowad v/

3

» Y: \“& * fn[0] do nothmg. /* Interrﬁpt ‘handlers for lne!'!sagea rece:lved *.:/‘:
N Y " fn[l]-gen msg B W at C from endpoints A and B respect’.iyel@r M
T establish_link B Co, IR X ;f\{“:. ‘.“5 “
; “‘t";v\ " : ’(AB .{lfn) o /* establiéh I&inkf to A an‘d B f;om C‘} . oy :’f/f‘;
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R . . . . b
\ ot o ( A msg) AP }h&phtch the message to E.roceaﬁ A | ® 0;/
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A Well as burldmg blocks neceSsary to rmplement some of the more commonly used commu-
c o J “ nication’ archrtectures “The basrc services provrded allow the creatron of socket endpornts “
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This routine socket_accept is used to’ accept’ a connectlon ata specrfred socltet ‘

. The accepting socket must be passive and hstenmg fot connectwn requests. When a

S ~ connectlon is accept;éd a.copy of the onglnal passive socket is created and connected:

"4' ‘.4\ “w <"u tre * 2

DN the orlglnal socket remains open and _may contmue to ||sten for and” aCCept addltronal R

St - e

. - S P %

) P when sendlng or recelvmg messages over the link. e

. 4
\. - \,-

. v ! ‘; N .- ES
A or ". N o . s i N\

~ . . el A9
e

,s—;
.
1

> A ,‘ RN

s e ThlS routme forks and estabhshes a commumcatlon lmk between the parent and

EORER .. child. The child process exetutes‘a specrfled functsqn. passrng as a parar‘neter’the socket

ndescrlptor of the link to the parent. m order that messages canbe exchanged Cgeate child

T returns the process |dent|ﬁcat|on af the child process as well as the socket desc’rrptor.

~o\

- to be referenced by the parent when commumcatmg with: the chﬂd .The commumcatron

-~ . Yo ,n il
. . oot - 1
~ v A £ oA, E )

. ,}* 5 N - g >Is3‘

. ! N

1 A UNIX fork splits a program into two concnrrently ﬂexecutmg copresi The onginat rogram is
called the parent and the .copy is. called the child Each progess forks its executron .path, ‘with © «

3 the parent proceeding in one direction and the child in the.other, that is, the chitd exe,cwutes one

' part of the original program and the parent executes the rest 5 o

7w
3
:,‘ 7 * ]

A
. d\)".“"'

.
- Ny

.

\‘, . r ' &>
3 * ¢ LN >

5 . .

P
: Jd &
b o . ' ' N 1 v:‘i f» in

-~
o

.2
Y
"’L_-w‘f



4
L fee
S0

v
P Y
' P

. .
.. . “ [ ',

b . “ : )
t " - !
S T il 5 v . B N , \ VT
\

\ R ra g «:'h 'l;'
" oo ! - Lo , } ¥ i — v v
.FF ' iR . A . N PR
> ' 2 ~Ghild Praejess Y IR : ‘ )
R . - o . ) S
E M B . I C/IIIJ

by ¢
. - W3 v P N [ '
- Y . . Functloz( ,1 Kl IR v

W
‘o

~+:
*
I
-~
s
AT

22

-

-
.

.
-
-
IR

s b
B
-

£
by
§

- 3 K4 [ \ - - * “ f
R - N i 1 J hd r
o

e el L, ‘l’ e Figure 4.10 ' NIL communitanon archutect&r‘e for create_child ‘1.‘:/ ST

-~
- r ’ H »~\, --r-L
- , s o, €
o

g
\ ‘ N 2

R ) ~ arqﬁmecture resultmg from this call lS shown in Flgu}e 4 10. Communlcatlon Imks are Cy

. . < . T s “ 5 '£ u
ap L repreSented by- double arrow hpes. .- g o Lt
1 3 { . ’ i

.,
ke N~

.
\ - » Y - St ¥ % 7
é ‘ v ot ¢ g ¢ ‘
. . i A E . . NI P FI. aked .
f SR » bh \ ber 1”1‘.( . . &ﬁp . lt hy “(‘_‘\" .) I
-F e Greate_pa] S A fE : SR
£ « 13 - EIER N
d . v ) LR - 'y ’ ¥t
r . Pty Sooaw = M X T, T & B I Y
4 ' ¢ 1 ~ § N RN i
. ¥ -t ‘ oo . - J . *
+ kS AL ! . ' r'* 4 "\’
N Ax’ \ / . ¥ l..' y }, N
h (3

. = . This functlon forks 2 palr of chlld processes, with: 50cket&connect|ons estab

R .,,\

s o Ilshed between the parent and eaph child and between the two chnrdren' Each chrld proceSs X

; executes a specified functlon passmg as parameté:s the descnptors of its socket connec- L

o
" tions to the parent and to the other Chlld 'Create_pair returns the processudentlflcatlon' S0

¥ of the child pror,esses as well as the socket 'descriptors which-must be réfefrenced by the
- IR s
parent when commumcatmg wnqh each child. ‘The: commumcatcon arcl&ntecture resultmg

from thi Scall is shown in Flgure 4 11 : ' o {‘ i

W i

1] " ' 4
¥ ; ) ) ‘ ‘
g i e Create chlld remote P 3 ¥on SN
I . o Alg * . i i fI 3 "3" . N
; A - R g PR i, A ] ; . S
. "' Y ]-)-. She - 1
-3 . st

" A child process is fo;ked with socket connectlons established betweep the par-

-

~

; ent and chlld. and between the chlld and a rembte port The chlld”process executes a spec-
r ‘\ * -‘h"

lfied funcuon, pasSmg as patameter\s the descmptors of its; two socket connectuons. Pnor' o

Ne,




~ e v IR R
N N . : - /: R
Y . -
» ¢ . t . -
(‘ ” R -
, . . Network Interface Library (NIL) Demgn )
[ ’ ‘1 . - "\"( L
- ‘&'l.( ‘;,‘ - . N N <3 f“ o \
R el vy L h I " ¥ \
- R Wk Yo w4
S ! b ~ L e T W 5
. ", o [ ~ K b . oo '3';"_:\. ¥\ A '
* ;‘ AR h : i ' - t:l‘;\\: ,‘ ”
. \rr }, . 1' ”;!,h . ,‘ \ R ,:‘;, . P %-3
. * e ¢ Yoy g
1 - ”-—"‘. ” . Tt )
. Ny I A wole IR
. A K ;}t, “ \?x 4 A - ’\: : N o, -
~ N L RO LN ¢ A N . h
",’ ; - (l -:,‘, A N “(\‘ , ] . R AN
(5«{ o e ' N g v x‘; =
A R . .
N ::“:’:W:\{' - " ra
| oot x‘:" ' .,: 1‘ & \ §
: N ¢ A oo b . . L . .
‘ SR . Felel Ch:ld Process 1l 1. Child Process 2 . .« : =
' . . il N ¢ . d [
¢ Tayr P i
. A - ' , ~a t
~ P . A r K A - 5‘ S F v
1 , : ¥ . , . MR P
‘ Gl N Child 1 ) Child 2, -! i ; F
; ; G ORI ‘ AL ¢y
\ L1 AN e “é;:;- ', ' H . ion'' 3 A P
| tﬁ :‘:- ‘ AR ¢ ;‘:4: . B K Elfﬂctlaﬂ Y ! FU”C(IO” L Fuo S 1 -
PR » L] . = . v
‘ : er, 4 - . . S v . ,
, @ R AN ' . . 5 . ~ “_
I I N L - : S
o Ty { 5 ‘. ‘ o, FERS Y
> 'y ‘. o . ‘ Y1s IS
R oS T v ‘.‘E igure 4.11 NIL communication architecture for create pair * ", ! TR
'k.‘ , ,ﬁyﬂ‘ :1::{-;: “ - . AR . - w é . R
N \".r‘ , '.\-, y .
Ch Lo alhng ‘this fuhctlon the parent process must have executed sessuon init; the remote
G u o —~ " .
3 . o . o s .
(NP process must have executed session_server_init and socketwaccept The commumcatlon
Yoo £ Mo oot S, N .
, I “~a(‘ch|tecture resultmg from this call is shown i m Flgure 4 12 . o) -
‘ir ¢ LS A L
3 3 L N ‘\ N 3 + b g . T I
1.'.;0 ! ¥ '5: ’ "‘ ,U" > - > k. ’ y i‘}; * ¥ " :
B E Lo e _ g \ - ¢ . .
‘ 2. 2 . e g HOSTA s * HOST'B e
¢ L ot oo, T ’ . , ‘ .
' i v Con L L - ! . ¢
! ¢ ‘L’ K\f}nr{ . ) v i ' 4; y . 5 ' DN “‘
M ¢ sy g N T a B s 4 . » o )
3 . ‘:1 , 5%, . . l“ L lll; ,x‘ Y ;',: L - 3
- - ' x 3 > . vl ~ * P 4 o -
o, ‘ ?‘?;‘ x & i , \ A :\ N
\ N » ‘| B - '“‘ - . . .
: @ - k “0 "- PR ”;‘ * «:‘) I . 1 * 3‘“
- e N - W 3 d
. S . ‘ Parent Process- " ' i > Rbmote Process N o . )
»a. - . ({ wit, ot ) . ‘,5, SN £
} B, N * . * ~ -
g 's,:*',’(, ' Tk g Y N o {5 N oA
1By . e - ‘e - 1 4 v % . L
. - . X # T « . e - Poeoh T .
r v, . » .,' (R
’ L ) - o R R s Y > A N Y a B o .
) & N ‘ ’ ) T . : ’ :‘(’r » E\f-( » ’ " »: ' ’
v I p .
* ‘\A: Tk '*é % ' o ' % n da » 4 1( v
> $oud e Fa P i Lo ke
. 0o X W - { At ¥ \ s {4 . v t % ~ , 2
5 ? i ;o P oy . & L : . [ . N
4 uﬂ oy s ' v, M s f '
B My R . . - . . N e “
\ " . i f N C;["[d Pro‘ce;s < !':\\ N -
o . .. ’ 1 I
. ~ . ' -~ LIy
PN s, g‘ 4 ‘ Child - |- . :
5 oy . . ]
2 i ' Function \ "
» trm I3 i) ) - Lé— - -
RN . > - 4 . L : ;
N M N v
- 3 - A - & » g
o ’ : e \ ' .
. 7 )4 T ‘-
k] [] ~ .
. y % Figuye 4.12 NIL commumcatuon arch itecture for create_child.remote 4
o . N » Qy g / i . { H * IO " e
- N s Ll
: N Vo " ' Y N v
- . . AN . . .
o o .. s 63
¢ AR Srg - M Bl
u' . L 3 I/ ’ t
: ’ ] »~ , « : . . i : \
& s - . - + - bv z
2 > N A
. - , * "n K I % " ~ ¢ .
" ! ( " % 3 ‘}‘{‘ ,«,
) ‘. - © . ' ! LIS :
b . - -+ . J [ .



P M x v - - : ‘ .
i G Ty -k - . . f
3 PR K Al K N ~ Y e 3 -
[ ¢ st ! ) _— / \ .
# N - ¥ ' ,:3 @ ‘. ¢ * W
- ¢ e ’ i . A5 Network Interface Library (NIL) Design
N ¢ . L - W
4 : v‘ R Ly . (
o ) i = oAy
‘e Y i Network lnterface Library Management Functions . ! .
“7. ‘,':. B ;L:' 2 . o
. 2 Y . Furictron 'Name Parameter (s) - T
e o - L -
check_msg , - < socket descrrptor time out penod .
o, .| read.msg -~ o sbcket descrlptor message buffer, v ,
Vo g 40 ) time out penod
‘ 1 & T
. At & . read_int socket descriptor, data, time out period
* . . ;5 o ! L. » . -
A net read_char - L socket descriptor, data, time out period o
- 3 2 . .
‘ . i v ] .
sénd_msg socket descriptor, message buffer '
N ‘ cae send_int socket descriptor. data .
AR BRI P T -
N L e esend, char : socket descriptor, data/ _ P
\ " ) “- ' » * « : fl N = ‘\‘ = °
4:: \Y ) }I * -: K It ! ' *4/” ! A —< S
. " ? ” Figure 4. 13 Network Interface Library management functions .
o 4, 5 2 2 NIL Management Routrnes ’ '
: P | : I , ] : - : /
. g e b I - 2 S
; } i v [ .: o ‘ . \ S -
R W § " ’
o 4t ; The NIL mjanagement routines are summarized in Figure 4.13 N
- Cn t &r { 3, P ¢ . x ,
. L ¢ ; o ~ ) oL \
. ¢ 4 J IS . v
2y v o —
T e Check.msg " - . T -
- _ }: . ,-‘ « v A ,_;‘ - e 5 -
_':;r . :-u ‘:{, - é_ R t . > l (3
i wh *E Y ThIS routrne‘mterrogates the specified socket for the presence of a message In
the absende of a message it busy-waits either until the message " arrival or for the duratron
© i .
* s O | therspecrhed trmeout Ay B
" )L ot L . } , ‘:' N X -
. 41 ¥ s .:, P [ 4 ": w 8 v - *
L X ™ '(; 5 \l 'l' s s > @ * B
T N ¥ s ; o < ’ n-
SRS : » Read_msg _ L. v .
] 2 a [P R - i N
N CEE - . 3 “* s -+ ” ’
~ ) W ¢ Read.int , e . L
Nk »;o Readhchar v Ee y o T
s ‘;-u) ;: ¢ " . o' : 3 R ) ’:r b -
B < N “:"7‘: ', i %, { f’
: L . . R
~ g A T L ’ ’ :
"y \’r ‘ ‘j\ * e : . 5 \ _)":‘ *
- ‘E‘- ’: s i _:Li"_ ~ y
, 4 A These three routmes return the next character string. integer or single character
- s (.
. varrahle which has amved at the specified socket. In the absence of a message, they busy-
" ’oe .
N [N - <
0 o . wait either until the message arrival or for the duration of the specifi ed timeout.
:,. 1 :‘ ;, ’ ; ? ¥
o . a » " g 64
i
: - - - L
; . H
A o~ ‘
oy e / - o o -
kel - . S — : * a— . -




T -, [d U AR Kl
] s -
* - % o ’ B ) & 2 ey e E < [
¥ N N N T - £
- . H % YL, .
. e ,k ; % A » 3 pUR .
~ _ : i d < ’ T - iRA o W8 s
¢ >, » ~r t & . - N " .
b - . M - v
. sy ~ 2 b O
. K ; . s ;
PRI ; ) : 45 Network Lmerface Library- (NIL) Des'gn
Mg 3 - -~ £ r ~
¢ v, s . e ,
-« R . .
- Aawdt P R & . X /. . 1' Ny O
. - .’ 2 - 4 ., . \€ « LFLIN 4 &Y,
> S d w/ 4 A % % K3 * - -~y A N
; it ‘ en msg & < . N \'ﬁn o . ¥ < LU
. A & t_ } - Ty z.‘ ! \ - I PN [ R o "
an PN Y 3 v [ * [ . ¥ S
L "u s by ' ” 3 1 s '\ ¢ i A A R PR N
Tyl e SendA_mt N 0 G 5 . R IR
Vsl o . A ", b o . ¢ T
: . ‘s . b PR t < N
, Hhrde 4 L.s b = L T M o P g " F «
- .
SR end,,char Coan NP ¢ Gl e ot
4o M > N¢ . /3 PRI s N v
. ¥ %, B o v %
e pe [} ¥ 3 R ~ N *
.1"‘ AT -}w \7‘ PR < B
. o \;.* 4 s & N a i v v b
2} S " . s ™ - s
“ AN e . o I % B ‘.7' L ¥ s [ ‘}7,. S v < * > LA >
x % > P ~7 ~ ~, S ~ A RN g 5 .- yoo-
o d, 2 ' S ' IS N D MG A B ' 13 ¢ 2
{a i 1 « > v v b .A"»r, -J - - .

- ‘. ’ These three routines transmlt a Charactef stnng mteger, or sin ‘gle character "

A et NG
, P N vanable over the specified links. ,‘;i’.,;f oot e T N . .
- “"“ ) { \ . ‘;\—:‘\. 4 ’ v A = . - e 7 ¢
. ‘ ,4 5.2. 3 NiL Termmatlon Rouﬁ’ne o : & C, .
BRI KIS 5. ,J C S cr e ’
i SRS : - ; s — T
Y T LY Network Interface Library Termination Function “ly L fw '
oy, - b 4 )
rt s 3 ;. . . SE ' L
5 ¢ = | closé - S | socket descriptor, file deseriptor 3 -
A A S .
X, > A“ 3 ! S~ © T 'f"; T T f ~
- N o -
R N Figure 4.14 Networklnterfac L}brary termination funcuon AR
. 2L Y BT , . N
i “ A, ;\.' R ‘ ;‘:( LN *:’, " ) & ‘e e -
o A }L & e’:' ,:' ;1 ; - 2 B s 0 .
» ) : o Y
s L " The NIL térmlnatlon routme;ls shbwn in Elgure 4.14. | TN
RN 9 e ::'\,.-s' , 3 . L N ~ " :;y: .
O N ;:,g‘-‘ & A_P‘fj('_ mou g 5o e 5" o w 1“‘ . . . 14 “ - N
A * " 413, - )\”\l“ 5 - .l;* ‘i:lh ,;K “-"\ ah Qx . v —; e ..
i 40w ! ol AR § T e, o
. N . ’ C|ose t % o R Y - . ; .
ot o . . T e % S Tl P P
- Y \ D i 3o -
) ‘?‘“ "";'i:, * “‘ &' i 'J? 5: ‘ ."' * “" ," “ -t L 2 ’
. e SN ) Tfus)routme is astandafd UNIX functnon wluch is used to cldse an open socket
| B ML or ftfe descrlptor If as conSndered 2 gaod programmmg ‘practice to cldse any sockets or
o .
| B \ * 2
— - files. which vyere oEéﬁed by the user. prior to exiting a program \ -4 ) -
' 3 £k . . e L R
. :-}.A‘ i » . \ S -i .\N ] . . .
PR b * \, L ' R
4 N .0 o
A 453 A Network Sample Interface Lubrary Program . .
PR e N . N . ;
CowoEe 2 % . . o
- Pad W - {L K : N . o B
o :
: . ‘The folfowmg example |I|ustrates aﬁ implementatcon of'some of the NIL func- ’
#« N ,,\ A w
. oo T ¥ tlons. Two programs, whose objectlve and cbmmumcatlon archltecture are |dent|cal to the
o
a ! ',"" : ;, Sesslon Layer example bresented m” Section 4.4.5, have been |mplemented The first pro-
" X <r " £
' Yl gram is agam composed of a slngle process, ldentlfned as Process A: the secénd program
T e is made up Qf a two processes a palent process and |t§ child, |dent|fted as processes B .
" . &
L3N H > \, eos . P n
O Voo andiC, resriectlve'y S P ' . -
RRREN L t i -5 e * o LI '
. BT f‘;m\‘,ﬂ PP ;3, . SRS & ~; AR L T T s .
R ) Y A s ey " ; T, 65 )
- *,:‘ o 7‘ o ‘o 1“5“’“ - .4;'. ‘ 1. . k
; . - B T t "".‘. = _ e
. LJ‘ ‘_\‘ ':‘; ,“ N }‘1 ’;\4; » - - B - N .
::::‘ H o i " v.\'J;;‘ Y ;‘gn‘ " + . ot ‘ l p LT {‘j
= % 3 " - . -yt r ¥ M




3
-

-~ ) “‘;" T ST S TERE N S AT - ) - P i -
g . . o . N PR R e ' ‘<‘ N . .
o . o , % 45 Network Interface Library (NIL) Design
;: B 3 \ wr - N > . ” N \\ = . &
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. . “tion link to it, through a call to session -init. Proces@ ca"s sessnon server _init to complete
’ ' the establashment of the communication link. Process C is created by forkmg process B and
oy is linked to both its parent process and process A through the function create one r,emote
Usmg send_msg and recv-msg..a message is cycled from process A to B to C. and finally
- returned to A and displayed at the user’s terminal. . ,
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o #include °‘NILconfig.h’ " /* NIL host conflguratlon header file */
. . . #include ‘NIldefs.h’ O / * NIL constants and defihition - %/
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-7 o 7, . o &
% main() - g - o
" e . . veot - ;- 3 °
L . ~ { char msg[BUFFER_SIZE); “;'; /¥ data buffer for message transfer */ .
. “'/ . .,{rf _(r“
W int tcp_port_A, / * the TCP port of A's endpoint */ -
% T i passive_soc_A. / * socke~t descriptor of  the endpoint  */
) tcp_port_B, /* TCP port of process B's endpoint */
oo *« soc_B, /* descriptor of link to.process B x/ -
Yoo . - L °
j} Yo soc_C; ! /* descriptor of link to process C ¥
Y] "j ‘J # .
, e session_server_init 7; Invoke the remote process  ‘process_B'x/
*, I ( ‘host_B"’, /% -on host ‘host_B’, and initiate a xf
Lo T & - o =
M . ooy & 4 R . W . >
Tt e ) . process_ B', /* .communication link_ - s %/
: " &kpassive_soc_A, /* socket desc of passive socket */
e e * &tcp_port_A, /* TCP port number of passive socket J4
4 : EL ‘ f, \
0 = 2 &aoc_B, /* socket desc of local connected endpt */
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; &tcp_po;t B . .. "i/+ TCP port of éndpoint B’ v/
P LT e o - =L .
' M_”\:,;'t;m:"" ST e »- R < em e o — . A A Lo . P N ’:—k‘/"’;f:.:f/ .
J:—;: P e ) arT e = : n b = -T" e s
PR .pfawmf’l»“"""a/ ’“r = N e - -
wr T =S g6gTC = so€ket accept /* Accept a. connection request ‘from */
:: ( - | Lo~ p—r ! "
T e *"“,"' ") * L . -
o Gl ( qu..s‘ive‘;goc-A s _ / process c e A/
‘L - .o - e e o — —
. - W - o b
' “ ~ - - ot ;
. strepy (msg,‘A’); =74 Send a neseage containing the process*/
- send_msg (soc_B,msg) ; /% name A. %o process B */
= N N & N o
“~ .. L . ) L et '/‘ e bl e s
) / ~ e ' ~ T ,? i o - .. .
while (recv_msg ~ /*"R‘ead a message from the Iiitk,"soc,c v/
~ . N
, ( so¢_C,msg,10) == 0);, 7 ;'.nto the buffer . msg *Wit)l a t;lmeout *+/
- o - )’(“:
’ e T i 5y \’ ’ .t :
R }* of 1.0 sec ~‘;1‘?" N i +/
strcat (msg,’' A'); /* Appgnd préocess nafe..A to the message: ¥/
printf (‘\n¥%s\n’, msg); /* D1sp1ay the final message AB C A 4/
" - = VI Wt
- close(passive_soc_A); - -~ /* close open socket descriptors’ +/
N r o - 7L - N
close(soc_B); ' s Lot
- / y -
s ‘-(‘ - . —'II‘J\ T
close (soc_C); A R Lot - K
’ s K « \“ l: N N
! e L . -
exit(0); L /*I\”Qnd exit™ . . < +/
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int tcp_po’rt_B AL .
e ‘ " passive_soc_B, " ‘
P - tcp_port A, - ' u
- soc_A, «
- - fnc_child_CQ),
- ) “soc_child_C, -
s “ I”.-‘ . ) o
i - child_C_id;
“  gession_server_init - /*

( argv(1],

e argv(2], S/
. , P !
- kptmm B, /*
- o ) &t&p_port_B, e
L e .,,‘\ &soc_A, . /*
L o &tcp_port_A ):
o . |
create dne_remote L *
Do,  ( &child_C_id, /*
B ' o
- ’.R Jqsoc chlld__(:1 - /¥
1. PR nh i N
/ fnc_child C._ /*
. . "/ v [ Vs

, w3 argvll),
/ g

E /

a};gv[2] )i S

\.1

‘x;‘
‘- ‘while (tecv_msg ™~ /*
B ( soc_A,msg,10) == 0);’ /*
. '”ﬂmﬂ PO ' =/*
§ ‘ !
strcat.(msg.* B'); /*
- R /

-
&

¥ * P e 3
-
¢ ‘send_msg (soc chila_c msg) /*
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/* the TCP port of B's endpoint TR
/* socket descript.or of the endi)o:mt */
/* tcp port of endpo:.nt of process A */
/* descriptor of 'link to prod:ess A #
/* func\t:lon executed by qhxld procesvs‘*/ ;
/# descriptor of link to cl‘uld '*/‘
/* prccess identification of chlld */
establish*the communication session ’ﬁ/ ~
with the master process A. The host */,
name and TCP port number of the *i
endpoint owned by process A are x/
specified by"passed parameters* */
a.rgv[ll and argv[2] respectively. */
an )
fork a ch¥®ld procesé; ‘process C, t\o */
‘be linked to both the parent ahd the ¥/
'remote process A. The child process’ '*/
will execute fnc_ Chlld C. *{ T
e , .
-t N . ; /(‘ N N

‘Read a mesgage from the link. soc\A ¥/

into the buffer msg with a 10 second *ﬁ
timeout. penod e . ‘ */
N . d
Append the process name B to msg . */
’ Ris ’ < o
‘”‘ . 3 ) .
Send the mofiified message to the %/ .
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demonstrate that mterprocess communication can be’ achueved 1h a sumple and COnclse

_(:': - way with either approach.’An important feature of these |nterfaces Is thelr similarity wrth

o]

gy’
5

respect to their appllcatron. The user does not have to contend with d)ﬁerent interfaces,
. which makes: usmg ;hem easier. The sample programs are relatively short in companson
.toaTCP mplementetlon of the same structure a TCP |mplementatlop would be in excess
o - of one thousand lines of program code and would be composed of 2 majonty of the NlL
soyrce code. The relatwely short length of the NIL and Session Layer programs clearly ‘“

' 5 "™,
demonstrates the power that these mterfaces offer to the user. Addmonal comparlsons are. b

,;7*’.. T . N
t‘r‘a;‘xy'» " « Y ~

presented ina performance analys:s in Chapter 5.° N AN AL T e
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The network interface provides thrge Ievels of‘error detectlon ar)d pecovery The

Q,‘

" processing is bottom up with the lowest level managed By TCP the lntermedlaterby the

»,\aL
‘\

L C ‘ ~Session Layer and NIL functions, and the top’level by the user program. ’ SN
|

’\, ‘.‘

o 4
1 . \ ’ N * v,
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The TCP stream protocol provudesfa relrable endpomt to—endpom} means of

’

‘ commumcatuon m a network environment. Transmnssron errors do not affect the correct.

delwery of data TCP achjeves this by recovering data that is lost, danpaged dupllcated or “‘,‘.. .

T

' o dehvered out of order. In the event that TCP cannot recover from an error condltlon.‘-an
v L | . B

1

J; - appropriate message is passed to the Session Layer or NIL function. ! .
% ' . 7 Jr\
. © _ DBoth libraries adhere to the UNIX standard for error reporting. In the event of

.an error, a functaon will return -1 and the user can opt to display the library functlon name

’ in which the error occurred, a system error message, and a functuon error message, The
- °\ “function error message identifies the Iovg level UNIX routine in which ‘the errér occurred
while the systent errorl message specifies the exact nature of the problem within the UNIX
| routine. For example. if an error occurreg‘i‘I within the NIL function socket.connect. the
“ function error message could be “Cannotdestablish connection”, implying that the error

, o B occurred in the UNIX routine connect. while the associated system error message might be

! t o ’
e | * A 70




47  Error Detection a'n‘d Recovery ~
3 E3 1 %

. “Connection timed out” ;ndlcatmg that the remote endpqmt did not accept the cOnﬂeétron
' with the ipecufied tlmeout period. |t is the user's responsrbrlrty to declde and itnplement
the next course of action. In the dvent of " a-catastrophic error. suchas. the loss of a host.

- [ % ‘ ' .
* both the Session Layer and NIL fgnctions will automatically issue both $ystem and function.

" ~

error messages and terminate the programs. S - !

- . 3

¥ N <. ‘r /“.
v - 3 [T

~

" ¥

The Sessron Layer rs more capable than the NIL library in deahng wrth error

situations on its" own The Dlalogue Server processes and attempts to recover from errors

- rsrgnalled by TCP The Server passe& TCP error messages such as commumcatron tméon’“t"

“ v 5 ’

)
Y]
b
'

N - N and blocked transmissions to the usef, process. which'is resporlsrble for copmg with these

- J-errors The Servers also trap and process errors mtroduced by the user program suoh

3

BEPEES & as-invalid specrﬁ.catlon of links and endpomts For more severe error situations, such as

B o, : N .

corrupted lmks or the crash of a host.\ fdll [recavery is not possible; the session can not be

ey T K:u« ' restored to an- |mage “of wtrat it was before the error srtuatron occurred In these cases.
| br ’ ,bk the Server performs a partlai recovery whrch mvo|ves an orderly shutdown of the af!ected v
' o links and passes an appmpnate error mes%age to the usef process Under such seyere ‘- K .
. conditions, it may not be possible to continue with the seSsuon The partiai recovery. ‘
‘ } ' ensures that. processes on the other hosts partrcnpaémg in the session are not mundated

wuth error messages or blocked in some way.
A A
. .

To illustrate some of the Session Layer’s error detectlon and recovery proce-

N e,

[

dures consider ghe following examples. ' ‘ oL

\
! :L ! 4 ,'a

Assume that a user process which is partlcupatrngun a session unexpectedlyk A

Evacy
% nerd

o aborts, resulting in the need to terminate the session. The Dialogue Server dedlcatEd )

'3, to that process would detect the severed communication link and would terminate the -

o

"associated Session Layer endpoint. This involves terminating all of the-links between the
local and remote Dialogue Servers. terminating the link between the local Administrative

and Dialogué Server. and finally shutting down the local Dialogue Server. The remote
) ' i N
o ) processes participating in the session, will detect that their counterpart is no longer active

. v

and they may in turn also terminate.
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: ‘~', A§ a second example assume that a host crashes. If a Dralogue Server attempts A

( Lo . to estabh;h a lmk to a endpornt on the affetted host., or attempts to send ‘or ‘receive

vy - N

2 o over a dlsconnecfed link. an error is returned from T{P The Dralogue Server mforms the £
" 1 , . N ‘ :'

\

Admmls;ratrve Server tH’at A Imk or endporht is disabled FThe Admrmstratrve Server verifies 3

,.. -

W © whether the remote host is “operational.< I/ not, ah approprrdte message is broadcast to the

ol FN .. .
. £ <

T cL o h other hosts, whrch in, turn, removes entrres of endpomts which resided on theaffected host o
! .57 {rom thelr Admrnlstratlve Tables Dlalogue Servers are notified to remove from their tables « -

. - v . ., . >
L K 2 . . N A4 .

K W "l lmks to endpoints on the affected host SR .
womoo & S L7
R P - PSRN : s
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L. e 4.8 Summary a ;
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2 T o By Y In this chapter we. have présented the’ desrgn strat?egyr archl ‘cture and p‘ro— ‘

Y ..

p grammmg rnterface of a system for mterprocess communlcatrqn wrthm= oun drstrrbuted

X
-
o
X
sely

e robotlcs envrronment The envrronment is based on host computera systems operatmg un~
a A . N v
e der the UNIX 4. 2BSD operatmg system commumcatmg over an Ethernet Iocal area network

J
sy w2 g« ,’ Y- - v d
<y AR L v . ,&A . ;\ B 4
p . B X 2
P 5
W7

A . T’he communication envrronment |§ desrgned to be flexible. to meet the needs of ¢ v

oo % N e

- e a x;onstantly changmg research environment; modular to support r‘obot work-cel!s that are
' Yy

s composed of drstrnet elements and easy to use, ‘so that programmers do not have to devote*

Lt "u L f

o I time towards understa‘nd_mg the detarled mechanisms of interprocess commuvatron. ‘

i 2
&

. Z - The network interface is designed to provide a starrdardized way of :achieving‘
{: IPC while relieving the user from the low level aspects of network commumcatlon Three '
-

>
1 &

“ interfaces are available, each providing a drfferent level of sophistication. Each Ievel progrdes
mechanisms for establishing. managing. and terminating communication sessions, but in a
different way. The higher the level, the easier it is to implement and manage nterprocess  °

communication in an efficient manner. The lower levels offer increased.speed and flexibility

The highest level interface is based on a partial implementation of the ISO’s Ses- 3

3

sion Layer service specifications. The implementation is based on a hierarchical framework

0 ‘ composed of an Administrative Server which is responsible for maintaining communication

3
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{ ry‘ 1 : \-—“ .! )\:‘
endpdlnts aﬁd a Dlalogue server which is responsuble for m’anagmgthb commumcatnon’lmks U

Of the thr’eg 4interfaces, this is the only level that offers a standardlzed way of achlevmg ’
PC. L s, i L

e 4 - ¢ -
“ -

o
>

Thé; mtermednale Ievel mterface is prowded by the ‘Network Interfacg lerary 4
1

r ,1 xp M 4

This lnterfacer}s Iess sophlstlc;)ted than the Sesswn Layef in that it is more@:ﬂuzul! to* use ‘.\‘

and its functlons arg less powgrful % Y ;, “j

v

f
g

4
‘l »
. )
O " N ; ) L : "y\-

The lowest level mterface is provnded by UNIX 4.2BSD: ng the form of |ts TCP

function hbrary ThjS level offers the most‘ flexlbnhty and speed but these attnbutes are:

" P

offset by the dlffucplty en;:ountered in using the TrCP functlons. This Ievel is, pnmanly of "

-\ . N

interest to system Ievel progxamme; W . i N &
~ 4 (

4

D

=N
a
s
3

LN
o e

F »'(
v
7 - ©

Two sample progfams 1I|ustrat|ng both the Sesscon Laypr and Network Inteﬂ»

face Library functwns were hresented to demonstrate t&\e ease wnth which |Qt¢rprocess“ o

communication can be eﬂ'ectéd . %o T v
“ - A A oo i
Con S BN 1 xz»
Error handling capablhtnes -of bath* the Sessuon Layet and NIL |ﬁierfaces was
' f m‘ .

presented. The Session Layer is far “superior |n lts ablllfy to deql with erro, sntuatlons.
while the NIL functions reqmre ‘to a greater extent that the USer “decide what the coufse

'of action will be for noymal ehtl abnormal condmons and ‘h0w lt Wl" be implemented when -

J e
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C ey EE Havmg presented the arch‘itectdre and desigh details of the “communication ef-
1 . b
N ; vnonment Me present a performance analysrs of the Session Layer an? Network |nterface
€ I‘“ 8 1 av * "
ot l;ibmry implementations. ~ ;- - -~
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‘ ( 5. 2 Performance ina Dlstrlbuted System Lo
R .H 5'\ \
s 7 .l ‘,w) MY A \ u
L %L . B s
. A ’ There are many factors which rnﬂuence the performance’ of a dlstrrbuted pro-
'3«‘1
-]
- gram. We wril ex‘amme some bf ‘the factors partlcular to our environment to determme how
% . 3, e ':fh’ s, * '
L &1 they affect commumcatrorr.‘ e . - B
s ¢ AN A - . vl
' s 5;» - 'fr, ' T ' S\ 2
5 2.1 Network: Tunrng e -
C .
LI
Network tuliing is the process of adjusting Transport Layer buffer sizes and flow
. 0t .
control parameters. It can be used to optimize network throughput based on the require-
ments qf the applications that the network supports. In our-environment, network traffic
consists primarily of file transfers and remote terminal applications. This is in contrast to
the robot work-cell message traffic which is relatively low in volume, consisting of messages
0 which are generally less thah 32 characters in length. The network is presently tuned for
7 - ’ , ‘
) ‘ \
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larger data transfers: ‘this is therefore at the expense of the work-cell s communications
needs. Although tumng affects the overall throughput rate, the same condltrons are applied

eqtrally to both Session Layer and NIL programs since they are both based on TCP.

Itis beyond the scope of thrs thesrs to address the network performance below

the Ievel of the Session Layer and Network Interface Lrbrary A performance evaluation of .
TCP ‘which includes the Transport Network Data Link. and Physrca| Layers in a network .
confrguratron srmrlar to our own, composed of VAX and SUN hosts operating under UNIX
4. 2BSD and connected by an Ethernet is presénted by Chamson [Chanson ét al. 84].

very general terms. the performance of the Transport Layer |mplementat|on depends on the
i N 3

followmg factors
M !

; ; : X R )
o The control structure which; in part deals wrth packet format, retransmission and
/ 7 L%

timeout protOcols. data‘fragmentatron. and pacKet routing. -

A .
o

%, N o
- . [ , -

v -

e The flow control mecha‘msms whlch are based on the available buffer space at the

, . source and destination endpgipts. ' b X e

Yoo L
° . . 9

1
o
ki

‘, o The implementation of the prot'ocol In the case of 4.2BSD. the protocol is imple-

mented in the UNIX kernel which _is the lowest level of the operating system and

et

affords the greatest speed ‘ ) o

- p
AN ’ - f
s v
) l "

0 The operatlng systern overhead. Thrs refers to the tlme consumed in process swap-

ping. pagmg system calls, and any other -aspects pertalmng to marshalling the envi-

ronment of the processes

-

e s >

.
.
¢ i

| \5.’2.’2 Network Contention : L

.

Ethernet employs a carrier sense ‘protocol for«accessing the network. If a host

has data to transport, it first interrogates the network foi the presence of a carrier, that

v : 75
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¢ . L3, t

is. 5 packet transmrssron present on the network If the channei is busy it Warts a Fan&om

amount of trme and then retries: otherwrse the data |s transmrtted Network contentron

%

arises through the concurrent action of more than one host attemptmg to transmit a packet

-5

' on the network Ethernet does not employ a priority or queurng h*rechamsm to féSO'Ve

t"r,
'

contentlon Iif a collrsron occurs, contention is resolved by havrng ‘the hdsfs wart a random ’,

amount of time before retrying. . o I
v » [N . ‘{"‘ l:‘n‘r,( ° " 2.7 ' el
0 ‘ : o o AR

r The performance of network protocols in the presence of contentlon is. always

decreased. Network contention can be partly evaluated by exammrng the coilrsroﬁ xrate of

packets on the network This rate is related to the number of packet retransmrssrons and

\ r

* tthus affects the performance To some er&tent network balancmg can mmrmrze contentron '

F
.
- i oty

by optrmrzrng packet sizes and trmeouts
PR ‘_4 _\\: s <

’ ¢ RN L 4 ¢ .
R — N o . % ..
In our environment, the average collrsron rate lS very 'Ow,« approxrmately 100

-1

parts per million, and is not consldered to co‘ntrrbute any srgmfrcant effects.
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5.2.3 Local versus Remote Commun{c;ation oLy ‘s

T NN
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4
'
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! 4 L. - 2 o t e

O i

s

2 if mterprocess message passing.is conf‘ nedtoa srngle host, the physrcal network

v

. i never accessed and contention can not anse ,Because remote message passing requires

X

1) . . . - N N . . .
network access. it is somewhat slower. Since in our environment netwoqk contention is

", . T )
very low, the effects of local versus remote communication are negligible. "

v B R
'

- PR
;
’

‘5.2.4 Processor Load ’ Y

.\

Processor Joad.lor CPU load. plays a major role in network performance. TCP &
was deéi'gned to provide robust communication over lossy. long haul networks and therefore
. has extensive packetization and error detection and correction featuree. This requires a
-tremendous amount of CPU resources: so much so that some argue that TCP is too
!,powerful for LAIy applications. An alternative, less robust protocol has been proposed by

» Chanson [Chanson et al. 85].
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¥, “

The~length of més;arge.s is’certainly a contributing factor to network and system
peérformance. Messages desig'natedg,to be transported are first stored in a TCP transmit
burfer which is normally 2048 bytes m lérrgth the'n packetized, usually in fragments of 128
bytes for TCP's stream protocol and ﬁnally put on the network The number of packets
and ultlmately the CPU load ar‘e proportlonal to the message length .

4& e 7 1
@ : ' "y

. .

‘A
I . t 1

: 50

R -

Program overhead whrch entauls callmg routines to receive, parse and send mes-

2

| sages contr’lbutes to the end to end bandwndth Efficient archltectures and programming,

\

both in lmplementmg the network interface functions -and on the part of the user who
B h\

integrates these fﬁrgctions into their applications, is important. Moo
! . E 5
B v : R . " ;‘ \ﬂ_» ,
5.3 '~ Performance of the Implementation N P

&
5
13
s .
coye 4

The Sessuon Layer performance was evaluated by comparmg the times required
to cy¢le a message, usmg both the Session Layer and NIL serwcgs to and from a remote

process..
L M

° AN

The routines required to effect data transfers using the low level TCP functions

amount to the send-msg and recv_msg functions of NIL. Therefore. from the perspective

of this performance evaluation. the transmission times of ‘both NIL and the TCP imple-
mentatlon can be considered to be rdentrcal Henceforth the figures presented for the NIL

implementation apply equally well to both NIL and TCP implementations .

The time required to effect a message transfer depends on many factors. in-
cluding the length of the message. the system loads. and the network balancing paramerers

which affect the performance of the Transport Layer.

'
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f ()‘ur objective wa"s!i(to evaluaxe the Session Léyer’relative to the Network Interface
Library under the conditions of our present TCFP mstallatlon The actual times requlred to
tra\nsport messages over the network are only relevant to our netwoﬁc configuration and tun-.
lng relatwe comparisons are therefore made; NIL was chosen as the basis for performance
comparison because it is the fastest TCP based mechanism available for transporting mes-
sages. We were not concerned wrt_h measuring the effects of factors specific to the TCP

protocol. Thus. without loss of generality, we assumed that the time required to effect

message transfers could be repreéented as an overhead time, due to TCP and the network

interface functions. plus an increment which can be characterized as a function of message -

* length. Further, we congjder that both these parameters could themselves be dependent

on the system load level and the type of host compyter: VAX-11/750 (VAX). MicroVAX

Il (mVAX). or SUN System 2 (SUN). In evaluating the session layer. it was assumed that .

data generatednunder almost identical conditions would not have been subjected to sig-
nificant variations in overhead time; any error introduced by this simplification could be
absorbed into the overall error of the model without serious consequence. In other words,
the small fluctuatlons in system load encountered while performing the experrments were

not consxdered to be critical and therefore were not accounted for by the model.

.

In evaluating the Session Layer. we wanted the results to reflect typical con-

ditions encountered in the laboratory. Since the packet collision rate is essentially zero.

" averaging, 100 parts per'million. the effect of varying the network load was not deemed

necessary. Thus measurements of load will be based strictly on.CPU foad, which for the
purposes of this study. is defined as the number of jobs in the operating systems run queue

averaged over the last one minute period. . -

5.4 Experimental Design ’

; .. Programs which measure the time to cycle messages between two hosts using

both°the Session Layer and the NIL services were developed. A block diagram of the

.experimental setup is presented in Figure 5.1.
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54 Expenmental Design

- Figure 5.1 Configuration implementing both Session Layer and NIL links

Using the Session Layer facility, a n;essage was transmitted froni; the local
éndpoint to the remote endpoint, and then returned. The elapsed time fronc the initial dis-
patch_msg function ca‘II to tHe return of the final read.msg call was measured. Theﬂmessage
circulation was then immediately du

using the NIL send_msg and Fecv.msg functions. The time of the message transfer was

°

again determined.

b

N

>

.

plicated. this time over the direct socket connection,
J .

This procedure was performed in triplicate for messages of lengths ranging from

\
"1 to 20%8 characters, with an emphasis on lengths at the lower extreme of the range. An

upper limit of 2048 characters was chosen because it -corresponds to the transmit and

receive message buffer sizes allocated to TCP when the system was configured.

To examine the influence of system load and computer host types, two sep-

4

19

-~
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5.5 Analysis and Re;ults

arate studies were performed: - The first study considered the affect of system load on -

Session Layer performance. The programs were executed on the same host configuration,
consisting of two VAX 11/750 computers, at three different CPU load levels, classified as

‘low’. ‘medium’. and "high'. For the purpose &f this study. low, medium, and high loads

corresponded to an average of 1. 5, and 9 jobs respectively. in the run quete over the'last -

one minute period. ' . -

<

' : ¥ L .
The second study evaluated the performance of the Session Layer over various

combinations of different host computer types. The programs were executed on srx different

host-pair configurations: VAX/VAX VAX/mVAX, VAX/SUN mVAX/mVAX mVAX/SUN ¥

SUN/SUN. All programs were_ executed under conditions of medium system load in an

attempt to parallel the operating condrtrons that are normally encountered in the laboratory'_' ‘

when running robot experiments. R | -

" The raw data generated by these studies is not presented in_this thesis as it is

too voluminous. The data tabulated in the subsequent sections-of this chapter represents

N

_results of our analyses. o

5.5 Analysis and Results . L

The objectlve of the data analysrs was to compare the times required to trans-

mit messages, under |dent|ca| conditions, using the Session_Layer and NiL- serwces From

" this comparison, a relatlve measure of the Session Layer s performance was denved Two .

separate analyses were performed based on the studres drscussed above The flrst con5|d-

-, ers varlatrons in system load whrle the Second eXammes the effects of drfferent types of

?

" host computer: - x e L .

. 45:':

‘X

[SAS 82] The statlstlcal concepts for the arraiysrs were based on material from Searle

[Searle 71} and Draper [Draper and Smith 66]

R f
T 0 U L, . JE P S O e S - A N o ST SR SR 2

vy,

-

AII data was analysed usu‘ng the SAS General Lmear Models Procedure Package \
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o °representation of this equation is presented in Figure5.2. @ : N
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. L, ’ Simplification of .the linear- model was considered: the reduction of the iodd :

to one which would assurrne.that effects of the Session Layer were independent of system
v Ioad thatis, r;, =7, and p,J = p7 for all i, was; examined. F statistics: were computed
to evaluate the sugmflcanCe of the variations of the parameters 7 and p between system
loads. Both F statistics were determined to be highly significant, mply;pgv that the data

)

demonstrated a difference according system load of the Session Layer’s effect on both the

‘overhead time’and the dependence of time omﬁtessage length.. Therej‘gre. the model was \
\\ 5 ¢ -

o . not reduced. - . L, . )



55 Analysis and Results

. The estimated parameters of equation 5.2 are tabulated in Figure 5.3 The"
additional time to circulate messages using the Session Layer rather than NiL was described
by an overhead time which is independent of the messaée length, ffd a time which is
directly preportional to the message length. The overhead. which is represented hy T, wa;

‘ determined to increase with increasing system load. At low sysiem load, the overhedd
-was estimated to be 1.62 seconds. while at high load, the overhead was estimated to be

1. 93) seconds. The proportionality constant charactenzrng the‘ effect of message Iength

—— . on the Session Layer s performance represented by p. was also determrned to Increase
with system load. At low load. the proportionality constant was esumated to be 00022

sec/char, indicating that the additional time required by the Sessrorr Layer to -transrpn

messages Increases by 0.28 seconds for each increase of message length by 128 characlers.

At‘high system load. the additional transmission trme required by the Session Layer to

. transmrt a message was estimated to increase by 1.05 seconds for each 128. character

A

increase in message length.

- N . -

‘ . i CPU : 7 B _p" __‘l ) . )
) E Load sec | sec- | sec/char sec/char’ . ‘ \~

| low 0.01|1.62 | 00021 | 0.0022 | ? :

- ' medium* | 0.021.75 | 0.0049 | 0.0052 | \

high |0.04/1.93 | 00067 |. 0.0082 | . o

Figure 5.3  Parameter estimates of equation 5.2 -
7 . ‘\ . ‘
O - ‘

. In Figure 5.4, estimates of message transmission times, based on the derived |
regresslon equatron are presented for each system load level, for messages of Iengths 2.4,

-8 16.:3,2’.‘ 64. 128. 256 512. 1024, and 2048 characters.

B Vo et
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. ~ ~5.5.2 -Variation Between Host Computers '\

N » 2 - -
PN . [ . N = C e ,
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%he analysrs of data generated by the second study, whrch c.onsrdered varia-

o . ." tions in host computer types. marntamed at medrum system load, parallelied -the analysrs -
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“Low Medium * High \} : .
ML SL | NIL SL | NIL sSL
002 | 165| 003| 1.79| 0.05| 2.00
003 | 166 004 | -1.81| 007| 2.03
- 004 | 167 | 006| 185| 0.09| 2.09
005| 171 | 010| 1.93| 0.15| 2.21
009 | 178 047| 209| 0.26| 2.45 :
015 | 192{ 033| 242| 047 2.92
029 | 219| 0.64| 3.06| 090 3.88
056 | 275| 1.26| 4.36| 1.76 | 5.79
110 | 386 | 251 694| 3.49| 9.60
219 | 608 | 4.99|12.11| 694 17.23
436 { 1053 | 9.97 | 22.46 | 13.84 | 22.49

. . o [V
- g . e ' Figure 5.4 Estimates ¢of message transmissiofi times (seconds). ¢

s . “ ; ‘ ,” _ ~ ; : R . N
¢C . o o
' descrlbed above It was assumed that the transmrssron tlme could be described by a relatlon, .

i

Ulnvolvmg the message Iength the cofnputer types and the commumcatcon lmplementatlon -
’ Sessnon Layer or NIL Other factors whlch could influence transmussnon time, were assumed
‘ to remain constant. Since our objectlve was to obtain a relatwe comparlson of the Session
Layer to NIL, thls assumptlon was not judged to be crltlcal to our analysus It'was also
assumed that the covanance model deﬁned by equatlon 5 1. with i=0.1, 2 5 denotmg the

“ computer type could be apphed

1

g '

=~ ~The ‘four variations of the model described by .équation 5.1 were again con-
sndered Each model was fitted to the data usmg the method of . feast squares and the

coeffucuent of correlation’ computed The most appropriate model was selected. based-on

—

. ¢
- ) the coefﬁcrent of correlatlon to agam be the linear relation represented by equatlon 5.2.
‘ ) , . :

- 1

0 . ~\( : Slmphﬁcatlon of the linear model was consndered the reductlon of the model to-

y ’ *one”whrch would assume that effects of the Sessnon Layer were lndependent of computer -

4 - . -
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type was examined. F statistics were cc;mputed to evaluate the significance of the variations
of the parameters 7 and p between various pairs ‘of hosts. -Both F statistics were determined
to be highly significant. implying that the data demonstrated a difference according to host

computer type of the effect of the Session Layer on both 7, the overhead component of the

" message circulation time. and p. the time:component which varies with message length.

The model was therefore not reduced.

. . l Q .! T 6—““ —i_'q_pmn*ﬁ
-~ Host ' LA
. sec | sec |sec/char Lsec_/_char l
VAX/mVAX | 0.02 | 152 | 0.0017 | 0.0046 . _—
VAX/VAX | 001 ' 1.47 | 00024: 0.0043 .

!
1 1
) | SUN/VAX , 0.02 136 ' 0.0018 ] 0.0024 |
| mVAX/SUN | 0.01 142 00010 | 00016 | Caa
| SUN/SUN . 001 -139 00011 | 0.0020 -
\ | mVAX/mVAX . 0.01 . 1.44 " 00009'| 00014 | 3. ¢

. v
4 + w7t

- . ¢

Figure 5.5 Parameter estimates for transmission times

- . " The estimated parameters of ejuation 5.2 are tabulated in Figure 5.5. The

overhead which is descnbed by 7.- was determined to range from 1.39 seconds for the‘
SUN/ SUN conflguratton to 1.56 seconds for the SUN / VAX conflguratron a variation-of 0.17
seconds. The proportlonallty constant characterizing the eﬂect of message length on the
Session Layer performance descnbed by p, was also determined to vary accordmg to host
configuration. The proportlonallty constant was estimated to range from 0,0014 sec/char”

for the mVAX/mVAX to 0.0046 sec/char for the VAX/mVAX configuration. In other. words. .

the difference between transmission times of the Session Layer and NIL increased from the '«

overhead time by an amount ranging- from 0.18 to 0.59 seconds for each ziddftional 128 —

P

kel

characters. - ’ , : . SN
S

» v
oL - - . \ .
. .

) ! \ -

Ih Figures 5.6 and 5.7, estimates of message transmission tirnés for NIL and
Session Layer lmplementatlons are presented for each host computer type for messages
of lengths 2, 4 8, 16, 32 64 128 256 512, 1024, 2048 characters. - ) )
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. ) S,é Discussion
o Ji‘ - LNIL Transmission Time (sec) e
? :;rIVAx/vAx mVAX/mVAX | SUN/SUN | VAX/mVAX | mVAX/SUN | SUN/VAX
; 2, 001 | - 001 | 001 ' 00 001 .| o003
4, 001 | o001 - 001 002 . | 001 0.03
i 80 001 c 002 001 . 003 | 002 0.04 -
U6 003 ) 002 ¢ 002 004 - 002 | 005
.32 007 ., 004.. ¢ 004 007 .' 004 |. 008
64: 015 . 007 ; 008 ' 013 | 007 | 04
, 128 030-; 012 -' 015 024 . 013 0.25
| 2% 060 : 024 ' 030 ' 046 .’ 026 | 048
512 121 ' 046 059 | .0.9 |- 050 0.93 -
(024 242 0 081 ., 148 0 178 | 100 1.84 .
120480 485 181 ;£~ 236 | 354 _ | 7200 | --3.67
Flgure 5.6 Estimates of NIL mqgage transmission times
v ('r“’f_r W“'MMTT Session Layer Transmission Time (sec) . -
C | Char, VAX/YAX | mVAX/mVAX | SUN/SUN | VAX /mVAX mVAX/SUN SUN/VAX :
2| 148 .. 146 140 | 155 1.43 1.59°
4 149 © 1.46 1.40 1.56 143 1.60
- 8" 152 147 .| 142 158 1 144 +.1.61
SRR LT L PR ¥ : M I 1.64 ! 146 165 |
-2 1.6§ ‘ 153 [ 1490 | 1™ -] 150 |1 ! *
(641 189 | 160 | 150 : -1.94 ; 159 185 o
_ {1280 232 AT LA 23 115 | 242
? JoTy2se 3 203 | 219 . 35 ! 207 - | 2.66
\ '] 5121 488 | | 261 l <2980 | AW 272 . | 373
1024|820 | 37 | _458 SERL) [ amt | 589
— oo |2048) 1591 | 608 1 16 -t1ads . | 66 | 10.20
e S = : — .

Fig}igé 5.7 Estimates of Session Layer message tran§ml?5fon times
™S ’ ; . v T ’ . T ’ ’

- 5.6 - Discussion .
. | ° ;\' - LT ' ' h . -
0 .+ . .. . Thedataanalysis détetrmined that the performance of the Seséion Layer depends
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56 Discussion

on the system load. the host computer type and the message length. Further, the analysis

Lsuggested that the relation between the message circulation time and the message lenéth

was linear. . < o

—
-

Py

The diffe;ence in performance between the Session Layer and direct TCP. as

" measured by NIL, was expressed as the sum of an overhead time which is independent of

the message length. and an increment which is directly proportional to the message length,

. as was defined by equation 5.2. The overhead of the Session Layer was estimated to range

from 1.39 to 1.93 seconds. depending on the system load a;nd host configuration. The
increment was observed to vary from as low as 0.18 to as high as 1.05 seconds per 128
character block transmitted in a message. That is, in addition to the overhead which varied
between 1.89 and 1.93 seconds. éach block of 128 characters transmitted will add from

0.18 to 1.05 seconds to the transmission time.

The variations in transmission times between host configurations did not im-

-~ ply that any particular host type will consistently enhance or impede the Session Layer's

performance. The estimBtes of Session Layer overhead and increment times for each host
computer combination indicated that the Session Layer transmission time is highest when

a VAX host is involved. However, it was observed that the VAX configurations also exhib-

- ited the highest NIL transmission times. Thus. although data transmission is apparently

' 'éiowgst when a VAX host is involved. the relative performance of Session Layer and NIL

based application programs is not diminished.

The times required to circulate messages between two processes using the Ses-

sion Layer and NIL services are tabulated in Figure 5.4 as functions of message length for

: ¢low. medium and high system loads. for the VAX/VAX host configuration. In Figures 5.6

" and 5.7, similar results are presented for host configurations of VAX/VAX. mVAX/mVAX,

SUN/SUN. VAX/mVAX, mVAX/SUN. SUN/VAX. based on medium system loads. Three

observations are immediate from Figures 5.4, 5.6, and 5.7: the Session Layer results are

' consistently higher than the NIL times, the transmission times increase as the message

length increases. and the transmission times increase as the system load increases.

88



. 56  Discussion

‘In our applications, the majority of messages pas,;;ed are expected to be short,
r:ot exceeding 32 characters. In order to better understand th\e performance characteristics.
of the Session Layer, a bound on the difference in' performanceé of the Session Layer and -
NIL for messages of this length was estimated. The difference in message trans;nission‘
times between the Session Layer and NIL for 32 character messages were determined from

Figures 5.4, 5.6, and 5.7. For a VAX/VAX host configuration. Figures 5.6 and 5.7 estimated

the additional time required by the Session Layer to be 1.61 seconds. while Figure 5.4

estimated the time to be as high as 2.19 seconds lin the presence of a high load. a variance
of 36%. This variance applies directly to the pair of machines, VAX/VAX, on which the
measurements were made. Although the effect of I(;ad on the Session Layer's performance .
cannot be as‘sumed to be constz;nt over all machines, it would be reasonable to expect that
comparable IJads would produce similar effects. Applying the 56% variance to the estimated
difference in é@ssion Layer and NIL transmission times for other host configurations. it was
predicted that the additional time expended by the Session Layer should not exceed 2.3
seconds at high system load for any host combination. Thus, the additional time required
for most messages transmitted via the Session Layer is not expected to exceed 2.3 seconds,

regardless of system load and host computer configuration.

’

/ .
T It is)interesting to notice from Figures 5.4, 5.6. and 5.7 that the_ effects of

message I@ﬁ would be more evident in NIL than in Session Léyer applications. As th(;
message length increased from 2 characters to 2048 cl'\aracte}s. the time to circulate a
message using the Session Layer did not increase by more than 17 fold for any level of
system load or any host computer combination; while ‘the time to circulate a message usiné
NIL functions increased by more than 100 fold for all l;ad leyels and host configurations.
In Figure 5.8, the ratio of the times to transmit a message using NIL to those for the
Session Layer, determined from Figures 5.6 and 5.7. are tabqu‘ted for each host computer

configuration, for messages of lengths 2. 4. 8, 16, 32. 64, 128, 256. 512, 1024 and 2048

characters. o
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- . NIL / Session Layer Transmrssrpn Times

Char | VAX/VAX | mVAX/mVAX | SUN/SUN | VAX/mVAX | mVAX/SUN | SUN/VAX!

[ 2] w007 007 007 i 013 | 00r ;— 019 |

Cboaf 007 0 007 | 007 013, 007 | 019 |

Bl 007 014 | 007§ 019w | .0M 025 |

16| .019 03 L 014 ‘.’024\ 014 030
32| 043 026 0 i o040 0 047

‘64| .079 044 050 067 . .04 076
| 1281 7 129 069 084 | 102 s 118
[ 256| .189 119 371, 146 126 180-
Cbs2l 248 176 .1 108 . 189 ! 184 | 249
10241 =202 0 241 . 288 .23 | 249 | 312
(208|321 | 298 304 . 245 | 303 | 360

. Figure 5.8 Ratio o{ NIL to Session Layer performances

The discrepancy between the effect of increased message length on the Session Layer and

‘NIL performances is clearly indicated by hhe consrstent’ increase in the performance ratio

with_ increasing message ilength.: demonstrated by all host conf«guratrons This apparent

~d|screpancy can be attrlbuted to-the fact that the overhead of the Sessgon Layer, o + TS

much; )arger than.the overhead of NIL: a. R

-

{u } ‘ i A

- tlln s

e The performance ratio. tabulated in- Frgure 58.is rllustrated graphrcally in Figure

"v
Co 5.9 \for the VAX/VAX host configuration. A logarithmic scale i is utilized for the message

- length axrs to highlight the ratio at'short message Iengtrhs. The ratio imtially remains low,

refJéctrngvthe relatively high overhead of the Session Layer over NIL. As the message length

. tihcreases the performance ratio increases. but not in such a way that an optimal message

length for erther the Session Layer or NIL can not be identified. The data revealed that as

. the message length approaches the size of the TCP transmit and receive buffer, 2048 bytes,

the message transmission speed was almost solely' dependent on the systems’ efficiency in

. managing the buffers.

.
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. relatrve performance of the Session Layer to that of NIL and consequently TCP based

impleméntations. NIL was used as a performance standard because it is the fastest means

Y

J b4
f

7 of transporting a message over our network. N

*
B

2] v
* <

There are many factors which influence: the performance of a distributed pro-
gram, The factors examined rncluded Transport. Layer tuning. network contentloryocal

versus remote communication, processor load, message length, and program overhead.
- N
The most obvious result was that the Session Layer was much slower than

" NIL. This was anticipated because of the nature of the Session Layer's architecture which

_ A | | 01

In this chapter we presented a performance analysis Qf the Sessnon Layer and

Network |nterface Library rmplementatrons The analysis was structured to compare the
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depends on comrv/unication mediated by servers as opposed to NIL's which specifies direct
links betw?en end processes. The Session Layer was shown to exhibit a relatively significant
message transmissiont time which is primarily due to a large over'head.'that is, the time
necessary to transmit a message of length zero. |t wa;‘sﬁ‘own that the time to tfﬁ—fwsmit\
messages via the Session Layer i§ directly proportional to CPU load and message length

The analysis also suggested a dependence on host configuration, but no individual host

could be identified as either enhancing or impeding the performance. The data indicated

that higﬁ Session Layer transmission times were accompanied by high NIL transmission

‘times. indicating that data transmission in general. and not the Session Layer's relative

" performance, could be impeded by any particular host. Tﬁis phenomenon could be studied

in the future. Cot S .

¢ The primary objective of the Session.layer is to facilitate access to the network
\ ‘ ‘

-and standardize the method of doing se. Although‘perforrhqance is not a primary concern, we

must consider whether or not the observed performanée is acceptable for our applications.

A

\ “In our opinion, the performance of the Session Layer and NIL. either separately

‘or togetﬁer is satisfactory. Under worst case conditions which occur very ra}ely ‘we expect
that the Sessuon Layer’s end to-end ymessage transmission time will not exceed 2.3 seconds
for a 32 character message. The present bottlenecks in our work-cell apphcatlons are image

processmg and to a lesser extent. robot tasks which are usually of an ‘order of magnitude and”

two or three times that of the Session Layer respectwely Even if their speeds approached

or wére faster than that of the Session Layer, because of our distributed design philosophy ‘

. the worst that could happen would be a very short pause in the work-cell activities. In

our applications, task loads are partitioned-in such a, way.as not to require high speed

" transactions, as would be ‘needed for servo control or some types of image processing.

These tasks are consolidated on the same host to avoid excessive network transactions.

_If a situation should ever arise that requires more efficient message passing. the user can

;always integrate NIL functions into their programs to provide better performance.
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. Chapter 6 . e - . - Conclusion

3 ) ln ‘this thesis we have presented an mterprbcess communlcatlon enwronment ’

" that‘-can serve as a tool ‘for implementing distributed robot work—cell appllcatlons. The

e

environment consnsts of two useful communlcatron architectures whrch vary in complexlty

.

and pedormance and offer a consrstent network interface. S

3 v
' .
1 - / -

: The primary commumcatlon architecture presented a Session Layer |mp|emen-

tation, offers-a’ standard forma; for mtegratmg mterprocess communlcatlon prlmmves mto"
N

sophisticated appllcatlon programs. it also ensures compatlbllrty so that programs wrltten

N

- by different users can be integrated in work-cell appllcauons The secondary communi-

. cation- architecture, the Network lnterface lerary. offers very efﬁclent end—to—end process

.. ‘communication. . “ R . .
4 “ ) ' :

-

. " An analysis of the implementations’ performance shows that we have achieved

»
* ~

~ acceptahle end-to-end communication results without resorting to operating system 'modi-

i

fications or custom hardware. _ o i o

I 7

/ . .
. . N d\) s . S ’ i
s ' . SRR N _
6.1 [Future Research - - ,
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-In this section we suggest areas for future research which are natiral extensions
- 'S [ -
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- of the work presented in this thesis. \ - "
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.o Co . - - - 64 Future Research
4 ) v, ; - . B ,{7’. t » N -

- 6.1.1 Operdting System Resident Daemons - * oy
. & o S ' e : e
The current version of the Session Layer was \irnpler'nented for feasibility:-pur«
poses A more refinéd version would have t(he Sessron Layer, executmg as an operatmg
system daemon process on all hosts The present cOnfrguratron employs server processes. \

across only two hosts. that the user rnrtrates prror to runmng his sessroh programs

,
1 i
r
' 4. - - ' T
3 ' - . . N Vo .

A recommended implementation would in\iolge designing the servers as “state- .

\

.less machines” that could operate urder co‘nditions such as'when a system crashes and
e reboots. A “stateless daemon” is one whrch does not have to retnember frorn one trans-

- 3' action to the next any’ detarls of its state such as to'what it is connected of whrch task

vy

it has just performed *The major advantage of thrs approach is robustness 'If a system

fails, the Session Layer would be capable of takrng the’ necessary action on its own wrthout |

—

1 operator intervention, to: resynchronrze 1tself wrth the other .hosts ‘and any system utrlrty

4

.procesdes : assocrated with the work-cell S o0 K
»"i . L B ! - gl" ;o ’-l \,r\, I . . l

SO ot - S ; -

]

6.1.2 Reducing Overhead ' e )
Pooro e o ) T IS 1 ,
o o Yo ot ' o ‘ Dot t
B By far the most demandmg Sessron Layer constrarnt Was presenirng the rntegrlty It

of the, operatmg system. The most efficient way to reduce the overhead of the. Session Layer ,
- ) would be to rmplement the message passmg and srgnallmg mbchamsms rn the \operatlng

', - \system s kernel. Thr_s is in part how TCP_is able to be as effectwe as it is, Addltlonal low

S

level signalling mechanisms 'could also allow the\eﬂ‘rcrent implementation of some type of
. R . e . ' - . y ‘

e s LI RN \\ .
* message priority scheme. . , - s S
FARN "l) . s \: ) ' N B X L N . : . . N
e Ly ) ~ - { . ‘\, l ~ - Ve , v :
[ 2

., . . The notron of the mtermedrary for message passmg certarnly rs responsrble

\

i for complrcatrng the commumcatron process, not to mention the obv;ous overhead tha’l it
creates' A low level n message passrng scheme would allow the elrmrnatron of the rnterme-

drary and therefore allow direct links to be establrshed between end’ processes whrle “still -

mamtamrng the flexrbrlrty and services that the servers provide. \ . N ;
' ) v ) - YA N {
rd R | . | L g‘ . ) (
| | . SO oo
- 7 \ - = ( by -\ ~
; ) ]
. . J ., ) f
e N .‘_/ Vi [T ! e " N, wy s L
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. 6.1 Future Research T

-

Finially, overhead could also be'reduced by implementing a transmission protc;col

otrrer tﬁan TCP which is less robust and therefore faster.

L) v .

'

6.1.3 Reducing System Processes

Vo . — .

—/

- . 3
»

. The present scheme permits a number of dormant server processes which are

associated with dormant utility processes on any host. The dormant processes listen
for connection requests and then ‘activate themselves when they are needed. Under this
scheme. at tlmes. the operating can be over—burdened with an unnecessarrly liigh number

of processes domg nothmg but listening for connection requests. ) ,

- The Xerox Courier protocol can alleviete chis problem [Xerox 85]. These pro-
cesses could be eIirhinaied if. a ‘sjngle master server was responsible for listening for all
requests |dent|fy|ng which services are required. executmg the appropriate server process,
splicing the newly executed server process to the proéess that initially requested the con-,

‘ nectlon and then, ﬁnally vordmg its part in the transactlon. .
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