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Abstract

The field of copyright Iaw bas bccn cspccially active in =t times as a rcsult of its application
to computer programs. Copyright Iaw, not originally designcd to proteet such works, bas bad to
adapt to suit the spccial nature of computer programs. This paper addresses the applicability of
copyright Iaw to the n:vcrsc engineering of computer programs. Reverse engineering is a mcthod
by which programmcrs may uncovcr the idcas and proccsses uscd \vithin an c:xisting computer
program, thcrcby a1lowing the consuuction of compatible computer programs. Reverse
engineering may also he uscd to creatc works which an: dircctly competitive with the original
program, and may also he uscd to assist in the piracy of computer programs. The merc act of
n:vcrsc engineering computer programs, rcgardIess of its purpose, potentially infringes the
copyright ofthe computer program in question, notwithstanding whetber the resuits of the process
arc uscd in an infiinging manner.

Rcccndy bath the European Union countries and the United States have acccpted rcvcrsc
engineering as an exception to copyright infringement. The European Union bas optcd for a
Icgislative solution, wbercas in the United States scvcraJ courts have construcd the fair use
exception containcd in that country's Copyright Act as allowing reverse engineering.

In this paper, it is aIgUcd that Canada must also adopt a reverse engineering exception to
copyright infiingcment. It is cIaimcd that the implementation of such an exception is justificd
through examination ofthe underlying policy goals ofcopyright law in the context ofan economie
framcwork. Reverse engineering fosters the creation of standards which, it is argued, increase
societal wcaIth. The existence of a reverse engineering exception is consistent with the balance
bctween the economic rights of individua1 autbors and societal technological progress, which
copyright sceks to maintain It is demonstrated that copyright exists as the only fonn ofapplicable
intcUectual property protection which cao broadly limit the disclosure of concepts underlying
computer programs.

It is suggested that an efli:ctive exception sbould he statntorily based. It is fi:lt that the existing
fair dcaling exception containM in the Omadjan CoPYright Act is juridically under-developed and
too uncertain to provide an efIi:ctive solution to the reverse engineeriJIg problem. A legislative
solution wou1d send a e1ear message to the software industry as weil as to the courts, and couId
prohibit contracling out of the CoPYright Act which wouId potentially he allowed were a judicial
solution sougbt. It is further suggested that the statutory exception shouId broadly allow the
process of reverse engineeriDg as opposed to Iimiting it to cases where compat.ibility is sougbt.
Narrowing the exception creates conceptuaI difficulties in applying limits 10 reverse enginee. ing.
AIIowing a broad exception wou1d avoid these difficu1ties whiIe COIItinuilIg 10 provide copyright
holders with protection ~ after the reverse engineering process is concIuded, their protectable
expression is used within another's software product .

;
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Avant-Propos

La loi sur les droits d'auteurs a été l'objet dc modifications récemment concernant son applicatIOn
au.." logicids d'ordinateur. Cette loi. qui n'était pas conçuc il l'originc pour protèger de tels
ouvrages, .. dû être adaptée à la naturc particulière des logicicls. Cc mémoire vise il :ma\yser
l'applicatioc des droits d'auteurs au processus d'analy,;c et dc n:composition des logicicls. aussi
appelé processus de décompilation. Cc termc désignc unc méthodc utilisée par les programmcurs
pour extraire les idées et le processus utilisés dans un logicicl existant afin de produire de
nouveaux programmes compatibles avec celui-ci. La décompilation pourrait, également..
contribuer à la création de logiciels entrant dircetcmcnt en concurrence avec l'original ou mêmc au
piratage de logicicls. Le simplc acte de décompiler des progr:unmes informatiques, sans égard au
but visé, violc potentiellement les droits d'auteurs sur un logicicl peu importe quc les résultats
soient ou non utilisés illégalement.

Récemment, tant les pays du rnarcbé européen quc les États-Unis ont exclu la décompilation des
infractions à la loi des droits d'auteurs. Le marché européen a opté pour une solution législative
alors que, aux États-Unis, diverses cours ont interprété l'"exception de l'utilisation équitablc"
("fàir use exception") de l'acte des droits d'auteurs de ce pays COIIIIIIC permettant lc processus de
décompilation.

Dans ce mémoire, il est soutenu quc le Canada doit aussi adopter un:: solution qui exclut le
processus de décompilation des droits d'auteurs. n est argué que l'implantation d'une tcile
exception est justifiée par l'analyse des principaux objectifs visés par la loi concernant les droits
d'auteurs dans le contexte d'un encadrement économique. Le processus de décompilation aide il
créer des normes qui, scIon l'algWIICIltatÎon soumise, contribuent à l'enrichissement de la société.
L'exemption de ce processus constitue une démarche logique dans le cadre d'un équilibre entre les
droits économiques des auteurs individuels et le progrès technologique de la société que la loi sur
les droits d'auteurs chercbe à soutenir.

n est suggéré qu'une exception effective devrait être attestée par une loi. n est soutenu que
l'exemption pour l'utilisation équitable contenue dans la loi canadienne sur les droits d'auteurs est,
juridiquement parlant, insuffisante et trop vague pour offiir une solution efficace au problème du
processus de décompilation. Une solution législative transmettrait un message clair à l'industrie
des logiciels ainsi qu'aux cours de justice et prohiberait l'option d'exclusion volontaire
("contracting out") de la loi sur les droits d'auteurs. Ce exclusion serait possiblement accordée si
une solution judiciaire était privilégiéc.En plus, il est suggéré que l'exemption statutaire englobe
tout le processus de d6colllpilation plutôt que de le limiter aux cas où une compatibilité est
recherchée. Contraindre l'exemption crée des difficultés conceptuelles dans l'application des
limites au processus de décompilation. Accorder une exemption plus large les évite tout en
3SSII1'lIIIt un recours aux détenWJrs des droits d'auteurs si l'oeuvre protégée a été utilisée dans une
autre production infonnatique suite au processus de décompilation.

;;



•

•

Originality is nothing but judicious imitation. The most original
writers borrowed one from another. The instruction we find in
books is IiIce fire. We fetcb it from our neigbbor's, kindle it at home,
communicate it to others, and it becomes the property ofall.
-Va/taire

Nothing can with greater propriety be called a man's property than
the fruit ofhis brains. The property in any article or substance
accruing to him by reason ofhis own mechanicallabour is never
denied him: the labour ofhis mind is no less arduous and
consequently no less worthy ofthe protection ofthe law.
-Copinger andSJcone James on Copyright

Laws that do not embody public opinion can never be enforced.
-Elbert Hubbard

Ifwe desire respect for the law, we must first make the law
respectable.
-Louis D. Brandeis

iii
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Chapter J. Introduction

The field ofcomputer law has grown in leaps and bounds in recent years.

ln fact, the very use of the title "computer law" as denoting a separate area oflaw

continues to be regarded with sorne skepticism by traditionalists. It is undeniable,

however, that a number oflaw firms now house departments or groups that specialize in

this fast growing field and that lawyers hold themse1ves out as computer lawyers. What

distinguishes computer law from accepted traditionaliegal categories such as copyright

or, even more broadly, intellectual property law is that computer law is inter-disciplinary,

drawing from many existing and distinct areas oflaw including, but not Iimited to,

copyright, patents, trade-secrets, semi-conductor chip, contract law, criminallaw, and

tort law.

In terms ofcivil and criminaI protection against illicit copying ofcomputer

programs, copyright law bas clearly evolved as the standard form ofprotection

throughout the world. International copyright conventions such as the Berne Convention1

and the Universal Copyright Convention2 now explicitly refer to computer programs as

protectable works. The field ofcopyright law, often thought ofas sett1ed and slow

Revised&me Convention. (1886 as amcodcd 10 1928) as tcprintcd in CopyrightAct. R.S.C.
1985, c.C-42 as amcndcd, Sch. n. Canada is cum:ntly a sigt1alOlY to the 1928 Rome nMsion of
the &me Convention. Canada is not aparty to the 1948 Brussels nMsioll, the 1967 StoeIcholm
nMsioll, or the 1971 Paris nMsion orthe CollYCDtiOD. HOWC\'Cl', the North Amcrican FIœ
Ttadc Agn:cmcnt, 10 wbich Canada is a party and wbich came into fOlœ 00 Janwuy 1, 1994.
n:quin:s \hal the coDUaCling mcmbcr states acccdc to the (IaIcst] 1971 Paris nMsioo to the
&me COIWt!ntion.
Scclioo 2.1 orthe CopyrightAct, R.S.c. 1985, c.C-42 as amcndcd (hcrcinaftcr the Copyright
Act], CXIcods copyright pIOlCClioo to natioaals orCOUDIrics who bave adhcRd to the UniversaJ
Copyright Convention. adoptcd 00 Scptcmbcr 6. 1956 in Gcncva, or to that CollYCDtioo as
rcviscd in Paris on July 24, 1971.

-1-
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mOving, has received an infusion of activity within the past decade as a result of its

application to computer programs. Computer programs, because of their very nature,

while broadly fitting the underlying framework ofcopyright law do not lend themselves

perfectly to many ofthe idiosyncratic jurisprudential concepts of copyright law that have

developed in respect oftraditionai works over the past century. Accordingly, copyright

law as it applies to computers is rapidly developing its own wea1th ofjurisprudence.

One ofthe most topical and difficult decisions facing legislators and jurists

in this area is the question ofthe permissibility ofreverse engineering ofcomputer

prograrns under cOpyright law. Reverse engineering, or decompilation as it is sometimes

referred to, involves taking a finished produCl and working backwards in order to gain a

better understanding ofhow the produCl was produced. The question ofwhether works

which are proteeted by copyright may be legally reverse engineereà wlthout the copyright

holder's consent rernains unchallenged under Canadian law. Indeed, only a few

jurisdictions have yet had oecasion to deaI with the issue. Most notably, the European

Union, formerly the European Economie Community, in its European Software Directive

ofMay 14, 1991,3 took a bold step forward in declaring that one is free to decompile

COltlputer prograltlS for the purposes ofachieving interoperability with other computer

prograrns. More recently, severa! U.S. courts have had to dea1 with whether and under

what c:ircUmStaI1CCS reverse engineering ofcomputer programs would be permitted under

• 3
EI/ropeQ1l COIIncil Dil'eC1ive ofMay 14, 1991 on the Legal Protection ofCompute' Prog/'QIIIS
(9112S0/EEC).

Chapte,llntl'Oduction



V.S. copyright laws.4 The issue ofreverse engineering ofcopyrighted works has not, to-•
Reverse Engineering Computer Programs Undcr Canadian Copyright Law

date, been dealt with in Canada either through explicit legislation or by the courts. A

broad reading ofthe Canadian Copyright Act suggests thatprimafacie the reverse

engineering ofa copyrighted work is prohibited without the copyright holder's consent.

The V.S. copyright Iegislation, however, while appearing very sunilar to

the Canadian legislation, has been interpreted by V.S. courts as aIlowing the reverse

engineering ofcomputer programs in certain circumstances. Although Canadian courts

are not bound by their American counterparts, there is much that is borrowed from

3

American law in the computer law field.~ There are aIso strong public policy arguments to

•

•

5

&ga Enterprises L1d. v. Accolade L1d., 24 U.S.P.Q.2d 1561 (9th Cir. 1992); andAtari Gomes
Corp. v. Nintendo ofAmeriCIJ Ine., 975 F.2d 832 (Fcd. Cir. 1992). For cases involving the
n:vcrsc engineering ofdata tables sec: E.F. Johnson Co. v. Uniden Corp. ofAmeriCIJ, 623
F.Supp. 1485 (D.c. Minn. 1985); and AutodeskIne. V. Dyoson (1990), 181.P.R. 109 (Aust.
Fcd. Cl), n:vcr..cd (1992), A.l.p.e. 90,855, 221.P.R. 162 (Aust. B.e.).
ln Compo Co. LIt/. v. Blue Cres/Musiclne. (1979) 45 C.PR (2d) 1 (s.c.e.), Esley, J. stated,

The United States Copyright Act, both in i15 present and earlier
fonDS, bas, ofcourse, many similarities 10 the Canadian Act, as weil
as to the pn:-existing Imperial CopyrightAct. However, United
States' court dccisions cven whcrc the Iàctual situations are simiIar,
must bc scrutinizcd very c:an:fuIly bccause offimdarncntal differcnccs
in copyright concepts wbich bave bccn adopIcd in the Icgislation of
that c:ounby.... That is DOt 10 say that wc may not find somc
assist;;nQ: in cxarnjning the experiencc in the United States ... ".(At
p.8)

O'LcaJy J. fiuthcr n:cognizl:d the value ofAmcrican jurisprudcm:c in De/rlna Corp. v. Triolet
Systems Ine. (1993),47 C.PR (3d) 1 , Court file no. 12515186 (Out. Ct. GcD. Div.), stating,

The United States CopyrightAct dilfcrs somcwhat from camulian

CopyrightAct. but ncvcrthcIcss Amcrican copyright dccisions wcrc
bcavily rclicd on byboth the p1ainrifFand cJcfcnd!!!!ls in this case and
are ofgrcat assiSlanœ on the issncs bcfotc me. (At p. 28).

C/raplcr I. Introduction
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be made in favour ofallowing the reverse engineering ofcomputer programs. Reverse

engineering allows for the creation of interoperable, or compatible, computer programs in

cases where the copyright holder will not release the program's technical specifications.

The balance ofpublic benefit versus the protection ofan individual's right to daim

rewards associated with a works' distribution and use is at the core ofintellectual

property rights protection. The societal benefits to be gained by allowing reverse

engineering must be weighed against the potential risks to the copyright holder associated

with allowing reverse engineering.

In this paper, it will be suggested that a broad right ofreverse engineering

with respect to computer programs should be permitted under Canadian law. This daim

will be based on a costJbenefit, or economic, anaiysis ofthe law and the outcomes

associated with various proposed reverse engineering scenarios. Justification ofthe use

oflaw and economics as a theoretical basis ofsupport for alIowing reverse engineering.

and as an explanation ofinte1lectual property protections more generally, will he

discussed in Chapter V. This economic approach will he contrasted with other

theoretical justifications for inte1lectual property law such as a means ofproviding

cultural protection or guaranteeing that moral claims to a work's authorship or invention

are properly attributed.

ChopterL Introduction
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Chapter Il. Concepts

5

Before proœeding with any further discussion ofthe reverse engineering

ofcomputer programs it is necessary to define concepts such as reverse engineering,

computer programs and other related concepts both for purposes ofc1arity and

consistency. This Chapter is not meant to provide a comprehensive review ofcomputer

technology but, rather, is meant to provide an uninitiated reader with a cursory overview

ofthe technological concepts involved in the reverse engineering debate.

A. ComputerPrograms

Section 2 ofthe Canadïan Copyright Act defines a "computer program" as

"a set ofinstructions or statements, expressed, fixed, embodied or stored in any manner,

that is to be used directly or indirectly in a computer in order to bring about a specific

result." This definition is virtuaIly identical to that set out in Section 101 ofthe U.S.

Copyright Act which defines "computer program" as "a set ofstatements or instructions

to he used directly or indirectly in a computer in order to bring about a certain result."

Section 342.1(2) ofthe Omadian Criminal Code' defines a computer program as "data

representing instructions ofstatements that, when executed in a computer system causes

the computer system to perform a function".

More detailed definitions can he found scattered throughout the

jurisprudence dea\ing with the copyrightabi1ity ofcomputer programs. Ferris J., in John

• • U.s. CopyrightAct, 17 U.S.c. § 101.

Chapterll.Conœpts
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Richardson Computer 's Ltd V. Flanders and Chemtec Ltd." held that a computer

program is "a list ofinstructions or routines or actions set out in a logical order and

designed to solve a particular problem. A series ofsuch instructions may be combined

together in order to solve a more complex problem. or a number ofproblems. Such a

series ... may equally be described as a single program...9 AlI of these definitions

6

commonly hold that a computer program consists ofan arrangement ofinstructions that

is used in a computer to solve a particular problem. Simple data that does not in itself

instruct a computer to perfonn calculations towards a given end, does not qualify as a

computer program.

Computer programs can broadly be categorized into !Wo types: operating

system programs and application programs. Reed J. articulated a particularly good

definition ofeach in Apple Computer lnc. V. Maclàntosh Computers Ltd where Her

Ladyship remarked,

Applic:ation pmgrams llIC dcsigncd for a specifie task, such as the
p\aying ofa video game, preparation ofa laX rctum, or the writing of
a text. Opcrating system programs llIC dcsigncd primari1y to faci1ilale
the operation orapp1ic:ation plOgrams and pcrform tasks common to
any application plOgram. Witbout thcm cacIt application plOgram
'MlU1d nccd to dup1ic:ation thcir 1itnclions.IO

•
7

•
•
10

Criminal Code, R.S.c. 1985, c. C-46, as amcwlrd
John Richardson Compulers v. Fümtkn andChemJec CUX High Court, FcbruaJy 19, 1993).
Ibid, alp.!..
Apple Complltu Inc. JI: Mackintosh ComprdenUd. (1986), 10 CP.R. (3d) 1 (F.C.T.D.); varicd
(1987), 44 D.LR. (4th) 74 (Fed CA), afl'd (1990) (S.c.c.), pcr Ra:d J. (F.c.T.D.) al p. 11.

Chaptun. Concepts
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• B. Computer Languages

7

is a minimal knowledge ofhow a computer program is built, compiled and executed as

weil as an understanding ofthe related jargon. Computer programs are written in

computer languages which vary in their degree ofresemblance to "ordinary mathematics

and English (or other common languages)".Il A hig.'ter Ievellanguage is said to be doser

to "common languages" in its vocabu1ary than a lower Ievellanguage. The level, a1so

referred to as the generation, ofthe language depends "upon the ease with which it tan

be read" by human beings.12 In order for a computer to process the instructions ofany

given language, the instructions must first be compiled, or trans1ated, into a language or

notation that the computer's processor tan understand This latter notation is known as

the lowest, or first, Ievellanguage.

Fourth generation languages, or "4GLs", consist ofdatabase languages

used primarily by end users rather than professional programmers. 4GL commands often

use entire English words and may resemble the foUowing: "DO UNTIL

NUMBER_OF_CUSTOMERS IS 10".

Slightly more cryptic are third generation languages which consist ofC,

PASCAL, COBOL, BASIC. FORTRAN, and other simiIar languages. These languages

• 1\ Ibid, atP. 7•
Ibid.
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are commonly used by programmers and consist ofsorne English words combined with a

greater level ofnumerically represented computer logic. A 3GL instruction in BASIC

simi1ar to the 4GL example above might he: "FOR CUSTOMER = 1TO 10; [insert other

instructions]; NEXT CUSTOMER".

Second generation languages, referred to as intermediate level, as opPOsed

to bigh level, languages consist ofASSEMBLER languages. ASSEMBLER language

instructions are comprised ofmnemonic instructions combined with memory addresses,

usually denoted in hexadecimal notation (number system with a numerical base of 16),

and are used by programmers for performing specialized tasks that require extremely

efficient programming. Practically speaking, ASSEMBLER is the lowest levellanguage

used by programmers with few exceptions. A typical ASSEMBLER instruction might be

"JMP" followed by a memory address that instruets the computer to branch, or jump, to

the instruction indicated by the address.

The \owest \evellanguage is known as MACHINE LANGUAGE, and is

often lefeued to as "object code". MACHINE LANGUAGE is often represented in

either binary (number system with a numerical base of2) or hexadecimal notation.

MACHINE LANGUAGE in binaryform, made up excIusively of"I"5 and "0"5, tan he

understood directIyby a computer'5eentra1 pro<:essing unit without need ofany tùrther

compilation. The quick exp1aDatiOD for this is that the "1"5 and "0"50 known as bits,



countless switches or gates contained in a computer's processor. 13 The triggering ofthese•
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represent on and off states which when converted to on and offvoltage states trigger

9

gates creates a domino effect with other gates producing an effect that is translated

through the computer's hardware into a real world event (some form ofoutput or

ca\culation).

In sum, the term source code refers to the written form ofprogram that

the user physica\ly produces in a given computer language. 14 Programmers today h~ve a

wealth ofhigher languages from which to choose including PASCAL, C, FORTRAN,

BASIC, ASSEMBLER, and so forth. Once the program's source code bas been written,

the programmer will "compile" the source code into machine readable object code using

another computer program known as a compiler to perform the conversion. Object code

•

13

14

Pl:opIcoftl:n cxmIiJsc tbc œrms "bit" and "bylc". WbiIc tbc former itj1icseulSbùllliy information (O's
and 1'5) the lallcris uscd ID itj1iCSCUlaiphaiiiiil"ric c:baral:teis. Eigbtbits ("biDarydigit") maIœ up
OIIC byte. ASaCXIIISCq1ICiICC tbeIc8ie two lttmdRdand 6fty sixpœsibIcc:baractmswbich may bc
lqaCSCi1llXlby abyteal any giveD lime~bits=256). The tam "alany giveD lime" tdi:ts ID tbc fact
!batdifIi:tt:atc:batacter sets maybcuscd ID 1CjliCSCUlcach oftbc 2S6 possibIc c:baral:teis. A mrnmon!y
aca:ptcd c:batacterset is tbc Ame:rit:an SlaDdatd Code fur lu&" M'ion 1DIac:baiJ8e ("ASCII") wbich
cmpIoysa _ bit sc:bcmc. CoascqucaIIy tbeIc8ieœIyoue-Ittmdtedand tweIl1y-dgbt c:barac:tets (2'
bits=128 c:bat1Ic:tcIs). 'Ibcœ8iemanyvariai" ms ofASCD wbich use tbc eigbIhbit ID cxp;md tbc
c:batacterset ID two-Itundtal and 6fty sixcbaraetas.
Soutœ code Id"CiS ID a set of

[c)omputcr ÏDSli1IClÏODS \bat 8ie WiÏlICD in a struel1IMd progtai11i11ÏDg
Jaugn. \bat is human iClIdabIe. The opposite or"object code". The
ÏDSliIIdÏ0115 teqUited ID cIcfiDc tbc pro c ss'ng 5lqlS teqUited exptessed
ina format \bat tbc human piIlgJlIIllliIC cau 1III1œ casi1y work with.
This fOil1lat ofcode is DOl Radily 1111dctstaDdab1by tbc computerbut
cau bc iDtctptàed 1III1œ easi1y by tbc ptOgtammet. The notatiou used
ID cxptCSS tbc ÏDSli1IClÏODS is iefeuedID as a COiiqJillei language.

Delrina Corp. v. TrIolet Systt!llfS Inc. (1993), 47 CPoR. (3d) 1. Court file 110. 12515186 (Ont. Ct.
GcD. Div.). al p. 53.

Chaptt!1"O. Concepts
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is generally in binary form - a language made up exclusively of" 1"s and "ons - and is

directly useable by the computer. A programmer may, ofcourse. write his program

\li

directly in binary form, but this is not often done due to obvious conceptual difficullies. 1S

C. Computer Memory

Another important concept central to the use ofcompulers is memory.

The Canadian Copyright Act's definition ofcomputer program set out above requires that

a set ofinstructions be "expressed, fixed, embodied or stored" in order to qualifY as a

computer program. In the United States the legislation defines this fixation as existing

where a tangible mode ofexpression is embodied in a form which is sufficiently

permanent and stable se that it may be "perceived, reproduced, or otherwise

communieated for a period ofmore than transitory duration, either directly or with the

aid ofa machine or device.,,15 Traditionally, the fixation ofcopyrighted literary works

was done on paper.17 This type ofstorage, white aise remaining valid for computer

programs, is not the ooly type offixation possible. Computer programs that are stored in

a computer's memory device aise qualify as being stored for the purposes ofthe

Copyright Act.IB

•

1$

1"
.7
•1

"A1though il is possible for cnginœrs to write softwan: in machine laDguagc, the proc:css is
extIlIOnlinarily tedious, aDd is virtua1Iy ncvcr donc", GaJy R. Ignatin, "Let the HacIccrs Hack:
AIIowing the Rcvasc Engi'"'C'ing ofCopyrightcd Computer Programs to Achicve
CompalibiJity". 140 UniversityofPcnDsyIvania Law Rcview 1999, alp. 2001. Sccalso. Dennis
S. KarjaIa, "Copyright, Computer Software, aDd the New PIOtcclionism". (1987) 28 Jurimctrics
J. 33, al p. 37.
17 U.S.c. § 102.
For a dclaiIcd discussion of"fixalion" sec infra. Cbapter mAl.d FIXation, al p. 35.
InAppl~ComprIler lnc. li. Macintosh ComputerLtd (1986).28 DoLA (4th) 178 (Fcd. T.D.).
varicd (1987), 44 D.L.R. (4th) 74 (Fcd. CA). aIl'd [1990] (S.c.e.>. the Coun bcId that objcc:t
c:odc wbich was stmaI on a silicon JDic:ro.cbip was a n:produc:tion ina material form of
c:opyrighlable soun:e c:odc aDd was thciÛOlC proteclable as a"computer program" UIIdcr the

Chapter II. ~pts
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Today's computers use a variety ofmemory devices to store their

programs. For the purposes ofconvenience, these devices can be separated into three

categories: internai, external and archivai.19 20 internai memory is simply those memory

Il

devices, built in to the structure ofthe computer, that are necessary for the computer to

operate at its most basic level. External memory are devices that provide additiona1, more

permanent, storage at relatively cheap cost. These devices are not essential for the basic

operation ofthe computer but are nonetheless required for practica\ purposes. Archivai

memory, consisting ofdevices such as tape-backup machines, does not impact on the

reverse engineering debate in any meaningfu1 way and will not be discussed further.

The most commonly used external memory devices are disks, made up of

both bard disks and floppy diskettes. Disks are magnetic media that hold vast amounts of

data relatively inexpensively.21 Disk drives, the device that interfilces a disk with a

•

\.

20

CopyrightAct. AccorcIiDg tu tbc Court, ilwas indcYattl tbat tbc abject code was DOt necessarijy
in human readabIe form.
RaymoadR. Panko,f!!!' UserO!mp1!ipg JohnWiIey& Scms(NcwYOIk, 1988).alp. 315.
A simple, but usefitI, dcfinilion of"mcmo1y" CID be found inDe/rlna Corp. v. Triolet Systems
lnc., supra. 110lC 14, al p. 51:

(memory is dcfincd as a]D area oftbc couijklll:ts cùatitIy tbat hoIds
applications aDd &Dy data generatedwilh tbose applicalions.
lDfomtation beId inRaDdom At=ss McmoIy (RAM) is erased
wItcœ\u tbc co"'1'111ei is tnmed olt IDlimll8tiOD beId in Read 0n1y
McmoIy (ROM) is RllIined _ wheD tbc coUijJillei is olt McmoIy
usually lâcIs tu tbc high speed semicondnc..or storagewithin a
COlIIpUlCr tbat isusaltu ll:i1ipo.arily Sllm: data wIùIe il isbeing
proc csscdorcxallÙnrd The term "memory" is aIso generically
CXIl:!I!!cd tu Iâcr tu data tbat is SlOœd extemaIIy on disks aDd tapes.

Mapeûc rapewastbcSlIlIaF _'i",,,Clfchoiccpriortu tbcl!lMDtClftbcdiskIclœ. DisklelIl:s aIIow
tbc11SCl'tu acœss tbc llllldiaina JlIIIl!com. asqllaM tuaseqœDIia1. fiIshionUDIiIœ 1J!lI8l"'!ÏCtape.
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computer, are capable ofreading and writing information to disks. A newer technology

that is gaining mass popularity is the CD-ROM (compact dise read-only-memory),

12

•

another external device. The CD-ROM operates using laser technology and is capable of

storing even greater amount ofinformation than disks, also at inexpensive priees.22

Currently the mass market CD-ROM's are sold read-only, with the information eneoded

on the dise at the time ofpurehase, and the user cannot store information on the CD-

ROM.

Another type ofmemory device (mternal) is a ROM-chip (read-only­

memory microchip). Like the CD-ROM, ROM-chips are encoded at the factory and

cannot be written to once encoded. ROM-chips are microchips whieh are silicon based

computer chips that store information using a system ofmicroscopie gates that route

e1ectrica1 impulses to their intended destination based on the programming in the ehip.

Many variants ofROM-chips, sucb as EEPROM (e1ectronically-erasable programmable

read-only-memory) chips, aIso exist whicb support diftèrent cbaracteristics sucb as the

ability to store non-vo1atile23 data on the chip. ROM chips often contain a host of"service

DisIdclles, liIœ lapeS, vmy iD tbeir siZIC and slIlrlI8C capacity. Tbccapacity Œ:diskldlI:sbas slcIdiJy
Ï1IIptlMdCM:rthe past two ckcerIes TbcCUIRlll disIa:lIeslatidatd is 3 ~. iD Jcnsthand widIIt with a
slIlrlI8C capacityof2 mepbyles (ODebyœisequal10eigbtbils) Œ:i..fii"18''', aJtJmgb thepopuIar
lBMPC slatidatdOllusesacapacityŒ:l.44mepbyles pcrdisk. Disks (Le. batddisks) _vmy iD
slIlrlI8Ccapacity. wbic:It is _ QDII!IIMIII\y tIIClISlIRIlI iD the IntndxcdsŒ:T 8 ':YlCS-
Tbc siZlCŒ:8 CD-ROM(aDd·· '''16:1 dise) is l20mm iD dia"........ orabout the siZIC Œ:8 c:anIboanl
IbiD OOU81"'''', and is c:apabIe Œ:SlIlIiDgb(w550 and600 mepbylesŒ:cIigilal daIa, thecquivaIcntoC
lIIlJIbly400bighclcasi1y3 ~·lBMslatidatd.!Mi'lulI:i djd" Iles (Supra, DOll: 19.atp. 2SS).
Volalility iD the COIlll:Xtofmil:roc:Jüps refèIs 10 the dIaraclcrislic wbcIeby8 C'1l!I!jnooqs suppJy
ofpower is requiRd10 maintain slllrage ofthe infin'l'Ï<m iD the cbip. A œn-wIali1c.cbip
maintaillS ils slllragewiIbouta C'1l!I!jnooqs supply ofpower.
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programs" that interaet with a computer's processor chip's Iimited instruction set,24 in

order to perform ITequently requested tasks such as accepted keystrokes ITom the

keyboard and checking the state ofvarious add-on devices such as external memory

devices.2S

Next to disk storage, the most commonly known type ofcomputer

13

memory is probably RAM (random-access memory) chips. MM, a1so known as volatile

or dynamic memory, is a form ofinternal memory that stores information as long as

e1ectrical impulses are being fed through it. Once the power is cut-oft; the RAM

microchips loose ail information that was stored in them. RAM is the functional memory

that aIIows a computer to operate, as the programs which the computer processes, or

parts thereof; must be stored in RAM during the operation ofthe computer (with the

exception ofROM programs). Ifprograms are otherwise stored on external memory

devices, they must be copied into RAM memory in order to be executed.26

•

24 A compulCr's ptoœssol, oftcn refemd to as a CCIllrlI1 prIICcssing unit (CPU) or miaDptoœssor
cbip, is the "brains" orthe compnter. The CPU (or CPUs in the case orcompnters with multiple
proœssors) pcrf011llS aIl orthe calculations and computing tasks. CPUs CODlain a \imited
numbcr orinslruclions tbat arc ac:livalcd through c1cclricaI jmpilscs tbat enter the~ ;essing
cbip. The numbcrorinstructions will VllIy with the ardIitcclure orcach CPU. The cfl"cclivencss
orRduc:cd instruction set compulCr (RISC) pIOCCSSOrS, which coDlain fcw simple inslruclions,
and complcx instruction set Q ,D'j"llt:i (CISC) pIOCCSSOrS, which CODlain many instructions al the
ptOl:CSSOr Icvd. bave bccn ltoI1y dcbalcd in the popuIar jIRSS with RSpeCl to the RCCDt relcascs
orMotmola's PowerPC proccssor (RISC) and IntersPcnlium ptOl:CSSOr (CISC).
SIlJ1ftJ, DOle 19, al p. 320•
Ibid, al p. 31S •
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In order for a computer to execute its programs, operate its devices. and•
D• Operating Systems

interaet with the user, an operating system is required. As mentioned, an operating system

is a computer program that interfaces between the computer and application programs

that the user wishes to run.27 The purpose of the operating system is to set up and

manage the computer system's environment and resources su::h as input/output devices

(keyboard, screen, printers, etc.), memory usage, and low level interpretation of

instructions that are sent from the application program to the computer's micro-

processor. In eftèct, the operating system expands upon the limited funetions contained in

the ROM.28 Whi1e understanding the technical operation ofoperating systems is not

required for the purposes ofthis discussion, it is important to understand that operating

systems are computer programs whose specifications are essential to computer

application programmers who wish to write computer programs that operate on given

computer systems.2!l

•

27 ln De/rlna Corp. v. Triolet SystemsIne., supra, DOte 14, at p. 52, O'LcaIy 1. dcfincd an
opcratiDg system as:

A set ofplOgrams, usuaJly supplicd by the manufaclurcr ofa
computer system that lIIlIIllIgCS the basic operation orthe computer
system including such thiDss as saviDg aud n:lriCYÏDg daIa, providiDg
security bctweeD users aud bac:lcjng up the daIa for atehival pwposcs.
Common cxamplcs ofthcsc includc MSDOS (IBM compaIiblc PC's),
MPE (HP3000), UNIX (varlous compu\CIS), VMS (DigilaI Vax).

Ibid, at p. 320.
Common CXlImp1cs ofopcrating syslCI\IS me: AT&T's UNIX, Microsoft's DOS, Applc's System
7, aud Microsoft's Wmdows (wbich cumDl1y piggybaclts on lbc DOS system).

Chaptern. Concepts
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•
Additionally, operating systems, in order to interaet with the user, consist

of a user interface which is defined as that part ofa computer program "that interaets

with the user, generally consisting ofthe layout ofscreens, sounds, command sequences,

and se forth...30 3J IndividuaJ application programs aise contain their own user interface,

although many application program user interfaces will try to remain consistent with the

operating system user interface in order to increase the ease ofuse ofthe program by

providing the user with a familiar environment within which to navigate.32 In effect, the

operating system provides the programmer and the user with a standardized environment

with which is used to interact with the computer's hardware.33 The importance of

creating standards is vital to the reverse engineering debate as will become apparent in

the following chapters.

•

30

31

Sunny Handa, "HaveRl:ccnl Copyrighl Decisions UDduIy Supprcssed the Emergence of
S1llIIdardizl:d User Interfaces" (Papcrwrillcn al the FacultyofLaw, University ofToronto, 1991)
(unpublished], al p. 1.
Kccton J., in LoIIIs Dewlopment Corporation v. Paperback Software IntemtJlionaJ and
Stephenson Software L1d., 740 F.Supp. 37 (D. Mass. 1990), acœpted tbal for the purposes of
thal c:asc "user interface" iDcludcd "such c1C1DC11ls as the 'menus (and thcir structure ami
organization) .the long prompts, the SCRCIIS on which they appcar, the fimction key
assignments, (and] the macro commands and 1aDguage'''. (Al p. 63).
For instaDCC, the use ofa llIOIISC 10 move an arrow on the SŒCII foUowed by the press ofa
llIOIISC bullon which allows the user to c:omp1ele opeIlIling system 1asks, such as numing an
application program, will also bc)lll:SCllt in the application program within which the user will
use the arrow and the press ofa lIIOlISC button to c:omplete application program tasks. Although
the appe8IlIIICC ofthearrow and banc!Jing ofthe mouse !MYbc changedby the application
program, this is impraclical and is DOt often donc.
Opcrating syslCIIIS!MY bc in the form ofsoftware (i.e. stoIed on cIisk), hardware (i.e. bard c:oded
on a ROM chip) or a c:ombinaIion ofboth. In.A.pple Computer Inc. V. Mackintosh Computen
L1dthe S1Xccsslill c:opyright cIaim ofinfringement c:oncerned an opcIlIIing system stoIed on a
ROM chip. MiCIOSOft's popuIat DOS opcIlIIing system is stoIed in cIisk fonD, allowing the
MiCIOSOft to upgmdc il casily. Applc's System Scvcn opcratïng system is stoIed bath on cliskand
on ROM chips.
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Reverse engineering, as the name suggests. is opposite to the process of•
E• Reverse Engineering

construeting a computer program as described. Reverse engineering, a1so known as

disassembly or decompilation, "involves going backwards from a finished product and

determining how the produet works".~ Another definition holds that reverse engineering

occurs where "one inspeets or takes apart a new produet ... by translating the unreadablc

object code ofa program into source code that may be studied.,,;5 The terms

"disassembly" and "decompilation" which are synonymous with "reverse engineering" are

aetually subsets thereof. Decompilation ofa computer program occurs where one

"convert[s] the machine code version [ofthe program] into a high levellanguage",36

whereas "[d]isassembly ofa computer program is done by trans1ating the machine or

object code into human1y-readable assembly language".37 The only difference between

decompilation and disassembly is the produet obtained at the end ofthe process. ln the

former case it involves converting the machine code into a high Ieve\ language whereas i~

the case ofdisassembly the final produet is in ASSEMBLER, an intermediate level,

language. Sorne commentators argue that technically "[d]ecompilation is only possible if

the source code was in a high leve1language and the precise version ofthat language is

•

34

35

37

&ga Enterprl:ses Ltd V. Accolade lnc., 23 U.S.P.Q.2d 1440 (D.c. ND. Ca. 1992), al p. 1441.
Gary R. 19Da1ÏD, "Let the HacIœrs Hack: AIlowiDg the Rcvasc EnginœriDg oCCopyrighlcd
Computer Programs lO Achiew Compalibility", 140U~ oCPcnnsylWDia Law Rcvicw
1999, al p. 2010.
David L BaiDbridgc, "ComputerPrograms and Copyrigbl: More Exccplions lO 1DIiiDgcmcat",
(1993) 56 Tbc Modem Law Rcvicw 591, al p. 593.
E.F. Johnson Co. V. Un/dm Corp. OfAmerica, 623 F.Supp. 1485 (D.c. MimI. 1985), al p.
1490.

C1ulpter il. Concepts
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known and is perfonned by using a computer program to carry out the conversion".38

A1though semantically this may be correct, it is possible to construct a program that cao

convert a machine language program into a high lf'!vellang'Jage other than that used in

programming the source code. Such a conversion would also loosely qualify as

decompilation.

Practical1y speaking, most reverse engineering ofcomputer programs is of

the disassembly variety as the computer programs that are used in performing the

disassembly are easier and more flexible to create than are decompilers. Furthermore,

software engineers and computer programmers involved in reverse engineering are

genera1ly quite conûortable in an ASSEMBLER. language environment and do not need

to viq1alize the program in a higher Ievellanguage.

1. Intermediate Copyîng

The copying ofcomputer programs, as it relates to the reverse engineering

process, cao occur in severa1 ways. The first instance ofcopying that results from reverse

engineering occurs during the deconsttuction process. Whether the reverse engineering

process is conducted through a manna\ inspection ofthe program code which is

reassembled on paper, or through the more common method ofdisassembly, the process

invariably resuIts in copying.39 This copying does not involve ereating a completely

•
31

39
Supra, lIIllC 36. al P. 593.
Copyiug, for the pIIJIDSCS orc:opyright, is subjec:t10 the copies beiDg "filœd" iD somc fonD. Sec
Infra, lIIllC 104.8Dd 11:: )IilpailyiDgtext, for a discussion orfilcalioD1IIIderœpyrigbt Iaw.



verbatirn copy ofthe originai code, but rather, consists of translating the originai program

code several tirnes, each moving towards a assembler, or higher levellanguage translation

ofthe original object code.411 Whether intermediate copies produce during the disassembly
•
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process violate copyright rules is not a1together clear and will be more fully discussed

bclow.4
\

2. Reverse Engineering and Piraey

The most widely known form ofillicit copying, piracy, concems the direct

reproduction ofa computer program, usually by a user, without the author's consent.

Because computer programs are stored digitally (as Is and Os), flawless reproductions

can he made at littIe COst to the copier.42 Because ofthis faet, computer programs, and

more recent1y digitally stored audio recorclings, have increased the need for intel\ectuaI

property protection as the economic incentives that result in purchases ofthe original

•

...
"

A disassembler makes seveml "passcs~ ovcr the original œdc, gradualJy bui\ding towanIs a fiDaI
translation that is in assembler Iangllage.
Sec Infra, llOlC 108 for a discussion ofÏJlICIDlClÜalc c:opying that n:mains stonxl onIy in RAM.
Whcrc the ÏJlICIDlClÜalc copies are stonxl in a IIIOIC permanent manncr, il is more likcIy that
tbcy will violatc copyright Iaws. Sec Infra, CbapIcrm B. Is Rcvcrsc Enginœring An
IDfringemcnt OfCopyrightLaw?", alp. 'O. Additionally, sec section 3(IXa) ofthe Copyright
Actwbich probibils UIIlI1Ilhorizcd translations ofproteetcd works; and sec Infra, lIOll: 157, and
aa:ompanying tcxt for the clcc:ision ofthe U.S. Comt ofAppcaIs (9th Circuit) with RSpCCt to
~iatecopyiog.
In ils FInalReport to ConBrcss c:onccming the copyrigbIab~ ofcomputer progI3IIIS, the U.S.
National Commission ofNcw Tcchnological Uses ofCopyrighIa! Works ("CONTUj statcd
that, 0

The costofdeveloping CAlnlJhllCl progIlIDIS is flJr gn:atcr than the cost oftbcir
duplication. Consequenlly, computer progIlIDIS ••• are likcIy to Ile dissemimtcod onIy if
••• the c:œator can sprcad ils costs ovcr mulliple copies ofthe work with somc form of
prolcdÎOII against UIIlI1Ilhorizcd duplicalion ofthe work ... (CONTU, FinalReport
(1978), al 20-21•
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produet have diminished.43 Typically, with this form ofdirect copying, a user will make

an unaltered copy ofan original" computer profl"aDl, or ofan existing copy thereof, and

will use the copy in place ofpurchasing the original computer program.45 Generally these

copies cao easily be produced using basic operating system conunands such as "copy" or

"diskcopy". In order to deter this copying, sorne computer program manufaeturers have

attempted to use various copy protection schemes in order to deter this practice.

CoPY protection schemes vary in their functioning and becanse oftheir

very purpose, no standards cao exist. However, these schemes cao large1y be boiled down

to three basic types:46 (1) the program is stored in such a way that copying programs

cannot copy ail the necessary parts; (2) the prograI:l prompts the user for a code or other

piece ofinformation that cao oniy be found in the original packaging; or (3) the program

will come with a hardware device that attaches to the computer and will send the

program signais or information which the program will seek. prior to functioning. The

protection type first mentioned is often defeated by third party developed copying

programs that copy the required parts. Wrth respect to the latter two schemes, invariably

•

.. Wtlliam Laudes aud Richani Posttcr, "AnEconomie Analysis ofCopyright Law", (1989) 189
Journal ofLcgal Studies 325. al p.327.
By "origïDal" wc mean acopy ofthe worlt produt:edwith the authority ofthe copyright ltoldcr,
as oppcl5l:d 10a "c:opy" wbich is produt:ed iD the absetK:e ofsuch pemùssiOll.
"PeIsoDs who blM: DOl paid for a software copy C3DDOl be excIuded from usiDg a program, aud
use ofaptOgIlIIll copy by OIIC pcISOlI does DOlœ: 'ily d;m;n;sb the supply ofcopies avaiIable
for useby otheIs", David A. Rice, "Public Goods, Private Contral:t aud PubliePolicy: Federal
PlO iijjltion ofSoilwaœ LicencePIobibititms AgaiDst Reverse Fngin=riDg, (1987) 53 Uaiv. of
Pitt. LR. 543, al p. 545.
Othcr. lIIIlIl: cclcctic, forms ofcopy prolCdiOD exist ltowewr a cwtpu:betlSive œYiew ofthese
scJw:n'S is beyoad the scope ofthis paper.
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program modifications, known as "cracks", designed to defeat the protection will appear

soon after a program's public release.47

Program cracking in order to defeat a copy protection scheme often

involves sorne disassembly ofthe protected computer program. Cracking programs, or

enhanced disassemblers with specialized features to assist a cracker, are also genera\ly

freely avai1able as either shareware or as freeware.48 Recently, the reverse engineering

debate was brought in front ofthe U.S. courts with respect to video game cartridges

which contained computer programs protected with a program check (akin to protection

type (3) set out above).49

3. Using the Results Obtained Througb Revent Engineering

The other form ofillicit copying occurs where the copier, usuaIly a

programmer, alters or uses parts ofthe original program in hislher own work. The

amount ofmodification varies greatly in this range and mayor may not be substantial

•

..

..

A Mcrackn is oftcn disttibutcd in cithcr printcd Conn (as a set oC instructions on bow to modify
the program to dcfeat tbc protection) or as a "patchn. A patch is a smaIl computer program \bat
applics itsclfto tbc ptOtcdCd program aud n:p1accs tbc RqUircd cocIc with a rcplac:cmcnt \bat
dcfeats tbc protection. An cxampIc oCa simplecrack is a set oC instructions that tcIIs the
program to skip ovcr tbc code that Mr!!C'deS tbc plllll:dioD c:bccIcs. "Cracksn arc commonly
dislributcd on various c:ompuIcr bulletinboards aud arc casiIy avaiIable OD tbc lDtcmct - tbc
global c:ompuIcr DClWOrk.
SbaIewarcn:fcrs to c:ompuIcr programs wbich may bc uscd Cor a trial pcriod without infringing
copyright, alter wbich a Iiccncc Ccc is payable to the copyright bolclcr Cor c:ontinucd use.
SbaIewarc programs are aIso ûccIy distributab!c in thcir lIIIlI1tcrcd SlIIlC to othcr IISCIS (hcncc the
Msbaren in sbareware) who may Uy thcm out Cor the trial pcriod without paytDCIIt. Fn:ewarc
n:fcrs to compulcr programs whcn: the copyright boIdcrwaM:s hisIbcr rigbts to any CCOIIOIlÙC
R:lUm Cor ilS use. Waiving oCcc:onomic relUTIIS docs lIIll mcan a waM:r oCmoral rigblS wbich
wouId aDow IISCIS to modiCy aud aItcr the original wade. A1Jy such waM:r is i""...p"""...m oCthe
C=lsbareware cfcsignation
&go EnlerprlsesUd. v. Acœ'odeUd., 24 U.S.P.Q.2d 1561 (9th Cir. 1992); audAtarl Gamu
Corp. v. N/nTDIdo ofAmulœ lnc., 975 F.2d 832 (Fcd. Cir. 1992).

Chapton. Qmœpls



•
Reverse Engin=ing Computer Programs Under Canadian Copyrighl Law

enough to violate copyright.50 Copying a work in this manner may not require aetual

direct copying ofthe original prograrn code (known as literai copying).51 "Non-literai"

elements ofa computer prograrn are "those aspects that are not reduced to written

21

code,,52 and include "components such as general flow charts as weil as the more specific

organization ofintermodular relationships, parameter Iists and macros".53 Screen displays

a130 fall within the definition ofnon-literai elements.54 Copying these non-literai elements

may a1so be an infiingement ofcopyright and may be accomplished without dissecting the

prograrn as previously dïscussed. For example, copying the layout ofa screen may simply

involve :. visual examination ofthe original program and replicating it using entirely new

programming. Similarly, copying the order ofthe keystrokes used in the operation ofa

computer program, known as command sequences, may not involve aetualliteral copying

ofthe original code. The issue ofnon-literai copying ofcomputer programs bas been

highly topical in recent years, and remains far from being resolved."

•

s.

53

54

Copyright 0DIy prolcds cxpIcssiODS and 1101 the ideas !hat underlie 1hcm. Pleasc rcfer lO Cbapter
mfor a discussion ofcopyright priDciplcs.
Supra, lIOlC 45, al note 79.
ComputerAssociates IntemationaJ. Inc. V. Altai. Inc., 23 VSPQ2d 1241 (2nd Cir. 1992), al
p.1244.
Ibid, at p. 1249.
Scrccn displays arc protceted as paris ofa compuler pIOgIlIID "cxc:cpt iD the case ofprograms
whosc wry pwposc is lO producc scn:cn displays for IISC iD playiDg ofgames or for some artistic
or Iikc pwposc", De/rlna Corp. v. Triolet SystemsInc., SIlpra.1IOlC 14, al p. 32.
Delrlna Corp. v. Tria/et Systems Inc. (1993),47 CP.R. (3d) 1 (Oot. CL Geu. Div.); Systèmes
InftH'llUllisUSolartronav. CégepdeJon9"lère (1988), 22 c.LP.R. 101 (Que. Sup. CL); LoIIts
Developnwrt Corporation v. PaperbackSoftware IntemationaJ andStephenson Software Lld,
740 F.Supp. 37 (D. Mass. 1990); ComputerAssociatesIntemational Inc. v. Allai. Inc. (SecoDd
CirtuilV.S. ColIn ofAppcaJs, JUIIC, 1992); andJohn Rlc1ulrdson Computers v. Flanders and
Chemtec (U.K. High Court. Fcbnwy 19, 1993), lO œmc a but few decisiOllS, bave an RœIII1y
tackIcd the ïssueofllllll-literal iDIi'i"F"'C"l Tbejwispludellcc iD the V.K. and Canada DOW

bonow fiom the V.S. decision iD ComputerAssociatesInternational Inc. v. Allai. Inc. wbcrciD
the SccoDd CirtuitV.S. ColIn ofAppeals cIeweloped the "abslraction - fillraIion - c:omparison"
test uscd lO dclermiDcwbclber specifie _-literal dcments, iD that case the look and feel ofthe

Chaptern. Concepts
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visua1 type described but will instead consist ofa deconstruction ofthe original prograrn's

code expression in a move towards uncovering its underlying ideas. Whether the reverse

engineering will be sufficient to uncover these ideas, or will simply stop at the point of

uncovering expression will depend on each individual case. This exercise will be followed

by a working forward, using the resu\ts ofthe reverse engineering, in the construction of

a different program. The degree to which the re-prograrnming will involve copying ofthe

original program code will aIso vary greatly. Within this range ofcopying will faII sorne

forms ofnon-literai copying, such as reproducing the Iayout ofthe programs subroutines

(structure), as weil as literai copying, such as copying parts ofthe original program's

code either directly or through a translation into another language.

The resu\ts obtained by reverse engineering a program cao be used for a

number ofpurposes, including: the prograrnming ofcracks to defeat a program's copy

protection, the creation ofa simiIar program or ofa program that uses the same routines

as the original program in order to save lime and expense (avoids "re-inventing the

wheel"), academic study ofthe program's underlying ideas and the techniques used in

their expression, or the creation ofcompatible, or interoperable programs. Whi1e the

former two goals do not usua1ly gamer much support as they involve an clement of

user intedàœ, COIISIÏ1IIIC pIOlCCtabIc cxpIC5SÏOn orwbctbcr tbcy more propcrIy faJJ withiD tbc
domainoridcas aDd an:, as a ICSU1l, DOt prolcctablc UDdcr copyright Iaw.
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thievery, the latter two goals are often supponed as acceptable justifications ofreverse

engineering.56

4. Using Reverse Engineering in the Creation ofCompatible
Programs

A1though no statutory definition of"interoperable" or "compatible"

23
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prograrn currently exists, the concepts are generally simple to defim:. Compatibility, a1so

known as interoperability, is a measure ofthe degree to which one prograrn will fimction

in conjunction with another program. In order to create a compatible program, "a

programmer must have a complete specification ofthe other program's 'interface' - a

precise description ofhow the program receives, stores and/or outputs information"."

Traditional\y, compatible programs were written by the same company as their

programmers had access to the necessary specifications. An example ofcompatible

programs are the popular Word Perfect S.rn( and Draw PerfecttM programs. The former

is a ward processor whereas the latter is a drawing program. Word PerfecttM users may

use pietures created with Draw PerfecttM within their ward processed documents. The

pietures appear within the Word PerfecttM document as pietures and may be manipulated

to a limited degree using various keystroke commands.

SapnJ. lIOlC 35, at p. 2022. AllowiDg rm:rse engineering for tbc c:œation ofÙlleioperablc
pograms is~as tbc soIcjusti6e:ati011 iD A1ticIc 6 oftbc E.U.'s SoftwareDi=live
wbicb pcrmilS rm:rse enginmiDg. SapnJ. lIOlC 3•
SapnJ. lIOlC 35, at p. 2023.
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A more modem approach to the design ofcompatible programs is to

create more robust operating systems, which handle a greater number funetions. and

provide users with consistent specifications for ail types ofdata structures (objects)

controlled by each operating system. Programmers writing computer programs fer use

with 50ch operating systems are u50ally given access to the operating system's

specifications by the operating system designers at minimal cost. Objects created by

computer programs that follow the specification are then useable in other programs that

also follow the specification. The programs are therefore made compatible without the

programmers ever having seen or used each others' computer programs. The operating

system aets as the standardizing link. Examples ofsuch object oriented operating systems

are Microsoft's WmdowstM58 and Next's NextSteptM operating systems. The move

towards creating standards through operating systems is a sound one. However, the

creation ofnew types ofobjects not contemplated by the operating system designers may

arise. In such cases, the standards become proprietary to the application's designers once

• 59agam.

UncIcr the popuIar Microsoft WiDdows™ opcrating system a system ofslaJtdardizl:d abjects
CDlitled objcct littkiDg 8Dd embeddiug (OLE) is uscd. OLE aIIows users to shan: information
crcalCd in othcr applicatiOllS with the application thcy arc usiDg. For cxamplc, users of
Microsoft's WonfTM word processjng progIlIIII !DaY either link or cmbed objc:ds c:n:aIcd with
Microsoft's ExœITM spreadsbcet progIlIIII insidc thcir WordTM documcnl A large part ofthe
liDkage and cmbedcling ofthcse objc:ds is a fimdion of the WiDdows™ opcraIing system ami DOl
ofany specifie design madeby either application's programmcrs.
TItere is aIso the question ofwhelbcr opcraIing sysIcm designers, oftcn part ofthe samc
company Ihat designsvarious applications for use with Ihat opcraIing sysICDI, wiU JC1casc: ail of
the specifieatiODS requiIcd to makc the most cIfcc:live use of the opcraIing sysIcm cnvironmcnL
CIearly thcre is IIIOIM: to withbold somc ofthe lec:ltnical infonnalion as to providc ooc's OWD

oompanywith a CODiplli1M advanlage in the application progIlIIII mada:t. In 1993, the U.S.
Departmcnt ofJUSliœ Slepped up a Federal TIlIlIe Commission anti-lrllSt investigation of
Microsoft CorporaIion. Among the charges being investigalcd arc claims by compclitors in the
application progIlIIII madœt "Ihat Microsoft UDfairIy uses secret feallllCS 1aIowD as

Chaptern. Concepts
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5. Conclusion

2S

As the law currently stands, in some cases the newly constructed program,

or parts thereof, will infiinge the original program's copyright and be considered a copy

whereas in other cases the new program will not have a sufficient degree ofcopying to be

considered a copy for the purposes ofcopyright law. This determination is made

irrespective ofwhether the new program is compatible or whether the program is

consttucted to compete with the original as a similar product.6O A more immediate

question, however, is whether the actuaI reverse engineering ofthe computer program is

an infringement in itself. Both ofthese issues will he c!iscussed in the following Chapter.

•

..
'unclocnmcnted caUs' aod ils advanœ knowledge ofcl!8oges 10 MS-DOS aod the re1aIcd
WiDdows softwan: 10 pJac:c ils compelilOlS al a disadvanIage. I1CIIC KDable Gous, "Rcgu1aIors
FClC"sjng on ADtilIust Issues", Tbe National Law JoumaJ (Jannaty 24, 1994), al p. SI2.
Prima f'ac:ie copyrigbt Jaw ClIIIeIIlly lCIIIlÙIIS obIivious 10 any such distiDdion. A c1dl:rmiDatioo
ofcopying nnder1bcCopyrlg/ltAct_oswbelber 1bc code copied is "snbstagtial" iD quality
aod lIIIt quanIity. However, ifa newIy COIISlrlICoUd program is diIecl1y rolllpoting wiIh an
original_rit fiom wbich iDfonnation was llM:ISC engi.....rM tIICIe is an iDcrcased lilœlibood
lhat1bc parts usedwill be considetal suhstagtial as 1bcquaIity oflbc parts used may appear 10
be ofgreater import tban iftbey bad beeD used iD a COO'l8Iiblc program wbich is moœlilœly 10
appear difIèn:nllO acourt bath iDappearance aod iD pIIl8Iam sttue:tuIe. Sec aIso 1bc decision iD
SASlnstItutfl Inc. v. S cl: H ComprllfIrS)Ist-. 60S F.Supp. 1816 (U.SD.C~ 1985), infra, lIIItC
lll.
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Chapter III. Intellectual Property Protections for Computer
Programs

26

Computer programs are protected from iIIicit eopying under a number of

legal regimes. Copyright, patent, trade secret, and semi-conduetor ehip laws all provide

intrinsie measures ofprotection against the unauthorized copying ofa computer program.

The term "intrinsie" is used to distinguish the protections granted by these regimes from

those contraetua\ provisions that cao be fashioned by private parties through negotiating a

private agreement that is customized to suit their own circumstanees. The protections

provided by eaeh ofthe aforementioned regimes are enforceable at law notwithstanding

the absence ofspecifie contraetual agreements between parties.

A. The Law ofCopyright

Although the application ofcopyright law to computer programs is a

relatively new convention, copyright bas existed as a form ofinteUeetual property

protection, in one form or another, for roughly four centuries.6t The original impetus for

devising 1ega1 rules that eventua11y would evolve into what we know as copyright law

was, ironically, borne ofthe Crown's desire to censor subversive material.62 Dy the reign

ofHenry VU only the King's Printers were provided the right to copy printed works by

Royal prerogative.63 This right to copy, eventua11y known as "copyright", evolved into an

•
61 Copyright Iaw, aIso ICfemdto as AD8Io-Amcrican copyright Iaw or the èommon Iaw oC

copyright, is to bc difI"aettliaIcd fiom droit d'Q1Itetll', or conti_rai, rcgimcs wbich pIOlCCt
simiIarworks butaœ primarily used in c:iviliaDjurisdidions. Copyrighl. as di5l'Usscd in Ibis
paper, zd"ers to tbose rcgimcs wbich weil: bomc outoCa CODIDIOD JmperiaI anccstty.
EdwardEarIc, "TbcEfIilct oCRmmmticism on thc 19th CcnIuIy DlMIopmcnt oCCopyright
Law", (1991) 6 LPJ. 269 (1991), atp. 271.
Ibid.
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•
economic right which was converted into lots by rights holders which could then be

uansferred or traded as a commodity. These copy-rights "might be exchanged, assigned,

bequeathed, or further subdivided, just like other intangible rights".64 Contemporaneously

with the commodification ofcopyrights, was the emergence ofa common law of

copyright.

The vision ofcopyright as a grant ofa property-type right began to

emerge in the mid-17th century, "when Parliament abolished the Star Chamber ... [and]

was force<! to replace the Chamber's decrees with contrais ofits own".65 Over the

following fifty years, Parliament was fàced with a flood of"subversive" material and

attempted to.stem the flow by passing the LicensingAct of166f'6 which imposed a

"good-Christian" requirement on published works. In 1709, Parliament passed the Statute

ofAnne,67 a precursor to modem day Anglo-American copyright legisiation. The Statute

ofAnne recognized the rights ofauthors ofboth published and unpublished works by

granting them a time-limited exclusive transferable printing right. Persans a\ready owning

transferred rights at the time ofthe statute's enactment were declared to he owners ofthe

rigbt. The dual protections aftbrded by the common law and the Statute ofAnne came

•
..
os..
61

Hugh Aroory, M'Defaclo Copyrigbt'?FieIdiDg's Worh iD Partnclsltip, 1769-1821M
• (1984) 17

Eigh........h CcntlIIy Sludics 449. al p. 453.
Supra. DOle 62, al P. 273.
lJœnsing.Act of1662. (PK). 14 Cba. 2, c.33.
SloIIlte of.A.nlte. (PK), 8 AmIe, c. 19.
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• into conflict68 and were eventually merged into only the statutory right by the House of

Lords in Dona/tison v. Becket.69

1. The Copyright Act

Following the abolition ofthe common law ofcopyright. the U.K.

Parliament passed a series ofCopyright Acts70 which eventually fathered passage ofa

Canadian Copyright Act'· in 1921 which came into force on January 1, 1924.72 The

Canadian Copyright Act bas continued in the tradition ofits Imperial forefathers and

explicitly states that no copyright or similar right shaIl exist in Canada other than under

the Copyright Act.73
74

•

61

..
'0
71

72

73

,.

The COurt inMillar v. Taylo" (1769) 98 E.R. 201, 4 Burr. 2303 (l(.B.), allowcd !bis dualily
continue, slating !bat the Statute ofAnne mcrdy granted the common law plOlCCtions Royal
Assent but did BOt abolish !hem. Accordingly the COurt in Millar v. Tay/o, n:-affirmcd the
common law principlc ofa perpetuaI copyrighL Madt Rose, "The Author as Proprietor:
Dona/tison v. BecJœt and the Gcncalogy ofModcm Authorship", (1988) 23 Rcpn:scntalions 51.
Dona/tison v. BecJœt, (1774) 1EoR. 837; 4 Burr. 2408.
CopyrightAct, (1814) (U.K.), 54 Gco. 3, c. 156; CopyrightAct, (1842) (U.K.), 5 et. 6 Viel, c.
45; and CopyrightAct, (1911) (U.K.), 1 et. 2 Gco. 5, c. 46.
CopyrightAct, C. 24; R.S.C. 1927, c. 32; R.S.C. 1952, c. 55.
The passage ofthe OlDadian CopyrightAct abrogated ail the CopyrightActs ofthe Imperial
ParIiamcnt !bat bad formcdy applied 10 the Dominion ofCanada, as it then was.
CopyrightAct (1985), s. 63. Prior 10 passage ofthe 1921 Act, therc bad cxisted, in Canada, a
common law copyright. This rigbt was substituted by astaI1IIOIy right lIIldcr sccIion 42 ofthe
1921 Act.
10 Compo v. Blue CrestMusic, (1980]1 S.CoR. 357, EsleyJ. staIcd.

copyright is ncïther tort law BOr propcrty law in classification, but is
staI1IIOIy law. It ncïther culs across cxisting rigbts in propcny of
conduct BOr fâlIs bctwccu rigbts and obligations bcrctofon: cxisting in
the common law. Copyright lcgisIalion simply cn:ates rigbts and
obligations upon tbcir terms and in the CÏlQ!mS!llIlQ'S set out in the
statulC. This CICIIWC ofstaIUtc basbecn laIowD 10 the law ofEngland
al lcast sincc the cIays ofQuccn AIIDc wbc:D the fint copyright staIUtc
V/3S passcd. Il docs DOl assist the iDIcrpœlivc lIIIlI1ysis 10 import tort
CODCCplS. The lcgislation spcaks for ilsclfand the aclions oflbc
appdl!!!lt lDIISt bc lIIClISUIed acc:onIing 10 the terms ofthe statulC. (At
p.372).
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Today's copyright laws are no longer Iimited to the protection of

published and unpublished manuscripts. Copyright currently protects a host ofworks

including dramatic, musical and artistic works as weil as a substantially broadened

29

category ofliterary works. These broad categories cao be further expanded to expose an

even greater number ofprotectable works such as: tables, compilations, photographs,

engravings, sculptures, maps, plans, and most recently computer programs. Section 2 of

the Copyright Act classifies computer programs as literary works for the purposes of

copyright protection. Providing copyright protection to a work alIows the copyright

holder the right make copies ofthe wode, and to prohibit others from making copies." 76

As with copyright in the days ofthe Statute ofAnne, copyright holders may freely licence

or assign their economic rights.77

a) The ldealExpressioll Dichotomy

Copyright protects the expression ofideas, but does not grant protection

to the ideas themselves.71 This separation is referred to the idea/expression dichotomy.79

•

75

76

77

71

Bany B. SooJcman, ComputerLaw: Acqulrlng and Protecl/ng /nfomu1Jlon Techno/ogy (Toronto:
CarsweII, 1989), al p. 3-1.
The "........tiaJ cbarac:terislic (ofcopyright] is the sole right to pIOducc or lCpIOducc any such
work orany snbstantia' put thcIeofin any matcrial form wbalsocver", RG. Fox, The Ç"na"ian

Law ofCopyrigbt aM Jndus!ria! J)qi!!!!S 2nd cdilion, (T0I0Dl0: CarsweII, 1967), al p. 2.
Copyrighted worb consist oftwo components" cconomic rlghts and morallights. The former
n:fcrs to the rlghts ofthe copyright hoIdcr to lC8P cconomic bcncfilS for authorizing use ofthe
.work, wbclœs the Iallcr n:fcrs to the aulhor's, as opposM to the copyright hoIdcr's, right to the
intcgrity ofthe work as weil as the right to bc associated with the work "iD certain
ciml !D5lllno:s" (CopyrightAct. s. 14.1(1». Moral rlghts may DOt bc assigDcd but may bc waivcd
in wbolc or input (CopyrightAct. s. 14.1(2».
lnMoreau v. St. Vincent, [1950] Ex. c.R. 198, TboISOll P. stated,

Chapter //1. /nte//ectua/ Property ProkclJonsfor Computer Progroms



pronounced when dea1ing with computer programs which are, by their very nature,

Finding the line that delineates idea from expression is not an easy task, and is even more•
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utilitarian works and hence intertwined with the ideas they seek to express.HO HI The

difficulty inherent in creating a test that distills expression from idea is that. with an

•

7'

HO

Il

[A]n clemcntaly principlc ofcopyrightlaw [isl \hat an author bas no
copyright in idcas but only in bis c.~ression of them. Thc law of
copyright docs not givc him any monopoly in thc use of the idcas
with which he dcaJs or any propcrty in them, cvcn if thcy arc original.
His copyright is confincd to the litcrary work in which he bas
cxprcsscd them, The idcas arc public propcrty, the Iitcrary work is his
own. Evcry one may frccly adopt and use the idcas but no one may
copy bis Iitcrary work without bis consenL (At p. 203).

This principle is fundamcntaJ to copyright law and bas bccn wcll documcntcd by the case law.
Sec: Apple Computer Inc. V. Mackintosh Computers Lit/. (1986), ID C.P.R. (3d) 1 (F.C.T.D.);
varicd (1987), 44 D.L.R. (4th) 74 (Fcd. C.A.), afl'd [1990] (S.C.C.), PC! Rccd J. (F.C.T.D.);
Delrina Corp. v. Triolet Systems Inc. (1993),47 C.P.R. (3d) 1 (OnL CL Gcn. Div.); Whelan
Associates, Inc. v. Joslow Dental Loboratory, Inc. 797 F.2d 1222 (3rd Ciro 1986); Computer
Associates International, Inc. V. Altai, Inc. 23 USPQ2d 1241 (2nd Ciro 1992); and Autooe.,-k
Austrolia Ply Lld. V. Dyoson (1990), 18 l.P.R. 109 (Aust Fcd. CL), n:vcrscd (1992), A.l.P.C.
90,855 (Aust ac.).
ln Delrina Corp. V. Triolet Systems Inc., supra, note 14,O'l.caJy J. borrowcd from the dccision
in ComputerAssociates Internolional, Inc. V. Altai, Inc., whcrc WaJkcr J. statcd,

[d]rawing the Jinc bctwcen idca and cxpœssion is a tricky business.
Judgc Lcamcd Hand notcd \bat "[n]obody bas cvcr bccn able to rlX
\bat boundaJy, and nobody cvcr cao.ft Nichols, 45 F.2d at 121. Thirty
ycars latcr bis convictions n:maincd finn. "ObviousJy, no principle
cao bc Slalcd as to wben an imitator bas gonc bcyond copying the
'idca' and bas borrowcd its 'cxpression,·ft ...

The esscntiaJly utiJitarian nature ofa computer program furtbcr
complicatcs the tasIt ofdistilling its idca from its cxpression.

Supra, note 52, atp. 4735.
The doctrine ofmcrgcr holds \bat ifan cxpIcssi.m is 'M'C"SS''Y to the fimction or cflic:icncy of
\bat idea, the componcnt is considcn:d ncccssarily incidcntaJ to the idca and is DOl proICdable as
an cxpœssion. Such a form ofcxpœssion is said to bc pun:ly fimctioaaJ and the idca and
cxpIcssiOD mcrge. As the idca is incxtricably Jinkcd witb the cxpIcssi.m, such cxpœssion is DOl
protcctcd. For examplc, wbcre a )lIOgram n:quircs the user to type the word 'print' followcd by
the command 'full page' in order to dim:t the 0UlpUl ofa program to a priJIlcr, the command
scqucac:c will DOl bc proICCtcd as it is 'M'C"SS'rily incidcntaJ to the idca ofpriDting.

ReJatcd to the doctrine ofmcrgcr is the doctrine ofst:hIes afain. Seines afalre bolds \bat
wbcIe cJcments ofa wodt lIIC 'M'C"SS'rily inc:mpolatl:d into the cxpiCS5ÏOD ofa wodt, IlOt bccausc

Chopterm. IntdIechulI Property Protectionsfor Computer PlO8''QIIiS
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overly liberal view ofexpression, one risks granting monopoly protection to the first

authors ofprograms that perform certain tasks,

[whichl would thcreby inhibit other creators from dC\'C1oping
improvcd produets. [Convcrscly, d)rawing the line too conscrvativcly
would allow programmcr's efforts to bc copicd casily, thus
discouraging the creation ofall but modes! incrcmcntal advanccs.Il:

In order to devise a sound test,

the court must bc faithfuJ to the statutory language and mindful of
bath the ultimate goal ofcopyright law - the advanccmc:nt ofpublie
wcl1iue - and Congrcss' choscn mcthod ofachicving this goal­
private rcward to the individual author.83

The consequences ofan imperfect test can illustrated by examining the
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decision in Whelon Associa/es, [ne. v. Jaslow Dental Labora/ory, [ne. and its short-lived

but highly controversiallegacy." In terms ofthe idea/expression dichotomy, the Whelan

court decided that, "the purpose or function ofa utilitarian work would be the work's

idea, and everything that is not necessary to that purpose or function would be part ofthe

•

83..

ofcrcalivity ofsclcction and expression but hecntse ofexIcmal fac:tors, thcœ will bc no
copyright ptolCdion grantcd.
Supra, note 31. al p. 53, quoting from Peler S. McneIl, "Scope ofCopyrigbt Prolcction for
Programs". 41 Stan.L.Rcv. 1045, al pp. 1047-48.
Supra. note 31. al p. 53.
ln Whe/an Associateslnc. v,Jas/ow DentalLaboratory lnc., 797 F.2d 1222 (31d Cir. 1986).
ceri. denied 479 U.S. 1031 (1987), a mcdicai software deYelopcr (tbc ddl:ndant), aftcr
deYelopiDg adctttallaboratory program for the p1aintift', startcd up ber OWD company and
deYelopcd a similar dctttallab program (usiDg a difIl:=t compulcr language). The Thini
Circuit Court ofAppeals fouDd that tbc dcfmdant's program copied tbc slnIc:turc, scqucnœ and
org3niZlltion oftbc plaintifl's program and that this was euough to constitulC an iDfringemcnt of
tbc plaintifl's copyright. 'Ibis decision was 1CV01utionuy in that it formally exteDdcd software
copyright protection be)'Ond tbc literai copyiDg ofsowœ code to tIOII-literal eletllCtllS, in this
case tbc str1ICtuIe, scqucnœ and org3niZlltion oftbc progtam. The Whelan court beld that sincc
tbc plot ofa story or play is proledCdby copyright 50, thcœfore. sbould tbc scqucnœ and
org3niZlllion ofprogtams. ln ils dcc:ision tbc court rea50necI that thcœ \\'CIe many possible ways
in which to organizI: the idea ofa dctttallab program, and tbcIelilie the particular way whicb
tbc plaintilfchose was a copyrightable expression ofthat idea.

Chapter III. Inte//eclIIaI Property ProtectionsfOI" Complller Progrmns
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expression ofthe idea."ss The Whelan test was subsequently criticized as having "a

somewhat outdated appreciation ofcomputer science"S6 and for ignoring "practica1

considerations".S7 In Computer Associates International. Ine. ~: Altai. Ine., which was

32

decided after the Whe/an case, the Second Circuit ofthe United States Court ofAppeals

devised a superior three part, abstraction - filtration - comparison test. that would better

distill idea from expression in computer programs.ss According to Walker 1. ofthe Altai

court,

[i)n asccnaining subslantial similarily undcr Ibis approach. a court
wouId fiIst bn:ak down the aIIcgcd1y infringcd program into ils
constituent structural paris [(abstIaction»). Thcn, by cxamining cach
ofthcsc paris for such things as incorpol3tcd idcas, expression that is
neccssarily incidcotal to thosc idcas, and clements that an: takcn from
the public domain, a court wouId tben bc able to sift out ail non·
proteetable [sic) materia1 [(filtration»). Lcft witb a kcmcI. or possibly
kcme1s, ofcreative expression afIer foUowing Ibis proccss of
cIiminalion, the court's Iast step wouId bc to compan: Ibis maleria\
witb the strueture ofan allcgcdly infringing program
[(comparison»).S9

The abstraction - filtration - comparison test has now gaïned widespread acceptance in

the United States,90 and is being used increasingly in copyright - computer program

cases abroad.91

•

as
S6
S1

SB

S9

..

Ibid, al p. 1236.
Supra note 52, al p. 1252.
ibid.
ln CU4Xv. UCR Ine., 4 CCH Comptler Cases' 46,752 (U.S. Dist. CL, Ga, 1992) Fitzpatrick
DJ. slatcd that the dccision in WMiœI AssaclalesInc. v. Jœlaw Dental iAboratory Ine. is
"conœplJm11y ovetbroad and dcscriptM:ly inadcquatc", preferring instcad to foUow the thrcc­
part test ,.ttJincd in ComputerA.ssocJalesIntmlationa1 Inc. v. AltaJ Inc..
Supra, note S2, al pp. 1252·53. An carlier manifestatil)Jl ofthe abslIaction • filtration­
comparison test MS recommeooed by David N"1IDIIICr et al. in "A Struclun:d Approach to
ADaIyzing the Suhstantial Similarity ofComptler SoftwaJe in Copyright lnfriDgcmcnt Cases",
20 Am. St U. 62S (1988); 3 N"1IDIIICr &; N"IIDIIICr, Nimmcr on Copyright, § 13.03[F] al 13 •
78.26.
Sec CU4Xv. UCR Ine., 4 CCH Comptler Cases' 46,752 (U.S. Dist. CL, Ga, 1992); and !Dm
DeveIopment Corporation v. Bor/and, Ine., 788 F.Supp. 78 (D. Mass. 1992).

Chapter m.InlelJectJul/Property Protectionsfor Computer P1ogIIZ111.S
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•
b) Formalitjes, Term and Ownership

In order to avail itselfofcopyright protection a work may be either

published or unpublished.92 Under Canadian copyright law there is no registration93 or

marking requirement94 for a work to be copyrightable; copyright is said to subsist upon

the creation ofthe work.9S The term for which copyright subsists in the work is the life of

the author, or in the case ofjoint authorship ofa work,96 the longest surviving author,

plus fifty years.gr The author ofa work is preswned to be the first owner ofthe copyright

therein, except where a work is created under a contraet ofservice wherein the employer

is preswned to be the first owner ofthe work. 98

•

91

..
Ils..
91..

The abstJaclion • filtration - comparison test bas bccn adoptcd into Canadian Jaw by the dccisïon
in Delrina Corp. v. Triolet Systemslnc. (1993),47 CP.R. (3d) 1 (Ont CL Gcn. Div.); and into
U.K. Jaw in John Richardson Computers v. Flanders andChemtec (Ul<. High Court, Fcbrwuy
19,1993).
CopyrightAct. s. 3.
Although it is DOl manda"")' tbat one œgistcr one's copyright in the wodc, il is consideled
prudent to œgistcr a wodt for SlMr3l rea5OIIS. First, registration providcs an cvidentiaIy record
orthe wode shouId adispute as to ils autborsbip cwr arise, and second the c:opyrigbt holdcr may
bave a lnoadcr range or,","",ics available shouId thcrc bc an infriDgcmcnt orthe copyright
S.39 orthe CopyrightAct states tbat wbcre a wodt is DOl regislmd, and the infringer allcges DO
know1cdgl: orcopyright in the wodc, the c:opyrigbt bo1dcr is only CDtided to injuDctoly n:Iicf
UDlcss bc can pme tnowlcdgc orcopyright on the part orthe infringer. In cases wbcre the wodt
is duJy registaed with the Copyright Office, s.39 dccms the infringer to bave bad knowledge or
the wodt's c:opyrigbt; consequcnlIy, the infringer may also bc bcId Iiablc for damages, or any
otbcr n:mcdy tbat may bc availabJc. Sunuy Handa and James Bnçhan, "Copyright as ilApplics
to the Prolection orCompIlerPrograms in Canada", (l994) ne. [pending publicationl, al pp.
3 • 4. Ifa computer pIOgJ'lIIIl copyright is œgislered, thcrc is DO laJ1IÙemenl tbat the copyright
boldcr file the cIctaiIed SOlIIl:C code specification with the copyright office. In fact the CaD!M!ian
Copyright 0fIicc will DOl acœpt attacll!nC!lts wbcu œgistcring the copyright in a work.
Canada is a long standing signatoty to the &me Convention on Copyright (Rome Revision,
1928) which ptObibits any laJ1IÙemenl tbat wodts bc registaed or tbat the "C" symbol bc used
in c:onjunctimiwith CXjIiessiODS orthe wodt in order for copyright ptOICCtion to apply.lbld, al p.
3.
CopyrightAct. s. S.
A wodtjoint autborsbip is said to cxistwbcre the "contribution orone autbor is DOl distinct from
the contribution orthe otbcrautbor orautbors." CopyrightAct, s. 2.9.
CopyrightAct, s. 6 & s. 9.
CopyrightAct, s. 13(3). A "COllllaet orservice". which cIenoIes an empIoyment œIationship in
the lladition SCIISC, is to bcclifl'aeUlia,,'d from a "COIItIaet for services", which zefeIs to a

Chapterm. InteJ]ectruJ1 Property1'I'olectionsror Compulu Pt08'1IIIIS
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c) Originality

3-1

not protecting the underlying idea itse1f. However, mere\y expressing onese\fin one of

the protected forms enumerated above may not in itselfbe sufficient to obtain copyright

protection. The Copyright Act requires that protectable works, at a minimum.

demonstrate a modicum oforigina1ity.99 ûriginality in a work refers to the degree ofthe

author's creative or inventive thought, and is comparative\y low in common law

copyright jurisdictions as compared with continental droit d'auteur jurisdictions such as

Germany or France. too Effectively, under common law copyright systems, in order to

demonstrate originality one need only show that the work originated from the author and

was not a copy ofan existing work.101 Under the German copyright regime, a work must

•

9Sl

100

101

jndepcndcnt c:oDlr.tdor who bas arrangcd 10 produœ a worlt undcr a spcàfic c:ontraet as opposl:d
to a geucral employmcnt c:ontract. In cithcr case the pmsnmption crcated is rcbullablc atlaw.
Sec, Orbil1'On Software Design Corp. v. MJ.CR. Systems L1d. (1990),48 B.L.R. 147 (B.C.S.C.);
Positron /nc. v. DesrocJres, (1988) R.J.Q. 1636 (Que. S"Pcrlor CL); and Lamb V. EvfJllS, [18931
1 Ch. 218 (C.A.).
CopyrightAct, s. S.
Supra, DOIl: 93, al p. 4.
Acc:ordiDg 10 the Court in University ofLondon Press L1d. v. University Tutoria/ Press Lld.
(1916),2 Ch. 601 al 608,

TIte word 'original' docs DOl in 1his c:onncdion mcan that the worlt
must Ile the cxpIession oran original or ÏIM:ItliVl: tboughl, copyright
adS 8Il: DOl c:onccmcd with the origiDality or jdcas, butwith the
expression ortbought, and in the case or'lilClllJy worlt', with the
expression ortbought orwriting. TIte origiDality wbich is n:quitcd
rcIates 10 the expression orthe tbought

SimiIarIy, inDe/rlna Corp. v. Triokt Systems /nc., O'LcaIy J. stated that for a work 10 Ile
c:onsidmd original, "ilmust DOl blM: bccn c:opicd by the auIbor fiom anolbcr work, wbctbcr
thatwork was piOleClCd by copyright orwas in the plblic domain and f= for the 1aking."
(Supra, DOIl: 14, al p. 32).

0Dt:c origiDaIity basbccn '" mimstIated, the amtlWI1 oranislic mcrit that must Ile piCSCDl in the
work is mjniml ln~Uv. udllc (1962) 23 Fox Pat. C. 99 (Ex.Ct.), the Court ro1cd that,

Chaptum. /ntdlectuaJ Prope1'ly Protectionsfor Computerp,DgI'Q1IU
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•
display a high degree ofcreativity (Gesla/tungh6he) and individuality (Individua/iltil),102

whereas under the French regime a lesser degree oforigina1ity amounting to "the

evidence ofan intellectual contribution ofthe author" and "the novel nature ofthe

program" as compared with existing programs need be shown.103

d) FlXlltion

Additionally, in order to be worthy ofcopyright protection, a work must

be fixed, or stored, in sorne manner. The fixation requirement bas developed largely

through copyright jurisprudence and is only statutorily based for dramatic works, musical

works, and most recently for computer programs. For works where fixation is not

explicitly required by the Copyright Act, it had been inferred as existing by the courts.104

For computer programs, section 2 ofthe Act requires that a computer program be

"expressed, tixed, embodied or stored in any manner" in order for copyright protection to

apply. The U.S. Copyright Act is slightly more specifie in that it requires that a work be

expressed in a form which is sufficiently permanent and stable so that it may be

•
la:!

lOS
104

Asq,ming fOr a JDOI!lC!It !bat originaIity is conc:eded, 1think,
particuJarly as 1iterary mcrit nccd DOt he ofbigh arder. the pIaintifl's
caD.posïlion discloses al lcast a modicum ofliterary mcritatlributable
ta bis s1à11 and iDgcauity. This addcd ta the coasitletable lime, Cale,

and ciron wbich he cIcvoIcd ta it, in my opinion, is more thaa
suflicicnt ta cadow theplaiDlill's [work] witb the qaality of"a lilelaly
work" as cIdined in the f=going 5.2(n).

Clilllml Cbanœ, "The European SoftwareDi=Iivc" (Clilllml Cbanœ, UX 1991), al p. 22.
Ibid, al p. 19.
ln CanadlanAdmirai 0Hp. Lld. If. &tliJ/ilSlon Inc. [1954] Ex.Clt 382, the Court ruled !bat
"forcopyright ta subsist ina 'wor!t' ilmast he expi : 55: 1ta some cxlr:Dtal lcast in some
malcrial fonD, capabIc ofidCDlific:a\ÏOD and baving a more or lcss p ""0!lem.....l'''anœ " (At p.
394).
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•
"perceived, reproduced, or otherwise communicated for a period ofmore than transitory

duration, either direct1y or with the aid ofa machine or device. "lOS

Issues offixation with respect to computer programs are many. and

without further legislative or juridical guidance a good deal ofuncertainty continues to

exist. An example ofa problematic question that had existed was whether literary and

artistic works, such as text and graphic output screens, which can only be displayed

during program execution will be regarded as being fixed in the memory devices which

contain the computer programs and data. The recent jurisprudence with respect to the

protection ofnon-literaI e1ements, such as computer screens, suggests that fixation in

volatile memory devices such as a video interfaces RAM is sufficient to meet the fixation

requirement.106 In the case ofcomputer screens, the protection exists because the screens

are said to exist under the umbrella ofthe underlying computer program's copyright.107 A

more diflicult question tnight be whether transitory combinations ofdata, such as the

resuIts ofa dl!tllbsl...se search condueted at the direction ofa user, are sufficiently fixed for

the purposes ofcopyright since these results are often only stored in volatile memory, and

cannot be said to be part ofthe underlying search engine as the user's search criteria is

entered only upon use.

•
lOS
106

107

17U.S.C. § 102.
Supra, DOle 14.
A flc:eting image of1mladcast on 1l:IevisiOD bas bccD bcId lIlIt ta fnIfiU 1bc n:quircmcnIs of
fixaIioD for 1bcpurposes ofcopyrigbt in ilseIt: IC1bc tdcvision progqm is o1bcrwisc fixai, such
as on some fonD ofvideo tape, 1bcn1bc f1cC'ing image dcscribcd may bc prnlcl:lcd as pan of1bc
lIIIderIyiug copyright of1bc filœdprogxam. Supra, lICllC 104.
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In terms ofthe reverse engineering debate, the issue offixation is

important since in order to reverse engineer a computer program one must first "copy"

that program into a computer's RAM memory for a disassembler to work. As the

disassembler performs its passes through the program it seeks to disassemble, it

37

continually makes increasingly precise translations ofthe program which are stored in

RAM. 108 Once the disassembler completes its disassembly, the resu\ts are usually stored

on more permanent media such as a disk, and in print-out fonn. It is, however, possible

to disassemble a program, or parts thereo( without storing either the intermediate copies

or final resu\t ofthe disassembly on any media other than in RAM. A1though this may

seem impractical since the resu\ts will remain within the dynanùc RAM ofthe computer,

it may provide a technical way around the difficulties ofcopyright infiingement since

without adequate fixation, copyright may not consider that any copy bas indeed been

made. Furthermore, ifit is deemed that, even where the final produet ofdisassernbly is

fixec!, the intermediate copies stored in RAM do not constitute infiinging copies for want

offixation, the exception to copyright found in section 27(2)(1) ofthe Act, discussed in

the foUowing section, may apply.l09

•

Il.

109

Depend;ng on lite d;smnnblcr attd lite SÏ2I: orllte program c:odc beiDg d;sassemblcd, tbesc
intcrmcdiatc traDs1atioDs may aIso bc tcmpoialÏly stoœd on disk. Ottœ on disk tbc issue or
fixation œ:Omc5111OOl.
Section 27(2)(1) allows asingle rqmxIuclion oran autborized oopy ora CUWJIlIlcr program to bc
made wbcIC tbc pwposc ortbc lqlIOduclion is tbc modifieati911 ortbc program for JIlIIPOSCS or
amtp'h1riJity. In 0Idcr to IISC tbat section to CXl:IIIpt dismnnbly ûom iDfriDgiDg copyright, as
on\ya siDg1c lqlIOduclion is con" mjdatcd by tbc SCdÏOII, tbc iDtcrnK ~iatc copieswouId bave to
somchow bc CXl:IIIpt ûom copyright. Fai1iDg to quaiify as fixI:d wouId bc 01lC was orCIISIIrittg
this. Sec Infra, section ID. A 1. [ (1) TransJation - ModiIicaliott Exœplionfor a discussion or
tbis cxc:cplion.
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e) Infringemen1 ofCopyright

Once copyright subsists in a work. it will be infiinged by "any person who.

without the consent ofthe owner ofthe copyright, does anything that by th[e Copyright

Act] only the owner ofthe copyright bas the right to dO. IIO It must be stressed that

copyright only prevents the copying ofa work. or a substantial part thereof;III the

monopoly rights granted by the Copyright Act do not extend to situations where a person

independent1y creates a similar work. Accordingly, the jurisprudence that has developed

regarding infiingement holds that the onus to demonstrate copying rests on the plaintiff

who must demonstrate both substantial similarity between hislher work and that ofthe

defendant, as weil as a causal connection between the two works. 112 The causal

connection element can be satisfied by demonstrating that the defendant had access to the

original work. Once the plaintiffbas discharged hislher burden by demonstrating, a

rebuttable presumption is created whereby the onus in demonstrating independent

•

110

1\1

112

CopyrightAcI, s. 27(1).
By "S'dl<tIDtiaJ" wc do DOl mcan a strict pcrcentagc; ill5lcad, "substanlial" tefcrs 10 the quality or
the part takcn. In Breen v. Hancock HoUSt! Publishen L1d. et 01. (1986), 6 C.I.P.R. 129
(F.C.TD.), il was held lhat,

Altbough the proportion orcribbing fiom the p1aintiO's work 10 the
toIa1 orthe auIhor's was quanlitatively smaIl, the quantitative aspect
iDdicmd 10 me lhat it was IIIOIC lhan a 'raiT dcaI' and lhat it
coDSti\lllCd an appropIiation by the author orthe skilI, and time, and
talent orthe plaintif[ As a rcsult, the PlainJilfwas entidcd 10 an
injunetion. (Al p. 133).

SimiIarly, in SASInstitvteJnc. v. S &: H ComJ1llter Systems 6IJ5 F.Supp. 1816 (U.SD.C. 1978),
the court fouDd lhat 44 cxamples orcopying had occurrcd out ora toIa1 orapproximalC1y
186,000 Jincs orcompulCr soan:c code. necourt heId lhat tbcsc 44 cxampJcs orcopying
consti""cd a substantial ta1àDg and lhat simpJy hccar.... thcn: wcre only 44 illSlallCCS orcopying
cIid IIOlllO rily mcan lhat the copying was ttMaL (Al p. 822).
Gondos v. Hardy (1982), 64 CPoR. (2d) 145 (Ontario. Re.); Francis Day &: Hllllter Lld. V.
Bron, [1963] Ch. S87 (CA).



•
Reverse Engineering Computer Programs Undcr Canadian Copyright Law

creation shifts to the defendant. The defendant may a1so attempt to rely on statutory

exceptions to infringement contained in section 27(2) ofthe Copyright Act.

f) Exceptions to Infringement

(1) Translation - Modification Exception

Ifthe intermediate copies or final results ofthe disassembly process are

39
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indeed considered to be fixed, thus nullifying any argument that copyright doesn't apply

because oflack offixation, the copying ofa computer program for use by a computer

may be exempted by section 27(2)(1) ofthe Copyright Act. Whether such use includes

disassembly is the crucial point. Section 27(2)(1) states that infringement does not occur

as a result ot:

the making by a pcrson who owns a copy ofa computer plOgraDI,
wbich copy is authorizl:d by the owncr orthe copyright, ora single
reproduction orthe copy by adaptiDg, modifying or convcrtiDg the
computer program or translating it iDto anotIter computer language if
the pcrson proves !bat

(i) the rcproduetion is CSSClIûa1 for the compatibility ofthe
computer program with a particuIar computer,

(ü) the reproduc:tion is solcly for the pcrson's own use, and
(iü) the reproduction is dcstroycd forthwith whcn the pcrson

ccascs to bc the owncr orthe copy ofthe computer program
ll3

In drafting this section "[t]he House ofCommons Sub-Committee on the Revision of

Copyright recognized that it is common in the industry for computer programs to be

Computer programs, howcYcr, arc gcncmIly Iiccoscd and arc onIy rarcIy sold by the origiDal
copyrigbl boIdcr. Wbcthcra stItUtory provision, wbich reqniIes OWIICISbip orthe software, may
ae:tua1Iy bc cnforccd in liccnsing situations lCIIIlÙDS quCSlionablc. Sec infra, DOle 119, and
acc~alpanying 1CXl for a disolSSÏon orliccnsing, as COIIttasted with the saIc, ora software
product.

Chaplet" III. IntellecIJIQ/ Propmy Protections/or ComplIter /'rogI'tJ1fIS
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adapted or modified to meet the particular needs ofends users...II. Accordingly, this

-Ill

contemplated as being within the scope ofthe section by the Sub-Committee.

This section may, in faet, also be used to support a daim that in order to

function, computer programs must be copied into parts ofa computer (usually into

RAM), and translated by the central processing unit into microcode in order to run as

intended. 1l5 Although it cao be argued that section 27(2)(1) protects against a computer

program's use being declared as infringing, it is more tenuous to argue that this section

also applies where a program is copied into RAM and subsequently onto more permanent

media for the purposes ofdissection by a disassembler, a necessary step in the

disassembly ofa computer program.116 However, where simple use ofa program is

Supra. nOIe 75, al p. 3-203.
A simiJar cxe:cplion was placcd inta the U.S. Copyright Act in 1988. The purposc or 17 U.S.C.
§117 was ta aIIow authorized uscrs the right ta use a computer prognun without teehnically
infringing the copyright in the program. The section rcads:

Notwithslanding the provisions orsection 106 (17 uses Sect. 106),
it is DOt an inl"ringcmcnt ror the owncr ora copy ora computer
plOgram ta maIa: or authorizl: the making oranothcr copy or
adaptation orthat computer plOgram providcd:

(1) that such a IICW copy or adaptation is c:n:atcd as an csscntia1 Slcp
in the utiJization orthe computer prognun in conjuDction with a
machine and that it is uscd in no othcr manncr ...

•
116

The U.S. cxe:cplion, bowcwr, bas bccn inlcIprcIl:d as ROt applying ta the ICYCISC engineering or
computer progJaDlS: $ega Entel'prises v. Accolade Inc.. 24 U.S.P.Q.2d 1561 (9th Cir. 1992). at
p. 1568. Sec infra, DOle 260 and accompanying lI:Xl
Aa:ording ta one commcn!lllm:.

The right (UDdcr section 27(2)(1») ta convcrt a computer program or
transIatc il into anothcr computer language will probably gM: a
peISOII who OWDS an aulborized copy ora computer program the rigbt
ta convcrt tbe program fiom one higbcr-lc:wl1angllagc ta anotht:r. Il

Chapter10. Intellecltlal P70pet1y Protectionsfor Computer Progt'QIIIS
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•
concemed, even ifsection 27(2)(1) does not apply, it is unlikely that the copying ofthe

program for the purposes ofuse will be declared as infiinging for the simple reason that

the conversion ofobject code into electrica\ signais MaY not be a "reproduction in

material forro", 117

This technica1 difficulty with the simple use ofan authorized copy ofa

computer program, in its intended manoer, potential1y constituting copyright infiingement

provides a good illustration ofthe inappropriateness ofcopyright as the principal forro of

intellectual property protection for computer programs.1l8

(2) Making Backup Copies

In addition to the translation/adaptation/modification, contained in section

27(2)(1) ofthe Act, there are two other exceptions to infiingement that also app1y to

computer programs. The more specific ofthese exceptions is contained in section

27(2)(m) ofthe Copyright Act and authorizes the owner ofan authorized copy ofa

computer program to make a single copy for backup purposes, however, this copy must

be destroyed as saon as the person ceases to he the owner orthe copy. Practica1ly

speaking, this provision, as we11 as that contained in section 27(2)(1), have proven to he

• m
III

might aJso givI: such apenon the rigbt ta C:ODVClt aPIOgIllDI from a
highcr-1C\'d 1anguagc ta machiac Janguav. and~ena, but the
IIII'!lning ofthe tenn 'ttansIalinn' in the Act is still1lllœrlain ... and
50 the sc:opc of [27(2)(1)] ... is still IlOt knowD. Supra, note 75, at p. 3­
204 [cmpbasïs added]. Sec infra, note 143 and lK: onq"lDying text.

Supra, note 18, pcr Mahoney JA (Fed.CA).
Supra, note 75, at p. 3-3, note 17 and acc:ompanying text.

Chaptu Ill. Inte//eclIlai Property Protectionsfor Computer Programs
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oflimited use as software companies seldom transfer the ownership oftheir software.

preferring instead to license it to users. Licensing effectively allows the software

companies to supersede certain provisions ofthe Act, such as tbis backup e.'Cception to

infringement, with the terms as contained in their licensing agreement.1
1" Most software

companies do, nonetheless, permit the making ofa backup copy in their licensing

agreement as it saves them the headache ofreplacing programs where the carrying media

becomes defective. 12O

Licensing terms can aise be used to prevent the reverse engineering ofthe

computer program by the user. Ifthe user is a licensee, rather than the owner ofa copy of

the computer program, then primafacie the licence terms will prevail notwithstanding

whether reverse engineering is permitted under the Copyright Act. Ifa licence is silent, or

ambiguous, as to particulars regarding interpretation then the court will gap-fill using

•

119

120

Asa RSU1t oftbc massproduction ofoO'-dlc-shclCsoftwan:, it bas bccomcquilC impossible for
sol\wan: publislJcm wbo dcaI in such softwan: 10 individuaI1y ncw:Mialc Iiccna: tcrms with cach
p10spectivc pwchascr. In orcier10annbat IbisprobICIII, "sIuink-wlllP"1iccDscswcn: œ.cJopcd.
SItrink-wlllP liceDccs c:onsist ofa IistoClic:erWtg tcrms which a IiœnsorpIaœs visibIy on a product
(usually UDder tbc ccI10pbaDc wrapper) fOr a prospcclivc pwchascr10 rcad. TypicaIIy, tbc Iiccna: aJso
basa clausewhich slaIcs tbat iCyou do lIlItagn:c 10abidc by tbc tcrms oftbc Iiccna: tbcn you shouId
lIlItpwçbasc tbcproduct, aDd lbatby 'V"ing tbc P"'*a8ing you an: agrccing lOabidc by tbc tcnns. Il
is lIlIt clcarwbcthcr shrink \\1lIP liceDccs an:cnfOltCllblc in Cauada CYClllItrough tbcy an: an
extIemcIy œ lll1!Qll induslIypracliœ Inanoftcn citcdquclCfium&/tsv. Wilmon (1871), 6 Ch.App.
239 (UXc.A.), tbc Courtbcld lbat "wbcnaman bas pun:basalan arlidc he cxpcclS 10 have tbc
amII01 ofit aDd lbcœ mustbc somccIcaraDd cxplicitagtccmcat10 tbc COIIIraJy 1O,iustilY tbcvcndor
in saying lbathebas lIlItgivcn tbc pwchascr bis Iiccna:10sdl tbc anidc, or10 IISC it w1lcn:vcr he
pIcases, asapinst bimsclf". InNorthAmeican Systemshops1Id. v. KIng (1989), 68 Alla. LR. (2d).
145 (Q.BD.), tbcCourtfOtmd lbata shrink-wlllP Iiccna: agIccmcatrontaincd within tbc packaging
ofa sol\wan:product, aDd lIlItvisib1c1O tbc pwchascral tbc limeofptUdlasc, was lIlItcnforœablc.
Wbctbcror lIlIt tbcplacingoCsIuink-wlllP liccDccs 011 tbc 0UlSidcofP"'*a8ing fulfills tbc
RqUÏRttIctIt oCa "cIcaraDd cxplicitagtccmcat" RIIIlIins10bc SllCIL
UDlikc the CanMian aDd U.S. CopyrightAcIS, similarbackup COllY provisiODS COIIIlIincd in tbc
UX's Copyright. DuignsandPalentsAct 1988 cannotbcamtr.ldCdout of. Sœ Infra, noie
297, and aa:ompanying ICXL
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implied terms which are reflective ofindustry praetice. 121 Licence terms that run afoul of

the Copyright Act have notb~ tested in Canadian courts. The experience in the U.S.,

however, would suggest that such terms may not be enforceable. l22

(3) Fair Dealing Under the Copyright Act

AnC!ther copyright exception, which is generaI as opposed to computer

program specifie, however, is the fair dealing exception found in section 27(2) ofthe

Copyright Act. According to that section, "any fair dealing with any work for the

purposes ofprivate study [or] research ..." will not constitute an infiingement of

copyright in the work. The breadth ofthe fair dealing exception is not further detailed in

the Act, and bas only been interpreted by a smattering ofjurisprudence. Similar

exceptions also exist in U.K. copyright legislation, where the term "fair dealing" is also

used, and, more importandy for the purposes ofreverse engineering computer programs,

in the U.S. copyright legis1ation where the term ''fair use" is used. As a resu\t ofthe

paucity ofCanadian jurisprudence on the subject offair dealing, it is impossible to say

how similar our exception will he to those ofother jurisdietions. 123 As with any other

•

121

1:3

The tbclIIy bchind impIicd liœDces is tbat 110 twoparties IIIa tp'1S'dim wouJd CIIIIIIlerlIle ail ol"tbe
lCm1S possibIc tbat JdaIc III tbeir Jdatjnnship -Ill do 50 wouJd lie tlltiemc\y CXl5l1y.1Dslcad, tbe panics
0IIIy asn:c CID tbœc lCm1S whicb.meUIIlXlI1YCIIlioIII iDdusIry prattiœ. Il is l!S9DT1C'A! tbat tbeparties
in""'iona!ly n:maincd siIcnt aboutail oI"tbeOlhcrtmmsas tbey wcœ JdIeclM:ol"iDdusIry 5lllDdanIs­
-IbiswouJd aIIow tbepartiesIIICUl down CID cOidlaaiDg (t12nsarrioD) lXlSlS. The difficuItywith
impIicd liœDcesin tbe romp1IrZ soIlwaœ, andanyOlhcr 11CWiDdusIry, is tbat iDdusIry pm:licesoIlen
me IlOt fidIy c:sllIb!jsbrd wbcnaCOiIIt is1im:cdIIIdllcide upoIl aJdatinnsbipwbcIetbe lCm1S bave IlOt
bccnc.qxcssIyspcIIcdout.
Sec infra, at p. S2, for adeIaiIcd distussion ol"trade secœIS and liœnsing
It is widcIy thought tbat "IàirclcalingM and "Iàir useMare cIifCeIaIL W"1th ICSpCCllll the home
taping issue dccidcd by the u.s. Supremc Court in UnJversa1 OtySlIldios v. Sony Corporalion
ofAmer/CD, 220 U.s.P.Q. 665 (1984), acconling III OIIC mmme"'.'''r, "tbeœ are suflicicat
difl"cn:ua:s bctwccD the AmcricaD "Iàir useM dcfCIICC and Cauada's "Iàir dcaIing" III coDCIude
lhat. ifan action wcn: brought inCaœla, home taping wouId lie fOUDd III CODStil1de a copyright
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statute that has been interpreted to a limited degree. use of similar legislation in other

jurisdictions is useful yet not binding. 124 In the context cases "related to copyrightability

ofcomputer programs American authorities have been cited and. notwithstanding the

differences between the wording ofthe Acts. have been given qualified approval.'·m No

court bas as ofyet performed a comparative analysis of the Canadian "fair dealing" and

the American "fair use" exceptions. This. however, is not the case where the U.K. fair

dealing exception is concerned. As the Canadian Act was borne out ofthe Imperial

Statutes ofthe same name, much ofthe early Canadîan copyright jurisprudence was

borrowed from the U.K.. The few Canadian courts that have dealt with fair dealing cases

have extensive1y borrowed from their U.K. counterparts.

The earliest Canadian case to deal extensive1y with the fair dealing

exception was Zamacois v. Douvi//e. l26 The Exchequer Court in that case laid out the

basic principles that govern fair dealing as: a verdict offair dealing must depend on the

specifie faets ofeach case; the copying ofan entire work cannat qualify as a fair dealing;

sh"rt ofcopying the entire worle, the quantity ofthe work eopied is not solely

determinative offair dealing; and "in considering whether adealing with aparticular work

•
124

12:1

126

iDfriDgcmcnL MoDique Hebert, CopyrightActRefoml, Rcscarch Branch. LibllllY oCParliamcnl,
GoYcmment oC Canada. 1982 rcvicwcd 1987, at p. Il.
Sœ Supra, l10IC 5. In acccpling the value oCU.S. copyright Iaw in lhc field oCcomputer software
protection, O'LcaJy1., in De/rlna Corp. v. Triolet Systems Inc., supra, DOle 14. furthcr addcd
tbat, "[blccause computer lIIId computer software manufadun:zs an: COlll:Clllrated in lhc United
StaIcs, it is DOt surprising tbat U.S. c:ouns have bail III fiequcntly deal wilh lIIId have cIcwIopcd
rules for c1elcrmining dispuIes Jikc lhc ODe DOW bcforc me." (At pp. 32 • 33).
Supra, l10IC 75, at p. 3-6•
Zœnacols v. Douville (1943), 3 Fox PaL C. 44 (Ex. CL).
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[ils fair, it would have to be considered whether any competition [ils Iikely to exist

between the two works."127 The other IWO Canadian cases to dea1 with the a defence of

fair dea1ing each faced the question ofwhether an abridgment, or summary, ofa work

could in itselfavoid infiinging the work through a c1aim offair dea1ing. l28 In both cases

the coun held that merely surnmarizing a work without the addition of some further

comment is not fair dea1ing.

In Hubbard v. Vosper1
"J9 the U.K. Coun ofAppea1 stated,

il is impossible 10 dcfinc wbal is 'Iàir dcaIing'. It must bc a question
ofdcgn:c. Vou must considcr first lbe numbcr and extent of lhc ...
e:xtraets. Arc thcy a1logclhcr 100 many and 100 long to bc fair? Then
)'OU must considcr lhc use made ofthcm. Ifthcy an: uscd as a basis
for comment, criticism or n:vicw, lhat may bc a Iàir dcaling. Ifthcy
an: uscd 10 convcy lhc samc information as lbe aulhor, for a riva1
JlUIPOSC, lhat may bc unIàir. Ne:xt,)'OU must considcr lhc proportions.
To take long e:xtraClS and attaeh shan commcnls may bc unIàir. But,
shon exuacts and long commcnls may bc Iàir. Otbcr considerations
may come to mïnd a\so. But, aftcr ail is said and donc, it must bc
matter of impression.

In Belo.ffv. Pressdraml30 the U.K. Chancery Coun added another element

to the fair dealing defence: fair dealing in Iight ofunpub1ished and confidential

information. In that case, the defendant, a newspaper company, pub1ished an unpublished

internai office-memorandum written by the p1aintitt: without obtaining the plaintiff's

authorization to do so. The defendant claimed that its purpose in pub1ishing the p1aintiff's

•
1:7

1:1

1:9

1)0

Ibid. Annolations al pp. 72 ·4.
Breen v. HQllcock Houst! Publishus (1985),6 c.LP.R 129 (F.c.T.D.), al p. 133; andR. V.
Jome.. Lorimer-QIId Co. Lld., [1984]1 F.C. I06S (F.c.A.), al pp. 1077 - 78.
Hllbbal'tiv. Vosper-. [lm] 1 AIl ER. 1023 (c.A.), al p. 1024.
&loJJv. Plessd1'Q11J, [1973]1 AIl ER. 241 (Ch. D.).
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work was to criticize it and that it was covered by the fair dealing e.xception under the

Copyright Act. The court held that the fact that the memorandum ilad not been published

was not in itselfenough to find in favour of the plaintiff; however. it was an aggravating

factor to be taken into account in assessing the defendant's conduct. With respect to the

confidentiality of the information used, the court held that.

[I)he vice of the Ic:ak ofthe publication in this case was. 10 my mind.
c:Iearly unjustifl3ble for the authoriscd purposcs oferiticism. rl:\iew
and news. and elearly in my \ic:w constitulc:d dealing which was nol
fair within the statule.... This ground is ample 10 defcal the defenec
ffair ._,,- 131o u=wg ...

Each ofthe aforementioned dealt with fair dealing in the contex! of

traditionalliterary works. No case in Canada or the U.K bas applied the defence offair

dealing in the contex! ofa computer program. The American experience with their fair

use exception bas been quite different. The tests for fair use are highly evolved., dea1ing

with ail sorts ofsubjeet matter, and two ofthe most recent cases have directly applied fair

use to computer program WOrks.
132 The American fair use exception will be discussed in

further detail in Chapter IV, where the ru1ings in these cases will a1so be ana1yzed.

(4) Public Interest Exception

A fina1 exception to copyright infiingement in reverse engineering cases, if

the exception indeed exists, is the public interest defence. This defence is judicially

created., and does not expressly appear in Canadian copyright legisIation.133 The puhlic

•
131

132
Ibid, at p. 264.
Sega Enterprlses Ltd v. Accolade Ltd, 24 U.S.P.Q.2d 1561 (9th Cir. 1992); andAtarl Gamf!S
Corp. v. Nintendo ofAmuiœ /nc., 975 F.2d 832 (Fœ Cir. 1992).
Section 171(3) orthe UK.'5 Copyright. INsigns andPalentsAcJ 1988, c. 48, c:xprcssly
rcc:ognizcs the exisence orapublie inlcIest dcfence and stalcs that W(n]olhing in this Pan alJ'c:ets
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134

13~

136

13'

1311• 1).

•
interest defence bas not been successfully raised in Canada with respect to copyright, and

bas only gained judicial recognition in a small passage in one decision: The Queen v.

James Lorimer & Co. Ltd. l34 ln that case, Mahoney J. stated that,

1have no doubt !hat a dcfcncc ofpublie intel'cst as cnunciatcd in the
English cases is available in proper circumstanccs against an
assertion ofCrown copyright. ... (howcver tlbis is not a 'publie
intel'cst' case in the same sense as the English dccisions nor. n:ally,
in the sense the dcfcncc was advanccd herc.'"

The English cases Mahoney J. was referring to were: Hubbard v. Vospe,JJ6 and Be/offv.

Pressdram. 137 ln both ofthose cases, the courts recognized that a common law defence

ofpublic interest was avai1able notwithstanding its lack oflegislative mention. ln this

regard, Ungoed-Thomas J. stated that the defences ofpublic interest and fair dealing "are

separate defences and ... are governed by separate considerations. Fair dealing is a

statutory defence limited to copyright infringement ooly. But public interest is a defence

outside and independent ofstatutes, is not linùted to copyright cases and is based on a

general principle ofcommon law."l38

The discussion ofa public interest defence in the context ofa copyright

infringement claim was further examined in Lion LaboraloriesLId. fi: Evans. 139 ln that

case, the U.K. Court ofAppeal was faced with whether the theft ofconfidentialliterature

any rule oflaw pn:YCIIIÙ1g or rcstrieting the cnfotœment orcopyright, on grouDds orpultlie
intercst or othcrwisc.ft
R. v;JQ1/te!' LorlIMr & Co. Lld, (1984)1 F.C. 1065 (F.CA).
Ibid.l07S.
Supra. 110lC 129.
Supra. DOle 130.
Ibid. at p. 259•
Lion LobortJtorlesLld V. Evans, (1985] Q.B. 526 (CA).
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which was subsequently published, without the copyright holder's pennission. could be

held to be in the public interest. The literature in that case was a confidential internai

48

:nemorandum detailing information that a breathalyzer device, llll\;tufaetured by the

plaintiff; was capable ofgiving false readings which may have been responsible for the

conviction ofinnocent persans. The defendants did not deny that they took the

confidential information without the plaintifI's permission or that their publication did not

primajacie infiinge the plaintifI's copyright; the only defence presented was one of

public interest In deciding how to weigh the public interest against the copyright

infiingement and breach ofconfidence perpetrated by the defendants, Stellhenson L.J.

stated,

M[IJO bc aIlowcd to pub1ish confick:ntial information, the dc:fcndants
must do more !ban I3Ïsc a pica ofpublic intercst; t\Y;1 must show '8

Icgitimatc ground for supposing it is in the public interesl for il 10 bc
discloscd' ... wc 'should nol rcsuain il by inlcrlocutoty injunc:tion, bul
sh.:>uld lcavc the comp1ainant to bis rcmcdy in damages.'"

Griffiths L.J. agreed, and in assessing the applicability ofthe public: interest defence to

copyright infiingement stated,

1am quitc satis6cd lhat the dc:fcncc ofpublic inlcrest is now wc\1
cstablishcd in actions for brcach ofconfidence and, allhough tItcrc is
less authority on the point. !hat it also extcnds to brcach ofcopyright:
sec by way ofcxamplc Fraser v. EVQ1fS [1969J 1Q.B. 349; Hubbard
v. Vosper [1972J 2 Q.B. 84; Woodwardv. Hutchins [1977J 1 W.L.R.
761j artd British 51«1 Corporation v. Granada Television LIt!. [1981J
A.c. 1096.... Whcn tItcrc isanadmittcd brcach ofconfidcncc artd
brcach ofcopyrgbt, tItcrc will usually bc a powcrful case for
mainlaining the slatUS quo by the grant ofan intcrIOCUlOty injunction
[;J •.. the court must appl3ÏSC il critically; but ifconvinccd lhat a
strong case bas bccn made out, the pICSS should bc fn:c to pub1ish,
lcaving a the p1aintilfto bis rcmcdy in damagcs.141

• 140

141
Ibid. al p. 538.
Ibid. alp. SSO.
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• A1though the jurisprudence dealing with public interest is solidly in place

in the U.K., in Canada the sole mention ofa public interest copyright defence in The

Queen v. James Lorimer & Co. Ltd expressly mentioned the existence ofsuch a defence

in the context ofCrown copyright. It would, however, be non-sensica\ ifthe defence does

not also exlend to defend against c1aims by private copyright holders. As it stands, a

public interest defence seemingiy exists in Canada, independent ofany statutory

exception to copyright. 142

Both the fair dealing exception and/or the public interest defence, it will be

shown, are essential to an argument in support ofreverse engineering which is most

probably an infiingement ofcopyright under the Canadian legislation as it exists today.

With respect to the fortner, the related fair use exception, wbich appears in the U.S.

Copyright Act, has been successfully used in reverse engineering cases, and

notwithstanding the differences between the respective exceptions, fair dealing remains

the most Iikely candidate to aI10w the reverse engineering ofcomputer programs under

Canadian copyright law (unless otherwise amended). Ifthe fair dealing defence fài1s to

support an argument aI10wing reverse engineering then a more tenuous, although

nonetheless plaustllle c1aim, may be made under the principle ofpublic Înterest.

•
,<:

Altltough section 63 oftbc CopyrightActcfI'cclivcIy abolisbes CQiliIi'OO Iaw c:opyrigbt, it makcs
DO lIICIIlion ofClIII'mon Iaw ddenc:cs to copyrlgbt ÎIIfIiD&CtIIett Tbe existenœ ofa.J. implied
public iDteœst cIcIèDcc may bc lOOled iD the mgdem clay geDCIlI1 UDdcr-pimtiDgs ofcopyrlgbt
Iaw proIl:dÎODS wbidl scck to baIaDcc tbc pubtic's right to knowIedgc with tbc iDdividual's right
tobc RIIIUIICIlIIed for bisIbcrwodc. Supra. DOle 75, al p. 3-1, DOle 2 aud accompauyiDg tcxt.
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•
Copyright, however, may not be the sole hurdle to the reverse engineering ofcomputer

programs. Additiona1 protections such as those raised under trade secrets law, or by

licensing provisions which seek to expand the scope ofcopyright protection, may also

throw a road-block in front ofany attempt to reverse engineer a computer program.

These other protections will be discussed be1ow.

B. Is Reverse Engineering An Infringement OfCopyright Law?

With the fundamentai principles in place, one is, at this point, inclined to

ask whether reverse engineering is indeed an infringement ofcopyright law, and ifso,

how? As mentioned, when reverse engineering a computer program the disassembler

must first load a copy ofthe program into a computer's memory.toO This is the first

potentially infringing copy. As the disassembler makes passes over the program it is

seeking to dissect, it will continue to produce potentially infringing copies ofthe program

as translations ofthe worle, contrary to section 3(1)(a) ofthe Copyright Act. These

copies are referred to as intermediate copies. t44 Once the disassembler bas completed its

task, it will produce an assembler language version ofthe computer program. This

assembler source code constitutes yet another potential infiingement ofthe computer

program's copyright. General1y, the assentbler will not reconstitute a program in the

exact fashion in which it was written. The resulting source codes will constitute a

•
143

1"

A1tbough the operaIÏDg syslem aJso c:n:aIcs a copy ora compulcr pnlgrlIIIl in onIcr ID CXCCUIC the
program, lItis action wiI1l1lJl bc ll:pIdcd as an inCringcrncnt UDdcr theAct. Sec .ftIpra.1IlI\C 116.
and acCO"lpauyingtcxl; and.ftlprtJ, lIlI\C 117, and a COilljliluying ll:XL
Atarl Gomes Corp. y; NintDrdo ofAmerica lnc.. 975 F.2d 832 (Fcd. Cir. 1992). al p. 842.
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•
translation rather than a reproduction,145 both ofwhich constitute a potential infiingement

of the original work. l46 Finally, making a hard, or printed, copy ofthe work for further

examination ofthe computer program'5 operating principles will also potentially be an

infiingement. 147 The difficu1ty with reverse engineering a computer program lies in the

faet that the program must he put into memory for decompilation. The aet ofreverse

engineering is not in itselfa violation ofcopyright, only the means by which reverse

engineering is achieved violates copyright. 148 It is the thesis ofthis paper, however, that

because ofthe need to develop standards and achieve program compatibility, reverse

engineering is contemplated within the scope ofthe fair dealing provision in the

Copyright Act.149 Furthermore, it will also be argued that the production ofintermediate

•

l-S

146

147

1..

...

TIte distiDCtion bctwccn a reproduction and a trans1alion for the purposcs ofcopyright Iaw is
im:1cvant in the case ofalmpulCr programs. Sec Infra. nOle 18.
ln the United States, the œpics orthe aImpulCr progmm made by the disaSSClllblcr in final form
would bc termed McIcriwlivcworks" undcrthe U.S.Act (17 V.S.C. §103). Adcrivativl:work is
dcfincdas

a work bascd upon one or DIOIe prccxisting works, such as a
trans1alion, musical arrangement, cbamatj:ratjon, fiClionaJi:ration,
molion pietureversion, sound 1CaIrding, art n:production,
abridp'Cnt, amdensaliQn, or any Olbcr form in wbicb a work may bc
rccast, uansfonncd, or acIaptcd. A work alasisting orcditorial
n:visions, anDOlations, c1aboraIions, or Olbcr modifications wbich, as
awholc, icplcsen1 an original work orautborship. is a "dcrivative
work". (17 U.s.c. §101).

Supra, note 35. at p. 2011-12.
For Olbcr prodnds,~ ICVCISC engiQl'Cl' [tbcml. it is a simple matter to buy lI'i many cxamplcs as
i1C' IY to lakc apart, inspcc:t, and test without copying anytbing." Clifrord G. Miller,~
Pntposal for an EC ""''Oeil Dirccti\Ie on the Legal PIOlCc:lion orComputerPrograms" 12
E.LP.R. 347 (1990). at p. 349. as cited in Supra, note 35, at note 50. Tbc idiosyncratic
application orcopyright Iaw to aImpulCr progmm pnxIuds makcs the inspcClion orthcsc
pmduclsa potcnlial infringement Onc:c again, it is app;uent tbat copyright may lIIltprovidc the
optimal manncr in wbicb to pIIIlcet thcscproducts.
Tbc Canadian gcl\'CIDlIICIIt cIid, in 1984-85. considcr implemenling wbat would efI'ectively
amount10, a SIlItlltOIy exccplion a1Iowing tbc ICVCISC engiMliing orœmpllcr programs, in the
CopyrightAct. 'Ibis p1oposal was lCjected at tbc lÎIIIC. Sec Infra, note 350, and a:COUqll...ying
tellt.
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copies should be exempted from copyright through a statutory exception since the

prohibition ofreverse engineering fal1s beyond the scope ofcopyright protection. The

rationale for these arguments will be more fully discussed in Chapter V.

C. Reverse Engineering Under Other Legal Regimes

1. Trade Secrets

Intertwined with the law ofcopyright insofar as it applies to reverse

engineering is the law governing trade secrets. Trade secret law is judge made law that

protects commercial confidences from being revealed.150 Trade secret (aw is a form of

inte11ectual property protection that can co-exist with other inte11ectual property

52

protections, and in the case ofliterary. dramatic, artistic or musical matter may even

protect the underlying ideas which are not in themselves copyrightable.151 Trade secret

protection covers a wider scope ofinformational elements than other forms ofintellectual

property protection. However. trade secret protection is also more limited in scope.

Canadian and British Courts have applied three general requirements for

succeeding in a trade secret suit: (1) the information must have the necessary qua1ity of

confidence about if, (2) the information must have been imparted in circumstances

importing an obligation ofconfidence (a "special relationship" must exist between the

•
150

ISI

AcamIiDg ta 1heAmerlcan Rn1DlemDlt ofthr Law ofTOI1S (1939): "A tJadc sccrct may consist
oflIIIY fonnuIa, paacm, devicc or exmtpilarion of ÏDfOrmalÏOII which is uscd in OIlC'S h'5Ïmss, .
aud wbich gMs bim an opporlUDity aud adwDIagc cm:r compclitors wbo do DDt laIow bow ta
lISl: il"'Ibis dl:IiDiIioD was 1II: :epœd in Canada by Cbcvricr J. inR.L. Crain Lld v. Ashton
(1949) 2 D.L.R. 471 (Ont. RC.), afIirmcd (1950) O.R. 62 (Ont. CA).
Q-Co. IndIIsIrlu Inc. JI: HoJjinDn. 625 F.Supp. 608 (SD.N.Y. 1985).
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•
parties); and (3) there must be an unauthorized use ofthat information to the detriment of

the party communicating il. 112 The burden ofproving that the information is indeed secret

falls on the plaintiff. 1l3 It must be stressed that once the information loses its quality of

secrecy it may no longer avail itselfoftrade secret protection. Authorized disclosure by

the party who came up with the information vitiates this protection as does the

information falling into the public domain. ll4 Once the information is duplicated "either

by legitimate independent research or in any other honest way"tl5 it wiIllose its trade

secret protection. 156

a) The Legal &sisfor Dealing W"1Ih Trade Secrets

At law trade secret protection is often thought ofas being based on the

laws ofproperty, contraets and/or trusts. In Canada, Sopinka 1. stated that the legal basis

for trade secret actions is ftsui generis relying ofeach ofthese areas to enforce the palicy

•

Il:

1>3

155

156

Sec, for cxamplc, LACMinerais Ut/. v.lntun. Corona Res. (1989) 26 CPR (3d) 97 (SeC);
Softwœ'e SollltionsAssociaJes v. Depow (1989) 2S CP.R. (3d) 129; Coco v. A.No Clark ut/.
(1969) RPC 41 (Ch.D); audRidgewoodR_ut/. v. Henuset (1982) 18 Alta. L.R. (2d) 68
(Alta. C.A.),IClM: 10 appcallO sec rcIùsed (1982) 43 N.R. 90 (S.c.c.).
Tbc pœscssor ortbc secret does DOt baYe 10 go 10 IlllmlsonabIe 1eDgths10 main!ll;n se=cy
(CrediteZ ofCtmadaUd. v. Fartldess (1977) 36 CP.R. (2d) 88 (Ont. B.c.». Tbc possessor or
tbc secret does DOt baYe 10 guanl agaiDst lIIIlIIIIicipaI .........lcclablC, or~e methods
ordiscovery.(lntemational Corona ResorJ1'œSUt/. v. LACMinerais Ut/. (1986) 53 O.R. (2d)
737 (Ont. B.c.». Supra, DOte 75, al p. 4-29.
~A ttade sec:Rt _ bas 110 absolute power 10 exdude others fiom aay paIticula:r adivity.
Howevcr, a ttade secret gM:s tbc _ tbc right 10 probibit acquisition orthe proleCted secret
by 'impnlper 1IIClIIIS' .... Mo=ver, tbc ttade sec:Rt _ bas 110 right 10 plOhibit proper means
ordiscovery, such as ;nt'_1" ...ienl developmeal, meISe engineering, orderiwlion fIOm publicly
avaiIabIe SOUIœS." Michael D. StciD,~ ImporlaDœ ora Tradc Secœt as a SupplemcDt 10
Copyright Prolection orCoIllJlUl= Software", (FaIllm) 12 LP.L. Newsletter28, al p. 29.
Supra, DOte 75, al p. 6-2-
lJneze CoIpns. v. Hamilton C/œnp 4< StœnpingsUd., (1962) O.R. 29 (Ont. B.c.); R.L. Crain
Ut/. v. Ashton andAshton P1asM-fat:l1lrlng Co., (1949) 2 D.L.R. 481 (Ont. B.C.); aff'd
(1950) O.R. 62 (Ont. c.A.).
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ofthe law that confidences be respected." IS7 This law ofconfidentiality arises ITom an

obligation ofgood faith in commercial settings or ITom a fiduciary relationship. Where no

fiduciary relationship exists the courts will examine the relationship to see if it has a

fiduciary quality about it that would require an element ofconfidence. For example.

manufaeturers and designers, licensors and licensees, joint venturers intending to do

business with one another, and employees may ail fall within the reach oftrade secret

laws. The duty ofconfidence arises when there is either an express or implied agreement

between the parties that the information will not be disclosed. Providing.explicit notice

that the information is confidential is, ofcourse, best. However, based on the relationship

ofthe parties, the court may hold that the notice was implied.

In terms ofconflicting with Canadian copyright law, section 63 ofthe

Copyright Act which states that it is to be the sole source ofcopyright also contemplates

the existence oftracie secret laws that may work independentiy ofthe copyright

legislation. IS8 It bas been suggested that with computer program secrets, maintaining

•

ISI

1511

LACMinerais L1d. v. /ntemaliona/ Corona Res. (1989) 26 CPR (3d) 97 (SCC).

Asidc!rom the common law basis for cIcaliDg with tradc secret • scvcral U.S. SllIlCS bave cnacted
tradcsecretstatutes. MaDyofthescSllllCSfoUowcd The Unifonn TradeSeaetsAct cu.T.S.A.), a
codification ofmany of the COJJIJDOIIlaw priDciplcs, as amocIcl Micbacl D. SteiD, "The
lmportaDœ ofa Tradc Secret as a Supplement ID Copyright ProIcdion ofComputer Sollwan:".
(Fan 1993) 12 LP.L. Ncwsleucr 28, al p. 29.
Section 63 ofthe Copyright Act states:

No peISOII is CDlitIed ID copyright or any similar right in any literuy,
dramatic, musical, orartislic wodt otherwise!han WJder and in
acconIancc with this Act, orofany oIhcr statutory cnll'1JN'J!l for the
timc bciDg in fon:c, but lIOlbing in this scclion sball bc CODStnJl:d as
abrogating any rightor jurisdiclion ID n:strain abœach oftrust or
amfideDœ [R.S.• c. C-30, s. 45)
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•
secrecy may be achieved by: restricting access to source code on a need to know basis,

distributing software only in an object code format, and requiring licensees to refrain from

engaging in reverse engineering the software product. 159 With respect to the reverse

engineering debate, the use of trade secret laws are generally given effect through the

latter mentioned licensing agreements, or contracts, between the parties.160

Although section 63 MOst certainly aIlows trade secret laws to supplement

copyright principles, it is not clear whether trade secret laws would be paramount in a

situation where the two laws directly conflict. 161 It bas been suggested that, in the case of

reverse engineering computer programs, the true aim oftrade secret restrictions

is nOl preservation ofconfidcntiality or sccurity against disclOlUll: to
lhird parties; it is fom:lOlUll: ofcompetition. Rather tban spraking 10
bn:ach oftrust through conversion ofor failurc to safcguard
information cntrusted in confidcnœ, the contraet tcrm crœtes a
competitive zestraint by barring the conduct ...162

Clearly, an agreement whose purpose is to restrain competition, rather than protect

against a breach oftrust ofconfidence, is not contemplated by section 63 and will

constitute bath a misuse ofcopyright and anti-competitive behavior (see below for a

discussion ofthese principles). Practically speaking, the intent ofmost contraets that

restrain reverse engineering support ail three objectives. In such a case it is not clear

•
Il!>

,..
161

.62

George FISk and Jaue CIaIk, MIfaIdwaœ and Software Protcdion in Canada", (lm) 10
CoIIIpIItet Law Joumal483, at pp. 497-98.
MA tradc secret _ is onIy requin:d to maIœ RaSOII8bIc effoI!s to protcct the secret. There me
110 1IIIÏ\IaS8Uy applicable }lIOCCdwes for prW<1Ïng tradc secreIS". Supra, note 154, al p. 29.
Sec infra, note 193, and IICCMq'llA)'ing texl.
Supra, note 45. al p. 623.
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incidental objective to restrain a breach ofconfidence or trust will suffice to support the•
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whether a court would look to the primary purpose ofthe agreement or whether an

S6

terms ofthe agreement as superseding copyright law.

Where computer programs are mass produced, the situation changes as

there are no negotiated agreements. Ifan object code copy ofcomputer software is

re1eased to the public without a licensing agreement, then there is no fiduciary or "special

re1ationship" between the parties, and members ofthe public are free to reverse engineer

the produet to determine the source code. Ofcourse, in the case ofcomputer programs

any reverse engineering would be subject to copyright laws. However, in the absence ofa

copyright prohibition on reverse engineering any member ofthe public, not in a "special

re1ationship" (tmparting an obligation ofconfidence) with the computer program owner,

is legally free to attempt to reverse engineer a lawfùl copy ofthe computer program.l63

Generally, however, mass-marketed computer programs use shrink wrap license

agreementsl64 to enhance their copyright.

•

163

164

In Geac Canada Ud. v. Prologlc Computer Corp. et al., (1987) V3IIlXlUVCf RcgisUy C872S94
(B.C.S.c.>, the plainliffallcged tbat one ofthe dcfcndants, who was in a software Iiccnsing
rdaIionsbip with the p1aimiff, bail vioIatcd "its c:ommon-Iaw duty ofconfidcntiality" to the
pJaintiffby allowing another ofthe dcfcndants to llM:ISC Cllginccr the IiCCllSCd softwan: and use
the n:sults o'Uin"" theii:fiom in the cn:ation ofc:ompaliblc and C\ICII c:ompcting products. The
Court reIiIsed the p1aintiff's claim for an iDlcrIOCUlOIy injunction Clljoining the latter dcfClldants
from c:omimÜng to lIIlIdœt their sollwan: products. The Court bascd its ruling soIcly on the &ct
tbat the p1aintiffwas guilty oflacbcs and acquicsa:nœ The Court dicl DOt cxpn:ss an opinion on
the issue of llM:ISC engilJl'Cring as il n:lates to uadc secn:tspu :se, altbough it dicl S1ab: thaI,
1noadly speaking, the cIaims raiscd "scrious isst=s to bc tricd." No claim COIlCCiDing a polcntia!
infringemcnt ofcopyright was made by the p!aimiffs, and, acconIingIy, the Court in no way
addressed any issue n:Iated to copyright.
For adiscussion ofshrink-wrap IiQ'!llsjng, sec Supra, DOIl: 119.
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2. Enhancing Copyright Protection Through LicensinglContract
Law

Several difficulties immediately arise with the use ofshrink-wrap licences

to enhance copyright protection. First, as mentioned, with mass marketed software it is

unknown whether shrink wrap Iicensing is vaIid. Certainly, for the purposes ofa trade

secrets argument, it seems unlikely that a shrink wrap agreement will sufficiently

constitute the "special relationship" required between the software developer and the

purchaser for trade secret protection. The "special relationship" is more likely to exist

where the licensing has been negotiated between the vendor and purchaser. Furt.hermore,

notwithstanding the difficulties inherent in shrink wrap licences, ifreverse engineering is

deemed to be in the public interest under copyright legislation, trade secret protection, a

creature ofthe common law, might not be extended to cover the reverse engineering of

computer programs, especially ifthe purpose ofthe licence agreement is found to be a

restraint ofcompetition. The following three sections set out defences that may be used

where a copyright holder attempts to prevent a user from reverse engineering a computer

program through licensing or contraet provisions, assuming that such reverse engineering

is permitted under the Copyright Act, which is the position taken in this article.

a) Copyright MISIlSe Doctrine

The general question ofwhether contraetllicensing law cao indeed

supersede copyright law provisions in a situation ofcoDfliet is yet another question that

bas yet to he comprehensively addressed by any court. Specifically, ifcopyright law

supports a limited reverse engineering exception, it is arguable whether protection

obtained through licensing cao he used to override the copyright exception. A1though this

Chapte,III IntelleClllal Proputy ProtectionsfOI' Computer P1'ograms



problem has not faced Canadian courts at the time ofthis writing. American Courts have•

through a number ofdecisions. developed a "copyright misuse doctrine" that may•
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potentially be used to preempt the "enforcement ofsoftware license terms that prohibil

reverse engineering". 165 Attempting to widen copyright law beyond its limited scope

through contract would, under the misuse doctrine, render any attempt to enforce one's

copyright invalid until the offending terrns are purged. l66

The copyright misuse doctrine was recently applied by the U.S. Federal

Court ofAppeals in Lasereomb America [ne. v. Reynoldsl67 where the Court held thal

the misuse doctrine extends to render "a copyright unenforceable against any persan

regardless ofwhether they entered into a contract containing the offending lerm".1611

Under the ruling in that case, merely attempting to widen the scope ofcopyright

protection beyond its accepted limits is a bar to its use. Although the U.S. Supreme Court

bas not applied the copyright misuse doctrine, it did acknowledge ils existence in United

States v. Loew S, [ne..169 The misuse doctrine is grounded in equity and as a resull

requires that claimants show c1ean bands in order to make use the defence. l70 The fact

that the defence is equity based makes it potentially available to Canadian litigants in

copyright matters. t71

•

165

166
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lA....
110

111

Supra, note 45, al p.551.
Ibid.
Losercomb America lnc. v. Reynolds, 911 F.2d 970 (4th Cir. 1990).
Supra, note 45, al foolDOte 24.
UnitedStoles v. Loew 's, lnc., 371 V.S. 38 (1962), al p. 83. Sec also, Supra, DOte 144, al p. 846.
Supra, note 144, al p. 846.
Principies ofboth common law and cquity appiy to actions conœming Fcdcral Laws in Canada:
Aldrich v. One Stop Video Lld. 13 C.I.P.R. 202, 17 C.P.R. (3d) 27 (B.C.S.C.).
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acknowledged by the Supreme Court of Canada in Massie & Renwick Lttl. v. Underwriters'

Survey Bureau Ltd. 172 In that case, the defendants, acœsed ofcopyright infiingement, aIleged

that the plaintifl's aets, in withholding their plans and insurance ratiog schedules trom the

defendant. constituted "a combine and conspiracy" under both the Combines Investigation

Aci73 and the CriminaJ Code. '7. The trial court ruled that the defendant's failed to

demonstrate that the p\aintiffi; were guùty of acting in an anti-competitive manner and as a

resuIt it did not have to rule on the misuse defence. In obiter, the trial judge held that,

[eIven iftbc wrongs imputed against the p\aintiffs wcn: cstab\ishcd in
fael, 1do not think that wouId dcprivc tbcm ofthcir right to PlOteet
thcir copyright; thcir copyrights wouId not pcrish bccausc tbcy bad
offcndcd against anotbcr statutc. l7S

On appeal, the Supreme Court ofCanada upheld the trial court's ruling, however, with respect

to the statement as to misuse, the Court added,

iftbcp\aintiffsinm~oo~tbc~~ofcopyri~=

obligcd, for tbc purposc ofcstablishint tbc cxistcncc of, and thcir tille
to, tbc copyri~ to rcly upon m agreement and that agreement
constitutes a criminal conspilacy, and thcir tille n:sls upon such
agrccmcnt and upon acls wbich= criminal acls by reason ofthcir
conncction with such m agreement, tbcn it wouId bc diflicuIt, on

•
11)

'74
l7S

Mtmie&RmwickLtd. v. UndD'wrlten'Survey8ureaJlLtd., (1940) s.CR. 218;var'g (1938) Ex.
CR. 103. A dcfcnccbascd on misusc bas also bccn raiscd in sevezal Canadian patent cases. Sec,
for cxamplc, Phi/co ProdiIclsUd. v. Thermionics Ud., (1939) Ex.C.R. 147; afl'eI, (1940) S.C.R.
SOI, Phi/co ProdiIclsUd. v. Thmnionics Ud., (1941) Ex. C.R. 209, var'd (1943) S.C.R. 396,
RBMEquipment Ud. v. Philips Electronic InduslrlesUd., (1973) 1F.C. 103, RBMEquipment
Ud. v. Phi/ips Electronic InduslrlesUd. (1973), 10 CP.R. (2d) 23 (F.c.), Amoco Cmada
Petroleum Co. Ud. v. Teraco Exploration Cmada Ltd., (1976) 1F.C. 258, and Eli Ully & Co.
v. Manone ChemicalsUd. (1976),29 CP.R. (2d) 253 (F.c.T.D.); afl'd (1977) 2 F.C. 104.
CcmbinesIlM!SIigation Ad,R.S.c.. 1927, c. 36.
CriminaJ Code, R.S.c., 1927, t:. 36, s. 498.
Mtmie & RmwickLtd. v. UndD'wrlten'Survey8ureaJl Ltd., (1938) Ex. CR. 103 as ciœd in RicbaId
B. Austin. MMisuscofCopyrightM, (1991) 8 Canadian O....q..1d LawRcporlcr53, atp. 57.
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gencraI principlcs to understand how sueh an aaion eould =
176

6(1

The only other Canadian case to specifically mention the IlÙsuse of copyright

defenœ was the de.."ÎSÏon in Bell Canada v. Intro Canada CommunicaJions. 177 ln that case,

Prane J., facing a claim that anti-competitive behaviour by the p1aintiff in contravention ofthe

Combines Investigatiun Act serves as a defenœ in an action for copyright infiingement. stated:

"we entertain serious doubts that they constitute a valid defenœ to the action."

Clearly the Supreme Court's ruling inMassie &RenwickLtd v. Underwriters'

Survey Bureau Ltd. suggests that some form ofa copyright nùsuse defenœ may he available in

Canada This can he reconciled with the Federal Court of Appeals' ruling in Bell Canada v.

Intra Canada Communications, which seemed to reject a defenœ of misuse, by recognizing

that the former case dealt with a criminal conspiracy whereas the latter dealt solely with anti-

lXImpetitive behaviour under the Combines Investigation Act. It bas often been thought tbat

the nùsuse defence, though grounded in equity, bas, as its origins, principles of encouraging

competition. It is not clear from these cases, however, whether a mere finding of anti-

competitive behaviour will suffiœ in raising the nùsuse defenœ, or whether sorne other

violation, such as a criminal aet, is requïred. The present-day Competition Act, which bas

rep1aced the Combines Investigation Act as the guardian of encouraging competitive

behaviour, DOW bas its own statut01Y remedies for inteIlectual property nùsuse (discussed

•
17"
177

Massie &:RenwickLimitedv. Unduwritus'Survey1Jw'eau Limited, (1940) S.C.R. 218.
BeUOmadav. IntraOmadaCommunictJlions(l982), 70 c.P.R. (2d) 252 (F.c.A.); rcv'g (1982),
62 C.P.R. (2d) 21 (F.C.T.D.).
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in Canadian Iaw remains unc\ear. 115 existence under US. copyright Iaw is much more certain.

beloW),178 Whether sorne other fom: ofequitable copyright misuse defence continues to exist

•
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h) Preemption ofConjücting Laws

The US. Court ofAppeals' decision in Lasercomb America Inc. v.

Reynolds, while clearly acknowledging the existence ofa copyright misuse defence, did

not deal with the specifies ofreverse engineeringper se. The sole American case to deal

with the conflict between copyright and contract in the contex! ofreverse engineering

was Vault Corp. V. QuaidSoftware Ltd.. I79 In that case Heebe J. ofthe U.S. District

Court held that contract terms which widened the scope ofrights granted by the

Copyright Act, and the legisiation that sanctioned the use ofthese terms, were preempted

by the federal copyright legisiation.180 Vault Corp. V. Quaid Software Ltd. concemed the

validity ofthe Lauisiana Software License Enforcement Act, astate statute that allowed

for the enforceability ofshrink-wrap licences. Heebe J. ruIed that the state legisiation had

the eftèct ofwidening the protections granted by §106 ofthe U. S. Copyright Act and

allowed contractual terms to impede the archivai copy privilege conferred on authorized

users by §117.111 The Court ofAppeal (5th Circuit) upheld the District Court's decision

•

171

'19

'10
III

Section 32 ofthe Competition Act, R.S.c. 1985, Co C-34, s.19 [hercinafter the Competition Act).
Sec infra, page 66, sedion enlit1cd "Competition Law".
Vault Corp. V. QuaidSoftwore Lld, 655 F.Supp. 750 (aD. La. 1987); alf'd, 847 F.2d 2S5 (5th
Cir.I988).
Supra, noie 45. at pp. 612-3 .
The re1evaDt portion of§117, that could Ile polenlia'ly upset by the Statc 1eg;slation. reads:

Notwithstanding the provisions ofsection 106 (17 uses Sect. 106] •
il is DOl an iDfri1l8"""C'" for the owncr ofa copy ofa comp!h=!'
progrmn to makc or autborize the makiDg ofanothcr copy or
adaplation ofthat coilipilb:r pzogram provided:
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and held that the state legislation was preempted "because it touched upon federal

copyright in a manner that set federal policy at "laught:,,82

62

Co:nparatively in a Canadian context one would argue that any provincial

law that expressly permits restrictions on rights and privileges guaranteed by the

Copyright Act are ultra vires provincial powers. In Canada, copyright is exc1usively a

federal powerby virtue ofs. 91(23) ofthe Constitution Act, 1867.183 This, however, does not

guarantee that provinces will not create legislation in their own areas of competence that

indirectIy impacts on copyrighted works. The Iaw ofcontrac\, as weil as the general creation

ofproperty rights and their administration fa11 within the property and civi1 rights powers given

to the provinces.t84 Accordingly, "the publication, distribution and sale of [many] forms of

Iiterature may be regulated by the province within which the publication, distribution or sale

oceurs. These are matters within property and civi1 rights in the province..IIS As a result,

much of the Iioensing of computer programs may be said ta genera1ly fa11 within the

competence of the provinces, a1though the intellectual property aspect remains a federal

power. This poteDtial for confIiet, which \Va! evidenced by the creation of the Louisiana

Iicensing statute in the U.S., aIso exists in Canada

(2) that sudlnew c:opy or adapIation is for arcbival purposcs ooly
and that ail arcbival copies are dcslroycd in tbc cvent that c:ontinucd
possession oftbc c:ompulCrprogram sbouJd c:casc 10 bc rigblful.

•
II:
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114

Ils

Supra. IIOIC 45, al p. 612.
ADy RSiduaI JlOWCIS, lIlltspecifira!1y olii"t'rat"ll by tbcCœsti/ldiOftAct, /867n:maiD with tbc
li:dC'alpo"""D! unJiIa:tbcu.s. wbcœtbcyare k:ftwilh thcSlall:S.1'I:lcr W. Hogg. CœstiIldionDl
LawofCanDda, (ToroDlO: CaISWCIl, 1985). al p. 86.
CœstiIldiOftAct, /867. s. 92(13).
Ibid, alp. 509.



Where such a confliet exists. the formula used to resolve the dispute in a•
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rederal system is known as the "doctrine offederal paramountcy". Under t1ùs principle.

·where there are inconsistent (or conflieting) rederal and provinciallaws, it is the federal law

which prevails.... The doctrine ofparamountcy applies where there is a federallaw and a

provinciallaw which are (1) each va1id, and (2) inconsistent.186 With legislation and, by

extension, common law principles that impact upon copyright it is clear that under t1ùs

same doctrine these laws may not enhance or restrict aets and privileges granted under

federal copyright law. l87 This argument exists independently ofany argument made by

virtue ofthe wording ofsection 63 ofthe Act which expressly probibits any rights similar

to copyright from being granted other than under the Copyright Act (discussed be\ow).

and is concemed with both the direct and indirect impact ofother 1ega1 rules upon

copyrighted works and the privileges and restrictions associated with them.

c) Statutory PlI1'tlIIUJIUItc

Arguably the lynch pin that most effeetiveiy secures the preemption of

licensing provisions that purport to conflict with the U.S. Copyright Act. which ironically

was not directly used in the Vault Corp. JI: QuaidSoftware Ltd. decision, is section 301

ofthat Copyright Act. Section 301 states that the Act is the sole grantor ofcopyright; any

•
1..

""
Ibid. al p. 364.
Altbau8\l. "[i]tmaybc;ugued tbaltbcrc CllItIIIItbc 311 imp lS5ihi!ityofdual mmpli3Dœ with Iaws tbal
do lIlItimposcdutics,1ll:l:ausl:twolllCldy lM ""issi~ IawstbalSCClll IDbc iro..sj....... canahl'a,sbc
mmplia! with by lIlIt doiDg tbalwbiI:h is lM ""jUH! • Wc IIIIISlllllt lookal itIiœl tbcpointofviewof
tbcaetlllS ÏIMII\'aI, but Iiœltbc oIIiciaIswho lIIIISladmjnj5!rt'tbc Iaw. "Iftwo IUleswouJd RqUiIe
iNO'lsjdMI' i" .."'9 sbyajudgcIDtbc samcsctoflllctstbcDtbcrcis3llimpos<'",lilyofdual
mmpli3Dœ mllbac:lbie 311 ClqlRSS1lœ""Mïrmu • Ibid, alp. 256.
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similar rights granted by the common law or state legislation are preempted by the Act. 100

By virtue of section 301(b)189 trade secret provisions continue to apply. but only insofar

as they remain consistent with the provisions of the Act. 190 According to one

c.:>mmentator,

The far-rcaching public poliey Section 301 implcrncnts clcarly
rcquircs pn:cmption oCcontraet-bascd protection oCcxpression as
cxpression whcrc the clI'eet is to = rights in \hat cxpression
which aIe grcatcr \han. cqualto. or supplcrncntal oC thosc which
Section 106 scewes.... The incscapable conclusion is \hat contraetual
rcvcrsc cngin=ing prohibitions cannot survive a Section 301(a)
cha1lcngc.l9I

While § 301 ofthe U.S. Copyright Act is marked!y similar to section 63 of

the Canadian Copyright Act, its construction is slightly different when it comes to the

preemption oftrade secret laws. The U.S. Act bases itselfon the proposition that once

copyright exists, nothing that is inconsistent with said copyright may exist.192 Section 63

ofthe Canadian Copyright Act, however, states that nothing in the Act "shall he

•

la

119

190

191

192

Whcn: othcr laws diIeetly compctc with copyright by cn:ating simiiar right or n:stricting
copyright, thcrc are provisions in the Canadian, U.S., and U.K. copyright Icgislation \hat
cxpressiy slaIc \bat no othcr law may cn:ate a copyright or simiIar righl CaDIMlian Capyright
Act, 63; U.S. CopyrightAct, s. 301; U.K. Copyright, DesignsOIId PDlenlsAct 1988. s. 171.
(b) Nothing in this titlc [17 uses Sccts. lOI et scq.)lIIIIIU1s or limits any rights or n:mcdics
undcr the COIRJllOD law or statutcs orany State with rcspc:et to-

(1) subjcct matter \bat docs DOt come withiD the subjcct matter or
copyrigllt asspccificd by sections 102 and 103 117 uses Sccts. 102
and 103). including works orauthoIship DOt fixcd in any tangible
medium orexpression; or

(3) activitics violating Icgal or cquitablc rights \hat aIe DOt
cquivalcut to any orthe cxdusive rights withiD the gcncral scopc or
copyright as spccificd by section 106 [17 uses Sect. 106)

Supra, note 45, al pp. 60~ .
Ibid, al pp. 614 - 16 •
Sec scctioD 301(b)(3) orthe U.S. CopyrightAct, supra, note 189.
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•
construed as abrogating any right or jurisdiction to restrain a breach of trust or

confidence." Trade secrets, it might be argued, a~e given paramountcy under Canadian

copyright law even where there is a conflict. In terms ofreverse engineering, under this

line ofreasoning a finding ofthe existence ofa protectable trade secret may lead a

Canadian court to ignore the Copyright Act and its possible sanctioning ofsuch an

exercise. l93 Under the U.S. Act, ifthe exercise ofa trade secret claim were to conflict

with the rights and privileges granted under the Act, then according to §301 the claim will

fai!.

While reverse engineering may be legally prohibitable under trade secret

law, where no trade secret is shown to exist, such as in the case ofshrink wrap licensing

which arguably fails the trade secret test for want ofa "special relationship", the case for

claiming copyright paramountcy j,; much stronger. Unlike trade secret terms, simple

contraetual terms arc not expressly exempted from copyright principles by section 63 of

the Copyright Act. Furthermore, section 63 does not limit its application only to other

statutory instruments and is presllmably wide enough to encompass contraetual rights as

weil. Accordingly, a public interest argument that stresses both paramountcy and

copyright misuse is likely to prevail where non-trade-secret contraetual terms attempt to

bar rights that are otherwise allowed under the Copyright Act.

• 193 Subjcçt ID tbc arglJ1J!C!!'S disalSSCd pœvious1y. Sec Supra. lIOle 162, aDd accompanyiDg texl
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3. Competition Law

Even without the copyright misuse doctrine or a V.S. section 301

66

preemption oflegislative or contractual terms in favour ofcopyright laws, it is arguable

that an attempt to restrict reverse engineering through contractual terms may run afoul of

anti-trust laws, referred to as competition Iaws in Canada. Grants ofintellectual propeny

protections such as patents and copyrights are exempted from the application of

competition laws because oftheir statutory basis,194 however, any misuse ofthese rights

that results in the lessening ofmarket competition in trade may be prohibited by the

courts. Section 32 ofthe Compelilion ACI, deals with the misuse ofintellectual property

rights and states that,

(1) ln aDy case whcn: use bas bccn made ofthe cxdusivc rights and
privilcgcs confcm:d by ... a copyright ... 50 as 10

(a) 1imit unduIy the filcilitics for ... prodncing, mannlàcturing,
supplyiDg ... or cIcaIing in aDy article or commodity \bal may bc a
subjeçt ofuadc or COIlllllCltC,

(b) zeslIlIin or injuIc, unduIy, uadc or COI\llllCll:C in rclation to aDy

such article or commodity,
(e) plCYelll, 1imi1, or Icsscn, UDduIy, the mamd'al:ture or production

ofaDy such article or commodity ..., or
(d) pmœt or \essen, UDduIy, competition in the ... sale or supply of

aDy such article or commodity,

(2) Tbc Fcdcra1 Court, on an information cxbibited by 1be Attorney
GencraI ofCanada, may, .•. mate one or more of1be fol1owing
ortIeIs,
(a) dec1aring void, in whole or in pan, aDy agn:cmcnl, arrangement

or Iicenœ rc\ating to tbat use;
(b) resuaining aDy persan !rom canying OUI or cxcrdsing aDy or aU

of1be tenns orprovisions of1be agreement, arrangement or Uc:cncc;
(e) din:cting 1be grant ofUcences under aDy such ." copyright ... ID

such pcrsons and on such tenns and conditions as 1be court may dccm
proper ...;

•
194 Section 79 of1be~litlonAct, subject ID section 32 oftbatAct, cxprcssIy ""C'\IPS

inte"ectuaI plopeil) rigbts dUiœ! under1be CopyrightAct Iiom bcing "eemed Manti_
compelitive" and tbeRby subject to a prohibitive onIcrby 1be Competition TribuJIaL
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(e) dirccting that such other aets bc done or omittcd as the Court
may dccm ncccssary ta prcvcnt any sueh use.

This section gives the Federal Court broad powers to restrict the misuse ofany ofthe

inte1lectua1 property rights set out therein. If it is found that reverse engineering is
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permitted as an exception under the copyright regime, then any licence terrn that would

restrict reverse engineering would arguably be a use ofthe privileges ofcopyright to

"unduly limit or lessen" the production ofother computer program. The section 1.1 of

the Competition Act sets out the purpose ofthe Act as being "to maintain and encourage

competition in Canada ... in order to provide consumers with competitive priees and

product choiees". Presumably any disruption ofthese competitive principles runs afoul of

the Act. To date there have been no copyright disputes arising under the Competition Act,

and consequendy the breadth ofsection 32 remains unknown.

In sum, a1though it is a common practice in the computer software

industry to prohibit reverse engineering through licensiDg agreements, where there is no

fiduciary or simiIar relationship between the parties, these provisions cannot be supported

by trade secret laws. Ifit is determined that copyright \aw is broad enough to aaow

reverse engineering, as bas been the case in the U.S., then these provisions will become

unenforceable for a host ofreasoos, inc1udi'l8: copyright misnse, federal paramountcy,

statutory paramountcy and competition \aws. Ifa valid trade secret is found to exist, then

the argument to prohibit reverse engineering remains strong and potentially only

competition law principles may trump it.

Chapterm. ImeUeClllal Property Protectionsfor Computer PrOf,! ams
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4. Patents

Another intellectual property regime that is increasingly important to

68

computer program protection is patent law. Patents are monopoly rights granted by lhe

Federal Government to inventors. l95 These rights are limited in duration (twenty years in

Canada) and are fueled by two basic policy objectives: to encourage further research and

development by providing economic monopoly protection to patent holders, and to create

a system ofknowledge sharing whereby the public may have access to patented

technologies through a system ofpublic disclosure ofpatent documents. Obtaining a

patent does not entitie one to specific sums ofmoney or to any other positive aet, but

rather is a right to exclude othersfrom making, using or se/ling the invention for the

duration ofthe patent. Patents are to he differentiated from other forms ofintellectual

property protection such as trade-marks, copyright, industrial designs, and integrated

circuit topographies as patents are 1imited to functional articles or processes that create a

tangible product. Patents are not granted for the ideas at the core ofthese articles or

processes but instead are granted for the physical manifestation ofthe ideas.

Traditionally, it was thought that patents were not applicable to computer programs,196

•

195

,91\

Patents arc govcmcd in Canada by the PaientAct, R.S.C. 1985, c. P-4 [bcn:inaft:r the Patent
Act)..
The patclIl- software lCSIrietion was bomc out oCcourt dccisiODS intcrpn:ting the scopc orthe
lespectiI.e Paient Ads inbolh Canada and the United SIatcs. The dccisiOllS inbolh Gottschalk
v. Benson, 409, U.S. 63, 175 U.S.P.Q. 672 (lm), and Schlunrbetgel' Canada Url. v.
Conunlssioner ofPalents (1981), 56 C.P.R. (2d) 204 (F.C.A.), bolh pIaced stccp bUJd1cs to
palenting software. The follllCr dccision bcld tbat mathctnaticaJ a1gorilbms and fonnulac uscd
in making mllthmtatical caJa"atiOllS or convetSÏOIIS WCIllIllll patcnrab'e UDdcr li similar
provision in the U.S. PalentAct, wbcteas the laIIcr dccision bcld tbaI cala"atiOllS pctfonncd by
li computer arc lIlIl the ptopcr subjcct maucr orli patent. Raymond Trudeau, "Software Patents",
(1992) 9 Cl.P.R. 234, al p. 234.

Chapter ID. Intelkctlla1 Property Protectionsfor Computer Programs
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however, in reeent years the Canadian and V.S. Patent Offices and the courts have

a1lowed software patents for certain produets.

69

The basic legal test in obtaining a patent is that the invention must possess

novelty, utility and some measure ofinventive step (a1so known as "non-obviousness").

Novelty requires that the applicant be the original inventor and that the invention be the

tirst ofits kind anywhere in the world. There must have been no public disclosure ofthe

invention prior to the filing ofthe application (subjeet to a one year exception in Canada,

to be discussed shortly). Utility requires that the invention or process bas some usefui

function - in other words, it must work. Finally, the invention must be a result of

ingenuity that would not have been obvious to a persan ofaverage skill in the industty.l97

Once granted a patent, the term ofprotection in Canada is twenty years from the date of

tiling the patent application, after which the invention faIls into the public domain.

Although it is wide1y believed that software patents are prima fàcie not

permissible under patent legis\ation, bath the Canadian and American patent offices grant

patents for computer programs whose operation results in a real world manifestation. That is,

the computer program must be cbaracterizable as "something more than a mere algorithm ...

[and cannat bel mere\y directed to malcing ca\culations to the presen'B1ion ofan algorithm and

•
,." l'be dcgn:c oC inventive stcp docs DOl RqUirc tbat the iJl\IeIIIion be a revoluliolllll'Y developDlClll;

it may c:onsist oCan inIprowmcnt on aIIeady existing tccJIQO'ogy. The rule oCthumb for this test
is tbat Ihc iJl\IeIIIion must e1icit some reaclion oCJDlII\Id or l!TI!lIzement ("why didn't 1lhiDk oC
Jhat'I") by olhers iD Ihc iDdusby.1f1hc paICIIl is an addition 10 an existing Jee1mo1ogy tbeD any
plllduclion oClhc iJl\IeIIIion will bave 10 obIaiD Ihc requisite authorization from paICIIl holders oC
Ihc existiDg Jee1mo1ogy usuaIly iD Ihc form oCliœnsjDg lI8'C* ""'015
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•
its solution". 198 This view was articulated by the Federal Court of Appeal in Schlumbergl!r

Canada Ltd. v. Commissioner ofParents,199 which now stands as the authoritative Canadian

decision in the field ofsoftware patents. In that case, the Court held that the use ofa computer

could not render patentable that which was unpatentable, and since mathematica\ formulae nre

not patentable under the Patent Act,200 they could not become patentable merely because they

are in the form ofa computer program.201 The Court did not, however, state that a computer

program was, as a resu1t of its form, unpatentable. Presumably, if a computer program

embodied otherwise patentable subject ma.tter, the program would be patentable. The

Canadian Patent Oflice, rejecting its earlier b\anket ban approach to computer program

patentabi1ity, seized u\A>n this interpretation of the Sch1umberger decision. As it stands, the

Patent Oflice aI10ws "[p]atenting inventions pertaining to novel industria\ processes,

installations or equipment which incorporate computer technology".202 Ifthe invention relates

to a physical manifestation, such as an industrial process, but the novelty is primarily based in

the computer program, then the patentabi1ity will depend on drafting of the patent

application.203 "Pure software" that does not relate to something other than the making of

calculations is genera1ly not considered patentable subject matter under the Act.204

•

'OB
'!l\l

200

201

202

203

Supra, note 196, at pp. 238 - 239.
Sch/umberger Canada Ud. v. Commissioner ofPatents (1981), 56 C.P.R. (2d) 204 (F.C.A.);
leave ta appcal rcIüscd (1982), 62 C.P.R. (2d) 261.
No patcIIt may bc gr.mtcd for mcrc sciClllilic priDciplcs or absUl!â tbcon:ms. Paient Act, s.
27(3).
Supra, note 75, at p. 6-21.
Supra, note 196, at p. 241.
Ibid. A patcIIt applic:alion amsjsts oCtIuec pans: abstrac:l, spccific:aliOD, lIIId drawings. The
absbact prcscIItS a brier .ummaty oCtbc contcDIS oftbc specification lIIId is oftcn IimilCd ta one
puagraph. The specification is made up oCtwo parts: tbc description lIIId tbc daims. The
description providcs a bigbly teelmical maJa:up oCtbc iDYention such 1hal SODlCOIIC sIdlIcd iD tbc
art could cœatc tbc objcct oftbc patcIIt fiom tbis description. Tbc daims wbich aJso form part of
tbc spccific:alion set out tbc IimilS oC IIIOIIOpOly protcdion c:ovcn:d by tbc patcDL The daims arc
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The debate with respect to reverse engineering in the realm ofpatents is

virtually non-existent. Patents, as mentioned, are based on the fact that once a grant of

monopoly patent rights is made, detailed specifications conceming the invention are made

publicly available. Any use ofthe invention, within the scope ofthe patent claims file<!,

will require the payment ofa royalty fee to the patent holder. Patent protection and trade

secret protection are therefore inconsistent since trade secret protection requires that the

subject matter be kept secret from public knowledge. In fael, even the act offiling a

patent application, which provides disclosure ofthe invention to the Patent Office, may

preclude subsequent trade secret protection.205 Ifa patented invention is for sorne reason

reverse engineered, then any use ofthe rnaterial discovered through the reverse

engineering process will still pctentially be covered by the claims in the patent

document.206 Accordingly, royalties would still be payable to the patent holder ifthe use

falls within the patent claims.

arguably the most important and diflicu1t part ofthe palcIIt application and rcquiIe the expertise
ofa qualificd palcIIt agent. The tension in c1aim drafting occurs becausc one must place onc's
invention in the œntext ofothcr inventions such tbat it is distinct and differentiablc fIom otbcr
inventions, wbilc aIso broadly daiming protection 50 as 10 block potcntial infringers from
sucœssfuIIy inventing a simiIar object tbat wouId DOt olhcrwisc bc covercd by Onc'5 cIaims. The
drawings section ofthe application œnsisls of iIl\lStllltions of the features outIincd in the cIaims
potion orthe specification. Not ail patents wiIllcnd thcmseIvcs 10 iIlUSllation, but whele
possible tbey must bc incIudcd in the application.
Ibid. Rccently. tbcrc blM: bccn a fcw cases whele patents bccn issucd for software producls tbat
sccm to fit the description of"pure software". NotwithmMing thcse idiosyncratic cases, wbich
arc fcw in numbcr, the position ofthe Omadian PaIent 0fIice bas mnaincd firm.
Kewanu 011 Co. v. B/cran Corp., 416 U.S. 470 (1974), al p. 484.
Sïncc the granting ofapalcIIt RlqIÙICS tbat fiIll disclOSUlC conccming the mam'fac!tm: of the
invention bc pnMdcd, rewrsc engineering is nnn=ss'Y sincc any membcr of the public may
oblain a copy ofthis disclOSUlC and the specifications COII!llincd therein.
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Many commentators continue to believe that. because ofthe functionality

ofcomputer programs, patent, and not copyright, is best equipped to provide intellectual

property protection.207 Providing copyright protection to computer programs over-
•
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protects them because it improperly treats them as literary works and not solely as

fullctiOna! works oftechnology.208 The limitations ofcopyright to adequately reflect the

policy goals properly associated with technological works bas become c1earer with

computer programs and bas forced governments to disregard copyright when

irnplementing protections for other technological works such as semiconduetor chips.

5. Semi-Conduetor Cbip Protection

In the past decade, bath Canada and the United States have enaeted sui

generis legislation to protect semi-conduetor chips (often referred to as microchipS).209 An

examination of these statutes is helpful to a disolssion ofcopyright and reverse engineering as

it provides sorne insight into intellectual property legislation that bas been customized to

address the needs ofa particular technology. The reœnt1y enaeted semi-conduetor Iegislation

may be contrasted with more general eateh-aII inteIIectuaI property legislation, such as the

copyright and patent statutes. An examination ofsemi-conduetor legislation is also helpful

•

207 Sec Zhou Hau, "5ccuriDg PaIent Prolcc:tion for Computer Program-RcIatcd lJM:nûons", (March,
1993) PaIent World 34; Stephen A Bc:cla:r, "Drafting PaIent Applications On Computcr­
Implcmcntcd lJM:nûons". [VoL 4. SpriDg. 1991] HarvJ.L. &; Tech 237; Raymond Truclcau,
"Software Patcals", (1992) 9 c.LP.R. 234; Supra. DOle 75. at p.6-2.
Supra. DOle 35. at p. 2021.
An cxamplc ora miClllCbip would bc the prcviously diSl:Usscd RAM cbip. MiClllCbips, sucll as
ROM cbips, wbich c:onlain computerprograms n:ccivc two-licn:d protcc:tion as tbc computer
programs arc furtbcr plOlCCtcd by copyright 1cgisIation. Apple Compuler Inc. V. MflCIdnlosh
CompulenUd. supra. DOle 18.
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•
because it contains specifie reverse engineering provisions for a computer-related technology

that is otherwise protected in a manner very similar to copyright.210

The protection afforded by both the American Semiconductor Chip

Protection Act C'sCPA"ill and the Canadian Integraled Circuit Topography Act

("ICTA"),212 extend to the"mask work fixed in a senùconduetor clùp produet,,213 or

topography, as il is referred to under the Canadian Act. Mask works, or integrated circuit

topographies,214 are defined, notwithstanding the differences in language, as a series ofimages

that represent in totality a three dimensiona1 rendering ofthe clùp product. Each image

represents a layer ofa clùp that is conceptually peeled away from the clùp 50 as to he

::10

:11

According to one commcntator, "[t)hc ovcrprotee:tion ofsoftware, as compan:d to scmiconduetor
c1ùps, is particularly n:Jcvant bccausc ofthe grcat similarities bctwccn the IWO technologies,
both in the way thcy arc dcvclopcd and the way thcy operatc. ... [In fact,) the dividing line
bctwccn hardware (slIcb as scmiconduetor c1ùps) and software is extrcmcly ruzzy." Supra, note
35. at p. 2020 and at note 83.
SemiconduClorChipProtectionAct, 17 U.S.C. §§ 901-914 (1988).
Integrated Circuit TopographyAct, R.S.C. 1985, Co 1-14.6 [1990, c. 37].
SCPA § 902(a)(l) (1988).
Section 2 of the C3nadian IntegroJed Circuit TopographyAcJ dt:finf:.s tupogtapbyas,

the design, 1lowc:\'er cxpresscd, of the disposition~
(a) the interconncction:;, ifany, and the clements for the making ofan
intcgtated circuit produet, or
(b) the clements, ifany, and the interconnections for the making ofa
customization Iaycr or Iaycrs to bc addcd to an intcgrated circuit
produet in an intcrmcdiatc fonn.

•

.' ,
§902(a)(l) ofthe AmcricanSemiconduetorChipProt«tionACldt:finf:.s mask wodc as,

a series ofn:Jated images, 1lowc:\'er fixcd or cncoded -
(A) baving or IqIlTSC!lting the pn:dctcrmincd, thrcc dil!!MlSÎI)na!
pattern ofmctaIIic, jnqdaring, or scmiCODchJCtol" materiaI present or
removed from the Iaycrs ofa scmiconduetor chip produet; Ill' ,1
(8) in wbich series the n:Jation ofthe images to one anotIil:.. ':; that
cach image bas the pattern ofthe SUIfacc ofone fonn ofthe
scmiconduetor cbip produet.

Chapter III. IntelleClUaI Property Protectionsfor Computer Pl'ograms



•
Reverse Engineering Computer Programs Under Canaelian Copyright Law

represented in two-dimensions. These images are protected by the respective Acts. In

manufàcturing a semiconduetor chip, the mask. or topography, is superimposed onto a silicon

dioxide wafer foUowing which the mask is exposed to an ultraviolet light which bas the elfect

oftracing the mask pattern on the wafer.2l
! The traced stencil provides the piping through

which electrical impulses will f10w through the semiconduetor chip.216

BethActs protect the mask works or topographies oforiginal works for a

period often years.m As with the respective Copyright AcIS, the protection alforded by the

SCPA and JCTA only extends to the expression oflite mask work or topography but does Ilot

protect any underlying "idea, procedure, process, systern [or) method ofoperation" embodied

in the work.218 Although the SCPA requires that the mask work he fixed in order to receive

protection,219 the JCTA bas no such requirement The standard oforiginality, under both AcIS,

fàlls somewhere between the standard ofori~under the Copyright Act, and the

standard ofnoveitj21 under the Patent Act.ZZ2 Originality for the purposes ofsemiconduetor

chip protection under the JCTA requires that in addition to the work not being a "mere

reproduction ofanother topography", il must aise he the "resuIt ofan inteUectuaI effort and .. ,

21S

21"

217

211

21.

220

221• 222

David Victor, ~An Analysis ofan Affirmative DcfCllSC for Rcvcr.;c Engineering Within a System
ofLcgal ProlCClion for Computer Software", (1993) 66 Southcm Ca1ifomia L.R. 1705, at p.
1717.
Ibid, al pp. 1717 - 18.
SCPA §904 (a) - (b), and IcrA s.S (a) - (b).
SCPA §902(c). IcrA section 3(3).
SCPA §901(3) and §902(a)(I). Supra, DOle 21S, al p. 1718.
Sec supra, p. 34.
Sec supra, p. 69.
Supra, DOle 21S, al p. 1718.
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not ... commonplace among creators oftopographies or manufàcturers ofintegrated circuit

75

•

The reverse engineering provisions in question also appear in simiIar fashion in

both AcIS. It is the appearance ofthese provisions that make theseAcIs distinct from the

copyright provisions that apply to computer programs. Section 6(2Xa) ofthe JCTA alIows for

a person, to do any act "in relation to that registered topography for the sole purpose of

anaIysis or evaluation or ofresea.-ch" but that does not "commercially elqlloit the topography

or any substantial part thereof'. Any act that does Dot copy the whole or a substantial part of

the topography and that is commercially elqlloitive is alIowed under the JCTA. This Ievel of

sinùlarity is to be much more loose\y construed than are simiIar enquiries as to copying under

the CopyrightAcl. According to the proposai that resulted in the implementation ofthe JCTA,

The Il:\=-cnginccn'd c1ùp and the prolCClCd chip might
Icgitimatcly bc idcntical in c1Cd1'Onie fimction and extcrnaI fil But,
n:vcrsc engineering wouId producc a chip with a thrcc-dimcnsional
layout ncithcr idcntical nor virtually idcnticalto the topography
cmbodicd in the protCdCd c1ùp. The proposcd rcvcrsc-œginccrg
mcasurc wouId Icgitimatc the creation ofa substantiaJly simi1ar
topography for a fuIIy compaullle chip, potential1y olfcring for
cxample:

• an improvcd signal/noise ratio;
• fcwcr fabrication steps;

• grcatcr thcrmaI stability;
• dccrcascd die sizc;
• fastcr performance; and
• lowcr manufaClUring COSl""4

ICTA. section 4(2). Similar prolCdion is aIfordcclby §902 orthe SCPA.
CoIISIIDICf &; Corporatc AIfairs Canada - Dcpartmcnt orCommunications, "Scmiconductor Chip
Prolcction in Canada' ProposaIs for LcgisIation~. Govcrnmcnl orCanac!a. Dcpartmcnt ofSupply
&; Scrviccs. April. 1987. This zeportspccifically rcmmmcnd...!that, "Canada'schip-prolcction
Iaw shouId CODlain a rcvcrsc-œginccrg cxœption a110wing the unauthorizcd copying ora
protCdCd topography in a proccss oranalysis and rcdcsign IcadiDg to the creation ofa
substantially simi1ar c1ùp topogiaphy.~ (At p. 49).
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the "production and marketing: ofan exact copy ofa protected topograhpy; or ofa chip

embodying a topography virtuaIIy identical to the protected topography or to a substanùal

portion thereof."m The provisions were adopted in fàvour ofextending copyright protection

to semiconduetor chips because the policy under\ying chip protection recognized that "chip-

protection legislation must ... suppress chip piracy without creating unnecessary obstacles to a

free market in semiconduetor chips and to the spread ofchip technology".226 The use of"pure

copyright principles to prevent the unauthorized copying ofa chip topography would not mect

the needs ofthe semiconduetor industry ... who wish to make an unauthorized copy ofall of

their competitor's topography for analysis; and to manufàeture a substantially similar chip

derived &om their competitor's topography.n227 The test for valid reverse engineering under

bath theICTA and theSCPA,

suggcsts a two-step iDquiIy. First, if it is dctcrmincd that a compctïtor
bas substantialJy SlUdicd and anaIyzcd a proll:dcd mask work to
producc ilS own chip, i.e:. valid = cnginccriDg. that ebip docs
not infringc CYCII ifit is substantialJy similar to the mask OWIICr'S.

However, ifthe compctitor's design iocorporates idcntic:al par1s orthe
proll:dcd design. infringcmcnt may)'Ct bc: round.22ll

As with the SCPA, the drafters oftheICTA expected that the work involved

in reverse engineering a chip would be substantiaI and wouId justify reverse engineering as an

Ibid, al p. 46.
Ibid., al p. 45.
Ibid, al pp. 43 ·44.
StephenP. Kasch. "ThcScmiconduc:torChipProtcctionAd: Pas!, Pn:scntandFuture", (1992) 7
High Tccbnology LJ. 72. al p. 77.
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alternative to continually "re-inventing the wheel".229 The concept ofusing a "paper trail" as

proofthat anaJysis bas been performed on a chip which is aIIowed as a fair use under section

6(2) ofthelCTA is native to bath the Canadian and Arnerican legislaôon.23ll The showing that
•
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"sweat ofthe brow" bas been expended through the use ofa paper trail may involve the use

of"ordïnary business documents and technical materials [such as] invoices, employrnent and

payroU records, logie an:i circuit diagrams, triaJ Iayouts and computer simulations ofthe

chip".231

o. Conclusion

Wtthout further legislative guidance as to the extent ofthe fair deaJing

exception to copyright infiingement, copyright Iaw prohibits the reverse engineering of

computer programs. Aside from copyright, no other intellectuaJ property regime disaJlows the

reverse engineering ofcomputer programs in a blanlcet fàshion. In fàct, semiconduetor ehip

Il is estima"" tbat ll:\'CrSC cngincerùlg a scmicoDdudor chip "n:quùcs lbousands ofpcrson­
bours aDd aboul a quancr of the money DCeded ID create the original chip.ft Supra, note 224, al
p.47.
Ac:cordiDg ID V.S. Bouse aDd Scnate E1tpIanaloIY Mcmoranda. 130 Cong. Rcc. 28,960,

•
::31

The end product ofthe ll:\'CrSC cngincerùlg proœss is lIOl an
iDfringemcnl, aDd itscIfqualifies for pllllcction UDder the (SO'AJ, if
il is an original work, as conttasted witha substantia! copy. Ifthc:
rcsultiDg SClIIiçonc!uetor chip product is DOl substantially idcntical ID
the original. aDd ilS cIcsign iDwIval significanl toi! aDd iJM:stmcnl 50
tbat it is DOl a IIICIC pIagiarism, il docs DOl infriDge the original chip,
evcn ifthe Iayout ofthe SCCODd chip is, in substantial part, simüar••u

[T)he COUIlS an: DOlIikcly. as a practical matter. ID find it UDduIy
dilJicuIt ID draw the linebctwcen ll:\'CrSC cnginmiDg aDd
iDfriDgemcnt, bccausc the additional wodt rcquiIed ID come withiD
the priviIcge cstablishcd by § 906(a) will ordiDari1y Icavc a "papcr
trailft

Supra. note 224. al p. 47. The idca is tbat btmtzfitie ll:\'CrSC cnginmiDg wi11leavc a tIlIiI as
compa.n:d with a pirate who "is lIllt able ID pnxIuce a Iqpapcr tIlIiIma"'" he bas DOl donc
gamine cIcsign-dcwloptDClll wodtft

• Ibid.
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and patent legislation either expressly aIIow reverse engineering or provide adequate

disclosure ofthe ideas and processes underlying the protected work. Trade secret Iaws.

although prolnlliting reverse engineering by those in a "special relationship" with the work's

owner, aIIow persans not in such a relationship to free1y reverse engineer a computer program

without penalty. Ifit is determined that fair dealing does aIIow the reverse engineering of

computer programs then attempts to enhance protection, other than through trade secret Iaws.

may be considered anti-competitive and may potentially result in the suspension ofcopyright

enforcement priviIeges.

•

•
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Chapter IV. Existing Approaches to the Reverse Engineering
Problem

A1though the problems associated with reverse engineering computer

programs have not, as ofyet, appeared in a Canadian context, they have received

79

•

attention in other jurisdicticns, most notably the United States and the European Union

(..E.U.... formerly the "European Economie Community"). The E.U.·s legislative

response to reverse engineering serves as a good example ofhow one might legislatively

respond to reverse engineering issues, whereas the American experience serves as an

important indicator that court challenges based on reverse engineering daims are

imminent and t!lat a legis\ative response should be considered as a preemptive measure,

instead ofleaving the issue to the uncertainty ofa judicial decision based on statutory

language that was not enaeted in contemplation ofcomputer technology and the novel

dilemmas it raises.232

The question as to the appropriatc n:sponsc ofJaw to technology is a complcx and plOfound
issue and is weil bcyond the scopc ofIbis disl:ussion. Clcarly the judiciary must bc providcd with
sufliciCllI tlcxibility to dcal~th lICW technologies that bave no! bccn addrcsscd by the
IcgisIatwc. Once œcognizl:d, thougb, Jaw-makcrs sbou1d, ifRqUin:d. addIcss the issues llIiscd
by the lICW technology. AccordiDg to one œmmcntalor,

Givcn the IIllVCIty ofthcse phcnolllCllll, somc 'social expcrimcnIation'
will bave to go on bcfon: wc IcgisIatc. Along with the cxisling
intcUcetual propcrty rights, contraet Jaw is the privilcgcd field for
such cxpcrimcntaIion. Wc shouId study the ways in whic:h
information is capturcd in contraets. both for commcn:ial USCIS and in
mass madccIs.
The Jaw c:an contributc to Ibis proccss by sanclioning cIcIibcratc
tlouting ofconlradUaIIy cIcfincd righIs by third parties. ••• LcgisIation
in Ibis an:a shouId foUow prtICliœ. IlOt the othcr way around. EjaD
Mackaay. "lnformational Goods: propcrty ofa mirage". (1985) 1
Compulcr Law and Pradil:c 193. al p. 197.

ChaplU IV. Existing Approaches to th~Rt:wne Engin~uingProblem



Reverse Engin=ing Computer Programs Undcr Canadian Copyright Law 1\0

The issue ofreverse engineering computer programs under the U.S. Copyright•
A. United States

•

Act was recently considered in two V.S. Court ofAppeals cases (Federal and Ninth

Circuits).233 Thejudgements in these cases were released a mere month apan. and together

present a consistent, albeit surprising, policy oriented approach to reverse engineering. The

cases mark the first time any court bas dealt with the reverse engineering ofcomputer

programs under copyright Iaws. Prior to the release ofthese cases, however. the V.S. District

Court was presented with an opportwûty to examine the reverse engineering issue with

respect to data tables. Although the fonner cases present more sophistieated analyses ofthe

copyright issues involved due to their more recent release, the latter mentioned case provides

insight into a rudimentary approach to reverse engineering that. according to tbis author.

arrives al the correct conclusion.234 The reasoning in this case reflects a certain e1egant

simplicity whieb speaks weil to the issue ofreverse engineering wlùeb is easily obscured by

virtue ofthe technical nature ofthe subject matterbeing considered. A diSOIssion ofeach of

these three V.S. cases is set-out below.

1. E.F. Jobosoo Co. v. Uoiden Corp. ofAmerica

In 1985, the V.S. District Court faced a situation which involved the

r~verse engineering ofdata tables contained in a mïcrochip, and its permissibility under

A simiIar 1lIIi0000cwas cmplCl}cd in the cùafting orthe n:vcrsc Cllginccring cxœptions
c:ontaiDcd in the fCTA. ParIiamctu bascd the cxc:cplion upon prac:ticc within the iDdustry and
IegisJarc:d aa:ordiDgIy. Sec aJso the SIIpra, l\OlC 227. and aa:ompanyiDg text.
Supra, l\OlC 49.
Sec infra. Cbaplcr V. O. "DcvcJoping a Solution to the ProbICIII". al p. 131. for a discussion of
rcc:otttI"CIIdations dcsigncd to cIca1 with the pmblcm orn:vcrsc engineering,

Chapler IV. ExistingAppraaches 10 the Reverse Engineering Probl_
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the Copyright Act. In E.F. Johnson Co. v. Uniden Corp. ofAmeric?' the plaintiff

moved for a preliminary injunction restraining the defendant from publishing, se11ing,

81
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marketing or in any way distn"buting software that would allow users to access a range of

frequencies in the defendant's two-way radio produet. The radios in question were

controlled by software provided to users by the plaintiffalong with the radios. The

defendant reverse engineered the plaintifi's computer program, uncovering data tables

that Iisted activation codes for the radios and then produced their own program using

identical data tables. The defendant's tables, however, a\so contained unnecessary

e\ements such as errors and duplications made in the plaintifi's table. The Court granted

an injunction based on the substantial Iike\ihood ofsuccess on the merits ofthe plaintifi's

copyright c1aim. The Court èecided that there were alternative means to copying the

plaintifi's software by which the defendant could have placed the required radio codes

into their own program, and that the defendants had aeted in an unfàir manner and were

guüty ofcopying copyrighted expression.236 Although this case involved data tables as

opposed to reverse engineering computer instructions, the issues raised and ana\ysis

performed by the Court in construing the whether copyright expression had been used in

the plaintift"s produet would have been similar had the reverse engineering occurred with

a computer program.

EF. Johnson Co. v. Uniden Corp. of.America, 623 F.Supp. 1485 (D.c. MimI. 1985).
Ibid, atp. 1502. "TbeBarlœrwonl 'MIS orncmsily idcDlical inbothcodes, but the idcDlilyoC
Barlœrwonlcom:laliOD lcdmiqucsaDd sampI;ng rates 'MIS lIOl. [Further, the] dcCeadant's
duplicalion ortheEFJ samp!c enor table 'MIS DOl a requisitc to compatibility".

Chaptu IV. EJdstingApproat:hu 10 theRevene Engineering Prob/em
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The Court in this case, however. did not discuss or declare that the actions

ofthe defendant in reverse engineering the plaintiff's computer prograrn were infringing.

Rather, the Court chose to look at the fina1 product and examine it for traces ofinfringing

expression. Whether intermediate copying occurred during the process ofreverse

engineering the plaintiff'5 data tables therefore remained untouched. Whether the Court's

silence indicates conscious implicit acceptance ofreverse engineering as a permissible act

under copyright legisiation retnains unclear. It is more like1y. that as a resu\t ofthis being

an early case involving computer programs under U.S. copyright law and the relative1y

low sophistication ofthe jurisprudence and analysis ofthe courts in this field, the Uniden

court simply missed the issue. One may, however, discem a sub-conscious acceptance of

reverse engineering implicit in the judgment through an analysis ofpassages in the

judgment that state that bad the defendants only used those functional parts ofthe data

tables, which could not be produced through some alternate means, there would be no

infiingement.237 The Court's decision presupposes that the defendant could uncover these

codes which cao only be done through reverse engineering the chip containing the data

tables. As no statement was made to the contrary, presumably the intermediate copies of

the table produced at this stage would not constitute infiinging copies.

2. Atari Games Corp. v. NiDteado ofAmerica IDe.

The first of the two decisions to be released concerning the reverse

engineering ofcomputer programs, as opposed to mere data tables, was that of the Federal

ibid. al p. 1504.
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Circuit Court of Appeals in Atari Gomes Corp. v. Ninlendo ofAmerica Inc.. In that case,

Nintendo had sued Atari for copyright infiingement of its 10NES lock-out program.238

10NES is a program, embedded in chips contained in the popular Nmtendo NES garne

console, which intercepts the f10w of infonr.ation from garne cartridges once inserted into the

NES console. 10NES waits for the cartridge to send a coded message239 to the console. Once

the coded message is detected, 10NES aIIows the console to operate the cartridge. If the

appropriate message is not detected, 10NES will not "unlock" the console, and will not aIIow

the cartridge to operate. Nmtendo aIIowed other software developers to become ücensees and

write software for the NES. The ücence agreements were Iüghly restrictive but would aIIow

the ücensees to produce software which would be bundled with Nmtendo's secret unIocking

message?40

In 1986, Atari had attempted to crack the 10NES program by both

monitoring the data f10w between the console and the cartridges and by chenùcally peeling

microchip Iayers from the 10NES chips and mieroscopical\y examining the data paths?41

Unable to crack the 10NES program, Atari decided to become a Nmtendo liœnsee in 1987

NinlCDdo hall origiDal1y sucd AIari for UDfair competition, patent iDfriDgClllClll, c:opyright
infringcmcut and ttadc secn:t violatioDS. AIari COUDter-sucd for UDfair c:ompetition, Shemum Act
violatioDS, and patent infiiDgcmcut. The cases wac C:ODSOlidatcd and N"JDlcIIdo obtaincd a
prcliminaly injunction from the District Court for the Nortbcrn District ofCa1ifornia based on
AIari's unaUlhorizl:d use ofN"mtcndo's c:opyrightcd c:xprcssion. AIari appcaIcd this injunction 10
the V.S. Court ofAppcaIs, Fcdcral Cùl:uiL
The c:odcd message, or "key", is c:olllaiDcd in microchip fonD and is lefi:ucd 10 as the 10NES
slave cbip. The poilion of the 10NES progilIiII c:olllaiDcd in the C:ODSOle is aJso in microchip
fonn and is refem:d 10 as the 10NES master cbip.
ln faet. under the IiCCllSing agm'""",'s, sollwail: cIe\IeIopeIs would provide Ninlendo with the
c:omPuter progr.uns. N"1IIlcndo would then package the games into canridge form with the
lONES slave cbip aIII! lCSC1l them 10 the sollwail: cle\ldoper. .
Supra. note 144. al p. 836. For a discussion of"cbip pee\ing", sec infra, note 269.
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and was barred under the terms ofthat agreement from gaining access to the IONES code and

to uncovering its operation. In 1988, a Iawyer representing Atari approached the U.S.

Copyright Office and applied for a copy of the 10NES program wlùch had been liled for

copyright registration purposes. The Iawyer stated that the code was required for litigation

that had been commenced against Atari. The code was provided under the condition that "the

requested copy [would] be usee! ooly in connection with the specitied 1itigation",m ln faet. at

the lime no litigation existed between the parties.

Atari usee! the code provided by the Copyright Office to deveiop its own

unIocking program, entitled "Rabbit". Rabbi! was a program that, although written in a

different computer language, replicated the data stream provided by the IONES slave chips.

N"mtendo sued Atari, and was granted a preliminaty injunction for copyright infiingement.

Atari's defence to the copyright infiingement claim was primarily based on the

tàir use exception.243 Unlike Canadian tàir dealing, the U.S. doctrine of fair use has an

extensivejuridica1 history and is considerably more deveioped. The doctrine oftàir use existed

Ibid, at p. 836.
Fair use, like ilS Can-dian fair dcaling counterparl, is an cxc:cption 10 copyright infringcmcnt
and is dcfincd in lite U.S. COPJll'ight Act as,

tbc fair use ofa copyrightcd work, including such use by
reproduction in copies or phoDOn:conIs or by any olhcr mcans
spcçificcl by that section, for purposcs such as criticism, comment,
news reporting. tcacbing (including multiple copies for cIassroom
use), scho1alship, or lCSClUdt, is DOt an infringcmcnt ofcopyrighL
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in the common Iaw until its codification in 1976.244 §107 of the U.S. Copyright Act sets out

four factors to consider in a case where fair use is claimed?4S

ln dctcrmiDing whether the use made of a work in any
panicular case is a fair use the factors to bc considercd shall
incIudc-
(1) the purposc and charaeter of the use, iDcluding whether
such use is of a commercial nature or is for nonprofit
cducational purposcs;
(2) the nature of the copyrightcd work;
(3) the amoUDt and subslantiality of the portion uscd in
relation to the copyrighlcd work as a wholC; and
(4) the cffcet oC the use upon the potCDtial market for or value
oC the copyrightcd worlc.

The Atari court did not perfonn a detai1ed analysis of these factors in its

decision. Instead, the Court 100ked al copyright from the petspective ofbalancing the interest

of individual authors, who wish the rewards for their works, and society's interest in

promoting the free Dow of ideas. Wtth respect to reverse engineering, the Court was not

impressed with the fact that N"mtendo's code was in object code fonn and stored on a

microchip. The Court heid that il is fair use ta reverse engineer a computer program in order

ta gain a better understanding of the program's underlying ideas. On this point, the Court

tinnly stated,

An autbor cannat acquin: patCDl-like protection by putliDg an idea,
proccss, or method nfoperation in an IIninteJligible formaI and

Ac:cording 10 the Coun in Lewis Galoob Top Inc. v. Nint6ldo ofAmerica Inc., 20 U.S.P.Q.2d
1662 (D.C. ND. Ca. 1991),

[the copyright) stalUle was 'merely intendcd to restate the pœsent
judicia1 doclriDc nffair use, DOl to change, narrow or enIarge it in any
way.' H.R. Rql. No.. 94-1476, supra, al 5680. Coogress bad 'no
disposition to fr=c the doclrine in the Sl8lUtC, especially during a
period nfrapid teelmological change.' Id. (At note S, p. 1668).

The four factors 8JC "non-exdusïve 'factors to be ClIIlSidercd' in assessing fair use; lbey 8JC
intendcd to guide but DOl to limit analysis". Ibid, al p. 1668.
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asscrting copyright infringemcnt againsl thosc who lI)' to understand
that idca. proc:css. or method ofoperation.... The Copyright Act
permits an individual in rightfuJ possession ofa copy ofa work to
undcnakc ncccss:uy efforts to understand the work's idcas • proccsscs
and mcthods ofoperation.

This permission appcars in the fair ;,sc exception to copyright
cxelusivity.'"

86
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Fair use protects the intermediate stages ofreverse engineering and the related copies that are

produced as a result, from being deemed as infringing. Fair use, according to the Court,

however, did not extend to reverse engineering with the purpose of profiting by replicating

protected expression. Fair use only applies wheie reverse engineering is necessary to discem

unprotectable ideas. .

In the case of N"mtendo's IONES program, the Court determined that the

underlying unprotectable ideas were those codes that are required to unIock the NES console.

Anything in excess ofthat was presumed to consist ofprotectable expression.247 Atari's copy

of various parts of the IONES program included errors and deletions made by N"mtendo in

their program. 11ùs copying of unnecessary portions of the N"mtendo table resulted in a

decision against Atari for copyright infringement sinœ, as the Court staled, "[t]hese

unnecessary instructions strongly suggest that the Rabbit program is substantia11y similar to the

IONES program ... [which] N"mtendo is Iikely te show ... contains protectable expression. ...

N"mtendo is Iikely to prove substantia1 simiIarity between the Rabbit and IONES programs

suflicient te support its infringement cIaims".24I Furthermore, Atari's unlàir appropriation of

Supra, lIOlC 144, al p. 842.
Ibid, al pp. 843 - 44.
Ibid, al p. 845.
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Atari's clishonest behaviour in obtaining the IONES code also precluded Atari ITom using a

copyright misuse defence, based on Nintendo's extensive licensing agreement. to preclude

Nmtendo's assertion ofits copyright.2SO The Court also fai1ed to recognize the possibility that

Atari copied elements urmecessary to unIock the Nmtendo console in order to ensure against

"the possibility that Nmtendo could alter its console in the future to utilize currently unused

portions ofthe compatibility code.',2St

Although Atari lost on ils appeal to lift the injunction imposed by the District

Court, the Ioss was due both to the dishonest way in which Atari obtained the code from the

Copyright Office and to the faet that Atari copied portions of Nmtendo's code in wholesale

tàshion. The Court did, however, rule that the copying required to reverse engineer a

program, both in tenns ofintennediate copies and the final derivative work produet, are a fair

use ifthe copying is necessary te "understand the ideas and processes in a copyrighted work."

According to the Court, the purpose ofthe reverse engineering is central to the defence offuir

use. Ifthe purpose ofreverse engineering is "to profit &om repüeating proteeted expression"

then fair use cannot be invoked. Furthennore, "[a]ny reproduction of protectable expression

•
2<9

2SO

>SI

Ibid, at p. 843; and Harper & Row Pub/ishers \1. Nation Enterprises, 471 U.S. 539 at pp. 562 ­
563, 105 S.Ct. 2218 al p. 2232.
Ibid, al p. 846. Sec supra, note 170, and 3CCOmpanying texL
Harold C. Mooœ, "Atari v. N"1IIICDdo: Super Mario Uses "Expressive" Sccurity Feature to
"Lock" Out the Competition", (1992) 18 Rutgcrs CompulCt' &: Tcchnology LJ. 919, al p. 933.
This cll"cct lIIlIIIifcsled ilsclfiD the&ga Enterprises \1. Accolade Inc.. 24 U.S.P.Q.2d 1561 (9th
Cir. 1992) dccisioD. Sec infra, note 254, and accompanying texL
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must be strictly n=sary to ascertain the bounds of protected infonnation within the

work,,?12

3. Sega Enterprises v. Accolade Ine.

Immediately following the Federal Circuit Court ofAppeals' decision in

Atari Gomes Corp. v. Nintendo ofAmerica /nc., the Nmth Circuit Court ofAppea\s released

its decision in Sega Enterprises v. Accolade /nc.,2j3 another case involving the reverse

engineering ofhome video game software. In that case, Accolade had sought to reverse

engineer eartridges containing video game programs with the intention ofgaining an

understanding ofhow the sofiware interacted with Sega's Genesis game consoles. Using

the resuIts ofthe reverse engineering, Accolade created a deve\opment manual for use by

its programmers in deve\oping games that would operate on the Sega console. The

information used by Accolade at this early stage was pure\y functional and did not involve

any literai copying ofSega program code. During the period that Accolade was beginning

to release its Own compabDle software, Sega, in order to combat high degrees ofpiracy

ofits games in South-East Asia, decided to licence a copy protection system and place it

in its newly deve\oped Genesis mconsoles. The trademark security system ("TMSS")

would be placed in each Sega console and would, when a eartridge was plugged in,

search for the letters "SEGA" contained in the program code ofeach eartridge. Upon

Supra, DOle 144, al p. 843. Ickas, expression that is mcrgcdwith the ide&, and cxptession that is
DOl filœd an: DOl pIlllcdcdby CClP}'Iight. sec supra, Chaptcr DJ.A1.a "Tbe ldealExpressioD
Dicholomyft. al p.29. The fair use cxœption. accordiDg to the Court, wouId appIy in cases whcre
)lIOlCdablc cxptessiOD is copicd in the pIllCCSS ofrcvcrsc cngi......;ng, but that such copying is
oc> • ssaey to UIIdcrstancl the IimilS ofwbat is and is DOl prolCd8bIc within the wolk.
Sega EntDprises v. AccolDtkInc., 24 U.S.P.Q.2d 1561 (9th Cir. 1992).
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finding this initialization code, the Genesis III console would produce a display of

"PRODUCED BY OR UNDER LICENCE FROM SEGA ENTERPRISES LTD.... and

would unlock the console for game play much like Nintendo's 10NES system.

Upon finding that its game cartridges woulct not work with the Genesis 1lI

system, Accolade exarnined the results ofits reverse engineering efforts and found that

each licensed Sega cartridge contained a small unused portion ofcode in each game's

"power-up" sequence which was now being used by Sega in its TMSS lockout system.2
5-1

Accolade created a small header file (20 - 25 bytes ofdata), which contained the SEGA

initialization code, to be used in ail future game development and also incorporated it into

its development manual. The effect ofthis header file was to allow Accolade's games to

work on Genesis mconsoles. However, because ofthe Sega TMSS program. the

Accolade cartridges would also cause the display ofSega's start-up trademark message.

Sega brought an action against Accolade for copyright infiingement,

trademark infiingement and faIse designation oforigin. Accolade countered with daims

offalse designation oforigin, unfair competition, false or misleading statements and

The use ofappan:ntly uscIcss code in an upgrade of the system bighJights a diftic:ulty inhcn:nl in
the idcalcxpn:ssion ana1ysis pcrformcd by courts in order ta dctcrminc what may fairly bc
rcvcrsc cnginccn:d and uscd in a compcting program. Ifcomputer cocIc, and/or cmns, SCI\IC no
pwposc thcn, as was the c:asc inbath theAIDri Gtz1MsCap. v. Ninlendo ofAmerlœlnc. and E.F.
Johnson Co. v. Un/den Corp. ofAmuiœ dcc:isions. thc:y may notlcgally bc copied. Howcvcr,
the origiDal program dcvcIopcrs may subscqucnIIy use thcsc piccc:s ofcomputer code in a
loc:kout system wItich wouJd n:ndcr ail otbcr mamdjK:htJCrS' produds unwotlcablc. This
poss;biIity was igDOlCd by the coun in theAIDri Gtz1MsCap. v. Nmœndo ofAmerlœlnc. case.
Sec Supra. DOIC 251, lIDd ac CompanyiDg texl.
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intentional interference with prospective economic advantage. Sega was granted a

pre1iminary injunction by the V.S. District Court based on Sega's copyright and

trademark infringement cIaims.25l Accolade appealed to the V.S. Court ofAppeals (Ninth

Circuit), whereupon the injunction was lifted and the matter was remanded to the District

Court.

•
Reverse Engineering Computer Programs Under Canadian Copyright Law 90

•

The decision ofthe Court ofAppeals in lifting the pre1iminary injunction

provides a detailed analysis ofthe reverse engineering issue as it applies to computer

programs. The Court's finding, as with the Atari court, that reverse engineering is

allowed is based on the fair use exception under the Copyright Act. Un1ike the Atori

court's decision, the Sega court provided a step-by-step analysis ofthe four fair use

factors, and a discussion ofthree re1ated reverse engineering arguments: intermediate

copying; the idealexpression dichotomy as a possible justification for reverse engineering;

and a section 117 defence. Although Accolade ultimate1y suceeeded in its c1aim that its

reverse engineering constituted a fair use, the Court rejeeted Accolade's other three

arguments.

With respect to intermediate copying, the Court he1d that the fact that the

product is intermediate, as opposed to final, in nature in no way exempts it from the

application ofthe Copyright Act. Whether intermediate copying properly constitutes an

infiingement ofcopyright must be examined by the courts, notwithstanding whether the

--
Supra, lIOlC 34.
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final produet itselfconstitutes an infringement.2$6 This, the Coun reasoned. is based on

the faet that,

the computer file generatcd by the disasscmbly program. the printouts
of the dtsasscmblcd code, and the computer files .:ontaininl~

Accolade's modifications of the code!hat wcrc gencratcd duri"g the
fC\'CI"SC engineering proccss ail ... [falll squarcly \\ithin the categol)'
ofaets !hat arc proiùbitcd by the statute.:'''

91

In terms ofAccolade's daim that the idea/expression dichotomy provides

a justification for reverse engineering, the Coun ruled that the faet that ideas may be

contained within proteeted expression does not mean that the expression that surrounds

those ideas may be ignored. Accolade had argued that the nature ofcomputer programs

make them different from other more traditional copyrightable works whose ideas may

readily be perceived and understood by human beings. Consequently, Accolade argued

that reverse engineering was simply a crutch to put computer programs on an equal

footing with these other works.

The final argument disposed ofby the Coun in Sega's favour concerned

the daim that section 117258 ofthe Copyright Act provides that the intennediate copies

made during the reverse engineering ofa computer program is not an infringement ofthe

Act. The Coun reviewed the CONTU report responsible for the implementation of

section 117,259 and ruled that,

Ac:coJadc's use wctIt fàr bcyond that c:ontcmpIatcd by the CONTU
and authorizcd by scdion 117. SccliOD 117 docs DOt pupon 10 protcct

•
...
2S7

251

2S9

Supra, lIOle 253, at p. 1566.
Ibid.
SCCSUPra, lIOle lIS•
Supra, 1IOle42.
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a user who disasscmbles abject code. convcns il from asscmbly inlo
source code. and makes prinloulS and photocopies of the rcfincd
source code version."0

The Court did, however, accept Accolade's fair use argument and ruled

that,

in the case bc:forc us. disasscmbly is the ooly mcans ofgaining acccss
10 thase unprolectcd aspects ofthe program, and bccause Accolade
bas a Icgitimate inlcrcst in gaining such acccss (in order to dctcrmine
how to make ilS cartridgcs compatible with the Gcncsis console», WC

agrcc with Accolade. Whcrc thcrc is good rcason for studying or
cxamining the unprolCClcd aspects ofa copyrightcd computer
program, disasscmbly for purposcs ofsuch study or cxamination
constitutcs a fair use.'"

a) The Sega CoIU1's Fair Use Analysis

Ofthe four factors mentioned in §107 ofthe U.S. Copyright Act,262 the

Court found in favour ofAccolade on the first, second and fourth factors, while tinding in

favour ofSega on the third factor.

The tirst factor concerns the purpose and charaeter ofthe use including

whether such use is commercial in nature or for nonprofit educational purposes. Tne

Court ruled that "[t]he commercial nature ofa use is a matter ofdegree, not an absolute"

and in the case ofAccolade the direct purpose ofreverse engineering the Sega code was

to ensure the compab"bility oftheir eartridges with the Sega console.263 The commercial

•
Supra, IIOIC 253, at p. 1568.
Ibid.
For a 1istofthcfactols, scc.utpra,1IOIC 245, and acc~mpanyiDgtext.
Supra, IIOIC 253, at p. 1569.
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nature ofcanridges was secondary and was, at best, indirect. In considering this factor,

tite Court aise seemed to hint at the a "sweat of the brow" rationale combined with some

measure ofcreativity.264 That is, where the reverse engineering invo!ves some creative

effort, the court will look favourably upon a defense offair use. In this regard the Court

held that "there is no evidence in the record that Accolade seught to avoid performing its

own creative work ... it wrote its own procedures.... [T)hese facts indicate that .. , its

direct use ofthe copyrighted material, was simply to study the functional requirements

for Genesis compatibility."265 In support ofits holding on this point, the Court also noted

that notwithstanding the potential commercial gain to Accolade, the public interest in

promoting compatibility, and hence competition, will reduce the strength ofSega's claim

that Accolade stands to gain commercially.

With respect to the fourth factor Iisted in §107, the effect ofthe use upon

the potential market for or value ofthe copyrighted worle, the court held that Accolade's

development will not directly cause Sega to lose eustomers since the games developed by

Accolade are not copies ofthose developed by Sega.266 A1though the court recognized

that Accolade's entering the market will "undoubtedly affect" the market for Genesis

The application of"swcat ofthe brow" 10 copyright protection bas r=ntly gaincd much
notoriety as a ICSUit of the U.S. Supn:mc Court's dccision in Feist Publicallons Inc. v. Rural
Telephone Service Inc., 499 U.S. 340 (1991). This c:asc raiscd the issue ofwhctltcr or no!
copyright couId cxist ina tcIcphonc book. The U.S. Supn:mc Court hcId tbal men: "swr.at of the
brow" was no! Sllflicicnt in itsclf10 attrac:t copyright pIOlCCIion. Cn:ativI: c:lfon, incIuding the
puticular selection or ammgcmcat, ofthe data was aIso 1ICC'l'SS!I'Y for copyright 10 cxist.
Ibid, al p. 1570.
The Scga Court's dccision sccms 10 inclicate tbal in ordcr 10 succcssfWly argue tbis factor
against faii use, il must bc shown tbal"the ncw wodt ... supp!ant[s) the din:l:t market for the
puticularcopied wodt". DavidL. Ha,cs. "The LcgalityofDisasscm"1y ofComputerPrograms",
(1993) 12 ComputerILaw Joumall, al p. 8.
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games, aIbeit indirectly, the public policy rationaie underlying copyright legislation is to

promote creative expression and not to stifle competition in a specifie market.

Accordingly, notwithstanding "the minor economic loss Sega may suffer", the court

decided mis point in Accolade's favour?67

The final factor decided in Accolade's favour was tl:e second one listed in

§107, the nature ofthe copyrighted work. The basis of the Court's anaIysis ofthis factor

was that computer programs are essentially utilitarian in nature and they contain many

e1ements whose expression is often dictated by notions ofefficiency, or extemal factors

such as compatibility and other industty demands.268 These e1ements are not proteetable

under copyright legislation. Accordingly, ifAccolade was unsuccessfu1 in its fair use

claim, Sega would obtain a monopoly over the functional ideas underlying its work which

is not supposed to fall within the ambit ofcopyright protection. Sega argued that there

were alternative methods, other than disassembly, ofuncovering its initialization code

such as chip peelin~9 and clean room procedures270
• The Court disagreed with Sega and

Supl'tl, note 253, al p. 1571.
lb/do
This procedure was aJso uscd by Atari in an UIISUCCCSS1ùl atlCmpt to n:YCISC CDgilll'l'1' NinlCDdo's
10NES program (sec Supl'tl. note 241, and accompanyiDg text). "Chip pec1ing" refcrs to a
proc:css whcn:by Iaycrs ofIlIÎl:IllCIÙps are microscopically dissccted in ordcr that thcir data
pathways may bc mapped ouL From thcsc maps ClIC may recollSlnlCl the objcct code COIIllIincd
in the chips. Aa:ording to the Sega court, rcIying on the N/nt/l1ldo dccision, "cbip pec1ing yic1ds
oRly a pbysical diagram ofthe abject code c:mbeddcd in a ROM chip. It docs not obviatc the
nccd 10 U3DSIatc objcct into source code." lb/d, al p. 1572.
A "c1can room" procedure is a mcasun: takctt by c:omputcr program dcvcIopers that allCDlptS to
CQSUIC that prograDllllClS do DOl copy cxisling c:ornpeting programs. Progranuncrs are isolated in
that tItcy are only providcd with the dcsiœd fimctional specificalioDS, and are DOl giveD acccss to
the coJDI""Ïng produc:t. IMt:p""''ent dcvctopmcnt ofsimiIar programs is DOl considcn:d to bc an
infringcmcnt ofcopyright law. lb/do
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found that "disassembly ofthe object code in Sega's video game canridges was nccessary

in order to understand the functional requirements for Genesis compatibility...~71 ln eITect.

the Court recognized that while Accolade's disassembly did necessarily involve

intermediate copying which was a potentially infringing aet, to a1low Sega to succeed on

this daim would expand its copyright beyond its intended scope and stifle competition.

Accordingly the Court was faced with choosing the lesser oftwc evils and based on

public policy reasons found that Accolade's actions constituted a fair use ofSega's

copyrighted material. The Court did not darify whether this balance would haw indeed

tipped in Sega's favour had alternative methods to disassembly been available \0

Accolade.

With respect to the third factor mentioned in §107, the amount and

substantiality ofthe portion used in relation to the copyrighted work as a whole, the

Court found in favour ofSega, a1though this finding was not sufficient to tip the fair use

argument in favour ofSega. Accolade disassernbled entire programs written by Sega in

order to uncover the initiali7.ation sequence and there could he no argument that the

amount ofcode copied was anything less than 100"10 ofthe whole. The Sega court,

however, quoting from the decision in Sony Corp. v. Universa/ Studios,2'l2 ruled that

"[t)he faet that an entire work was copied does not ... preclude a finding offair use"m

The Court felt that since the purpose ofcopying the entire work was incidental to its

•
271

:m
Supra. note 253, at p. 1572.
Sony Corp. v. UnivusaJ Studios. 464 U.S.417; 220 U.S.P.Q. 66S (1984).
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copied was "ofvery (iule weight.,,274 The Court's ruling on this point runs counter to that

of the Canadian Exchequer Court in Zamaeois 1'. Douvi//e271 which ruled that where an
•
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desired use which was not direeted at copying the work, the faet that entire work wa~

96

entire work is copied the fair dea1ing defense under the Canadian Copyright Aet cannot

be invoked. Zamaeois v. Douville continues to be relied upon as being the authoritative

case defining the scope ofthe fair dea1ing defence under Canadian law. Clearly this case

was decided in an era where copyright did not contemplate the protection ofcomputer

program works whose functional nature may dietate a revision ofthose principles applied

to traditionalliterary works. This "special functional nature" ofcomputer program works

was c1early recognized by the Sega court in its anaIysis ofthe idea/expression dichotomy.

B. The European Union

The European Union, fonnerly the European Economie Community, was

fonned by the Treaty Establishing the European Economie Communi~6 in 1958. The

purpose ofthis Treaty was to fonn a common economic market by encouraging the free

f10w ofgoods and services through the elimination oftrade barriers between membPf­

states.TT7 The EEC Treaty was further expanded by the Treaty on European Union.:m

•

:m Sony COIp. v. Uniwnal Studios, 464 U.S. 417 (1984), al pp. 449 - 50; BustIerMagazine, Inc. v.
Moral Majority, Inc., 796 F.2d 1148 (9th Cir. 1986), al p. 1155 ("the copying oran CIIlirc work
does DOt prccludc fair IISC peT se.").
Supra, DOte 253. al p. 1573.
Sec Supra, DOte 126 8Dd accompanying texl.
Tbc Treaty Estobllshlng the European Economie COllllllllllity (EEC TreaIy) is aIso commonly
Il:fcm:d ta as The Treaty ofRome.
El!X: Treaty, Articles 30 • 34.
Treaty on European Union, Fcbruary 7, 1992, Europe Documents No. 1759/60. Also Iatown as
The Maastricht Treaty.
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The area ofintellectual property. and more specifically copyright. is not provided for by

these treaties a.'1d has been a difficult area to harmonize. According to one commentator.

"[t]here will not be a unified European copyright law in the near future. The national

copyright laws ofmember states will continue to apply ......~79 More urgently. however.

has been a recognition by the European Commission that specifie industries. including the

software industry, cannot wait for a general harmonized community copyright law.

Because oftheir relative econornic importance and the disparity oftreatment among

various member-states, these industries require that cOJr.:non legal rules be applicable

throughout member-states without delay.

1. The E.E.C. Directive on Computer Programs

Accordingly, in order to harmonize existing protections and establish a

level ofcommon principles with respect to the intellectual property ofcomputer

programs within its various member-states, the European Council passed the Directive on

Silke von Lcwinski, "Copyright in the European Communitics: The Proposcd Harmonization
MCllSIIRS, (1992) 18 Brooklyn Journal ofIntcmational Law 703, al p. 703. In an atternpt to
slIeDgtbcn copyright law witbin the Community, in 1990 the European Commission adoptcd a
proposai that wouId requin: acc:cssion, by ail mcmbcr states, to various intemational copyright
and neigbbouring rigbls ueatics incIuding: the &me COIIVt!ntlonfOI' the ProteCllon ofUte,tJ1']I
andAl1lst1c WOI'k<, Scptcmbcr 9, 1886, n:viscd July 24, 1971, 828 U.N.T.S. 221 ; and the Rome
COIIVt!ntlonfOI' the Protection ofPt!I'fomlu:!. hoduœnofPhonognvns undBroodcastlng
Organlzatlons, 0ct00cr 26, 1961,496 U.N.T.S. 43. (At p. 708).
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the legal protection ofcomputer program;80 in 1991.2111 Fundamentally the objectives of•
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to prevcntthc unlawful copying ofcomputcr softwarc, or ·computcr
piracy·. within thc Community by cnsuring an adcqua:c levcl of
protection for thosc who crcatc computcr software; and

to promotc thc free circulation ofcomputer software within thc
Community and a1low industry to takc advantagc of thc singlc market
by harmonising thc nationallaws of thc Mcmbcr Statcs rclating to thc
use and reproduction ofcomputer software.:sJ

The European Commission, charged with designing the Directive, opted for copyright as

the basis for protection because ofits flexibility in interpretation, its implicit and continuai

balance ofmonopoiy rights with societal interests, its limitation ofprotection to

expression and not ideas, and most important1y because to-date copyright had been the

computer program - intellectual property protection ofchoice ofa numbPr ofCommunity

member states.284 The Commission's choice ofcopyright was hardly revolutionary or

controversial. However, the decompilationm exception to infiingement was hotly

debated prior to its inclusion in the Directive.

•

:lI1

Dirtlcti"" on the legaJ protection ofcomputer progroms (9112S01EEC) [1991] OJ LI22I42
[hcrcinalIcr "1hc Dircc:tivc].
At the lime ofpassagc, E.E.C.lIICIIIbcIship includcd twelvc mcmbcr-statcs: Bclgium, Dcnmark,
France, Gcnnany, Gr=, lrcland, ltaly, LuxC'lll1wug, the Nethcrlands, Ponugal, Spain, and the
U.K..
ADircctivc is DOl cnforocab1e in ilsclf; but din:cls mcmbcr-statcs to incolpOralc ilS provisions
into nalionallll\\-s. It is DOl rcquiRd that the incolpOI3lion ofthcsc provisions bc VClbatim but
rathcr that the cfl'cet ofthe Dircctivc bc capturcd. The implcmcntalion ofDiRctivcs is lime
limilcd 11)' provisions containcd wilhin the Dircctivc ilsclf; altbough extensions may bc grantcd
10 mcmbcr-statcs which RqUin: mon: lime in order to compIy with the provisiODS. Whcn: the
nalionallcgislalion docs DOl adcquatcly n:Ocet the spirit ofthe Din:cIive's provisions, the
Commission is n:sponsWIe for fiüng suit against the mcmbcr-statc bcfore the European Court of
Justice. Supra. DOle 102, al p. 9.
Supra. note 102, al P. S.
Ibid, al pp. S - 6.
The Dircc:tivc cmploys the tcrm ~decompilaIion~in a bmad sense, equivalent to the tcrm
"rcvcrsc enginecring~, as opposcd to ilS literai meaning ~Decompilation~ as uscd in the
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Early in its evolution, the Commission's Proposai for the Directive (the

"1989 Proposai") contained two sections which could be interpreted as potentially

allowing the reverse engineering ofcomputer programs protected under the terms of the

Directive. Section 1.3 of the 1989 ProposaI stated that legal protection was to apply only

to a computer program's expression, and not

to the idcas, principlcs. logie, algorithms or programming languages
underlying the program. Wherc the specification of interfaces
constitutes idcas and principles whieh underlie the program. thase
idcas and principles arc not copyrightable subject maller.... "'"

The second relevant clause contained in the 1989 Proposai was Article 5.1 which allowed

the reproduction and adaptation ofa computer program, potentially including the reverse

engineering thereot; where such reproduction and adaptation was necessary for the use

ofthe computer program. This adaptation right would exit notwithstanding a refusai by

the copyright-holder. A1though implicitly the gist ofthese sections would allow reverse

engineering, the 1989 Proposai did not contain express wording to that effect. The

European parliament accepted the Commission's 1989 Proposai subject to cenain

amendments. The Commission responded with its amended proposai in 1990 which

contained express wording that would aIlow reverse engineering in cenain circurnstances.

Article 5bis ofthe Commission's 1990 proposai was eventually adopted almost verbatim

Din:divc thcrcfOIC incIudcs disasscmbly as wc1l. Sec stlpI'Q, DOte 36, and accompanying text;
and stlpI'Q, DOle 37. and accompanying texL
section 1.3 ortheEuropean Commission'5 1989 ProposaI as quotcd in: J.O. Byrnc, "Computer
programs and IC\ICISC engineering: Recent European Dcvc1opmcnts". (1991) 8 Canadia'l
Computer Law Reporter 45. al p. 47.
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into the Directive (as Article 6), and is unique in that it expressly allows reverse

engineering in the context ofcopyright protection of computer programs.2S7

100

•

Article 6(1) states that decompilation may be used where it is

"indispensable to obtain the information necessary to achieve the interoperability of an

independent1y created computer program with other programs". Article 6 goes on to list

three conditions which 1imit the scope of the decompilation, all of which must be met, in

order for this copyright exemption to apply. First, the individua1(s) decompi1ing the

software must be licensees or others with a right to use the software; second, the

information being sought through decompilation must not be already readily avai\able;

and third, the decompilation must only be carried out on those parts of the software that

are necessary to gain the information being sought.

Article 6(2), in order to further clarify and strengthen the meaning of

Article 6(1), emphasizes those objectives that are not allowed when decompiling a

The Comm;ssil)l\'S 1990 proposai, as backgrowtd, stated,

on the Commission bas been pcrsuadcd tbat the original proposai,
which Icft the matIer oC"reverse engiDceriDg" DOt cxpIicilly
regulaIcd, Iacks suflicicnt clarity. It is thcref"ote proposcd tbat an
addilional Article Sbis dealing with a dcrogaIion allowiDg "reverse
enginec:riDg" oCprograms for the JlUIPClSCd oC inteIopcrability oCthe
program sbould bc: added Notbing in this Ditec:live sbould pmcnt
lIowe\u the "reverse engineering" oCa progœm, wbcthcr
inl:otpOlllled inlo baIdwate or DOl, under the c:oncIitions oCArticle
Sbis for the purposc oC;l'''''p nrIcntIy creating an inIeIoperable
progœm, wbcrewr itmay bc: inl:otpOllIICd.

As found in ibid, al p. 48.



computer program. Anyone seeking to decompile a computer program is prohibited ITom

using any information retrieved through the use ofthe decompiling exception in order to•
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achieve something other than interoperability, or in order to undertake any other goal that

violates copyright, such as developing software similar in expression.:!S8 Clearly, in its

request that the Commission inc1ude an express reverse engineering section, the

European Council felt it necessary to make its intentions, as expressed in articles 1.3 and

5 of the Commission's 1989 Proposai, as certain and unambiguous as possible due to

their revolutionary and controversial stance. The Council wished to ensure that any

The enacted Din:c:tM: contains a definition ofinteropcrability in its pn:ambJc. The Directive
slales:

When:as the pans ofthe program wbieb provide for the
interconncction and inlClllCtion betwcen clements ofsoftware and
haIdwarc are gencra1Iy known as "ïnterfac:cs";
Wbercas this functional interconncction and inlCIlICtion is gcncraIIy
known as "interopcrability"; whcrl:as such interopcrability cao be
deIincd as the ability to cxchangc information and mutuaIIy to use the
information wbich bas been cxchanged. ...

Crities of the Din:c:tM: wcn: quick to point out that the original proposais faiJcd to adcquateIy
definc the tcrm "intcropcrability." One intcn:sl group that bad pusbcd bard on this point was
The Software Action Group for Europe ("SAG.E."). S.A.G.E. vchcmently argucd that without
an adequate definition of"interopcrability". dccompilation couJd be uscd for ptIIpCISl:S othcr than
thosc int.,.ded by the l>im:tM:. Thal is, without the CSlablisbment ofstrict dcfinitions ofthe
JcvcI al wbieb a program may validly inlCIface with anothcr, software dcvcIopcrs may dccompile
in a manncr that vio1alcs the author's pIIllcdcd expression.

On the othcr side ofthe coin, in support ofthe E.E.c. Din:c:tM:'s dccompilation provisions are
The EIIIOJlClIII Commiuee for InlcropcrabIe Systems ("E.C.LS."). and othcr simiIar groups, who
Cavour a more standaIdizcd computer environmcnt. A1Ihougb ail groups, inc1uding SAG.E.
and othcr opponciils to the decompDation provisions, Cavour slaIIdanIizatio in the computer
indusIry, the lWO sides prioriti2l: their c:onc:erns cWrerenI1y. GIOups such as SAG.E. fceI that on
a halanœ, thcre is more to Jose than gain tJuoush aIlowing dcconlpilation in this fasbion, wbiJc
groups such as theE.c.LS. cIIlIIge that a1though their c:onc:erns are IlOt a1togcthcr without
fonndation. groups, sncb as SAG.E., are ovcrIy aIarmist and unreaIistic in their 159 "<"15.
Sunny Banda, "TheE.E.c. Software Din:c:tM:and ils Impact on the~t ofCompuk:r
Standards". (Papcr writtcnal the Faculty ofLaw. Univasity ofToronto, 1991) (unpublisbcdl. al
pp. 23-24.



abuse.

decompilation would be both limited in scope and subject to strong constraints against its•
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2. Implementation of the Directive's Provisions in the V.K.

The provisions ofDirectives do not in themselves have any enforceability

until they are implemented into nationallegislation. Directives, however, are binding, and

member states must implement them witbin the time prescnoed by each Directive.2S9 The

implementation ofDirectives does not require that member-states adopt the exact

wording used in the Directive, a1though, they must implement legislation to the same

effect. The deadline for implementing the Software Directive was January l, 1993,

a1though that deadline was met by only a handful ofmember-states, including Denmark,

Italy and the U.K..290 Other E.U. member-states still have not fonna11y ratified the

Directive's provisions into their nationallaws. The procedure for dealing witb member-

states that faiI to comply witb the implementation date set out in a Directive, or witb any

other provision,29t is for the Commission to bring the member-state before the European

Court ofJustice, whose decisions are binding on national courts. Often, however, the

Commission will a110w member-states to extend the deadline for implementing Directives,

especia11y where the member-state's domestic law requires a significant change.

•
Supra. DOle 102, al p. 9.
Clifl'Old CJPIDI'P, "CoDlpdtel and Q>mDt1mieations BulJc:linft

, Mmd11993, Issuc 9, al p. 3.
Supra. DOle 102, al P. 9.
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As mentioned. the U.K. has implemented the changes required by the
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the exact wording ofthe original text. The changes to U.K. legislation were incorporated

by the Copyright (Computer Programs) Regulations 1992 which came into force on

January 1, 1993.292 The Directive's reverse engineering provisions have been

incorporated into section SOB ofthe U.K. Copyright. Designs, and Patent Act 1988 but

they do not supplant, in any way, the Act's fair dea1ing provisions:!!>3 which may aise be

used to potentially permit reverse engineering.2\l4 Section SOB allows the reverse

engineering ofa computer program in order:

(a) to convcrt it into a version cxpn:sscd in a higher Icvcllanguagc,
or
(b) incidcnla11y, in the course of50 convcrting the program. 10 copy
iL

Section SOB(2) restrlets the use ofreverse engineered material as required by Article 6(2)

ofthe Directive, to situations where:

(a) il is ncccssmy to dcc:ompile the program to obtain the information
ncccssmy to crcate an indepcndcnl program which cao bc opcratcd
with the program dcc:ompilcd or with anothcr program ('the
pcrmincd objective'); and
(b) the information 50 obtaincd is not usod for any purposc othcr than
the pcrmincd objective.

Supra, note 36, al p. 591.
U.K. Copyright. Duigns. finiiI>a~Act 1988, 1988, c. 48, section 29(1). As with section 27(2)
of the Omadian CopyrightAct, f8ir cIcaling UIIdcr the U.K. Act for the purposcs of lC.'lClUch or
privatc study is IlOt an infri1Igemcnt ofcopyright.
Il bas bccn pointcd out tbat with the cxistenœ ofan arguably broadcr f8ir cIcaling exception, a
scpallltc n:vcrsc cngin=ing provision is IInne ry. Fair cIcaling may, in fact, alJow ll:YCI5C

cngilW!riDg for a lIost ofzeasons IlOt COll1fii'l,latcd by the DiIllCtiYc such as commcrcial
œsearch. Supra. note 36, al pp. 595 ·96.
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The U.K.'s implementation of the Directive's provisions has been
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higher language S08(a) whereas the "Directive is more generous, a1lowing translation,

adaptation, arrangement or a1teration."m Another potential troublespot in the U.K.

legislation is section S08(2)(b) which potentially restricts a software developer, who has

reverse engineered a computer program in order to create a compatible one, from later

deciding to use the information retrieved to create another, potentially competing

program.296 The use ofthe 'permitted objective' mechanism seems to dietate a sense of

immediacy - that the reverse engineering must be conducted with a given objective in

minci, and the results only used in conjunction with that objective. Under a strict

interpretation ofthe Acl's wording, the reverse engineering may have to be reworked

should the developer desire to create other compatible computer programs at some Iater

date.

Another notable point, especially for Canadian observers, is that under

Reg. 12(2) ofthe UK Act, the ability to reverse engineer a computer program cannot be

pre-empted by any term in a Iicensing agreement executed after the implementation ofthe

provisions on January 1, 1993; any attempt to do so would render such a term void.297 As

mentioneci, in Canada and the U.S., the current practice is to prevent reverse engineering

Ibid, al p. S94.lmplicitly, the UX Acl wouId _10 prohibit the UlIDSIation ofaworlt 10 an
cquivaIcnt levellaD8"38C sud! as from binaIy code 10 bexpdc:çjmatllOlation.
Ibid. al p. S!lS.
Ibid. This dilrcrs!rom the right, as found iD section SOC oftheAcl, 10 copy oradapt a program
as n:quiRd for ils use. The 1cgisIationmaJœs DO lIICIIlion ofthe iœbi\ity 10 CODttaet out ofthis
pIIlVision.
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Canadian fair dealing exception. often a user will have to contend with overcoming the

through licensing agreements. Even if reverse engineering is found to be lawful under the•
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Iicensing agreement. presumably using the defences set out in Chapter III. C. 2. abovc.

Notwithstanding various techniea\ differences. the U.K. Act bas captured

the general spirit ofthe Directive's reverse engineering exception a1though arguably its

choice ofwording serves to indicate a certain discomfort and hesitation with lifting

copyright restrictions through such legislative exceptions. The U.K. legislature seems to

prefer deferring the task offine tuning copyright protection to the courts through the

more general fair dealing and publie interest exceptions.298

C. Australia

IfCanadians were to look around the world for another Iega\ jurisdiction

that paralle\s itse1fin terms offaeing computer copyright issues, that jurisdiction would

undoubtedly be Australia. The Australian Copyright Amendment Act 1984 expressly

placed computer progr31llS within the scope ofcopyright protection, but as with the

Canadian amendments, passed in 1985, left the proposition rather vague. In terms ofthe

evolution ofcase Iaw, Canada and Australia are aIso simi1arly poised. Whereas a

Canadian court recently rendered the first trial decision dealing with the "look and fee\"

issue,299 and the protection ofnon-literai e\ements in a computer program, Australian

Whcthcr Ibis discomfort is p.cII)iar ta AngIo-Amcrican systems oCcopyright, as opposcd 10
œnJilM'll"') droit d'Q1ItetU' rcgimcs, is a tapie worthy oCfiIttbcr study but is bcyoad !he scopc of
lbispapcr.
SeeDeIrinD Corp. v. Triolet Systems Inc., SIlpl'tl. DOlC 14.
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courts have not yet faced the challenge.300 The situation with reverse engineering,

however, is the reverse.

1. Autodesk IDe. V. DyasOD

106

In 1992, the Australian High Court rendered its decision in Autodesk fnc.

V. Dyason,301 a case that concerned the reverse engineering ofdata tables found within a

computer program. Once again, the subject matter ofthe reverse engineering process

concemed a security lockout scheme employed to protect against software piracy. The

difference between Autodesk fnc. V. Dyason and the American cases, however, was in the

manner iD which the reverse engineering was conducted. In this case, the defendants used

an oscilloscope to map out the signais being sent between a hardware key, referred to as

the"AutoCAD lock", and the computer program, known as "Widget C". In order to run

the AutoCAD program, an engineering design application, the AutoCAD lock must be

introduced into a computer port. When the AutoCAD program is executed it in tom tuDS

the Widget C program which generates a stream ofcomputer signais, based on a data

look "0 table, which are sent the AutoCAD lock, manipulated, and sent back. Only where

the retuming signais match the appropriate profile, as contained in Widget C, will the

AutoCAD program be permitted to proceed with its execution. The defendants used an

oscilloscope to detect the signais flowing bath to and from the AutoCAD Iock, and

figured out the "transitions" being performed by the hardware device. The defendants

•
:lOO

301
Sbci1a McGrcgor, "Look & Fcd - AusttaIia", (1993) 1 Mcaley's Liligation Repons 44, al p. 44.
Alltoduk Inc. JI: Dyason (1990), 18 LP.R. 109 (Aust. Fcd. Cl), reverscd (1992), AlP.C.
90,8S5, 22 I.P.R. 162 (Aust. H.c.).
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then constructed their own "Auto Key lock" and marketed it as a substitute for the

AutoCAD lock. Presumably. a large number ofpurchasers ofthe defendants product

were to be persans with pirated copies of the AutoCAD program but who lacked the

AutoCAD lock necessary to make the program run.
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Presumably the issue ofintermediate copying was not addressed by the

Austra1ian High Court in its decision because the defendants used an oscilloscope and not

a disassembler. Had a disassembler been used. the Court would have been presented with

an intermediate copy in the form ofcomputer code and may have dealt with the issue.

Since the disassembly was performed with an oscilloscope, thereby yielding a translation

ofthe original data tables in a non-::onventional format. the Court ignored tbis aspect of

the copying. Instead, the Court concentrated on the final use ofthe uncovered expression

and ruled that the defendants reproduced a substantial part orthe Widget C program in

their Auto Key lock and, as a result. infiinged the plaintiff's copyright. The Court

adopted a very strict interpretation ofthe language ofthe Act wbich holds that a

computer program MaY be in any material form and in any notation.302 The Court also

noted that the stream ofdigits was not random and was therefore worthy ofcopyright

protection.303 The Court ignored the fact that the data reproduced was bath unique and

its purpose purely functional, and that there was no other way ofcreating a sequence that

would unIock Widget C.

Ibid,alp.174.
Ibid, al p. 169.

Chapter IV. ExistingAPJ1I'OfJChes to the Reverse Engineering Problem



Clearly this case did not raise issues ofcreating independent interoperable

computer programs which could work in conjunction with AutoCAO. Whether the

Court. in such cases, is wiIling to override its finding ofcopyright infiingement in favour

ofa fair dealing exception remains unclear. However, it should be notOO that the Court's

decision foreclosed upon at least one compatible product, the Auto Key lock. While it is

arguable that fair dealing cannot apply in the creation ofdirectly competing products, this

reasoning, and consequently the scope ofa fair dealing and public interest defence, was

never considerOO by the Court and as a result leaves one with the troublesome impression

that perhaps this decision was taken without a thorough appreclation ofthe potential

compatibility issues that are often raised in reverse engineering cases.

•
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Notwithstanding these worries, the decision is sufficiently narrow, and

non-specifie with respect to the process ofreverse engineering, that a future Court may

allow reverse engineering through a fair dealing or public interest exception without

directly conf1ieting with it. As with the decision ofthe U.S. District Court inE.F.

Johnson Co. v. Uniden Corp. ofAmerica, the Autodesk court did not oppose the

existence ofreverse engineering as a process. The Court simply concentrated upon the

defendant's fina\ prociuct and, rightly or wrongly, came to a tàetual conclusion that it did

contain proteetable expression copiOO ftom the p1aintiff'5 program. Whether ignoring the

reverse engineering question implies tacit permissibi1ity remains unclear. The decision of

the U.S. District Court inE.F. Johnson Co. v. Uniden Corp. ofAmerica, whi1e simi\ar1y

Chapler IV. EmtingApprtKlChes10 lM Revu2Engineerlng Problem



ignoring the reverse engineering issue, is logica11y structured in such a manner that a tacit

acceptance ofreverse engineering cao more readily be inferred than in the instant case. ;0.•
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D. Conclusion

Each ofthe aforementioned judicial decisions have either avoided a finding

ofreverse engineering and interrnediate copying as an infiingement ofcopyright or have

found that copyright fair use provisions are sufficient to allow the process. None orthe

decisions thus far has opposee! reverse engineering as an interrnediate process. The

decisions ail properly concentrate on the final product and conduct their infiingement

tests at this stage. With the addition ofthe European Union member-states who are

bound to implement reverse engineering provisions in their nationallegislation, there is a

clear trend in aIlowing reverse engineering notwithstanding that it prima!acie constitutes

an infringing act. Each ofthe aforementioned jurisdictions has chosen to concentrate its

enquiry on the ultimate use ofthat which was gained during the process. Ifthe use has

been to copy protected expression then a finding ofinfiingement has been made, subject

to considerations ofcompab'bility. The determ:nation as to whether the expression is

indeed Piotected by copyright is based on standard principles ofcopyright law, such as

whether a worlc is more properly idea or expression or whether it is only expressl'ble in a

singular manner (doctrine ofmerger).305 Ifthe work is protectable then, as was the case

in Sega Enterprises v. Accolade Inc.,306 the court may look to issues ofcompatibility and

hold that a defense offair use applies. In the case ofSega Enlerprises v. Accolade lnc.,

sec SIlprtl, lIOlC 237, and accompanying 1CXL
sec SlIprtI, lIOlC 81•
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the Coun applied the ultimate finding of fair use to both the final produet and to the

interm-:diate copying performed by the defendants in reverse engineering the plaintif!'s

produet. The following Chapter anempts to funher reconcile these different approaches

and provide an analysis ofreverse engineering in the Iight of the goals ofcopyright Iaw,

after which severa! solutions designed to dea1 with the problem ofreverse engineering in

a Canadian context are recommended.

•
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Chapter V. Justifying the Reverse Engineering of Computer
Programs

11\

•

As mentioned. conceptually, reverse engineering moves ITom a finished

produet towards its underlying ideas. Copyright law, we have seen, only protects the

expression ofideas but not the ideas themselves. Furthermore, the reverse engineering of

a computer program, whose expression is proteeted by copyright law, is likely prohibited

since the process used in reverse engineering will produce intermediate copies ofthe

computer program which runs afoul ofcopyright laws. Even where the goal of the

reverse engineering is to obtain the unprotectable ideas, the process ofcreating

intermediate copies must be undertaken, and will be considered an infiinging aet. This

unique and nove1 conundrum faeing copyright law begs the question whether copyright

law should be modified to create an exception to the problem ofintermediate copying,

and in what situations should such an exception be applied. Clearlj' these questions must

be viewed in the context ofcopyright policy and its intended goals.

Answering the furmer question, whether an exception should indeed be

created, is a complex issue and requires investigation ofthe fundamentai principles

underlying copyright law. Accordingly, the following sections present a rudimentary

anaiysis ofcopyright from an economic perspective which seems to present the basic

rationale for the existence ofcopyright protection. Once the former question is deait with,

the latter question, conceming the scope ofthe reverse engineering right, is much simpler

toanswer.

Chaptu V. Justifylng the Rnttrse Engineuing ofCompul' ProgI'tIn/S



The study ofeconomics and its place in law has received a great dea1 of
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A. The Economies ofCopyright Law

112

attention in the pas! three decades. This resurgence ofinterest, dating back to 1960, best

termed the "new" law and economics, concerns the application ofeconomic "theories

and empirical methods" to areas that were not traditionally thought ofas being capable of

such analysis, such as judicial decision making.307 Traditionally, the economic ana\ysis of

law concerned areas related to antitrust and economic regulation, where the language of

economics was already in wide use. Whereas the former economic ana\ysis concerns the

explanation oflaws and judicial decisions that regulate non-market behaviour, the latter is

concerned with govemment intervention in explicit markets.30s

The study ofintellectual property laws, and specifically copyright policy,

arguably bas its foot in both camps. Intellectual property protections, including copyright,

seek to impose monopoly rights in market economies where competition is perceived as a

normative good. These diametrically opposed goals co-exÎst for the simple reason that

intellectual property protections seek to repair what is perceived as an anomaly in an

otherwise competitive economic system. This "anomaly" is a result ofthe unique "public

good" characteristics ofintellectual property that are not found in traditional "tangible"

property, and will be further discussed in Section V. B. be1ow. Intellectual property

protections, il is felt, use anti-competitive rules as a means to acbieving a more

•
>07

3ClI
Ricban:lA. Posncr, "TItcEcoIlOllÙCApproacbtoLaw", (1975) 53 TcxasL.R. 757, alp. 759.
Ricban:l A. Posncr, "Somc Uses aud Abuses ofEcouomics in Law", (1979) 46 TIte University of
CItic:ago L.R. 281, al pp. 281 .282.
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competitive end:09 In this way, an economic analysis of copyright can be said to fall inte

the traditional branch oflaw and economics.310

In another sense, however, the development ofcopyright law through

judicial decision making, as weil as the behaviour ofparties towards one another,

notwithstanding the rules ofcopyright, can be said to more properly fall within the

domain ofthe "new" approach to law and economics. As a result ofthis duality, the

discussion ofreverse engineering that follows, will sway between both ofthese defined

areas. After ail, the demarcation between them, ifat ail relevant, is an academic one and is

tenuous at best.

Another important feature ofthe law and economics movement that has

both received a great dea1 ofextemal criticism and created internai turmoil is the

distinction between the normative and positive approaches to law. The normative

approach seeks to define "what should be", whereas the positivist merely seeks to explain

behaviour using economics as its fundamental underpinning but does not put forth a

position as to whether economic goals are indeed worthy ofpursuit.311 The reason for the

divergence ofthese approaches is rooted in the fact that the criticisms Ieve\ed at those

• 3.D

311

For aD excellent discussion oftbc cc:ooomics ofœpyrigbt Iaw, sec W.M. Landes aod RA
PosDcr, "An Economie AIIlIIysis ofCopyrigbl Law", (1989) 18 The Journal ofLcgal Studics
325.
Supra, lIOlC 308, al p. 282•
Ibid, al p. 285.
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engaged in the normative approach3J2 cannot be satisfactorily countered. After all, the

114

highly subjective and highly debatable. The positive school oflaw and economics,

recently supported by the works ofPosner and Coase, seek to evade these charges by

daïmiog their works are merely explanatory and predictive.313

The economic analysis ofcopyright law from a normative viewpoint is,

however, Icss debatable since the goal ofcopyright law is to balance, economical1y, the

rights ofsociety against those ofindividual authors: "striking the correct balance between

access [to a work] and incentives [in creating a work] is the central problem in copyright

law".314 The argument that cultural protection and protection ofthe integrity ofthe

authors is the central feature ofcopyright Iaw rnay be more true in droit d'auteur

jurisdictions, such as France, but given the history ofAnglo-American copyright, and the

limited moral rights protections found therein,m this argument does not hold true in

Canada or other jurisdictions boasting a simiIar approach to copyright.

•

312

313

314

31S

For cxamp1c, G. caJabrcsi, "Somc Thoughts on Risk Distribution and the Law oCTons", (1961)
70 Yale L.I. 499.
Whcther one can ,..,.ljmcally avoid makiDg anormative c1aim is the subjcct ofmuch debatc.
Simplybeginning witb œrlain bchavioura1 assumpIiODS, as docs the posilivist school, implics
somc normalivity. Sec Infra. note 316, and accompllayùJg texL
Supra. note 43, at p. 326. According 10 Posncr, "[sJtudics ofrcgu1aledbchaviour. a1though oftcn
strictly positive in COIIlCDl and purposc, have an important roIe in the formulation ofpolicy and
thus contn1lulc 10 the normative cconomie anaIysis oflaw". Supra, note 308, at p. 286.
Sec Supra, note 77. The U.S. o,pyrightAct docs DOt protect moral righIs ofc:opyrighled _des,
cxccpl WOIks ofvisuallUt (§106 oftbatAct pIOtedS the iDIegrily and atIribution ofthesc WOIks).
The Unilal Slalcs conrinncs 10 objcct to bolh Articles 6bls and 18 ofthe Bcmc Con\IcDlion
wbich providc for moral righIs and the pIOleCtion ofWOlks cxistiDg at the conveution's enlIy
into force, lespcctiw1y. Ac:coidiD8lY, the U.S. bas DOt implenw "'ni thesc scc:tions into ilS
00... melaw. § l04oftheU.S. o,pyrightActpœvcnlS dileetieliaoccofthe ConwDtion's
piOVÏSioIIs and stalCS tbat,
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concemed with how laws and legal decision-making promotes efficiency and wea1th

maximization. The economie approaeh assumes that people are rational economie actors

and will generally gravitate towards these goalS.316 As an example, legal rules may

maximize wea1th by increasing production yie1d, by optima1ly equating priee and quantity

or by reducing transaction eost5 between parties.

[n)o right or intcn:st in a wolk cligible for prolCClion under Ibis tide
!Day bc claimcd by virtuc of, or in rcIiancc upon, the provisions of the
Berne Coll\'Clllion, or the adhcrcncc of the UlÙtcd Slalcs tbcrcto. Any
righls in awolk cligible for prolCClion undcr Ibis tide tbal dcrivc
!rom Ibis tide, otbcr Federal or State statutes, or the common Iaw,
sbaI1 nol bc cxpandcd or rcduccd by virtuc ot: or in rcIiancc upon, the
provisions of the Berne Convention, or the adhcrcncc of the UlÙlcd
Slalcs tbcrcto.

•
316

The U.S. aIso is c:unently cxcmpl !rom having 10 graul moral rights prolCClion 10 Foreign
autbors. Anncx 1701.3 ofthe North Amcrican Frcc Tradc Agrccmcnl furtbcr cxcIudcs the
UlÙtcd Slalcs!rom any moral rights obligations tbal arise undcr Article 6bl• of the Berne
Convention undcr tbat Agrccmcnt. In the U.K., sections 79 and 81 of the Copyright, Designs
Ql/dPatentsAct, 1988, c. 48, staIC tbat moral righls - incIuding the right ofan author 10 bc
idcntificd in conjnnction with the wotlc, as weil as the right 10 the intcgrity of the work - do nol
apply in the case ofcomputer prognuns. Moral rights WCIC onIybroughl into the Canadian
CopyrightAct in 1988 as part ofAn Act to Ql/umd the CopyrightAct Ql/d to amendotherActs ln
consequence thueof, S.c. 1988, c. 15 [now RS.C. 1985 (4th Supp.), c.l0). Sec section 14.1,
14.2, 28.1 and 282 ofthe CopyrightAct. No specifie moral rights Co'lCIIIplion appIiçabIe 10
COIIIpIIter progJ3IIIS cxists in the Cauacljan Act.
Supra, note 307, al p. 761. "Economies is the scicnc:c ofrational hwnan bcbaviour". Supra, DOle
308, al p. 287. According 10 OIIC commcntator. the positive study oflaw and cconomics assumes
"tbat the rulcs, takcn as a wboIc teDd 10 lookas tbough tbcy WCIC cbosl:n with a vicw 10
maYimizing social wcaJth (cconomic 0UIpUl as mcaswcd by priee)•• FtaDk Mic:bclman, •A
Comment on Somc Uses and Abuscs ofEconomics in Law", (1979) 46 Tbc Univcrsityof
Chicago L.R. 307, al p. 308.
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The subject matter ofintellectua1 property protection is often described in• s. The Economics of Intellectual Property Rights

the language ofeconomic theory as "public goods." Public goods are those goods which

are characterized by non-exclusivity and non-rivalry. The concept ofnon-exc1usivity

denotes the feature that a good, onee produced, is equally available to ail members ofa

group (i.e. society) irrespective oftheir contribution in producing the good.317 The

concept ofnon-rivalry occurs where the use ofa good by one person will not affect its

use by others.318

The basic model for setting the optimal, or efficient, priee ofa traditional,

non-public, good in a competitive marke:t is to pinpoint the priee at the point where it is

equal to the cost ofproducing the last unit (marginal cost).3t9 Wtth a public good, this

does not work as the marginal cost ofproducing the good is theoretica11y zero (or very

close to zero). Accordingly, it is expected that with a public good, such as a computer

program, competitors will flood the market with copies ofa work thereby forcing the

priee ofthe work towards zero.32O Ifthe priee goes be10w the author's cost ofproducing

the work, then, given that slhe is a ratioual economic actor, the work will not be

produced.32t In order to counter this effect, some form ofmonopoly protection, in the

•
311

31.

:uo
~l

David Schmidlz, "CoDIrads and Public Goods". (1987) 10 Harvant Journal ofLaw cil; Public
Policy 475. al p. 475.
lbld.
R. Lipscy et aL. EconomIes Sth ed., (Harper cil; Row: New York, 1982). al p. 200.
Supra. DOte 43. al p. 328.
Tbc c:ost ofpmdncing ac:opyrighIabIc wodc caB bestbc tbmght ofas compIising lWO

c:ompoMD!S" tbe c:ost ID tbe lIlIlbor ofpl'Ddu<:ing tbe work, and tbe c:ost ofc:opyiDg and
distribuling tbe wodt. In cmIcr for a wodc ID bc c:œataI, tbe difl'e.teuœbctwecn cxpccled
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fonn oflegal rules, is required in order to combat the effects ofnon-rivalry and non-

exc1usivity thereby giving the work characteristics naturally anributable to non-public

goOds.322

It is weil documented that in order to promote efficiency with tangible

property, as opposed to intangible property such as intellectual property, certain pre-

conditions are necessary:

(i) Universa/ity. all sc:arœ rcsourccs should bc owncd by somconc.
(ü) Exdusivity. propcrty righls should bc exclusive righlS.
(ili) Transjerability. Ibis is ncc:cssaJY 10 c:nsure \hal rcsourccs will bc
transfcm:d from low-vaIucd uses 10 high-vaIucd uses.3:3
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This list fonns the basis for granting property rights protection in western society, and

will consist ofadditional factors depending on who one asks. However, the list provided

is often considered to contain the core requirements for creating a regime ofproperty

rights, and is generally agreeab\e to all.324 Becanse ofthe aforementioned features ofnon-

exc1usivity and non-rivalry, absent any \egal rules to the contrary, public goods do not

generally display any ofthese characteristics.

rewtlUCS 8Dd the <:ost ofcopyiDg 8Dd distributiDg the wodt must bc grcatcr \han the <:ost 10 the
author ofcœaIing the waTt. lb/d, al pp. 326 ·27.
Othcr cxamples ofpublic goods includc: national clcf'CIISC, police protection, road collSll'UClion,
8Dd ctMrcmmetual protection. Supra, DOle 317, al pp. 475 .76.
FraDk H. Stephen, The Economies ofthe Law, (Ames: Iowa Stalc Uaivcrsity Press, 1988), al p.
14.
0Ibcr fcatmes idcDIificd might includc: durability -lhat propcny rigbts must bc granlcd for
wbsIantia! pcriods 8Dd C8IIIIOt bc lIICIdy traDsiIoIy; lhat in- cessible 8Dd unique n:somtCS an:
IlOt made the objcct ofplopc&'ly rigbts p!OlCc:Iions; 8Dd lhat gcncmUy individuaIs, as 0JIIIlISlld 10
groups, shou1d bc givcn plopcrty rights. Ejan MadaIay, "Inrormational Goods: propcny ora
mirage", (198S) 1 Computer Law 8Dd Praclicc 193, al p. 195.
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Ifa legal regime were to impart these rights to public goods, such as

computer programs, then the other econornic concepts that generally underlie modern
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government policy towards markets cao be more readily applied to these works since they

would now display sirnilar charaeteristics with other traditional forms ofproperty and cao

therefore be more readily managed.3~ Unfortunately the story does not end there, since

by granting owners of"public good" works these characteristics, the law is guaranteeing

the owners ofthe works extremely high returns for their efforts since these owners may

continue to duplicate and distribute their works at virtuaIIy no cost forever. Accordingly,

in order to regulate the rate ofretum, the Iaw provides a time 1irnit on intelleetual

property works326 after which the works fall into the public domain and assume the

charaeteristics ofpublic goodS.327

Acconling ta Prot Mackaay, M[i)Dformation[a1 goods are) a pead;ar commodity. Traditional
commoditics are c:aptun:d in Iaw as pbysical goods. But information docs DOl coïncide with
physic:al suppon. ... This poses particular probIcms ta Iawycrs: the Iaw ttaditionally attaches
itselfta matcrial forms; yet the content, the information, which is immateria1, e1udcs il" Ibid, al
p.l94.
Copyright is plOlCCtCd in Canada for the Iife ofthe author plus fifty ycars (Copyright Act,
section 6). 'l'bcn: bas becn much debate as ta whethcr the 1ength oftime that computer programs
are pIOlCCtCd should bc Icsscncd sincc, givcn the rate ofteebnological progrcss, lifter fifty ycars
computer programs will bc obsolete. FlJI'lhennoœ, as a le5U1t of the long tcnn ofproteetion, and
the purchasing cbaractcristics associa"" withcomputer programs, copyright holdcrs stand ta
makc supcr-normaIlCtUmS. In 1984, faQng a revision that C\ICIIlUally cxpœssly p1aced computer
programs undcr the jnrisdictionofthe CopyrightAct in CanMa, a pIOJllISa1 was prcscnled ta the
CanMian govanment that would have limited the length ofproteetion ofcomputer programs
undcr theACl ta a fivc-ycar tcnn (sec From GIInmberg to Telidon: A White Pape,. on
Copyright, Consmncr and Corporate AfIàirs, GoYemment ofCanada, Ottawa (1984), al Section
XIl). This proposai was DOl aeted upon and c:umnI1y the tcnn ofprotection for computer
programs undcr the CopyrightAct is the same as for any othcr Iilela1y worlt (secA Charter of
Rightsfor Crealors, Sub-CommillCC on the Revision ofCopyright, Housc ofCommons,
GoYemment ofCauda, 1985, al Rccommendation 60). This lcngthy tcnn ofproteetion bas
mnainrd consiSll'D' with the appioach taIœnby othcrjnrisdiclions.
Roger E. Mcincrs &: Rllbcrt J. Slaft: MPatads, Copyrighls, and Tradenn!lJcs' Property or
Monopoly", (1990) 13 HarvallUoumal ofLaw &: Public PoIicy 911, al p. 913. AIso sec, SIIprrl,
lIIIlC 324, al p. 195.
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Thus far the analysis provided has presented a rudimentary way oflooking

at the basis ofcreating intellectual property rights.ns Once these rights are created. the•
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task offine tuning them to suit the broader policy goals ofoptimally encouraging

research and the dissemination ofinformation may be undertaken in a relative1y controlled

environment that remains consistent with instruments ofgovemment policy in other

sectors ofthe economy.329

C. The Economics ofReverse Engineering

Framed in the language ofthe instant debate, the economic analysis of

whether to permit reverse engineering under the law ofcopyright must examine the

benetits ofthis activity in 6ght ofthe goals ofcopyright law. Once again. copyright law

balances authors' rights with societal access with a view to optimally maximizing societal

wealth330 through the creation ofmonopoly rights in an environment that broadly seeks to

encourage competitive behaviour.331 332

•
330

The priciDg of intellcetual propcrty, howcvcr, is not gcncr.tlly n:strietcd by compulsaI}' Iieensing
provisions, with fcw cxccpIions, and acconlingly cconomie thCOI}' wouId dictate that a
monopollst will producc a quanlity ofgoods wbcn: margina1 cast is cqual to margina1 n:vcnoc as
opposcd to price. The n:sult ofthis bchaviour is to set priee at a point grcatcr!han the marginal
cast ofproducing the good. AcconIingIy, the quantity produccd is n:strietcd and the priee is
incrcascd as etmtpared with a competitive nwkct. Supra, note 319, Cbaplcr 13. Tite problcms
associatcd with the monopoly priciDg ofinteIlcetual propcrty goods wcn: ICCCIItly made apparent
in the Canadian pbarmaccutical industry wltcrc the compu1soJy IiCCIISÏDg patent scItcmc was
lCI'mioatcd in fawur ofa traditional patcntlmonopoly rcgimc. The public outcry that came as a
n:sult ofthis govcmmcnt action conccmcd public fcars tbat drug priees wouId risc. A
monopolist may aIso engage in priee discrimination in onIcr to c:aplUIC mon: ofthe consumcrs'
SUI]llus This laItcr form ofbchaviour, bowcvcr, is mon: 1ikcIy to bc n:gulatcd by consumer
pmlCCtion and business practiccs lcgisIation.
Roger E. Mcinczs &: Robert J. SlafI; MPatcnts, Copyrights, and Tradcmarks: Propcrty or
MonopolyM, (1990) 13 HarvanlJoumal ofLaw&: Public PoIicy 911, alp. 912.
Copyright is IlOt primarily conccmcd with individual righIspu :se. Rigbts attributcd to
individuaIs an: mcrely iaciclc:ntal to thebIIladcr JIiIIPOSC ofmaximizing soc:ictal wcalth. This is
cvideDccdby the wonIing ofArticle 1, SCction 8, ofthe U.S. Coustitution whicb 5latCS tbat
Congn:ss bas the power M[tlo ptOIIIOlC the prngtcss ofscience and usdiI1 arts, by sccuring for

ChopID' JI: JlISIijjling the ReverseEngineering ofCompulD' Progr'lJ1tlS
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1. Software Compatibility

The benefits ofreverse engineering are obtained through the creation of

compatible programs and a standardized environment which in tum ·offers rewards by

making programs easier to use, providing greater productivity, and offering greater

netWorkïng capabilities.•333 Societal wealth, in the context oftechnological progress, is

maximized by facilitating the creation ofa greater number ofcomputer programs, which

is a function ofthe remuneration received by authors.334 Ifauthors are adequately

limited times to authors and invcntors the exclusive rightto thcir icspectivc writings and
discovcrics.~ Clcarly, the protection individua1 righlS is iCCOgnizcd as bcing "=S'Y to
aclùcvc the goal of~societal progrcss.~ Ifcopying WCiC fn:c1y allowcd, the inccntivc for authors
to cn:ate worles would diminisb to the cIctrimcnt ofsociety atlargc. In such a situation. costs oC
obtaining worles would also incrcasc sincc "[t]hcie would bc a shift toward the production oC
worles !hat aIe difficult to copy; authors would bc mole lilccIy to circuIatc thcir worles privatcly
rathcr!han widcly, to Icsscn the risk ofcopying; and contraetual n:strictiODS on copying wouid
muitiply." Supra, note 43, at p. 332.
A typical cxample ofimposing monopoly protection in order to incrcasc cfficicncy and hCDCC
societal wcalth is tbc local tclcphonc service providcrs. UnIikc intc11cctua1 piopcrty, local
tclcphonc systems bccausc oCthcir structure aIC oftcn tcCcned to as "naturaI monopolies~.
AIIowing many local tclcphonc service p10Vidcrs would tcduplicate expcnditU1eS and crcate
massive cconomic cfficicncies sincc uscrs would bc on dilfetcnt nctwotlcs. Furthcrmorc, as with
the case of rcvcrsc engineering c:omputer programs, one oftbc kcy bcncfilS oftclcphonc
monopolies appcars in tbc fOmi oCstaDdardizing aa:css to tbc system to ncwly dcregulatcd long
dislancc services providcrs, a proccss which is cum:ntly in ilS inlàncy in Canada
Accordïng 10 Plot Mackaay,

[m]uch ofwcslCni society ispremiscd on the widcst possible
avaiIabiIity of information. From the proposition that inConnation
shou1d bc as widcly avaiIable as possible it may bc concluded that
infomation should circuIatc frecIy. on [We] accomp1ish this by
crcating property rights in il, whosc main featun: is )IICcisely the
power 10 ofthe owncr 10 excIudc CVCIyODC cise from il ... [Much] as
wc want certain commoditics 10 bcwidcly avaiIab\e, thcir creation
may requùe specia1 efforts and these elI'ons will on\y bc forthcoming
ifrewanls aIe promised. Property rights aIC a means 10 proville such
rewanIs.

Supra, DOte 324, al p. 194.
Supra, DOte 35, al P. 2030.
Wcstem CCOIlOIDies seems 10 thrive on and cnc:ourage technoIogical propcss, notwit\is!al!!ling
wbcther or IlOt il isa IIOrnlldi'IC good. TcchnoIogical progtes5 is gencra11y lCglUded as a societaI
bcnefil SecSIIprt1, DOte 330. Wben wc taIk ofsocietaI weaIth maYimization. in the cotiIeXt of
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protected, and hence rernunerated for their efforts, they will continue to produce

programs. Ifthe scope ofcopyright protection is too high. the remuneration payable to

authors will be too high, and will cause a fewer number ofcomputer programs to be

disseminated through society, and in terms ofcreating a prohibition to reverse

engineering, will stif1e the creation ofcompatiblelinteroperable programs.m

A typica\ countervailing argument, that leaving a ban on reverse

engineering would ooly redistribute wea\th in favour ofthe original program developer,

as opposed to reducing societal wea\th. rings false. Ifa computer programmer has to pay

a Iicensing fee to Iink hislher program to another program, this feature may be left out as

the fee may fatally impact on the programmer's costlbenefit analysis ofwriting the

computer program. Reducing the number ofcompatible programs, would negatively

impact on societal wea\th for severa\ reasons. Without the ability to transfer data between

programs, users are more Iikely to stay with one program, notwithstanding whether it is

best designed to perform the user's tasks. The Ct.'st ofswitching the data would be too

high, and the use ofinefficiently written prograans would become pervasive. With an

interoperable program, that understands another program's data format, the user bas a

reverse cngineeriDg, wc arc lQIIy taIkiDg about rcducing incfficicncics and tbc wastagc or
Sl:lIIa: and valuable lCSOUIl:CS wbich may bc put ln bclIcr use. Wbctbcr thcsc lCSOUIl:CS arc
indccd bclIcr used in CIaIing a peatcr numbcr orproducls which is cqua1Cd wilh fiIcIing
lcchnoIogical pIOgiCSS is a puzeIy pcrsonaJ qucslion1hatcannot bc lIIISWCIlllI objcclivcIy.
Encouraging "[clompalibility aIIows innovaIive IICW producls ln CIIICr a monopoIiZlXl market
and lowe1S cIcw10pmcnt COSlSby aIIowingaprogranuncr ln auaeh bis single inncJvaIM:
c:ompooent ln a pn::cxisring c:ompIctc system". in cIIix:t not forcing tbc programmer ln n:invcnl
tbc wbccl Ibid.
Put lIIIOtbcrway. "[t)bc \css extcnsM: copyright pIIIll:CIion is, tbc IIIOIC an aulbor. compœcr, or
otbcr CIeatnr caobomlw fmm pn:vious works witbout infringing c:opyrigbl, and tbc lowcr•
tbcIâorc, tbc COSlS orCIaIinga IICWwodt". Supra. lIOlC43. al p. 332.
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clear choice between which program bener suits his/her needs without incurring a

significant cost in switching between the two.

2. The Costs/Benefits ofa Standardized Computing
Environment

With respect to the creation ofa standardized computing environment,

122
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whether the creation ofsuch a standardized environment is indeed an activity that should

be encouraged is best examined by framing the issue in economic tenns. Arguably the

most important benefit to creating standards is that it saves scarce resources by not

forcing computer programmers to continually re-invent the wheel each time they write a

new computer program. Instead, a standardized piece ofcode that is widely avai1able

aIIows programmers to use their creative energies and other resources to build upon an

existing standardized base. A1though many software developers have their own internaI

standards for use by "in-bouse" programmers, c1ear1y tbis wealth maximizing effect will

be more pronounced sbould the standards exist on an industry-wide basis. Furthermore,

scarce resources will be re-directed to further fueling tecbnologica1 progress, which

a1though debatable, seems to be viewed genera11yas a normative goOO.336

Related to these savings, is the fàct that as development costs decrease,

more programmers will be able to atrord to enter the market thereby increasing

competition, which remajns CC'nsistent with the spirit ofsociety's economic structure and
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is again generally considered to be a normative good.337 Even ifthese new market players

do not possess an absolute advantage over existing firms, they will possess a comparative

advantage through specialization, thereby aIIowing a more efficient allocation of

resources resulting in higher levels ofoutput and lower prices.338 A grant ofmonopoly

protection to any one market player will create barriers to entry and increase trading

friction arnongst market participants through Iicensing costs, thereby opposing this elTect.

From the consumer's point ofview, this standardized environment appears

beneficial sinee prices for goods may be brought down as deve10pment costs are saved

through the use ofestablished standards. Aside from the aetual produet priee savings,

consumers ofsoftware also stand to benefit from savings generated through less training

and retraining time being required to leam new software packages. For exarnple, in terms

ofcreating a standardized user interlàce environment,339 society benefits by not having to

retrain individuals to operate entire1y diftèrent prograrns with dilTerent command

sequences and screen layouts.*

•

331

DO

As competition iDcreases, market imperfections lUIl œduc:l:d and the priciDg ofa produc:t
bccomcs lIIIIIC eDiciClll in terms ofn:soura: allocation and quantity produced. A perfCCl1y
competitive market bcadils ail parties inwM:dby oJfcring the lowcst priee 10 consumcrs and
the maYimllm~ 10 the induslIy.
Supra, lIOlC 319, at pp. 350 - SI.
RcYerse engineering may apply to the crœtion of5laDdaIdizcd user inlcrfacc cnviroDDlClll in
cases wbcœ adcJ.on programs tbat opcraIe in conjuDc:\ion with tbc DriginallUll saugbL A simplc
cxamplc migbt bc a dietioDary dcsigncd to work in conjuDc:\ion witb a wonl proc:eswr c:n:ated by
SOmeollC otber!ban the wonl pI1lCCSSOI's CIClIlOIS. IdcaIly tbc dictiOlllllY c:ouId bc acûvaIcdwith
a_and scqucocc and insIaDIancousIy rcad wonls tbat aœ bigbligb1ccl, orblockcd oJJ: witbin
the wonl proc:eswr.1D !bis way, tbc operation oftbc uscr i"'cd"acc oftbc_ni proccssor must bc
UDdcistoodby the dictioDalY's JIIOBIlIIIIIIIC
Tbe CXl5lS to1<"sj,c«c:nd USCISwbo bavebei:DlilIœd10switI:b mmplll:r saftwan: CID bccxlil:WCIy
bigh. 1bescCXl5lSincIude tbc lXliSt rltbc saftwan:as weil as tbc lXliStn::quin:dto lllolIain individuaI
wodœts wbic:h way incIudc: CllUIllCSand &Dy rcIab:d JœttiwcatWOIk, Jœt)llOllul:lMtyas limüIiarity
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Notwithstanding the aforementioned benefits, the creation ofa

standardized environment is not a1together without its difficulties. The prime

124

disadvantage is arguably the risk of"going down the wrong path" oftechnology, and only

after having spent a great deal ofresources, find out that it is wrong. In such a case, the

transaction costs required to "get on the right track" may be too great and accordingly

the correct path may never be chosen ~ince to start over may, at that point, be too costly

an endeavour.341 A less dramatic fonn ofthis effect is simply the risk ofchoosing a less

efficient technological standard and getting stuck with it, thereby incurring opportunity

costs relative to the better technology. Unfortunate\y, this risk is not quantifiable, and

consequently it is difficult to compare it to the associated advantage ofcreating a

standardized environment. Exactly why a particular standard is chosen depends on a host

offactors including, but not limited to, initial cost, availability, ease ofuse, f1exibility,

marketing, and 50 forth. The mix of factors will vary with each standard and is generally

al50 not predietable.

Two recent examples ofthe negative effects associated with the adoption

ofa standard, stand out: the rejeetion ofthe Betamax™ video tape standard in favour of

•
3001

wilh1bcproduct iDca :E5 •as wdlas cmJIS lI!InbJlllblelD1bcswilch insaIlwaJe.lt basbeen
cstjl!!ll!rd 1bat1bcCll5l oCJaolIaiDiDgaSCUdaiy CIlaWlIIll proc:essœ wiIbDulo1aDdaidiad QOillill8lwls

can nmas bi&bas$1000 U.s.. Sùpra, lIIllr: 30, alP. 20.
Basl:d on bindsight, M[O)1IIiC aD induslIy bas been SllIDIIaIdizaI, il can bc exuemdy difficulllD
bIcak out oftbat staDdaId, _ ifit is 110 Icmger .ma1"SlIpra,IIIllr: 35, al p. 2028.
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the VHS standard, and, more related to the instant discussion, the development of the

Personal Computer architecture by IBM in the 1970s.
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With the former example, the Betamax standard, originally patented and

obtainable via license from Sony Corp., was c\early the technologically and functionally

superior videotape format relative to the competing VHS standard primarily developed by

NC Corp.. However, because the VHS standard was an "open" standard, useable by ail,

it gained widespread acceptance over the Betamax format which was difficult and

expensive to licence. As a resuit, Betamax video tapes and recorders have largely faded

from existence.

A second and more relevant example to the topic at band was the

adoption ofthe PC architecture for personal computers developed in the late 1970s. At

the lime, computer engineers did not foresee the imminent explosion in computer

processing and computer memory technology which came about as a result ofrapid

technologica1 progress and dropping priees for computer chips. Accordingly, the

architecture for the original mM PC, which bas now pervaded our society through the

distribution ofPC "clones", 1imited ils memory aceessing abilities to 640 Kilobytes

(KB).342 This restriction is now widely referred to in the compute:' industry as the

This ICSIridion was origiDaUy basl:d upon the proccssors uscd (1n1c18088 proccssor) which
couIdonly addn:ssa maximum of 1 mcgabytc (1024 KB) ofmcmory. TbccogiDccrs al IBM,
fccIing 1hat640KB was sufticicttt for appllc:atiott programs, n:scMd tbc upper 384KB of
addn:ss spaœ for special fimdious such as video 1IICI:1OIY, atId tbcbuiJt iD basic programmiDg
laDguage. Ovcr lime tbis archilCCtUll: bccamc aa:cptcd by baIllwan: atId softwan: mam'fartyrcrs,
atId cIcvelopcd iDlo an iDduslry staDdanl Even tbaugh today's computer programs blM

Chapter V. JIIStiJjling the Reverse Engineuing ofComputerProsl'Qlt/S
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"640KB barrier". Generations ofPC technology computers that followed on the heels of

the hugely successful PC were a1so forced to incorporate the 640KB barrier in order to

retain compatibility with other generations ofpersonal computers. To many

manufaeturers and users, it was determined that retaining compatibility with the PC

standard was a priority even though a1ternate, more effectiVE, technologies were readily

available soon after the 640KB limitation became a reality. Sorne ofthe reasons for

remaining loyal to this inferior standard were based on cost, marketing, and availability of

compatible software. Anyone in the computer industry is acute\y aware that the

limitations brought about by the 640KB barrier have hampered software development

over the years and have thereby resulted in huge inefficiencies reflected as opportunity

costs (economic losses) in the computer software industry, and society as a whole.

Re\ated to the "down the wrong path" disadvantage is the possibility that

where a standard becomes pervasive, this will create a certain technological myopia in the

industry. That is, once a standard is adopted it may forestall or at least hinder new

technological approaches to probletnS. The exbenle ofthis thinking, for the purposes of

c1arity, holds that every probletn would he fonnulated only in tenns ofexisting

technology, thus precluding creative research into alternative solutions to the probletn.

Once again, however, the disadvantages will not a1ways exist in reality. Whether other

better solutions even exist, based on the available technology, in each given instance is

cxpandcd tbcir lIICIIIIlIY JeqUÏII:IDeIIIS weil beJOIIIl tbe 640 KB Hmit. tbe lIICIIIIlIY spaœ bctwccD
640 KB lIIId 1024 KB (1 mcpbyle) DIUSl oontjJlUll!Iy be ueated as reserved 1IIIdcrtbe PC
an:bilCCtUre. A1tJtouaJt this bas ICSII1lCd in incfIicieocy lIIId COIISlenIalion on tbe pan of

ChaplU V. JIIStiJjling theReverse Engineering ofCompllluProg,'tJIfIS
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not known, and the amount to which this myopia deters research from other potentially•
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Notwithstanding whether or not the development ofa standardized

environment is a benefit or hindrance, absent any intervention to the contrary, the

development ofstandards in the computer industry appears to be a naturally oceurring

phenomenon. One reason for this natural occurrence is that users often need to share

computer data files, generated by various application programs, with one another. One

example might be an accounting firrn that does the books for various businesses. This

firrn will recommend that its clients use specifie software for in-house recordkeeping,

such as point-of-sale software, that is compatible with the firrn's own accounting, or

report generating, software. As a resu\t, the client may simply provide its accountant with

its data files at the end ofeach fiscal period. Once these types ofrelationships develop, an

industry standard begins to develop, since users want to retain the greatest level of

compatibility to give themseives a greater selection ofpotential persons they can

communicate with, thereby reducing their costs (through greater competition). Newly

created sma1l businesses, for example, will attempt to purchase that software being used

by other sma1l businesses and by accountants doing sma1l business work in order to obtain

a greater choice ofaccountants which in turn will be available at a cheaper price..l43

computer baJdwarc and softwan: dcwIopcrs, 1hc barricr continues tG cxist with 110 purposc olbcr
!han tG majmajn 1hcSIlIIIdanIizcd CDYiroIllllCllt that bas dcwIopcd.
As 1hc lIIIIIIbcr ofparticipaDIS lDcrcascs ina madcct, 1hc I\IOIC pcrfcet 1hc lIIlIIkct bc:comcs. Sec
supra,lIOle 337, and accompanyiDg texL
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Software developers themse\ves are often the greatest proponents ofa

standardized environment. One of the most effective ways ofmarketing a computer

128
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prograrn is to make it compau"ble with as many existing programs as pOSSl"ble. The newer

prograrn, presumably incorporating new technological advantages, will allow users of

existing programs to easily switch to the new prograrn. Once the software developer bas

captured the market it seeks, and develops a standard ofits own, it often changes its tune

and demands that its standards be protected in order that it may exercise monopoly

power over its users thereby obtaining a greater level ofprofits. Two often cited

computer industry examples ofthis effect are the Apple Macintoshnl, and Lotus 1-2-3n1

user interface standards. In both cases these companies based their own produets on

existing technology. In the case ofApple, their iconic interface coupled with the use ofa

mouse and pointer on the screen was first deve\oped by the Xerox Palo Alto Research

Center and the Stanford Research Institute in the 1960s and 19705,344 whereas Lotus 1-2-

3,nI originally written in 1982, was based on the VlSicalcnl spreadsheet originally

deve\oped by Daniel Bricklin, a Harvard Business School student, for the Apple n

computer in the late 1970'5.345

Supra, lItllc 19, at p. 330.
A1tbough Lolus Corp. sacd otbcrs for copyiDg ils spi' afsh=r dcsip (sec, for cxample,!A1Ils
Dew/0JllllDll Corporation v. Pt1pD"back Software /lIImIational andStep/Jmson Software L1d.,
740 F.SUpp. 37 (D. Mass. 1990) ) aDd LoIIlsDeve/oJllllDll Corporation v. Borlond./nc.. 788
F.SUpp. 78 (D. Mass. 1992», M SO too diclLolusbonow beavily1iom Y"lSicalc - aDd inparticular
1iom Yi.sicolc. AdvaDl:cd VCISÏOD, for tbe Apple UI". "TakiDg tbe StaDd: TheLook aDd Fecl
lssœEvmincd",PCMogczzine. May 26, 1987.



Another example ofa natural move towards adopting standards bas been

the increase use ofobject oriented programming. Object-oriented programming consists

ofusing standardized routines, or mini programs, known as objects, and tying them

together with both other objects and with one's own code in order to create a finished

produet. Objects are generally fine tuned to accomplish a specifie task and are generally

superior to similar program procedures that are created each time a program is wrinen.

The advantages ofusing an object-oriented approach aIIows more effective programs to

be written more efficiently.

•
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In SUIn, a standardized computing environment bas bath economic benefits

and costs associated with il, a1though the costs tend to be more uncertain than the

benefits, which are more readily quantifiable. Ifone were to choose whether or not to

pursue such a standllrdized environment based on this knowledge, one would choose to

pursue the goal. Furthermore, since the phenomenon is naturaIIy occurring, pursuing the

goal involves Iittle or no legal intervention. To prevent the development ofstandards

would require legal intervention in order to counteraet the lM6tUra1Iy occurring forces, and

would aIso resuIt in defeating those benefits associated with a standardized environment

set out above. The underlying justification required to pursue this latter course ofaction

should involve something more than merely unquantifiable probabilities ofnegative

consequences occurring. Mere uncertainties are not sufficient to prompt intervention into

this naturaIly occurring economic order. The proverb. "abird in hand is better than two in

the bush" would seem to apply itseIfto this tbinking Accordingly. the pursuit ofa

ChaptD" li: Justifylng the &verse EngInuringofComprder l'TogiOJJiS



considered an economic good, and, at the very least, merit a laissez-faire approach.

standardized computing environment, based on available information, should, at best, be

•
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Ifwe accept the proposition that a standard environment is a deserving

economic goal for society as a whole, then to grant monopoly protection ove!" such

standards would reduce its potential efficiencies,346 and require a strong reason for doing

so. An anaIysis ofcopyright law, whose fundamental goal is to optimally protect authors

so as to encourage the creation ofworks in order to maximize the goal ofsocîetal

progress in the arts and/or technology, does not yield any clear signais as to an increase in

this optimality should reverse engineering be prohibited. At worst the signais are mixed,

and at best they lean in favour ofaIIowing reverse engineering since it leads to the

development ofa standardized computing environment. To place an artificial hurdle in the

way ofstandardization based on unknown factors and effects is a dangerous proposition.

Ifreverse engineering is to be prohibited, more convincing data and a c1earer indication of

the prohibition's beneficial effects must be demonstrated. Furthermore, the consequences

of; in etrect, granting monopoly protection over whatever standards do develop requires

convincingjustification in light ofthe goals ofcopyright Iaw set out above. As it stands,

granting monopoly protection over standards is a far cry ftom the objectives ofcopyright

legislation.

PnJVidiDg DIIlllllpOly proteelionover staDdaIds lhat cIc\'dop wouId, in fact, c:otIIltcr the positive
cfIl:cls orstaDdaIds =aIionas was cxrmplified by cIcmise orthe Sony Bda!DllX vidcoIecoIder
slaDdaId.



Reverse Engineering Computer Programs Undcr Canadian COJl)Tight Law 131

•

•

D. Deve/oping a Solution to the Problem

Once it is accepted that reverse engineering is a behaviour that should be

encouraged, a solution that works within the larger frarnework ofcopyright protection

must be developed. The two models to choose trom are: creating a statutory exception

(the European approach), or expanding the fair dealing exception to cover reverse

engineering (the V.S. approach). Both methods have their own advantages and

comparative disadvantages.

1. Creating a St3tutory Exception

A statutory exception provides certainty, and can he used to c1early

delineate the desired scope ofthe exception. Furthermore, the use ofa statutory

exception would allow the legislature to expressly preclude overrides ofthese copyright

terms through Iicensing and trade secrets law as is the case with the V.K. legislation.347

Presently, the use oflicensing to override copyright terms is a common practice a1though

where the two directly conf1iet, the courts IDaY he able to rule ofthe copyright terms

based on public policy. In cases where a valid trade secret reiationship is found, pre­

empting such overrides using an expansion ofthe already exiSling fair dealing exception is

even more difticult, since the Canadian Copyright Act does not give the courts the

jurisdietion to override trade secrets in support ofcopyright principles. It is Iikely that

under the present copyright regime, the use ofa valid trade secrets argument would he

suflicient to supp1ant an argument offair dealing under the Copyright Act. As mentioned,
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however, it is unlikely that the mere use ofshrink wrap licensing will constitute a

sufficient relationship between the parties 50 as to a1low the trade secrets argument to be

successfully invoked.

Because the use oftrade secrets in cases involving reverse engineering is

not a1together consistent with the breach ofconfidence pre-emption clause in section 63

ofthe Copyright Act,348 a statutory section drafted with the purpose ofallowing reverse

engineering should correct for this uncertainty. Accordingly, such a section would

expressly provide that, in the case ofreverse engineering computer programs, the breach

ofconfidence exception outlined in section 63 ofthe Copyright Act shall not apply.349

Furthermore, since we cannot foresee future challenges to current thinking, unlike section

SOB ofthe U.K. Act, we should draft the statutory section without being overly inflexible,

and avoici, as best we cao, any mention ofspecifie technologies. We should allow a broad

reverse engineering right ofan authorized (Iegitimate) copy ofa computer program. The

section should express1y provide that it is an exception to intermediate copying only for

the purposes ofreverse engineering and not for use ofthe materia1s once the reverse

engineering is complete. Ifat the end ofthe reverse engineering process, those reverse

engineering the produet wish to use the fruits oftheir labour, they will sti11 have ta

Tbcre cxisls a stroag argument tbat the fi"v1amcntaJ pwpose in using a tradc 5eCIelS argument
10 probibit œwrsc CllgiJWriDg is 10 pn:vCIIt c:ompelitiou, as ClpplSl'd 10 RSlraining a breach or
CODtidcal:c Sec SIIprYl, DOlC 162, and lIl:ClIIIIplIII tcxL
1mp)'mc"laljODorsuch a sectiODwi11 "w.1IJ!ICaIly RqUiœ a redIafting orsectiOD 63 50 tbat ilS
c('n;Cj4S, orcxdusivcjurigtirJùm orthe CopyrightActand oran exœptioD forbreach or
c:oatidcal:c 1aws, CIDbc deli......,., intD sub-paIts, such as 63(a) and 63(b). I( for example, the
breach orCODtidcaI:c cxccptiOD was p1ac:ed in 63(b), the œwrsc Cllgi'.....'ing cxccptiODwouId
tbcn lelId"scdioD 63(b) sha11110t apply 10 the operatiOD orthis sectiOD~.
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respect the limits ofthe idea/expression dichotomy. That is. they will be able to

incorporate ideas but not protected expression.

The implementation ofa statutory exception to reverse engineering is not

altogether novel in a Canadian context. A recommendation implicitly in favour of the

enaetment ofsuch an exception was made in 1984-85 to Parliament prior to the passage

ofthe copyright reforms that were eventually passed in 1988. and which expressly placed

computer programs within thejurisdiction ofthe Copyright Act.350 A1though the

recommendation suggested that the government further study issues conceming the

shared use ofsub-programs, the government decided against proceeding with further

studies, and no such statutory exemption, however limited, was ever enacted.351 It should

be noted that these recommendations were made in 1984-85 prior to even the basic

implementation ofcomputer program protection within the Copyright Act. Much has

changed, both in terms oftechnology and the legai protection ofnew technology, since

•
351

A ChQ/'fu ofRightsfor Creators, Sub-Commincc on the Revision ofCopyrighl, Housc of
CommoDS, Govcmmcnt ofCanada, 1985, al Rl:commcndation 61. Tbc Sub-Commincc on the
Revision ofCopyright rcmm"M"Ykd tbat the govamncnt sbouId "study the JlOSSIbility of
providiDg an exception ta permit the n:production ofa substlntial part ofa pn:-cxistiDg program
as a non-5Qbstantia' part ofano1hcr program." This wouItl crcaJC an exception similar ta the
lC\'CISe mginrcriDg exception fOUDd iD the ICl'A. Tbc Sub-Commincc fcll tbat innovation of
computer programs wouItl bc aa:cIcraJcd tbrough an exception which aI10wcd the sban:d use of
modula' construets. Tbc Sub-Commjnœ aJso fOUDd Ihat Ibis was a "normal and bcallhy"
practice iD the computer iDdustty, and Ihat the law sbouId IlOt impose COSlS on the iDdustty by
p~ the sbariDg ofprogram code. A1tbough 110 mcntion was made of lC\'CISe mgiOCC"Ùlg
iD the copyright reYision proposais, jt is c1car tbat iD cmIcr ta use sub-pIograms ÎDICIchlIIIgClI
with one's OWD computerprogI3IIIS, onewouItl DCOd the spccific:ations and JIlII3IIlClCrs ta cio 50.

lfllOt provicIcdby the ma8iilÂ tilla" ofthe fiIsl computcrprogram, the only way of""'aining
tbesc JIlII3IIlClCrs wouItl bc tbrough RNaSl: mginrcriDg the sub-programs, or !llC!dular
construets.
Bolvlm Romaniuk, "Ale CoIli""1Ci SoftwaJc and lnIegiallill CiJaJitJy LcgaIly Vu1DcrabIc ta
ReYasc EnginrcriDg - Part One", (1986) 3 Canadian Compub:r Law Ra:poncr 177, al pp. 178 •
79.



then. The Canadian govemment's unwillingness to implement the "shared sub-program"

exception in the mid-1980s was not accompanied by any statement to the effect that this

route would he forever forestalled and its refusai should not be taken as indicating any

more than a cautious approach to what were uncharted waters at the time. Furthermore,

the "shared sub-program" proposai was far more revolutionary than any reverse

engineering exception would ever be since it proposed an exception to the general

copyright principle that prohibits the substantial copying ofa work. The reverse

engineering exception was mere1y a necessarily incidenta\ effect to the u1timate purpose

mandated by that proposai. Areverse engineering exception, as proposed in this paper,

would ooly challenge traditional copyright principles insofar as it would allow

intermediate copying to occur; it would not exempt the use ofwhat was uncovered by the

process ofreverse engineering from traditional copyright principles.

•
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Additionally, the fact that the twe1ve nations ofthe European Union will

each soon have statutory exceptions in favour ofallowing reverse engineering, coupled

with the recent American decisions which allow reverse engineering as a fair use to their

copyright legislation, no longer makes any such enactment revolutionary. In fact, the

reverse may he true. Canada's fai1ure to allow the reverse engineering ofcomputer

programs may soon place it in a tninority amongst industrialized nations. C1eady the time

bas come to re-consider the adoption ofsuch a statutory exception.
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2. Relying on the Fair Dealing Exception

Another approach to the problem ofreverse engineering constituting a

technica1 violation ofcopyright would be to judicially or legislatively expand upon the.

largely untouched. fair dealing defence.352 Legislative changes to fair dealing have been

recommended353 and subsequently rejected.3S4 To legislatively widen fair dealing merely

to provide an exception to the reverse engineering ofcomputer programs would

presumably encounter sunilar hostility. Because the purpose offair dealing is to have a

general application to works protected under the Act, it would make far better sense to

enaet a sui generis exception, as set out above, than to legislatively widen the fair dealing

concept.

Ajudicial widening offair dealing, on the other hand, puts the problem

entireIy in the hands ofjudges, thus avoiding these difficulties, and provides greater

f1exibility in applying the exception to reverse engineering than would a legislative

exception. Further, ajudicial widening offair dealing does not run the rislc ofbeing tied

The l'''Q!!Dmendation discusscd in this section applics cquaJIy 10 a public intcrcst dcfcncc.
Howm:r, siDcc tbc public intcrcst dcfcIIc:c is DOl staIUlllIy, and bas bardy r=ivcdjudicial
notice in tbc field ofcopyright, it bas n:IativcIy IiUle c:baDcc ofbcïDg appIicd wbcII colllplll'lXl
with fair dcaljug Sec SflprtJ, lIOlC 134, and accompaoyiDg ll:Xl.
ln From Guttm'-8 to Tel/don: A White Papu on Copyright, Consumer and Corporate AfIiIirs,
Govemmcnt ofOtnada, 0Ilawa (1984), al Sccûon V), it was n:cmnmendcd that fair dcaling,
bccause of its Mlack ofstaIUlllIy dcfiDilion", bc repIaccd with a fair use section CODlajnjng a
"prioritized1istoffactors 10bc considcrcd indclcnnining wbctbcra parlicular use ofa work is a
fair use". Plesumably this 1istwouId bc simiIar1O:bat SCl-out in tbc U.S. Act.
A Charter ofRlghtsfOI' Cnalon, Sub-Committcc on tbc Rmsion ofCopyright, HClUSI: of
Commons, Govemmcnt ofCanada, 1!lllS. al RccommendatioDs 82, 83, and as. TheS.
Committcc on tbc Rmsion ofCopyrigbt 'CCO",,"..""'cI thatfair dcaIing bc iIlIIÏiiCdand that DO
priorilizl:d 1istoffactorsbc CIIlICll:das~ flexibi]ity 50 5S "j'IIO fairdcaling wouId bc
dcstnJyal by tbc fact that tbcywouldbc mandatoiyand"",,,.Im:". (Al pp. 64 - 65). The Sub­
CoaunitI=, howewr, was DOtagaiDst tbc fiutbcr use of-iI1usIraIM:, noa-mandatmy, factors.
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to statutory language which MaY not presently contemplate future challenges to our

untouched by Canadian courts and its breadth remains relatively uncertain. Given our
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American neighbours' application oftheir fair use doctrine to reverse engineering cases, it

would certainly be no surprise to see Canadian courts expand fair dea1ing in a similar

manner. After ail, as copyright finds itselfused more and more frequently in situations

which were not contemplated by the drafters ofthe legislation, the fair dealing exception,

designed to provide the courts with an instrument off1exibility, should not remain

untouched. Fair dealing should he deve\oped and its scope made more certain. In

accordance with the language ofsection 27 ofthe Copyright Act, in order to aIlow

reverse engineering under fair dealing, a court would be forced to qualify the reverse

engineering as occurring for the purposes ofeither "research" or "review", and would

conc\ude that any intermediate copying required in the reverse engineering process is a

fair dealing since the u1timate goal ofthe process is to uncover underlying ideas or

unprotectable expression for the purposes ofacbieving compatibility and

standardization.356

For this _ it bas bccDn:œmme~ thal any stalIIlOIY CXI:qIlion euactl:d to addœss the
_ cngillC'UÏJlg prob1cm sbouJd providc the courts wiIh as lDIICh f1exibi1i~ as possible aDd
!Je fiamed iD lmIatI terms, awidiDg the mention ofspec:ific tcclmoIogies.
A J'l'I'OIIlme:nc!ation thal the "IeseaIdt" objec:tivc, as ondinrd iD the fair deaIiDg section (section
27 ofthe CopyrightAct), !Je mised to lad "privaIe œsean:h" was rejectedby the OmMja"
ParIiameat (.4 C1u1rIeI' ofRlghtsfor Cmwn, Sub-Onminee on the Revision ofCopyrigbt,
Bouse ofComDM!D$, GcM=mment ofCanada 1985, at1tecNumeM"Ïon 84). The iDIeat ofthis
j1ioposalwastopRdudecommen:ialorgnizatiOllSfiommp!cjnguseofthefairdealiDgcJefc'o;c
The Jejection ofthis j1ioposal Sllgests lbat cnmmen:ial organiiOliOllSarll iDdeed aJJowed to use
the fair deaIiDg defenœ
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The flip side ofthe "judicial widening offair dealing" argument is, of

course, that given the reluetance ofthe courts to develop the fair dealing exception,
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waiting for a court to apply fair dealing to any new subject matter remains uncenain.m

Given the juridica! history offair dealing, it is not clear that the courts will attempt to

de1ineate fair dealing any time saon. They have not done so, to any great degree, for

seventy YeaTS, and there has been no indication given that they are willing to start.

Furthermore, re1ying on courts to use the fair dealing exception to permit reverse

engineering will first require that an infiingement claim conceming reverse engineering

and a defense based on fair dealing be presented to the court. Until such a case is

presented the uncertainty associated with reverse engineering and its perrnissibility under

copyright law will create an environment that may potentially dissuade reverse

engineering, which we have already deterrnined is a desirable aetivity. That is, since

reverse engineering is primafacie a violation ofcopyright, any artificial impediment,

whether it be uncertainty or a fiat out prohibition, results in the loss ofpotential

et1iciencies and societal wealth. Put another way, should the reverse engineering of

computer programs have been express\y permitted, who is to say what produets,

technologies and standards may have deve\oped. FinalIy, as mentioned, using fair dealing

to permit reverse engineering will potentially not extend to cases where there is a fineling

oftrade secret protection by virtue ofsection 63 orthe Copyright Act. u: however, it is

determined that trade secret protection, in the traditional sense, constitutes a valid Iimit

Il is aIso qnestionab1e wbetber fiir dcaIiDg c:aJI appIy wbere ID ealiJeWIIIk, as opposcd to a put
tbeIeot: bas beeD copied. l'bis restric:lioIl docs DOt appIy to the AmericaD fiir _ exception Sec
$IIprrI, lIOlC 127. and le : "lipllaJyÏDg tex\; and $IIpnllIOlC 273, and le : J"ipllnyiDg text.



on the scope of a110wable reverse engineering then this section will not pose any

difficulty. There is a remote possibility, however, that the courts may broadly construe

compiled object code as being confidential and thus be unwilling to apply fair dea1ing as a

result ofthe decision in Beloffv. Pressdram.3lB This argument, were it to be successfu],

would have the effect ofgranting computer programs sorne special status (in additional

protection) because oftheir form. While this type ofconfidentiality protection exists

within the rea1m oftrade secrets, it is beyond the intended scope ofcopyright.

•
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As a result ofthese 1imits on fair dealing - primarily the time it will take

to clearly outiine the law concerning reverse engineering through the judicial process, and

the potentially complex legal issues it will raise in an already complicated area oflaw - a

c1ear legislative statement will probably be more successfuI in effective1y resolving the

problems associated with reverse engineering computer programs.

3. Alternatives to Copyright

A third, more revolutionary, method ofdealing with the problem of

reverse engineering is, as many critics have been calling for, to re-draft intellectuaJ

property protections as they apply to computer programs. Ever since the protection of

computer programs was recognized as a problem, there have been caIIs for the enactment

ofsui generis legislation designed to dea1 with the problem. As a c1earer understanding of

the economic importance ofcomputers bas emerged coupled with the law's re\ative

Sec:SVprtl. notes 130, 131. aDd aa:OnqlllnyiDg 1ext.
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inability to effectively deal with the subject matter through existing legislation and judicial

decision making, the caUs for computer program protection, other than copyright, have

been received with less skepticism. Unfortunately, the faet that copyright protection of

computer programs has gained global acceptance has now largely precluded a complete

shift away from copyright. The inertia caused by this effect is not unlike the "going down

the wrong path" difficu\ties with standardization, mentioned previously.

As the difTerences between computer programs and more traditional

copyrightable works become increasingly apparent, and as more legislative exceptions

become warranted, it would seem to be a logical step to eventually enact legislation that

would supplement the Copyright Act, and would coyer those aspects that are not

appropriate to copyright protection. For example, there have been iMumerable difficulties

caused in relation to the protection ofcomputer screens. The Canadian govemment has

indicated that it would not aff'ord such protection under its copyright legislation.359 It has

become apparent, however, that under certain circumstances, the courts feel that screens

are indeed the proper subject matter ofcopyright.360 The legal reasoning presented in the

ln tbc:ir report ID the Bouse ofCommons, the Sub-Commincc on the Revision ofCopyrigbl
n'QlI!!Jnencled tbal "thcrc sbouId bc DO rigbt ofdisplay (with rcspc:ct ID user inIcrfacc scn:cnsl in
the rcvised Iaw". At the timc, the goYCrDIlICIIt n:spondcd by Slating that tbcy wouId study Ibis
n:commendation in 1ùrthcrdclaiI a1tbougb the first lOlIIId ofamcndmcnts ID theAct c1id DOt
addœss thcsc n:commcndations. Ibid, Rccommendation 53. This position was fiJrthcr supportcd
by a govemmeut report draftcd in œnjuDclion with the Uruguay RouDd ofthe GAn' taIks
wbcœ itwas slaIcd tbal, in the CODICXt oftradc, copyright ougbt DOt ID bc Cxicnded ID the "look
aud fcel" or "structure, scqucnœ, aud organizatioo" ofa progtlIIII, or ID a1gorilhms, idcas.
syslcms, aud the liIœ. "De!ai1cd Canadiao ProposaI on StaDdanIs Issues", Dcpartmcnt of
ExtcmaJ AfIàùs (MuIti·1alcraI Tradc Ncgotiations OOic:e), Govcmmcnt ofCaoada
Sec, for cxamp\c, the dl:cision in LMlrina CoIp. v. Triolet SystemsInc. (1993), 47 C.P.a. (3d) l ,
Court file DO. 12515/86 (Ont. Ct. Gcn. Div.); aud GemoJogi.sts Inc. v. Gem Scan International
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decisions, largely influenced by U.S. case law, is tenuous and does not provide eertainty

to those in the industry. This is not the fault of the judiciary, who have been given poor

tools in the copyright legisiation and are, as a result, iII-equipped to coueh their deeisions

in c1ear and simple terms. A more sound approaeh would be to supplement the copyright

legislation with legislation expressly designed to handle those ;ssues that are unique to

computer programs. In the sarne way, an exception to reverse engineering might more

appropriate1y find its home in such legislation, as reverse engineering is similarly unique

to computer programs and does not readily apply itselfto more traditional works to

whieh copyright applies. While it is beyond the scope ofthis paper to present sueh a sui

generis regime ofcomputer program protection, one should be nonethe1ess aware that

the possibility ofsupplementing copyright with other legis\ation exists.

•
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Re1ated to the possibility ofdeveloping entirely new computer program

specifie legis\ation is the more realistic possibility that patent protection will become

increasingly important as a form ofinte11ectual property protection for computer

programs. Protecting computer programs using patent legis\ation is already a reaIity and

this pattern is continually increasing. Computer programs protected under the patent

regime must, ofcourse, malte full disc10sure ofthe manner in whicb they operate. The

trade-otffor meeting the more rigorous requirements ofthe patent system is that the

monopoly protection granted is mucb greater. Unlike copyright, even ifa patented

produet is reproduced ccmpletely independent\y ofthe original product, a royalty must

/nc.(l986), 9 CP.R. (3d) 255 (0aL H.c.); leave to appeal to lite 0aL CA refuscd (1986), 10

Chaprer V. JIISIi/Ying theReverse EnginHrlng afCampllter Pragrams
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still be paid to the patent holder. A1though the term for patent protection is considerably

less than copyright,361 for computer programs it is Iikely that the term will be more than

adequate.362 With patent protection, the need for a reverse engineering right is obviated

since full disclosure is mandatory prior to obtaining the patent, and is subsequently made

publicly avai1able.

E, The Scope ofa Reverse Engineering Right

As mentioned, ifan exception to copyright. either statutory or fair dealing

in fonn, is to be applied then it should not be restricted, as was the ruling ofthe Ninth

Circuit in Atari Gomes Corp. v. Nintendo ofAmerica [ne., to the discovery ofideas.

Permission ofreverse engineering should not be limited to the case where the intended

purpose is to uncover ideas. Simi1arly, reverse engineering should not only be permitted

on those parts ofa computer program which are necessary to understand the underlying

ideas. Instead, permission to reverse engineer a computer program should he construed

broadly in favour ofthe individual seeking to reverse engineer the computer program.

Attempting to 1imit the process to only those parts ofa computer program that capture

the underlying ideas is conceptual1y difficu1t and 50metimes impossible. Furthermore, a

specific enquiJy that attempts to uncover various ideas underlying a program runs the risk

ofignoring the big picture ofhow the ideas interact with one another. This big picture is,

in itseJt; 50 conceptual1y abstraet that il too properly faIIs within the realm ofideas.

CPoR. (3d) 431 (Ont. H.c.).
PatenIs arc pIIllCœd for a pcriod oClWCIIly ycars from the dalc oCfiliDg the palCIIl UDdcr tbc
Canadian PœentAct (section 44).
Furthcnnoœ, the IWo rqimcs arc lIllt nco:snriJy lIIIIIUalJy exclusive in tbcir operation.

Chaptu V. JustJjjIing the Revene Engineering ofComputuPrograms



Restrieting reverse engineering in t1ùs manner is wholly consistent with copyright law and

its intended purpose ofprotecting expression and not ic!eas.•
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Similarly, reverse engineering seeking to uncover expression should a1so

not be restricted. Seldom will t1ùs be the case, however, since idea and expression are so

intertwined that those seeking to reverse engineer a computer program will a1ways daim

that they are attempting to discover an underlying unprotectable idea, which will no

doubt he true to sorne degree. Judicial intervention to determine otherwise would at best

he entirely subjective and would be made by a court that is not expert in matters

concerning computers. The uncertainty and probability oferroneous decision-making

coupled with the waste ofresources in bringing such actions to court is highly

questionable. Furthermore, at the end ofthe day any decision to aIIow or prohibit reverse

engineering deters ftom the more appropriate inquiry as to whether protectable

expression was incorporated ioto the newly developed computer program. It is extremely

difiicu1t for a court to determine a priori whether reverse engineering was meant to

uncover idea or expression, whereas the probability ofmaking a correct decision when

faced with the question as to whether expression bas been used in an infiinging manner in

the development ofa new program is relativeIy much higher. Furthermore there is a

convincing argument to he made that any ideas, however smaII, underlying a computer

program are beyond the mandate ofcopyright protection. Ifone is to aIIow reverse

engineering to uncover "large" ideas, whatever that may mean, then surely this reasoning

must extend to ail ideas. The iàct that computer programs exist in a natura1ly encoded

Chapler V. J/lStifYing theReverse Engineering ofComprller l'rogHlmli
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state should not cause the copyright law to prevent the uncovering ofideas whatever

their relative importance might be.

\·B

•

Ifprotectable expression is uncovered during reverse engineering and is

iIIicitly used in the construction ofa new computer program then this use would violate

copyright independently ofthe aet ofreverse engineering the computer progra.'ll.363 The

holder ofthe first program's copyright would simply bring an action for infringement

against the creator ofthe infringing work. The faet that reverse engineering was

performed would not be in issue and this faet would not prejudice the final outcome of

the action. Given the potentialliability for infringement ifcopied expression is used in the

construction ofanother computer program, the only obvious explanation for reverse

engineering a computer program where expression is sought would be in a situation

where the computer program being re'>'erse engineered contains expression which

somehow impecies access or compatibility with it, as in the aforementioned lock-out

This is aIàn to the first atgUtDeIIl made by Al:coladc iD the$ega Enluprisu v. Ac=lade Inc.
case. In !bal case, Al:coladc "ma;nta;n(cd) tiIat iDlerolC'lia'c.c:opyiDg docs DOl iafriDgc the
cxcIusM: righIs grantcd to copyrigbt OWDCIS iD scdioa 106 oCthe lU.S.) Copyright Act ualess
the cod product oCthe copyiDg is sahstaoriaUy similar to the copyrigbtcd work." (Supra, DOle
253, al p. 1565). 4œo1adc lOS! on !bis atgUtDeIIl bascd on the fact !bal the$ega Court fdt bound
by its dcl:isioa iD Waiku v. Unlvenily Books, 602 F.2d 859 (9th Cir. 1979) wbich coaccmcd the
inlcrmcdiatc c:opyiDg oCbooks. Tbc Waiku dcl:isioa was ftamcd iD broad IaDguagcwbich the
Sega Court fcIt must bc appIicd to computer programs as weil Tbc Court was, as a resalI.
tmWilliDg to providc a less rcstticliw iDIcIprctatiOD oC the fâir use doc:ùiDc, prcfcrriDg to a1\ow
reYeISC cagiaeeriDg oaly wItcœ the pmposc oCthe proc:css was to gain an 1IlIdcIStmdiDg oCicIcas
.md pareIy fimdioaal roIIi eplS cmbcvlicd iD a compulcr program which an: DOl pIOlI:dCd by
c:opyrigbt. Bad the Court dcc:idcd 0Ibcrwisc, ilmay bave cIisliDguisbcd the Waiku dcl:isiOD C ­

bascd on the UDiqucIy fimdioaalll8lDlc oCcompulcr programs as COIIlJllIIaI wilb mari:
ttaditioaallitcrluy Works. Thal is, iDtcm"";atc c:opyiDg for books sbouId DDt ptapcrJy bc
cquatcd to iotero""'iatc c:opyiDgfor couiplllCl programs siDœ the lI8lDIc oCthe c:opyiDg is for
altogctbcr cIiffeœDl)llll'pOSeS. 0dd1y caœgh, !bis atgamcat is DDt a far cry from the
"pulposdid" anaJ,sis cagagl'1I iDby the$ego CouttiD arriviDg al its dcc:isioo



mechanisms and hidden data that allows access, it is not within the intended purpose of•
Rcvcrsc Engineering Computer Programs Undcr Canadian Copyright Law

cases.364 A1though it is entirely within the right ofa programmer to create such
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copyright law to provide additionallegal protection to such devices. Ifthe expression

used is found to be protectable, independently ofthe reverse engineering issue, then an

action for infringement will he successfu1 in any event. Attempting to limit the scope of

reverse engineering to ideas is both redundant and the rislc: ofpoor decision making is too

high in relation to the trivial benefits such a rule would confer.

AcamIiDg lO ODe c:ommcntator, U[t]hc iDadvertaDt prolCdion ofideas UDder copyright may
suggcst tbat rcvcrsc cngineeriDg shouIdhe pcrmiIlcd iD ail instances [although it] is particularly
juslificd [ml making a I\CW pzogram compatible wilh cxisting copyrightcd software. Supra, note
35, at pp. 2022 - 23.

Chaptl!1' V. JlISIJfying the R.nI!1'se Engin«ring ofCompull!1' Progr'01t/S
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Chapter VI. Conclusion
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Although Canadian courts have not yet faced a case where the reverse

engineering ofa computer program has been in issue, it is nonetheless prudent for our

legislators to consider the issue prior to a court challenge where the results are bound to

be relatively unpredictable. Thus far, at least thirteen other western nations have

confronted the problem and have accepted that the reverse engineering ofcomputer

programs, under certain circumstances, does constitute a valid exception to copyright

infringement. Given the increasing reliance ofthe Canadïan economy on the software

industry, it is only a matter oftime before the question ofreverse engineering gets raised

in Canada Furthermore, by confronting this issue, earlier rather than later, the legislature

bas an opportunity to accelerate technological ::;rogress in the computer software field.

This reasoning underlay the formulation ofthe decompilation provisions in the E.U. ' s

Software Directive and was similady recognized by the Canadian parliament in its

inclusion ofthe reverse engineering provisions in the /ntegra'.ed Circuit Topography Act.

The case for creating sorne form ofreverse engineering exception arises

from the fact that, practically speaking, the only manner in which a computer program

MaY he disassembled constitutes an infiingement ofthe copyright protections granted

computer programs under the Copyright Act. When examined from an economic

perspective, the advantages to aIlowing reverse engineering far outweigh the

disadvantages, and remain coDsistent with the goals ofthe copyright JegislatiOD, both past

and present. Brief1y, an economi(. perspective was chosen as the appropriate Jens through

Chaptl!1' 111. Conc1llsion
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which to examine the issue because in an Anglo-American context, the origins and basis

ofcopyright protection are fundamentally based on economic issues. By applying the

copyright legislation as it currently stands, thereby prohibiting reverse engineering, a

serious risk ofgranting a monopoly over functional standards arises. Copyright legislation

was designed well before the existence ofcomputer technology, and its application to this

field can be characterized as awkward at best. Copyright legislation was not designed to

protect ideas or purely utilitaIian works. By placing computer programs under the

umbrel1a ofcopyright, the situation bas arisen where the copyright monopoly may now

stifle the development ofstandards and slow the pace oftechnological advancement,

which runs in direct contrast to the stated purpose ofcopyright Iaw. Preventing the

disclosure ofsuch functional processes to the public at large does not exist in any form of

intel1ectua1 property protection other than copyright as it applies to computer programs.

In the case ofthe United States, a1though its legislature bas thus fàr

remained silent on the matter, higher U.S. courts have W:ed reverse engineering issues in

severa1 cases and have begun to carve out a reverse engineering exception, for

intermediate cot'yÎDg, based on the defense offàir use as found in the U.S. copyright

legislation. The reasoning ofthe 9th Circuit Court ofAppea1s in the Sega Enterprises

Ltd. v. Accolode [ne. decision is essentia11y correct. However, the Court's purposeful

anaIysis, whicb requires that reverse engineering must be Iimited to only those elements

that are DOt protected by copyright, tàIIs just short of:he marie. Unfommately, the court

felt itseIfconstrained by the \anguage ofan earlier decision concerning the intermediate
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copying oftraditionalliterary works and did not choose to recognize the special and

unique nature ofcomputer programs.
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A1though the scope ofthe reverse engineering right under fair use remains

relatively restrieted as compared with the European Union's legislative provisions, the

extent to which American courts will aIIow reverse engineering to occur bas not been

fully sett1ed. The Canadian Copyright Act's fair dealing defense, although not as evolved

as the fair use defense, presents Canadian jurists with the f1exibility to allow the

intermediate copying ofcomputer programs necessary for reverse engineering to occur,

notwithstanding the faet that such copying isprimafacie an infringement. A1though fair

dealing will aIIow courts to circumnavigate the intermediate copying problem, it would be

more suitable for Parliament to implement an express exception to reverse engineering

that constJues the process in a broad, as opposed to a restrictive, manner. Based on the

limited use ofthe fair dealing exception to-date, relying on the courts to apply fair dealing

in such a manner remains an optimistic and uncertain proposition at best.

Construing a statutory exception in a broad manner is whoUy consistent

with the purpose ofcopyright protection, and would continue to protect the expression of

a work from being copied. This position, however, is revoll&tionary in light ofthose

exceptions that have thus far been passed. There is a general consensus that reverse

engineering be Iimited to cases where compatibility with a computer program is sought

The difficu1ty, subjectivity, and futiIity ofsuch a limitation serves ta render the limitation

efrectivelym~gless and, practïcally speaking, highly uncertain in its application. It is

Chapler VI. Conclusion



extremely difficu\t to determine ifone who reverse engineers a computer prograrn truly

does so for purposes ofcompatibility. Furthermore. in cases where reverse engineering

occurs. it is 10gica1 to assume that no specifications have been provided by the original

prograrn designers. In such a case, it is very difficu\t for the individual performing the

reverse engineering to determine ex ante exactly what s1he is looking for. To effective1y

interface with a computer prograrn one must understand its genera\ structure as we\l as

specifics about operational charaeteristics. A court is in a poor position to decide &t what

point the reverse engineering process no longer concerns compatibiIity. Even ifsuch a

determination could he made, it would serve Iittle purpose in the context ofthe reverse

engineering process. Instead, the determination ofwhether compatibility is being achieved

should he made when examining the aIlegedly infiinging computer prograrn. Ar. this stage,

ifit is determined that expression that does not relate to compatibiIity bas been used then

a decision ofinfiingement can he rendered. Ifa prograrn is reverse engineered and is not

copied then no 1055 occurs to the original owners save the exposure ofunderlying ideas,

expression and processes to the reverse engineer. Ifthe ideas and processes are exposed

through publication, there is no question that copyright cannot prevent this. Ifexpression

is in sorne way pub1ished, then this will infiinge the original work. To keep the entire

underlying structure ofa computer program secret becanse ofits binary form properly

faIIs under the law oftrade secrets and is well beyond the mandate ofcopyright.

•

•
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