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Abstract—Spectrum sharing and device-to-device (D2D) trans-
mission are among the key features of modern communication
networks. In this work, we are particularly interested in these two
techniques from a sharing for secrecy perspective. The considered
communication model consists of a multi-user cellular system and
an underlying secondary system comprising K D2D pairs. All
cellular and D2D transmissions are subject to an eavesdropping
attack. Given a predefined secrecy condition, imposed by the
primary system to guarantee a desired secrecy throughput, KS

D2D pairs are allowed to share the spectrum and send their secret
data while the remaining K−KS device transmitters operate as
cooperative jammers. First, we characterize the achievable secrecy
rates for both systems under a joint secrecy constraint on all
transmitted cellular and D2D messages. Then, we propose a device
selection scheme to determine the optimal number of devices, KS,
that maximizes the secrecy throughput of the secondary system
while satisfying the primary’s secrecy condition. The obtained
results show that both parties can win under the proposed
transmission scheme; the cellular system can significantly improve
its secrecy throughput, and the D2D pairs get to share the
spectrum and achieve secure transmissions.

I. INTRODUCTION

Spectrum sharing is an essential component in the soon to
be released 5G communication systems [1], and undoubtedly
also in the future generations to come. The spectrum sharing
technique was proposed many years ago by the research
community to overcome the spectrum scarcity handicap [2].
In fact, there is a rich variety of research works on spectrum
sharing, mainly grouped under the umbrella of cognitive radio
systems. A compelling case of spectrum sharing is when then
the underlying secondary system allows D2D transmissions
among its users [3]. A D2D communication means that a
direct transmission between the devices, i.e., the mobile users,
is carried out without having the data traffic go through an
infrastructure node. Various benefits are associated with this
D2D operation model, notably their ability to improve the
resource utilization, to increase the energy efficiency, and to
decrease the transmission delay among local users [4].

The emerging communication techniques, shaping the new
era of wireless communications, face multiple challenges that
hinder the reveal of their full potential. Security is among
these challenges to beat, especially in the case of spectrum
sharing and D2D communications. Exploiting the ability of
the physical layer to secure the transmissions, at the bit level
itself, is one of the promising research directions proposed to
overcome the security challenge. Information theoretic security
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dates back to Shannon’s pioneer work on cipher systems [5],
published in 1949. Three decades later, Wyner proposed a new
model for the degraded wiretap channel [6], where a source
exploits the structure of the channel to transmit a message
reliably to the legitimate receiver while asymptotically leaking
no information to the eavesdropper. The work of Wyner was
later on generalized to the case of non-degraded channels [7],
Gaussian channels [8], and fading channels [9]. A detailed
state-of-the-art review of the theoretical foundations, coding
techniques, practical implementations, challenges and oppor-
tunities of physical layer security (PLS) is presented in [10].

In the context of spectrum sharing with underlying D2D
communications, the PLS approach has been considered in
a number of recent research works. In [11], the authors
highlights that the interference caused by the D2D system
can be advantageous to the cellular transmission in terms of
secrecy. In particular, the work derives the optimal D2D trans-
mission power that minimizes the secrecy outage probability
of the primary system. Other works dealing with the secrecy
performance of the primary cellular transmission include [12],
where the signal-to-interference-plus-noise ratio (SINR) distri-
butions and the primary secrecy outage probability are analyzed
using stochastic geometry, and [13] where game theory is
utilized to formulate and study the optimal joint power control
scheme. On the other hand, the security of the underlying
D2D transmissions, under no secrecy constraints on the cellular
system, is investigated in [14]. A comprehensive review of
security in D2D communications can be found in [15]. When
considering security in both the cellular and the D2D systems,
the problem could be seen as an interference channel with
secrecy constraints. This issue has been theoretically examined
in [16]–[18] for discrete and Gaussian channels. However,
modeling the spectrum sharing channel with underlying D2D
communications as an interference channel fails to capture the
dependence that exists between the primary and the secondary
systems. In a previous work [19], we examined the impact
of this dependence on the secrecy rates of both systems. The
considered model assumed a block-fading channel with a single
transmission over each system.

In this work, we aim to investigate the optimality of sharing
a cellular spectrum with an underlying D2D system when
both systems are interested in transmitting secret data. The
proposed transmission scheme allows specific underlying D2D
pairs to communicate their secret messages while the remaining
device transmitters send friendly jamming signals. The number
of D2D pairs permitted to transmit is correlated to a secrecy
condition imposed by the primary cellular system to maintain



the desired secrecy throughput. The proposed transmission
model significantly improve the secrecy performance of the
cellular system while also allowing secret transmission for the
underlying D2D communications.

The remainder of this paper is organized as follows. Sec-
tion II describes the system model. Preliminary results regard-
ing the cellular system’s secrecy throughput and the jamming
signals’ generation are presented in Section III. The secrecy
rates for both the cellular and the D2D systems are char-
acterized in Section IV. Section V introduces the primary’s
secrecy condition and discusses the device selection scheme.
Selected simulation results are presented in Section VI, and
finally Section VII concludes the work.

II. SYSTEM MODEL

We consider a multi-user spectrum sharing system where
both the primary and the secondary systems are subject to
a common eavesdropping attack. The primary is a cellular
system composed of a base station and N cellular users. The
base station wants to communicate N secret messages WCn

,
n ∈ {1, · · · , N}, to the cellular users in the presence of M
non-colluding eavesdroppers. Each message WCn

is intended
for the nth cellular user and should be kept secret from all
eavesdroppers. In order to enhance its secrecy throughput, the
cellular system allows a D2D system to share its spectrum. The
underlying secondary system comprises K D2D pairs, each of
which is interested in establishing a secret transmission.

As sharing the spectrum is motivated by the cellular system’s
eagerness to improve its secrecy performance, and since it is
not guaranteed whether or not the interference caused by the
secondary transmissions would achieve this goal, it seems only
right that the primary system would require the secondary one
to satisfy a secrecy throughput constraint. We consider, then,
that only KS out of the K D2D pairs are allowed to commu-
nicate their respective secret messages WDi

, i ∈ {1, · · · ,KS},
provided that they satisfy the primary’s secrecy constraint.
To increase its chances to get access to the spectrum, but
also to enhance its own secrecy performance, the secondary
system uses the remaining K−KS transmitting devices to
send friendly jamming signals. Details on the imposed primary
secrecy constraint are discussed in section V.

The respective received signals at the nth cellular user,
n ∈ {1, · · · , N}, the ith secondary device receiver, i ∈
{1, · · · ,KS}, and the mth eavesdropper, m ∈ {1, · · · ,M}, are
given by

YCn
= hcnXC + LDn

XD + LAn
XJ + nCn

YDi
= hdiXDi

+ lciXC + L̂Di
X̂D + L̂Ai

XJ + nDi

YEm
= gcmXC +GDm

XD +GAm
XJ + nEm

, (1)

Notations: Throughout the paper, we use the following notational conven-
tions. The expectation operation is denoted by E[.], the modulus of a scalar
x is expressed as |x|, and we define {ν}+=max(0, ν). The entropy of a
discrete random variable X is denoted by H(X), and the mutual information
between random variables X and Y is denoted by I(X; Y ). The log operator
is used for the binary logarithm, ⌊ . ⌋ is the floor function, and

(

.

.

)

is the
binomial coefficient. In addition, we use the superscript ᵀ for the transpose of
a matrix, the superscript † for the Hermitian transpose, and IN to denote the
identity matrix of size N .

TABLE I: System Parameters

Notation Description

BS Base station

CUn nth cellular user, n∈{1, · · · , N}
Em mth eavesdropper, m∈{1, · · · ,M}

(

DTk
,DRk

)

kth device transmitter/receiver pair, k∈{1,· · ·,K}
(

DT−Si ,DR−Si

)

ith pair transmitting/receiving secret data, i∈{1, · · · ,KS}

DT−Jj j th device sending jamming signals, j∈{1, · · · , K−KS}

WCn Primary secret message intended for the nth cellular user

WDi
Secondary secret message intended for the ith receiver

XC Primary transmitted signal

XDi
Secondary signal transmitted by the ith device transmitter

XJj Jamming signal transmitted by the j th device transmitter

Pc Transmission power of the primary system
Pd Transmission power of each device transmitter

where XC is the primary signal transmitted by the base
station, XD is the vector of secondary secret data signals,

i.e., XD =
[
XD1

· · · XDKS

]ᵀ
, X̂D =

[
XD1

· · · XDp−1
XDp+1

· · · XDKS

]ᵀ
, XJ is the vector of secondary jamming sig-

nals, i.e., XJ =
[
XJ1 · · · XJK−KS

]ᵀ
, LDn

, LAn
, L̂Di

,

L̂Ai
, GDm

, and GAm
are vectors of channel gains, i.e.,

LDn
=
[
ld1,n · · · ldKS,n

]
, LAn

=
[
la1,n · · · laK−KS,n

]
, L̂Di

=
[
l̂d1,i · · · l̂dp−1,i

l̂dp+1,i
· · · l̂dKS,i

]
, L̂Ai

=
[
l̂a1,i · · · l̂aK−KS,i

]
,

GDm
=
[
gd1,m · · · gdKS,m

]
, GAm

=
[
ga1,m · · · gaK−KS,m

]
,

and nCn
, nDi

, and nEm
represent the additive white Gaussian

noise (AWGN) at the nth cellular user, the ith secondary
device receiver, and the mth eavesdropper, respectively. For
the reader’s convenience, a list of the system parameters is
available in Table I, and an illustration of the different links
and their corresponding channel gains is provided in Fig. 1.

All channel gains are assumed to be independent, ergodic
and stationary. Besides, we consider that the instantaneous
channel state information (CSI) of the legitimate receivers are
globally known and that only the statistics of the eavesdrop-
pers’ channels are known to the cellular and the D2D systems.
The eavesdroppers are assumed to know all channel gains.

III. PRELIMINARY RESULTS

In this section, we present two preliminary results that will
be used in the remaining of the paper. First, we characterize the
secrecy sum-rate of the cellular system without the underlying
D2D system. Then, we introduce and discuss an optimal
generation process for the transmitted jamming signals.

A. Cellular Secrecy Sum-Rate with no D2D Transmission

A compelling secrecy achieving scheme for the multi-user
wiretap channel consists of using an opportunistic communica-
tion approach. We consider, then, that the cellular system uses a
time division multiplexing scheme and selects instantaneously
one cellular receiver to transmit to. That is, at each time, the
base station only transmits to the cellular user with the best
channel gain. Since we are transmitting to only one cellular
receiver at a time, the achieving coding scheme consists of
using independent standard single user wiretap codebooks.
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Fig. 1: Depiction of the different channel links and their
corresponding channel gains.

Corollary 1. An achievable secrecy sum-rate for the multi-user

cellular system with no D2D transmission is given by

Rno-D2D
Csum

= (2)
{

E

[

log

(

1 +
|hc-max|

2

σ2
C-max

Pc

)

− log

(

1 +
|gc-max|

2

σ2
E-max

Pc

)]}+

,

where |hc-max|
2 = max

1≤n≤N
|hcn |

2
, |gc-max|

2 = max
1≤m≤M

|gcm |2,

and σ2
C-max and σ2

E-max are the respective variances of the AWGN

at the cellular receiver with channel gain hc-max and at the

eavesdropper with channel gain gc-max.

Proof. The achievability proof for (2) follows from the results
on the fading broadcast wiretap channel with independent
messages transmission, presented in [20]. !

B. Jamming Signals Generation

Driven by the possibility of increasing its secrecy through-
put, the cellular system allows the D2D network to share its
spectrum. The D2D system operates in the following way:
KS secondary device transmitters are permitted to share the
spectrum and secretly transmit to their respective receivers
while the remaining K−KS secondary device transmitters
send jamming signals. The transmission of these jamming
signals is beneficial for both the primary and the secondary
systems as they are both trying to secure their communications.
To significantly improve the secrecy performance of both
systems, the transmitted jamming signals should only affect
the eavesdroppers and should cancel out at the cellular users
and the secondary device receivers. These two constraints could
be formulated as follows

L̂AXJ = 0, (3)

LAn∗XJ = 0, (4)

with L̂A =
[
L̂
ᵀ

A1
. . . L̂ᵀ

AKS

]
, LAn∗ =

[
la1,n∗ . . . laK−KS,n

∗

]
,

and n∗ represents the index for the optimal cellular user to
transmit to. Note that (4) abides by the opportunistic trans-
mission model adopted by the primary system. Let W be an

orthonormal basis for null
([

L̂A LAn∗

]ᵀ)
. Then, we can write

XJ = WV, where V is a random Gaussian vector satisfying
E [VV∗] = Pd IK−2KS−1. To ensure that (3) and (4) could
be solved, the number of devices allowed to secretly transmit
should satisfy KS ≤

⌊
K−1
2

⌋
. Taking XJ = WV, we get

L̂AXJ = 0 and LAn∗XJ = 0, which allows us to re-write the
system of equations in (1) as follows

YCn∗ = hcn∗XC + LDn∗ XD + nCn∗

YDi
= hdiXDi

+ lciXC + L̂Di
X̂D + nDi

YEm
= gcmXC +GDm

XD +GAm
XJ + nEm

, (5)

with i ∈ {1, · · · ,KS}, and m ∈ {1, · · · ,M}.

IV. JOINT SECRECY RATES

In this section, we characterize the achievable secrecy rates
satisfying joint secrecy1 for all cellular and D2D messages.

A. Secrecy Sum-Rate for the Primary Cellular System

In subsection III-A, we saw that when no D2D transmission
is allowed, the secrecy sum-rate in Corollary 1 is achieved
using an opportunistic transmission model where the BS instan-
taneously transmits to the cellular user with the best channel
gain. This opportunistic transmission is particularly interesting
when transmitting to multiple receivers over non-orthogonal
channels as it avoids dealing with the interference engendered
by the transmission of the other messages, especially when
the cellular users have no successive interference cancellation
capabilities. Here, we will extend this time division multiplex-
ing scheme to the case with KS D2D secret transmissions and
K−KS friendly jamming signals. Since now we have to ac-
count for the interference coming from the underlying system,
we consider that the BS transmits to the cellular user with the
best signal to interference noise ratio (SINR). The secrecy sum-
rate, achievable under this opportunistic transmission model, is
provided in the following theorem.

Theorem 1. An achievable secrecy sum-rate for the multi-

user cellular system described in (5), with KS underlying D2D

transmissions and K−KS friendly jamming devices, is given by

RCsum
=

⎧
⎨

⎩E

⎡

⎣log

⎛

⎝1 +
|hcn∗ |

2 Pc

σ2
Cn∗

+
∑KS

i=1

∣∣ldi,n∗

∣∣2 Pd

⎞

⎠

− log

⎛

⎝1 +
|gcm∗ |

2 Pc

σ2
Em∗

+
(∑KS

i=1

∣∣gdi,m∗

∣∣2 +Ωm∗

)
Pd

⎞

⎠

⎤

⎦

⎫
⎬

⎭

+

, (6)

with KS satisfying KS ≤
⌊
K−1
2

⌋
, Ωm∗ = GAm∗WW †G

†
Am∗

,

and where n∗ and m∗ are respectively given by
⎧
⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎩

n∗ = argmax
1≤n≤N

[
|hcn |

2

σ2
Cn

+
∑KS

i=1

∣∣ldi,n
∣∣2 Pd

]

m∗ = argmax
1≤m≤M

⎡

⎣ |gcm |2

σ2
Em

+
(∑KS

i=1

∣∣gdi,m

∣∣2 +Ωm∗

)
Pd

⎤

⎦
.

Proof. The proof of Theorem 1 is given in Appendix A. !

1The joint secrecy constraint ensures that even if the security of one of the
systems is ruptured, the security of the other one is not necessarily ruptured too.



To prove that the adopted transmission scheme guarantees
secrecy up to the equivocation rates, we showed that

∀m ∈ {1, · · · ,M}, (7)

1

η
H(WC1

,· · ·,WCN
|Y η

Em
,Γη

C,Γ
η
D, g

η
cm

,Gη
Dm

,Gη
Am

) ≥ RCsum
−ϵ.

Note that the condition in (7) ensures the secrecy of the cellular
messages, WC1

, · · · ,WCN
, but not the joint secrecy of both

these cellular messages and the secondary D2D messages,
WD1

, · · · ,WDKS
, against the eavesdropping attack. The reason

behind this is that since its the cellular system who is sharing
its spectrum with the D2D system, he can choose to maintain
the best secrecy rates that could be achieved and requires the
D2D transmissions to satisfy the joint secrecy constraint. This
is discussed in the following section.

B. Secrecy Rates for the Secondary D2D System

Concurrently to the cellular transmission, KS out of K
device transmitters are allowed by the primary system to
share the spectrum and send their secret messages while the
remaining K−KS device transmitters send friendly jamming
signals. Each of the KS device transmitters sending secret data
has a secret message WDk

, k ∈ {1, · · · ,KS}, intended for
its corresponding receiver. The D2D system is expected to im-
prove the secrecy throughput of the primary cellular system and
is required to ensure that both the primary and the secondary
messages are jointly secured against the eavesdroppers.

Theorem 2. The following secrecy rates for the underlying

D2D system described in (5), with KS D2D secret transmis-

sions and K−KS friendly jamming devices, are achievable

under the joint secrecy condition

RDk
=

⎧
⎪⎪⎨

⎪⎪⎩
E

⎡

⎢⎢⎣log

⎛

⎜⎜⎝1 +
|hdk |

2 Pd

σ2
Dk
+ |lck |

2 Pc+
∑KS

p=1
p≠k

∣∣∣l̂dp,k
∣∣∣
2

Pd

⎞

⎟⎟⎠

− log

⎛

⎜⎜⎝1+

∣∣∣gdk,m∗
k

∣∣∣
2

Pd

σ2
Em∗

k

+

(
∑KS

p=k+1

∣∣∣gdp,m∗
k

∣∣∣
2

+Ωm∗
k

)
Pd

⎞

⎟⎟⎠

⎤

⎥⎥⎦

⎫
⎪⎪⎬

⎪⎪⎭

+

, (8)

with k ∈ {1, · · · ,KS}, KS satisfying KS ≤
⌊
K−1
2

⌋
, Ωm∗

k
=

GAm∗
k
WW †G

†
Am∗

k

, and where m∗
k is given by

m∗
k = argmax

1≤m≤M

⎡

⎣
∣∣gdk,m

∣∣2

σ2
Em

+
(∑KS

p=k+1

∣∣gdp,m

∣∣2 +Ωm∗

)
Pd

⎤

⎦.

Proof. The proof of Theorem 2 is given in Appendix B. !

In the previous section, we saw that the equivocation analysis
for the secrecy sum-rate in (6) only account for the security of
the primary messages and do not guarantee the joint secrecy
of those messages along with the secondary ones. In fact, the
D2D system is required to assure the joint secrecy constraint,
given the pre-established secrecy rates of the cellular system.
In that light, the secrecy analysis in Appendix B show that

∀m ∈ {1, · · · ,M}, 1/ηH(WC1
, · · · ,WCN

,WD1
, · · · ,WDKS

|

Y η
Em

,Γη
C,Γ

η
D, g

η
cm

,Gη
Dm

,Gη
Am

) ≥ RCsum
+

KS∑

k=1

RDk
−ϵ′, (9)

which ensures the joint secrecy of all transmitted messages.

V. OPTIMAL DEVICES SELECTION

A. The Primary’s Secrecy Condition

The cellular system allows KS D2D pairs to share the
spectrum and communicate their secret messages as long as
the underlying D2D system satisfies the following condition
RCsum

(KS) ≥ Rth, where RCsum
(KS) is the secrecy sum-rate of

the cellular system, given KS underlying D2D transmissions
and K−KS friendly jamming devices, and Rth is a secrecy
sum-rate threshold. The expression of RCsum

is presented in
Theorem 1. An interesting choice for the primary’s secrecy
sum-rate threshold is Rth = β Rno-D2D

Csum
, with β ≥ 0, and

Rno-D2D
Csum

being the secrecy sum-rate of the cellular system with
no D2D transmission, given in Corollary 1. Note that in order
to ameliorate its secrecy rates, the cellular system would be
more interested in taking β > 1. Choosing β < 1 may be
possible when the D2D system incentivizes the cellular one to
share the spectrum. Besides, when Rno-D2D

Csum
= 0, the threshold

should be chosen differently.
Given the primary’s secrecy sum-rate condition, we need to

find the optimal number of devices K∗
S that maximizes the

secondary secrecy throughput, i.e.

K∗
S =

⎧
⎪⎨

⎪⎩

argmax
1≤KS≤⌊K−1

2 ⌋

∑KS

k=1
RDk

subject to RCsum
(KS) ≥ Rth

. (10)

B. Exhaustive Search Selection (ESS)

Considering the complexity of the expressions of the cellular
and the D2D secrecy rates, finding an optimal solution to the
problem in (10) is hard to do analytically. In this subsection, we
use a brute-force search scheme to select the optimal number of
devices KS. The D2D system comprises K D2D pairs and only
KS out of these K D2D pairs are allowed to share the spectrum
and send their secret messages. The remaining K−KS device
transmitters send friendly jamming signals in the null space
of the primary and the secondary legitimate receivers. This
null space constraint requires KS to satisfy KS ≤

⌊
K−1
2

⌋
, as

explained in Section III-B. It follows that the total number
of possible choices to select KS D2D pairs out of the K

available ones is equal to
∑⌊K−1

2 ⌋
KS=1

(
K
KS

)
. Given all possible

combinations of D2D pairs, we determine the ones that satisfy
the primary’s secrecy condition, i.e., RCsum

(KS, i) ≥ Rth,

where i = 1, · · · ,
∑⌊K−1

2 ⌋
KS=1

(
K
KS

)
, and RCsum

(KS, i) is the

primary’s secrecy sum-rate corresponding to the ith possible
combination of size KS. Then, from these combinations, we
choose the one that maximizes the sum of secondary secrecy
rates

∑KS

k=1
RDk

(i). Also, since a D2D pair with a zero secrecy
rate would not contribute to increasing the secondary secrecy
throughput, we only account for the combinations that satisfy

∀ k ∈ {1, · · · ,KS}, RDk
(i) ≠ 0. (11)

C. Revised Exhaustive Search Selection (R-ESS)

The ESS scheme has to go through all D2D combinations
to check whether or not the primary’s condition is satisfied.
As the total number of possible combinations amounts to
∑⌊K−1

2 ⌋
KS=1

(
K
KS

)
, the complexity of the ESS will grow expo-

nentially as K increases. In this subsection, we will look



at reducing the number of combinations that ESS has to
cover. By considering the adopted transmission model for
the D2D system, and the expressions of the secrecy sum-rate
for the cellular transmissions, we can see that when a D2D
combination of size KS fails to satisfy the primary’s secrecy
condition, let us say combination i, any other combination of a
size larger than KS, containing all elements in i, will also fail to
satisfy the constraint. As a matter of fact, when increasing KS,
we are also increasing the amount of interference caused to the
cellular system while reducing the number of jamming signals.
That being said, when we know that a D2D combination do not
satisfy the constraint of the cellular system, there is no point
in checking the combinations containing it. This observation
is formally expressed in Lemma 1.

Lemma 1. Let C be the set of all combinations of KS out of K
elements, with KS = 1, · · · ,

⌊
K−1
2

⌋
, and let i be a combination

index, i ∈

{
1, · · · ,

∑⌊K−1
2 ⌋

KS=1

(
K
KS

)}
.

If RCsum
(i) < Rth , then RCsum

(j) < Rth,

∀j ∈

{
1, · · · ,

∑⌊K−1
2 ⌋

KS=1

(
K
KS

)}
such that C(i) ⊂ C(j).

Proof. The proof of Lemma 1 is obtained by showing that
RCsum (j) < RCsum(i) when C(i) ⊂ C(j). Based on Lemma 1,
a revised ESS is proposed in Algo. 1. !

VI. NUMERICAL RESULTS AND DISCUSSIONS

To illustrate the results, we consider the case of Rayleigh
fading channels, i.e., all channel gains are modeled as zero-
mean complex Gaussian random variables. We consider unit
variance AWGN for all terminals, i.e., σ2

Cn
=σ2

Dk
=σ2

Em
=1, n ∈

{1, · · · , N}, k ∈ {1, · · · ,KS}, and m ∈ {1, · · · ,M}. The
number of simulations for each illustrated point is L=104.

Algorithm 1: R-ESS

Input : K , Rth.
Output: KS.
Let C be the set of all combinations of KS out of K

elements with KS = 1, · · · ,
⌊
K−1
2

⌋
;

for i = 1 to
∑⌊K−1

2 ⌋
KS=1

(
K
KS

)
do

if C(i) ≠ ∅ then

Compute RCsum (i) for the ith combination;
if RCsum

(i) ≥ Rth then
Compute the secondary secrecy rates
RDk

(i), k ∈ {1, · · · ,KS};
if ∀k ∈ {1, · · · ,KS}, RDk

(i) ≠ 0 then
i ∈ Lc;

else

C(j) = ∅, ∀j ∈

{
1, · · · ,

∑⌊K−1
2 ⌋

KS=1

(
K
KS

)}

such that C(i) ⊂ C(j);

if Lc ≠ ∅ then
Choose the combination in Lc that maximizes∑KS

k=1
RDk

(i);
Return the corresponding KS;

else
KS = 0; % No D2D Transmission
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Fig. 2: Achievable secrecy rates when using the R-ESS scheme,
with N = 5, M = 2, Pc = 10 dB, and β = 2.

Fig. 2 illustrates the case when N = 5, M = 2, Pc = 10 dB,
and β = 2. The variances for the channel gains describing
the interference links are equal to 0.5 while all the other
channel gain variances are equal to one. The main point to
note here is that, under the proposed transmission scheme, and
by taking β = 2, the cellular system ensures that its secrecy
sum-rate is at least doubled when sharing its spectrum with the
underlying devices. Also, by increasing its transmission power,
the secondary system can improve its secrecy throughput.
However, this will reduce the number of devices allowed to
communicate as the level of interference caused to the cellular
system and among the secondary devices themselves will rise.
So, finding the optimal number of devices KS is key to ensure
a win-win gain for both systems.

VII. CONCLUSION

We considered a spectrum sharing channel where both the
cellular system and the underlying D2D pairs are interested in
transmitting secret data. The obtained results show the undeni-
able potential of the proposed transmission model to improve
the secrecy performance of the primary while also allowing
secret transmission for the underlying D2D communications.

APPENDIX A
PROOF OF THEOREM 1

We construct N independent random Gaussian codebooks.
For each message WCn

, n ∈ {1, · · · , N}, codebook Cn is
randomly partitioned into 2ηRCn bins, with

RCn
=

⎧
⎨

⎩E

⎡

⎣log

⎛

⎝1+
|hcn∗ |

2 Pc

σ2
Cn∗

+
∑KS

i=1

∣∣ldi,n∗

∣∣2 Pd

⎞

⎠−Pr [n∗=n]

× log

⎛

⎝1+
|gcm∗ |

2 Pc

σ2
Em∗

+
(∑KS

i=1

∣∣gdi,m∗

∣∣2 +Ωm∗

)
Pd

⎞

⎠
∣∣∣∣∣n

∗=n

⎤

⎦

⎫
⎬

⎭

+

−δ1,

such that each bin contains 2ηRe,cm∗ codewords, with Re,cm∗

being the corresponding information leakage rate. The BS en-
codes the message tuple (wC1

, · · · , wCN
) into codeword xη

C. At
time instant t, the BS transmits codeword xη

C(t) corresponding



to message wCn∗ . The error probability analysis are based
on joint typicality and follows along similar lines as for the
standard Gaussian wiretap channel [7]. Now, we need to prove
∀m ∈ {1, · · · ,M}, Re,cm ≥ RCsum − ϵ. On one hand, we have

ηRe,cm∗=H(WC1
,· · ·,WCN

|Y η
Em∗

,Γη,Γη
Em∗

)

≥H(Xη
C |Γ

η,Γη
Em∗

)−H(Xη
C |WC1

, · · · ,WCN
, Y η

Em∗
,Γη,Γη

Em∗
)

+H(Y η
Em∗

|Xη
C ,Γ

η,Γη
Em∗

)−H(Y η
Em∗

|Γη,Γη
Em∗

) (12)

≥H(Xη
C |Γ

η,Γη
Em∗

)−I(Xη
C ;Y

η
Em∗

|Γη,Γη
Em∗

)−ηϵ1, (13)

with Γη= [Γη
C Γ

η
D], Γ

η
Em∗

=
[
gηcm∗ G

η
Dm∗

G
η
Am∗

]
, and where

(13) is obtained using Fano’s inequality. Then, using the de-
scribed coding scheme, we get ηRe,cm∗ ≥ η

∑N
n=1

RCn
−ηϵ1.

On the other hand, since the eavesdropper with the best SINR
has better chances to decode the information, we can write

∀m ∈ {1, · · · ,M}, H(WC1
, · · · ,WCN

|Y η
Em

,Γη,Γη
Em

)

≥ H(WC1
, · · · ,WCN

|Y η
Em∗

,Γη,Γη
Em∗

). (14)

Then, using the fact that
∑N

n=1
RCn

= RCsum − nδ1, and the
inequality in (14), we obtain

∀m ∈ {1, · · · ,M}, Re,cm ≥ RCsum
−

ϵ︷ ︸︸ ︷
(nδ1+ϵ1) . (15)

APPENDIX B
PROOF OF THEOREM 2

Due to space limitations, we skip the codebook generation,
the encoding, and the decoding process here. For the secrecy
analysis, since the D2D system has to ensure that both the
cellular and the D2D transmissions are jointly secured against
the eavesdroppers, we need to prove that, given the cellu-
lar system’s transmission rates, the secondary transmissions
guarantees secrecy up to the joint equivocation rate, i.e.,
∀m,Rem ≥ RCsum

+
∑KS

k=1
RDk

− ϵ′. We have

ηRem = H(WC1
, · · · ,WCN

,WD1
, · · · ,WDKS

|Y η
Em

,Γη,Γη
Em

).

Using a similar reasoning as in Appendix A, we can show that

ηRem ≥
η∑

t=1

[
H(XC(t), XD1

(t), · · · , XDKS
(t)|Γ(t),ΓEm

(t))

−I(XC(t),XD1
(t),· · ·,XDKS

(t);YEm
(t)|Γ(t),ΓEm

(t))
]
−ηϵ′1, (16)

Then, given the mutual independence of the codewords XC(t),
XD1

(t), · · · , and XDKS
(t), we have

H(XC(t), XD1
(t), · · · , XDKS

(t)|Γ(t),ΓEm
(t)) = (17)

H(XC(t)|Γ(t),ΓEm
(t))+

KS∑

k=1

H(XDk
(t)|Γ(t),ΓEm

(t)).

On one hand, we have
η∑

t=1

[
H(XC(t)|Γ(t),ΓEm

(t))−I(XC(t);YEm
(t)|Γ(t),ΓEm

(t))
]

≥ ηRCsum − ηϵ, (18)

where (18) is obtained in Appendix A. On the other hand,
since the eavesdropper with the best SINR has better chances
to decode the messages, we have

η∑

t=1

KS∑

k=1

[
H(XDk

(t)|Γ(t),ΓEm
(t))−

I(XDk
(t);YEm

(t)|XC(t),XD1
(t),· · ·,XDk−1

(t),Γ(t),ΓEm
(t))
]

≥
KS∑

k=1

[
H(Xη

Dk
|Γη,Γη

Em
)

− I(Xη
Dk
;Y η

Em∗
|Xη

C , X
η
D1
, · · · , Xη

Dk−1
,Γη,Γη

Em∗
)
]

(19)

= η
KS∑

k=1

RDk
. (20)

Substituting (20) and (18) in (16), we obtain

Rem ≥ RCsum
+

KS∑

k=1

RDk
−

ϵ′︷ ︸︸ ︷
(ϵ+ϵ′1) . (21)
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